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N Wi EAHSEH T A Rregisteredcustomers) EHBRARA X NG SHWESER.

iE{TCisco IOSEXEE fY Catalyst 3 2 #

w-backbone-6#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
w-backbone-6(config)#interface gigabitethernet 8/25
w-backbone-6(config-if)#switchport

w-backbone-6(config-if)#switchport trunk encapsulation dotlq
w-backbone-6(config-if)#switchport trunk native vlan 999
w-backbone-6(config-if)#switchport trunk allowed vlan 1,81,82,171,999
w-backbone-6(config-if)#switchport mode trunk
w-backbone-6(config-if)#end

w-backbone-6#

N B REVLANRIEO0O A VIAN, 55 REEWLCIELE M K EE TR R &vian
999, EAXESD , WL.CHEHEIBELAEERNVLAN 1, EEKEZFEHWLCEENEZENRE
# AVLAN 1, 3t BWLCHFEHAVLAN 999,

GUIFHIWLANTZ #I85VLANEL &

FEWLAN#Z 25 LT T H R,

1. fWLC GUIH , Effi Econtroller > Interfaces. Interfaces Bfi , ZE@SIHEWLC L RENFENEH. BERIHN
BEENE , FE—T New.

MONITOR  WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Controller Interfaces
General
Icons VLAN Interface Dynamic AP
Interface Name Identifier 1P Address Type Management 1Pv6 Address
Inventory 171 192.168.171.30 Dynamic Disabled =
R 1 10.48.39.46 static Enabled 2001:1::46/64
Interface Groups 1 10.48.39.52 Static Not Supported
Multicast untagged 172.16.39.52 Static Mot Supported
¥ Network Routes N/A 0.0.0.0 DHCP Disabled 1/128
¢ Redundancy yirtual N/A 10.2.3.4 Static Mot Supported
* Mobility Management .
Ports
P NTP
» COP
» PMIPVG
¥ Tunneling
b IPvG

P mDNS



https://tools.cisco.com/Support/CLILookup/cltSearchAction.do

B A Interface Name # VLAN Identifier, 3% — T Apply.
alaln

Saye Configuration Bing Logout Refresh

ciIsco MONITOR WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP  FEEDBACK M Home

Controller Interfaces > New _<sack | _ appy |
Semeral Interface Name hJLAN 81
Icons
WLAM Td 81
Inventory

Interfaces
Interface Groups
Multicast

Network Routes

Redundancy

-

Mobility Management
Ports

F NTP

» CDP

PMIPVG

-

Tunneling

-

IPvE

-

mDNS

BALLVLANBV4SEESI B, 325823 IP Address, Netmask, Gateway#] Primary DHCP Server IPiit , A& —T
Apply.



Save Configuration  Ping  Logout Refresh

alva]e

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK A Home

Controller Interfaces > Edit <Back | Apply |
General
L 3
cons General Information
Inventory
Infechires Interface Name vlan 81
Interface Groups MAC Address 74:80:2f:2a:75:7e
Multicast " "
Configuration
b Network Routes
} Redundancy Guest.Lan
» Mobility Management Quaranting
Ports Quarantine Vian Id 0
b NTP MNAS-ID none
b COP Physical Information
¢ PMIPvG
Port Number 1
} Tunneling
Backup Port 0
b IPVO
Active Port 1
P mDNS
Enable Dynamic AP Management
b Advanced

Interface Address

VLAN Identifier 81

IP Address 192.168.81.46
Netmask 255.255.255.0
Gateway 192.168.81.1

DHCP Information

Primary DHCP Server 10.48.39.5
Secondary DHCP Server
DHCP Proxy Mode Global

Enable DHCP Option 82

Access Control List

ACL Name none ¥
mDNS
mDNS Profile nong v

External Module

3G VLAN

Note: Changing the Interface parameters causes the WLANS to be
temporarily disabled and thus may result in loss of connectivity for =

% AR P EALAERN P FE EDHCPH A | LUMHE FImHADHCPRIRETEE Pibit, fln , BE&FimE S BEHE
HIRE S EREN EAWLAN/SSID ( LLELEF RIS ERS ) B , ©EHITR b FREEEAERDHCPRIREE. EFIgEM[
DHCPfARREFEIAE R ( MR ERMEHNDHCPRIRES , Al B FEXEER ) |, WS EENEHIPibit A+ #IPE
FEE AN EEENDHCPRRES. DHCPEIRES 1B DHCPER B R F i 2 B Pt

% R HREMER , X BEEERN Pt , ERERIEA TDHCPRERRADIUSHMEZEE ( EWLANBRET ) , &
B F bk it it



N EE - NEEBERVLANS B fEradius t (airespace-interface-name) BB EIV L ANE B R 248 8.

BENEERE, B—TEOEIZRESH Controller B |, ARE R AIIRERZE nterfaces,

Saye Configuration  Ping Logout Refresh

JMMANDS ~ HELP A Home
Controller Interfaces Entries 1 - 8ol 8 Hew...
General
Icons VLAN Interface Dynamic AP
Interface Name Identifier 1P Address Type - 1Pwt Addre:
etosY 171 171 192.168.171.30 Dynamic Disabled [~}
Enteriuces Management 1 10.48.39.46 Static Enabled 2000:1::46/64
Interface Groups 1 10.48.39.52 STatic Not Supported
Multicast untagged  172.16.39.52 Static Not Supported
¥ Network Routes Sery NA 0.0.0.0 DHCP Disabled /128
b Redundancy virtusl MN/A 10.2.3.4 Static Not Supported
¥ Mobility Management vian 81 81 192.168.81.46 Dynamic Disabled [~ ]
Ports vian 82 82 192.168.82.46 Dynamic  Disabled -]
* NTP
» CDP
F PMIPvH
» Tunneling
b IPvG
b mDNS
.

B—WLANST R B EmZEFHZER , R%EIE— T Create New.

alln Saye Configuration  Ping  Logout Refresh

CISCO MONITOR  WLANs CONTROLLER WJIRELESS CURITY  MANAGEMENT COMMANDS HELP EEEDBACK M Home
WLANSs WLANs Entries 1- 1 of 1
* WLANs Current Filter: None [Change Filter] [Clear Filter] | Create Mew v Go I

WLANS
b Advanced
| WLAN ID Type Profile Hame WLAN SSID Admin Status  Security Policies
1 WLAN self-anchor self-anchor Disabled None [~}
.

B A RIS E B BITFSE(SSID) |, Profile NamesR & Apply. & — T L REIEAVLAN SLLERERE,

.Ilhllln Save Configuration  Ping  Logout Refresh
cisco MONITOR  WLANs NOLLER S SECURITY MANAGEMENT COMMANDS HELP FEEDB M Home
WLANSs WLANSs > New < Back Apply |
* WLANs
WLANS Type WLAN L
b Advanced Profile Name Students
SSID Students

(s} 2 v



% O JKERAY I nterface Name N RIRE HIZIEVLAN 81 , A% — T Apply. Inthiscase , SSID Students is lined tolnterface
Name VLAN 81.

Saye Configuration  Ping  Logout Refresh

cisco MONITOR ~ WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK A Home
WLANSs WLANSs = Edit 'Students’ < Back | Apply
» WLANs = = -
WLANS General || iSecurity 7] #0osH|| [Rolicy:Mappitias)| FAdvanced |

¢ Advanced
Profile Name Students
Type WLAN
S5ID Students
Status ¥ Enabled
Security Policies [WPAZ][Auth{802.1X)]

{Modifications done under security tab will appear after applying the changes.)

Multicast Vian Feature Enabled
Broadcast SSID ¥ Enabled
NAS-ID W-8540-1

CLIFRHYWLANIZEHIZTVLANEL B

FEAXRHRS , BRESTNE(CL)FRESERNVLAN,

o BNNHEMEBAVLANZR., i+ Bconfiginterface createinterface namevlan ido

(W8540-1) >config interface create "VLAN 81" 81

% R MEVLAN/WLANBBHREZERE ( IARGIFIR ) |, BEARZXEBBESISHA,

2. EEIPHH M FERRHEEI. @ Bconfig interface interface_namel P_addressnetmaskgateway o

(W-8540-1) >config interface address dynamic-interface "VLAN 81" 192.168.81.46 255.255.255.0 192.168.81.1



«  EZHDHCPMEMRES. &S Bconfiginterface dhcp dynamic-interface<interface-name>primary<primary-
server>[secondar y]<secondary-server>,

(W-8540-1) >config interface dhcp dynamic-interface "VLAN 81" primary 10.48.39.5

o BHUTHILUSNEEMREYEE  configinterface port operator_defined _interface_name physical_ds _port_number.

(W-8540-1) >config interface port "VLAN 81" 1

« MEBNEEE. 145 show interface summary.

<#root>

(W-8540-1) >show interface summary

Number of Interfaces........ccccooevreene. 8

Interface Name Port Vlanld IP Address Type Ap Mgr Guest
171 1 1711 192.168.171.30 Dynamic  No No
management 1 1 10.48.39.46 Static Yes No
redundancy-management 1 1 10.48.39.52 Static No No
redundancy-port - untagged  172.16.39.52 Static No No
service-port N/A  N/A 0.0.0.0 DHCP No No

virtua N/A  N/A 10.2.34 Static No No

vl an 81 1 81 192. 168. 81. 46 Dynanic No No



vl an 82 1 82 192. 168. 82. 46 Dynani c

«  TEZWLAN, @ Aconfigwlan createwlan_idname,

(W-8540-1) >config wlan create 2 Students Students

o EZBWLANMANE. %% Aconfigwlan interface wlan idinterface_name,

(W-8540-1) >config wlan interface 2 "vlan 81"

o EFEWLANMBBM A E. %A show wlan summary.

<#froot>

(W-8540-1) >show wlan summary



Number of WLANS........ccovevirnecnennnn 2
WLANID WLAN ProfileName/ SSID ~ Status Interface Name PMIPv6 Mobility

1 self-anchor / self-anchor Disabled  management none

2 Students / Students Enabl ed vlan 81 none
(W-8540-1) >

mE

HEAXBAER K BEECNEEREERER,

Catalyst3 i 28 By 3

iE 1T Cisco |OSEX BE By Catal yst 33 24 : show running-config interface interface typeinterface number,

<#root>

w-backbone-6k#

show runni ng-config interface gigabitethernet 2/1

Building configuration...

Current configuration : 190 bytes

I

interface GigabitEthernet2/1

no ip address

switchport

switchport trunk encapsulation dotlq
switchport trunk native vlan 999

switchport trunk allowed vlan 1,81,82,171,999
switchport mode trunk



end

WLANZHIZSVLANER

- BEBNEEE. 545 show interface summary.

<#froot>

(W-8540-1) >show interface summary

Number of Interfaces.........cccocvvveenneee. 8

Interface Name Port Vianld IPAddress Type Ap Mgr Guest

171 1 171 192.168.171.30 Dynamic No No

management 1 1 10.48.39.46 Static Yes No

redundancy-management 1 1 10.48.39.52 Static No No

redundancy-port - untagged  172.16.39.52 Static No No

service-port N/A  N/A 0.0.0.0 DHCP No No

virtual N/A  N/A 10.2.34 Static No No

vl an 81 1 81 192.168. 81. 46 Dynani c

vl an 82 1 82 192. 168. 82. 46 Dynanic



+ BRBWLANFEBNNAE. 5% show wlan summary.

<#froot>

(W-8540-1) >show wlan summary

Number of WLANS.......ccooeverirrereeene 2
WLAN ID WLAN ProfileName/ SSID ~ Status Interface Name PMIPv6 Mobility

1 self-anchor / self-anchor Disabled  management none

2 Students / Students Enabl ed vlan 81 none

(W-8540-1) >

g 3710

ERAAEHRS , HEBETRER,
EHBmER

SERBAT BB LA SRR AR R Y SR B R R

EWLANE#|28ping VLANBS A LR ERMTERREE , AR BMEKR A B#AITping.

EiREEAREIRS

(W-8540-1) >ping 192.168.81.1



Send count=3, Receive count=3 from 192.168.81.1

(W-8540-1) >

VLANESH T :

w-backbone-6k#ping 192.168.81.46

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.81.46, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms
w-backbone-6k#

WMRpingk B , FERMRF LHEHTHEVERRIETRE , URRERNVLANER,

% i REHRnEBEN VAR - FRNEIERER Hping® T, BHBCTFERDENEH Hping® T,
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