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BESBRIMR2HVEBNT :

Router1

Rout er 1#show run
Bui | di ng configuration..

Current configuration : 2321 bytes
!
version 12.2

servi ce timestanps debug uptinme
service timestanps | og uptine
no service password-encryption
!

host nane Routerl

!

!

i p subnet-zero

!

!

!

call rsvp-sync

!

!
cl ass-map match-all FTP

!--- Classifies FTP Packets based on Access List 103.
mat ch access-group 103 cl ass-map match-all Video !---
Classifies Video Packets based on Access List 102. match
access-group 102 class-map match-all Voice !---
Classifies Voice Packets based on Access List 101. match
access-group 101 ! ! policy-map Marking-For-FTP /---
Sets DSCP value afll for FTP packets. class FTP set ip
dscp af1l policy-map Marking-For-Voice !--- Sets DSCP
value ef for Voice packets. class Voice set ip dscp ef
pol i cy-map Marki ng-For-Video !--- Sets DSCP value af4l
for Video packets. class Video set ip dscp af41 ! I !
interface Serial 2/0 description Connected to Router2 ip
address 10. 2. 3.2 255. 255. 255. 0 random det ect dscp-based
! -—- Enables WRED based on DSCP Value of the packet.
random det ect dscp 10 30 40 !--- Sets the Minimum and
Maximum Threshold of Packets !--- to 30 and 40 packets
for the DSCP value 10. random detect dscp 34 40 50 !/---
Sets the Minimum and Maximum Threshold of Packets !---
to 40 and 50 packets for the DSCP value 34. random
detect dscp 46 50 60 !--- Sets the Minimum and Maximum
Threshold of Packets !--- to 50 and 60 packets for the
DSCP value 46. clockrate 56000 ! interface Serial2/1 no
i p address shutdown ! interface Serial2/2 no ip address
shutdown ! interface Serial2/3 no ip address shutdown
interface Serial2/4 no ip address shutdown ! interface
Serial 2/5 no ip address shutdown ! interface Serial 2/6
no i p address shutdown ! interface Serial2/7 no ip
address shutdown ! interface FastEthernet3/0 no ip
address duplex auto speed auto ! interface

Fast Et hernet 3/ 0.1 description Connected to Voice Clients
encapsul ati on dot1Q 10 ip address 192.168.0.1

255. 255. 0. 0 service-policy output Marking-For-Voice /---
Applies the policy Marking-For-Voice to the interface. !
interface FastEthernet3/0.2 description Connected to
Video Clients encapsul ation dot1Q 20 ip address
172.16.0.1 255.255.0.0 service-policy output Mrking-




For-Video !--- Applies the policy Marking-For-Video to
the interface. ! interface FastEthernet3/0.3 description
Connected to FTP Server encapsul ation dot1Q 30 ip
address 30.0.0.1 255.0.0.0 service-policy output

Mar ki ng- For-FTP !--- Applies the policy Marking-For-FTP
to the interface. ! interface FastEthernet3/1 no ip
address shutdown dupl ex auto speed auto ! router ospf 1
!--- Configures OSPF as the routing protocol. | o0g-

adj acency-changes network 10.0.0.0 0.255.255.255 area 0
network 30.0.0.0 0.0.0.255 area 0 network 172.16.0.0

0. 0.255.255 area 0 network 192.168.0.0 0.0.255.255 area

O! ip classless ip http server ! access-list 101 pernmt
ip 192.168.0.0 0.0.255.255 any !--- Access list used to
classify Voice packets. access-list 102 permt ip
172.16.0.0 0.0.255.255 any !--- Access list used to
classify Video packets. access-list 103 permt ip
30.0.0.0 0.0.0.255 any !--- Access list used to classify
FTP packets. ! voice-port 1/0/0 ! voice-port 1/0/1 !

voi ce-port 1/1/0 ! voice-port 1/1/1 ! dial-peer cor
custom! ! | dial-peer voice 1 pots destination-pattern
4085551234 port 1/0/0 ! ! line con O line aux O line vty
04! end

Router2

Rout er 2#show run
Bui | di ng configuration..

Current configuration : 1551 bytes

!

version 12.3

service config

service tinmestanps debug dateti ne nsec
service tinmestanps | og datetime nsec
no service password-encryption

!

host nane Rout er 2

!

boot - st art - mar ker

boot - end- nmar ker

!

!

no aaa new node

i p subnet-zero
!

interface FastEthernet0/0

i p address dhcp

dupl ex auto

speed auto

|
interface FastEthernet0/0.1

description Connected to Voice Clients
encapsul ati on dot1Q 40

ip address 20.0.0.1 255.0.0.0

|

i nterface FastEthernet0/0.2

description Connected to Video Clients
encapsul ati on dot1Q 50

ip address 40.0.0.1 255.0.0.0

|

interface Fast Et hernet0/0.3




description Connected to FTP Clients
encapsul ati on dot1Q 60

ip address 50.0.0.1 255.0.0.0

|
interface Serial 0/0

description Connected to Routerl

i p address 10.2.3.1 255.255.255.0

random det ect dscp-based

! --- Enables WRED based on DSCP Value of the packet.
random det ect dscp 10 30 40 !--- Sets the Minimum and
Maximum Threshold of Packets !--- to 30 and 40 packets
for the DSCP value 10. random detect dscp 34 40 50 !/---
Sets the Minimum and Maximum Threshold of Packets !---
to 40 and 50 packets for the DSCP value 34. random
detect dscp 46 50 60 !--- Sets the Minimum and Maximum
Threshold of Packets !--- to 50 and 60 packets for the
DSCP value 46. ! interface FastEthernet0/1 no ip address
shut down dupl ex auto speed auto ! interface Service-

Engi ne2/0 no i p address shutdown hol d- queue 60 out

router ospf 1 !/--- Configures OSPF as the routing
protocol. | og-adjacency-changes network 10.0.0.0

0. 255. 255. 255 area 0 network 20.0.0.0 0.255.255. 255 area
0 network 40.0.0.0 0.255.255.255 area 0 network 50.0.0.0
0.255.255.255 area O ! ip http server ip classless ! !
control-plane ! ! voice-port 1/0/0 ! voice-port 1/0/1 !
gat ekeeper shutdown ! ! line con O line 65 no
activation-character no exec transport preferred none
transport input all transport output all line aux O |line
vty 04! ! end

B R 1 S5 B B

EERNARMREEEFERAEBEREQSE , HRBHHEEREBRENEEN RKESE, FEBA

EEHBENMER L TRTZRAEIQoSIEENER, BEMKRAEHMNEN , QoSHERRTE
FERMAE. QoSHBRERBEFIMNEE, HBNERRSGETESINHEER,

BRBAWMMHEE R EFR :
ERRRNEAEFROERGNEAEFREIENE , SREUT —RIEH .

1. #£Router1#FastEthernet/T T , &/#%Marking-For-Video R MIEAZIGEAT S , EHEE2FEH
DSCP{EAF411EH,

2. EEMR I EEERouter1 LW FHINTES3/0MRouter2 EHIS0/0, FEUE , RAESEBA
WREDRREHHRERREHTWREMNR, EFORIREZEIR/IRE (HRRAERS
, LAl B40EERT ) B, WREDFE#EZRE L EBDSCPEAFMNER T, @k , BF
B RERBRARME (HRRAERS , kHlhA50BERS ) B , WREDEEMELESE
DSCP{EAF41H &R,

3. RAEREEBRouter2 LR RIEZ KBEEWLCHE , WLCEREAE R SHDSCPEERE
AVVID 802.1p UP{E , X #DSCPEREAERTEREILWAPPERE , MTFAIR. AR
filsh , DSCP{EAF41E i ¥ FERY802.1p{E4,



LWAPP Encapsulated
802.1p | DSCP | DSCP | Payload | 802.1p | DSCP | Payload |
_. _.-'-""F-J
.T..____ _"'-_._ — . - o _-_-_._._'_'_,_,_:—'—'

DSCP Yalue for YWoice Packetz afdl translated to Cizco AWYID 802 1p UP value 4 and
original D=CP Yalue af41 copied

4. EHGEELAPE | LAPHEALWAPPH SHDSCPEE#5802.11e UPE , WEHIK(E
, LR E T BB EERZERERNWLAN QoSRAIFF AFFHNRAE. RELAPKHIBE
EEUPERIB02.11 TXTFIH. EATREIH , DSCPEAFA1HEIRAAAERI802.11e UPES,

B v [ LWAPP Encapsulated
[802.11e [ DSCP [Payidad] ' | 802.1p | DSCP DSCP [Payioad

"h_ﬁ_q____ _—
———— 9_ :— e

DSCP value of the incoming LWARPP packet afd! tranzlated to the 802 11e UP value 5 far a Wik
enabled cliert

EERRNEHFBEFROBRKEZENE  SBEUT -RIEH

1. MAWMMH B i mLAPEXR SR G | LAPS1241802.11e UPE , LB RZETRBLE
BB FIRNQOSKEFT AN RAE, RE , BXEERADSCPHE, EAHIH , ¥
WLANELE T QoSHE B %EGold , H802.11e UPE A4, IEMSERAYHENDSCPE
AF41 | S EATIERHIZS,

R, W S

il

-

I
& e ___I: i LWAPP Encapsulated
802.11e | DSCP |Payioad | |
| | DSCP | Payload

o202 11e UP walue translkated to D=CP walue afdl and sent to Controller

2. YIS HS B A LWAPPE BE I DSCP{E E#: 5802.1p UPE ( MERTR ) , 3 AEKDSCPE
tEEFRERNER T EIE,
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i LWAPP Encapsulated | | _ A IR
. DSGF‘ Dscplpawnad - [ B02.1p | DSCP |[Payload |

e i T B

DSCP value af41 of the incoming LWaAPP packet transatted to 802 1p UP value S and
original D=CP value af41 is sert unatered

3. Router2J:’b'EJ_ZK‘@%EFEEDSCPEanE’Ji\T@éJEL_Routerﬁ[lRoutemEI’JJ"'E'J |, 3
IEERE LHNAACEAER. EHEIRBFINEHE , SRBEAWREDERENRERBRES
TR EBR,

HRWMMERNFTPE Fis :

ERRRNFTPARFMSERMEATERFNFTPEARERE , SREUATEHFT

1. #£Router1#FastEthernet/T T , Marking-For-FTPRAISERFFTPHE , EHISMHEH
DSCPEAF114Z%,

2. EEMNFTPER E@EiBRouter1 LY &%/ Es3/0FRouter2 EAIS0/0, TELLER , AERIE
WREDE.EWREREER TN EEMRRE, ETOKIREZERRIRE (BAFTPERS
, BI0EERT ) B, WREDFEM ERE L EFDSCPEAF11HWER S, A% , EFHEKII
REBBSARE (URFTPERE , A40EERE ) B , WREDEEFEEEDSCPHE
AF1189E R,

3. FTPH8i%iBRouter2 L RIE 2 KB BIZEWLCE , WLCESEA R THWDSCPEEIRA
AVVID 802.1p UP{E , M #DSCPEREAHIERIILWAPPH S , WILEFT~. AR
¢ | DSCP{EAF11&Ei A ¥ FERVS802.1pE 1,

4. EHTEELAPE | LAPERH I MEIERGZEH B IRAHWLAN QoS/RE B A FE5%802.11
TxfTHHR, EARREF , ERETHHREEREQOSH EE RMBKTIH,

EEGENFTPEAZRSERNEANERREE  SREUTE4FT

1. EEFBE ELNFTPEFIREERSEAZILAPE | LAPEFEA S EAZEF IR QoSKIER
802.11e UP{E., & , LAPHZEEIRADSCPE , WigHa/EXDE4H:E. RAFTPEFIH
BAQoSEERERHME , FTLAUEEE 802.11e UPE1#E R ADSCP{EAF11,

2. BHIZZZEALWAPPE R ZMDSCPEE#: £802.1p UPE ( MEFR ) , ¥ HEREIKBDSCPE
HEEFTERNER TEE, AR, ZERNTEBBEE2ER B E R FIRouter2,

3. Router2 L% 2 A48 = EHDSCPEAF11ME R 2 & EiBRouter2FRouter1 L £ 5

, WEEARELNEFREFiR, EHAKBERINEK , 28BAWRED: EE’JEEEW@E
HOWBERE,
ERTENORERBRERIEEMERE  SREBLUNBE , RZTFA,

EHERIET
WHEERT S(ERERMESEM)OIT)XER Lshowd ®. FEAOITREshowds HH# i #Y 5 47

o

BHEE : £ debug EES 28l , FEE2 B HEI Debug ETHEEEHA.
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A AER e LB H U T Cisco IOSHT , UEHFENERFEQoSHE & :

. show queue {interface-name interface-number; — 5| L BN H LI P ZFHERTHER

- show queueing random-detect interface {interface-name interface-number — SItH T E L&
Rk T R EE AR ER.

. show policy-map interface {interface-name interface-number; — B R EAR B/ H A4 A F1i§
RHENARHEANER, FREEENEXECEX TEALKT S,

Rout er 1#show policy-map interface F3/0.1
Fast Et hernet 3/0. 1

Servi ce-policy output: Marking-For-Voice

Cl ass-nmap: Voice (match-all)
18 packets, 1224 bytes
5 mnute offered rate O bps, drop rate 0 bps
Match: access-group 101
QS Set
dscp ef
Packets marked 18

Cl ass-map: cl ass-default (nmatch-any)
2 packets, 128 bytes
5 mnute offered rate O bps, drop rate 0 bps
Mat ch: any

- debug qos set — R EBQoSER TEBNEA.
FEWLCLE |, BEHUT S HUBRQoSEERRE

- show qos {bronze/silver/gold/platinum} — RHEBHAABWLANE ERVQoSEERENEMN. UT
=show qostn & ## H R~ 41 -
(Cisco Controller) >show gos Platinum

DesCription. ... For Voice Applications
Average Data Rate........... .. .. ... 0
Burst Data Rate.......... ... .. . ... ... 0
Average Realtine Data Rate....................... 0
Realtime Burst Data Rate......................... 0
Maxi mum RF usage per AP (% ........ ... ... ....... 100
Queue Length. . ... ... .. . . . 100
ProtoCOl ... e none

(Cisco Controller) >show gos Gold

DesCription. ... For Vi deo Applications
Average Data Rate........... .. .. ... 0
Burst Data Rate........... ... .. . ... ... 0
Average Realtine Data Rate....................... 0
Realtime Burst Data Rate......................... 0
Maxi mum RF usage per AP (% ........ ... ... ....... 100
Queue Length. . ... ... .. . . . 75
ProtOCOl ... none

(Cisco Controller) >show gos Bronze

DesCription. ... For Background
Average Data Rate........... .. .. ... 0
Burst Data Rate.......... ... .. . ... ... 0
Average Realtine Data Rate....................... 0
Realtime Burst Data Rate......................... 0

Maxi mum RF usage per AP (% ........ ... ... ....... 100



Queue Length. . ... .. . . . 25
Protocol . ... . none

. show wlan <WLAN-ID> — BREBEWLANKIEF. UT 28 HEH)

(Cisco Controller) >show wlan 1

WAN lIdentifier...... ... .. 1
Network Name (SSID)......... ... Voi ceClients
StatUS. . ot Enabl ed
MAC Filtering........ ... .. Di sabl ed
Broadcast SSID........... .0 Enabl ed
AAA Policy Override...... ... .. .. .. Di sabl ed
Number of Active Cients........... ... ... ....... 0
Exclusionlist Timeout........... ... ... ... 60 seconds
Session TiMBOUL . .. ...ttt 1800 seconds
Interface. ... managenent
VWEAN ACL. . . unconfi gur ed
DHCP Ser Vel . .ottt e e Def aul t
DHCP Address Assignment Required................. Di sabl ed
Quality Of ServiCe....cceceeececccscccccscccscccns Platinum (wvoice)
WMM..ooeeeooeeecoososassssssccacssossssssscscccccsssss Disabled
CCX - Aironetle Support......... ..., Enabl ed
CCX - Gratuitous ProbeResponse (GPR)............. Di sabl ed
Dot 11- Phone Mode (7920)....... ... .. .. Di sabl ed
Wred Protocol.......... .. i None
IPV6 SUPPOrt. ... Di sabl ed
Radio Policy...... ... .. i All
Security
802.11 Authentication:.............. ... ....... Open System
Static WEP Keys. . ... i Di sabl ed
802, IX ot Enabl ed
EnCryption: . ... . 104-bi t VEP
W -Fi Protected Access (WPA/WPA2)............. Di sabl ed
CKI P Di sabl ed
IP Security Passthru.......................... Di sabl ed
Web Based Authentication...................... Di sabl ed
Web-Passthrough. ......... ... ... ... ... ... .. ... Di sabl ed
Auto Anchor....... ... Di sabl ed
H REAP Local Switching........................ Di sabl ed
Managenent Franme Protection................... Enabl ed (d obal MFP Di sabl ed)

B

- BRAP(LAP)GH R BIfEARL AN HIZR(WLC)

. B4R LAN #EI88 FAY VLAN fBREHIHI

. Cisco IOSHR % i B f# R 5 RAA GRS EHEEI12.44R
- EBRERTE

- i Z BB # - Cisco Systems
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