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Adeninistrstor Authenticated by ™ Defwull Authentcaton (Glebal Fasrwond)
T Local User List Only ndsedusl Pad-tmeds)

© Authantsaton Sareer f not foend i Local List

Aushentication Cache: P Ensble Authaniccaton Samer Caching

Seourity: Admin Access

" Local List # mo sesponss o Authentication 5 enar

A0 U i T s

 Dataubt Authentication (Global Paserd)

ekt Awthentication Passwond: |
Cosdlem furihee ndic ation P asossard: |

Local Uses List (individual Passwords)

W Lz

Useimame:
[T
P amwwrord,!
| ) perm

BT REEEHIAICLIAERE :

BEAR

AccessPoi nt #show running-config

Current configuration : 2535 bytes

|

version 12.3

no service pad

service tinestanps debug datetime nsec

service tinestanps |og dateti me nmsec

servi ce password-encryption

|

host nane AccessPoi nt

!

!

i p subnet-zero

!

!

aaa new-model

!-—-- Enable AAA. ! | aaa group server radius rad_eap !
aaa group server radius rad_mac ! aaa group server
radi us rad_acct ! aaa group server radius rad_admn
cache expiry 1 cache authorization profile adm n_cache
cache authentication profile adm n_cache ! aaa group
server tacacs+ tac_admin

!-—- Configure the server group tac_admin. server
172.16.1.1

!--- Add the TACACS+ server 172.16.1.1 to the server
group. cache expiry 1

RN T



!--- Set the expiration time for the local cache as 24
hours. cache authorization profile admin_cache

cache authentication profile admin_cache

|
aaa group server radius rad_pmp

|
aaa group server radius dumy

|
aaa authentication login default group tac_admin

!--- Define the AAA login authentication method list to
use the TACACS+ server. aaa authentication |ogin
eap_net hods group rad_eap aaa authentication login
mac_net hods | ocal aaa authorization exec default group
tac_admin

!--—- Use TACACS+ for privileged EXEC access
authorization !--- 1f authentication was performed with
use of TACACS+. aaa accounting network acct_net hods
start-stop group rad_acct aaa cache profile adm n_cache
all ! aaa session-id common ! | usernane G sco password
7 00271A150754 ! bridge irb ! ! interface Dot11Radi 00 no
ip address no ip route-cache shutdown speed basic-1.0
basic-2.0 basic-5.5 basic-11.0 station-role root bridge-
group 1 bridge-group 1 subscriber-loop-control bridge-
group 1 bl ock-unknown-source no bridge-group 1 source-

| earning no bridge-group 1 unicast-flooding bridge-group
1 spanning-disabled ! interface Dot 11Radi ol no ip
address no ip route-cache shutdown speed station-role
root bridge-group 1 bridge-group 1 subscriber-I oop-
control bridge-group 1 bl ock-unknown-source no bridge-
group 1 source-learning no bridge-group 1 unicast-
fl oodi ng bridge-group 1 spanning-disabled ! interface
Fast Et hernet0 no ip address no ip route-cache dupl ex
auto speed auto bridge-group 1 no bridge-group 1 source-

| earning bridge-group 1 spanning-disabled ! interface
BVI1 ip address 172.16.1.30 255.255.0.0 no ip route-
cache ! ip http server ip http authentication aaa

!--- Specify the authentication method of HTTP users as
AAA. no ip http secure-server ip http hel p-path
http://wwmv. ci sco. com war p/ public/ 779/ snbi z/ prodconfi g/ he
| p/ea ip radius source-interface BVI1 ! tacacs-server
host 172.16.1.1 port 49 key 7 13200F13061C082F t acacs-
server directed-request radius-server attribute 32

i nclude-in-access-req format % radius-server vsa send
accounting ! control-plane ! bridge 1 route ip ! ! !
line con O transport preferred all transport output al
line vty O 4 transport preferred all transport input al
transport output all line vty 5 15 transport preferred
all transport input all transport output all ! end

XX BB RCisco IOSEL B MR 12. 3(7)JA:RE¥)TH&ZIK , TEEFELEERHMMEG S IEEET
o EgsﬂEI‘JC|SCO |OS$&§%WZ'KEJ ﬁﬁ IJF' T H —.”Eﬁo

BE
FEASERE , BREHEEREE EEER,
i EEET S (EHEEMEFER)OIT)XERE Lshowin T, FAOITHREshowds F i H i 2

HERFRE , FERALAGUITICLIZAAP, BERERNIBAPK , APERTEHMAERELZEMN


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
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=i
Enter Network Password ed A

Fleaze type pour uzer name and password.

Site: 1¥216.1.30

Fealm lewvel 1_access

Uszer Mame  |Uzer

Pazzword e

[ Save thiz pazsword in your password list

k. I Cancel

RUFERAERER  APSSREEXSTACACS+AMREE., TACACS+ARSB[IEIBER EFIRMEMN

EFRERRE , L ESOREBERDRBEMEAPHEIRE, B LAEACS LiZ#EReports and Activity >
Passed Authentication , 3f ff FiPassed Authentication¥ R &5 E L FERAEN FHBRZIE2E K. U
TREH -

select |

[ Refresh [ Download

Passed Authentications active.csv

. Message- User- Group- NAS-  NAS-TP-
Date % | Time Type Name Name Laller-1D Port Address

03/10/2006 |14:57:.01 |Authen OE  |Userl |ﬁLdm1'nT_Tsers 172.16.1.1 |ity1 172.16.1.30

#8538 1] LA Fshow tacacsin & RERFHE TACACS+AIREEM EFERE., U T 284l

AccessPoi nt #show tacacs

Tacacs+ Server ;o 172.16.1.1/49
Socket opens: 348
Socket cl oses: 348
Socket aborts: 0
Socket errors: 0
Socket Ti nmeouts: 0
Fai |l ed Connect Attempts: 0
Total Packets Sent: 525
Total Packets Recv: 525

ACS 5.2 %



BT LB R BACS 5.2 B ABR AR BERER :
1. ¥ — TMonitoring and Reports > Launch Monitoring and Report Viewer. iR —ES2SE

RIFVFEERE.
2. % —T TAuthentications-TACACS-Today. . EERAB/ BB ERNFMER

RERE AR

R LATEAP L5 FA LA Fdebugis R T AEREHE 1T SR BEHE AR
BMEE : £ debug iES2H1 , FEASEER Debug ETHEEEN.

. debug tacacs events — Lt SHEERTACACSE BB BB ENEHFFY, UTR2LIES
B 5 4]

*Mar 1 00:51:21.113: TPLUS: Queuing AAA Authentication request 0 for
processing

*Mar 1 00:51:21.113: TPLUS: processing authentication start request id 0

*Mar 1 00:51:21.113: TPLUS: Authentication start packet created for 0(Userl)

*Mar 1 00:51:21.114: TPLUS.: Using server 172.16.1l.1

*Mar 1 00:51:21.115: TPLUS(00000000)/0/ NB_WAI T/ C6DC40: Started 5 sec tinmeout

*Mar 1 00:51:21.116: TPLUS(00000000)/0/NB_WAI T: socket event 2

*Mar 1 00:51:21.116: TPLUS(00000000)/0/NB WAIT: wrote entire 25 bytes request
*Mar 1 00:51:21.116: TPLUS(00000000)/0/ READ. socket event 1

*Mar 1 00:51:21.117: TPLUS(00000000)/0/ READ. Woul d bl ock whil e reading

*Mar 1 00:51:21.120: TPLUS(00000000)/0/ READ. socket event 1

*Mar 1 00:51:21.120: TPLUS(00000000)/0/ READ: read entire 12 header bytes (expect
16 bytes data)
*Mar 1 00:51:21.120: TPLUS(00000000)/0/ READ. socket event 1

*Mar 1 00:51:21.120: TPLUS(00000000)/0/ READ. read entire 28 bytes response

*Mar 1 00:51:21.121: TPLUS(00000000)/0/ C6DCA0: Processing the reply packet

*Mar 1 00:51:21.121: TPLUS: Received authen response status GET_PASSWORD (8)
*Mar 1 00:51:21.121: TPLUS: Queui ng AAA Aut hentication request 0 for processing
*Mar 1 00:51:21.121: TPLUS: processing authentication continue request id 0

*Mar 1 00:51:21.122: TPLUS: Authentication continue packet generated for O

*Mar 1 00:51:21.122: TPLUS(00000000)/0/WRI TE/ C6DC40: Started 5 sec tineout

*Mar 1 00:51:21.122: TPLUS(00000000)/0/WRI TE: wote entire 22 bytes request

*Mar 1 00:51:21.178: TPLUS(00000000)/0/ READ. socket event 1

*Mar 1 00:51:21.178: TPLUS(00000000)/0/ READ: read entire 12 header bytes (expect

6 bytes data)

*Mar 1 00:51:21.178: TPLUS(00000000)/0/ READ. socket event 1

*Mar 1 00:51:21.178: TPLUS(00000000)/0/ READ. read entire 18 bytes response
*Mar 1 00:51:21.179: TPLUS(00000000)/0/ C6DCA0: Processing the reply packet
*Mar 1 00:51:21.179: TPLUS: Received authen response status PASS (2)

- debug ip http authentication — L G S HEBRHTTPE 0 BRERE, B NKHFERNE
BB S LN HRBIENMEEE,
- debug aaa authentication — It & S EE R EEAAA TACACS+H R ER B E

MREHEMANERAE BB TETACACS+ARES L , RIS MERE XK. LT £debug tacacs
authenticationds © i i P #Y 5 17 5838 K BX -

*NMar 1 00:07:26.624: TPLUS.: Queuing AAA Authentication request 0 for processing
*Mar 1 00: 07:26.624: TPLUS: processing authentication start request id O

*Mar 1 00: 07:26.624: TPLUS: Authentication start packet created for O(User3)
*Mar 1 00:07:26.624: TPLUS. Using server 172.16.1.1

*Mar 1 00:07:26.625: TPLUS(00000000)/ 0/ NB_WAI T/ AB8784: Started 5 sec tineout
*Mar 1 00: 07:26.626: TPLUS(00000000)/0/NB_WAIT: socket event 2


//www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml

*Mar 1 00: 07:26.626: TPLUS(00000000)/0/NB_WAIT: wote entire 25 bytes request

*Mar 1 00: 07:26.627: TPLUS(00000000)/0/ READ: socket event 1

*Mar 1 00: 07:26.627: TPLUS(00000000)/0/ READ: Woul d bl ock whil e reading

*Mar 1 00: 07:26.631: TPLUS(00000000)/0/ READ: socket event 1

*Mar 1 00: 07:26.632: TPLUS(00000000)/0/ READ: read entire 12 header bytes (expect 16
byt es dat a)

*Mar 1 00: 07:26.632: TPLUS(00000000)/0/ READ: socket event 1

*Mar 1 00: 07:26.632: TPLUS(00000000)/0/ READ: read entire 28 bytes response

*Mar 1 00: 07:26.632: TPLUS(00000000)/0/A88784: Processing the reply packet

*Mar 1 00:07:26.632: TPLUS: Received authen response status GET_PASSWORD (8)

*Mar 1 00: 07:26.632: TPLUS: Queui ng AAA Aut hentication request 0 for processing
*Mar 1 00: 07:26.633: TPLUS: processing authentication continue request id 0

*Mar 1 00:07:26.633: TPLUS: Authentication continue packet generated for O

*Mar 1 00: 07: 26. 634: TPLUS(00000000)/ 0/ WRI TE/ AB8784: Started 5 sec tinmeout

*Mar 1 00: 07:26.634: TPLUS(00000000)/0/WRI TE: wote entire 22 bytes request

*Mar 1 00: 07:26.688: TPLUS(00000000)/0/ READ: socket event 1

*Mar 1 00: 07:26.688: TPLUS(00000000)/0/ READ: read entire 12 header bytes (expect 6

byt es dat a)

*Mar 1 00: 07:26.689: TPLUS(00000000)/0/ READ: socket event 1

*Mar 1 00: 07:26.689: TPLUS(00000000)/0/ READ: read entire 18 bytes response
*Mar 1 00: 07:26.689: TPLUS(00000000)/0/ A88784: Processing the reply packet
*Mar 1 00:07:26.689: TPLUS: Received authen response status FAIL (3)

Al LLiZ##Reports and Activity > Failed Authentication A#@#RACS L B ERFTBEER AN, LT 2E
i

| Author-
Date & Time Message: User  Group- Callerr  Authenr = L. =  Author NA

el

R Type  Name  Name ID Failwe-Code = - D Port
05/17/2006 |19:40:14 Authen faded User3 "2 UBET
unknown

MR IBIEAP L FEREMCisco IOSEBE IR A< 12.3(7)JARICisco IOSE B R AR | BRI R ERFER
HTTPEAAPKE AT RE SR BIEE3E, ERIEEERIDACSCeb52431(EREIMEF).

Cisco IOSEREEHTTP/AAAEREERESFEEBNHTTPERETE L B HRTE. EiFCisco IOSEE
GUISREE—RBERSIAZEBINESR ( HlilavascriptFGIF ) » Eitt , MREEELFCisco
IOSEBGUIREAE—HH , AAARRS T2 WL+ RATRENEE/REER,

HRHTTPE 1 EE | FEARADIUSE A it & 7B FE RADIUSﬁHE%%%EE@%?Aﬁ?éEﬂ% 8
RADIUSHY A[#E R SR TACACS+ , Rt ATRE S REBR/ NI ML E

MRXEFEFATACACS+BE BB RRIACS |, FE#single-connection#  Btacacs-serverin & — 2 fF
. BEtBERFEGT —EEHASFEACSEERIBLTCPERRI/AFHEEE , LkgE—EEE
FREFRRSFELNER,

HRAP LHICisco IOSKEBIRA12.3(7)JARESIRAE , BBIEBE. NENEKMIENBEE
EX,

£ FAAARR 2 TREUZH BE AT IREXNTACACS +AIMRZRE RN EF . S 0EBEREMEEERIIERFF
APREUEREMN B BE/REER  UEEFSSRES ORI/ REBREEIAAAGRR. B
EFACLIRA ALt TRE , SBERT@#T

cache expiry
cache authorization profile


https://tools.cisco.com/bugsearch/bug/CSCeb52431
//tools.cisco.com/RPF/register/register.do

cache authentication profile
aaa cache profile

BRELNENGTHNESEN , F2REEEARNEE S H5RE RN EESE8

EEGUI LR AL IhAE | 512 #ESecurity > Admin Access , if ;& Enable Authentication Server
CachingZEX 5 #. HHRAEZRFEACisco IOSEBIRA12.3(7)JA , Htk A8 REF AR E TR
ERE,

RS

. BRERADIUSTITACACSHA IR ER

- 0 10SHE ) BHiEIR SR R MIFTACACS+{AI AR ER
. EARADIUSRBRBSEAP S R ER B8

- ERERYE

- i Z BB # - Cisco Systems
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