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- EHEAREBIRNBRAP — FTELNRERREPKNEENEEREER | LETHIRHRER
EITAPE EE , WA TURAPERBHEREE(SSC). MRAPEFREREREMIC) , R
T HEERSSC,

- TERAFIREEXARRE |, FIlA012.3(11)IX15812.3(7)IX , ©AFAPIIAERGHIZ. KT
;& , WIREEEFRREAP,

- ERBEAP MACHEYE, REHBINZESRMRERNBHESR , Y ABEMEFR. GHE
SRR LARE AWCSIE FE B H A #2585

EEMGEE
ERALERENZE  FERBUATEERH :

- A T EERA i A B ERERT40xx, 41xx3, 350082 F8F.

- TREEF{E802.11bZE —1802. 112 R EHRIE A,

-MREFEBNEFTFRBEAREZEAENEEIPHU, BREE, TR MEREE , RISE
EEABLBEAUTEERG—  RESTEBEARERA
LWAPP:12.3(7)JA12.3(7)JA112.3(7)JA212.3(7)JA312.3(7)JA412.3(8)JA12.3(8)JA112.3(8)JA
212.3(8)JEA12.3(8)JEA112.3(8)JEA212.3(8)JEB12.3(8)JEB112.4(3g)JA12.4(3g)JA1

- MRBESP —EERRGAEBEARFARIILWAPP , HEBREZNEARTERZEFTE P,
MBRR TS, THLE ATESRABRED ; 12.3(11)JA12.3(11)JA112.3(11)JA212.3(11)JA3

- FHRBRETERE , LWAPPHE T EFRESEAWindowstF£RX R ERER, REEERHARKT
B%  JTE2EENEERER. NRARZELXNERY  SYEEMEfRXEELZIEN
EBHEERER. NREHEEBCETELZITE | AHARERERBSZ , ARIEENOK
RE R IR R,

b bk il

EWMETREMNAP:

. FEAMICHIAP

. EEEHSSCHAP
IRMEZENBEHRMEMICEIH , MICREERZEZENMRE, £2005F7H18H 2 & HEE#Y Cisco
AironetiZ AZZEMIC , At EEEAMEABRAEREERN T ETKERIBEATE, BHES
BREANGTAERSERERELUETEEEAEN S HRE.
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& 0678 R TR (F R 88 B AU 17 BN 26 @ B 175 72 (LWAPP) B9 Cisco Aironet MIC AP ( 5l #Aironet 1000
AP) | WHEFEMBHEBRINE, RAFER  BREIPER , FELWAPPIRAEH K REBEMNR,

FR T E BFHERAPRMIC APIERSSC AP, S TRAMITERFHBFHNESH

2006/ 08/ 21 16:59: 07 INFO 172.16.
2006/ 08/ 21 16:59: 07 INFO 172.16.
2006/ 08/ 21 16:59: 07 INFO 172.16.
2006/ 08/ 21 16:59: 07 INFO 172.16.
2006/ 08/ 21 16:59: 07 INFO 172.16.
2006/ 08/ 21 16:59: 07 INFO 172.16.
2006/08/21 16:59:07 INFO 172.16.
2006/ 08/ 21 16:59: 07 INFO 172.16.

60 Term Length configured.

60 Upgrade Tool supported AP

60 AP has two radios

60 AP has Supported Radio

60 AP has 12.3(7)JA |Inmage or greater

60 Station role is Root AP

.60 MIC is already configured in the AP

60 Har dwar e i s Power PC405GP Et her net,
address is 0015.63e5.0c7e (bia 0015. 63e5. 0c7e)

60 Inside Shutdown function

60 Shutdown the Dot 11Radi ol

60 Shutdown the Dot 11Radi 00

60 Updating the AP with Current System Tine

60 Saving the configuration into nenory

60 Cetting AP Name

60 Successfully Loaded the LWAPP Recovery
Image on to the AP

60 Executing Wite Erase Command

60 Flash contents are | ogged

PRrRPPRPRPPPEPR

2006/ 08/ 21 16:59: 08 INFO 172.16.
2006/ 08/ 21 16:59:10 INFO 172.16.
2006/ 08/ 21 16:59:11 INFO 172.16.
2006/ 08/ 21 16:59:12 INFO 172.16.
2006/ 08/ 21 16:59:13 INFO 172.16.
2006/ 08/ 21 16:59:13 INFO 172.16.
2006/ 08/ 21 16:59:58 INFO 172.16.

PP RPRPRRRE

2006/ 08/ 21 16:59:58 INFO 172.16.
2006/ 08/ 21 17:00:04 INFO 172.16.
2006/ 08/ 21 17:00: 06 INFO 172.16.1.60 Environnental Variables are |ogged

2006/ 08/ 21 17:00:06 INFO 172.16.1.60 Reloading the AP

2006/ 08/ 21 17:00: 08 INFO 172.16.1.60 Successfully executed the Rel oad conmand

FELAFER , REBETRNITIEEAPZEEBMIC, ﬁgﬁ%iﬂ]ﬂ-%& BIEMFEMER , 82
ClscoAlronet?ﬁlﬂﬁﬂ?‘& B EE X A RBEBIREZB D

Poee e

\Xt

=)

ER=SSCAP, BlE#HIss EFAERUEMER, ARIEZEAPLERKRIvest, Shamirfll
Adelman(RSA)& @Y K ARBEBEEREE(SSC)EITHSE., ARIESnEHRBBBEENES
SAPHIMACHIIL M N R ENER, BHIREE B ETEMBSSCHER,

MBI REZERIIETN 4L | FREWHCSVER, SEAPHEXEHFRE., NREKRIER , F
KEZEREAES R, MREMHERHEHRIES1TAE(CL)(f Aconfig auth-listis )2k 3 #2285 #83%

CBl— RS BEEAN—ERER, FHAWCS , Z£aLUEEECSVIERE A BER,

WA BEREEHIEE,

BHEE : MRIEHFLAP APEEECisco |I0SThAE , AIEEMRH L# A BACisco IOSH &, KRz , IR
e —EEBAPY F L EER ALWAPP , BT LUEIB B3AI0S K ELWAPPIRE MR £,

&R LAE FAIMODEZ M S CLIIE R T Han © T B B RAPIRIRIY D ER . B B3 047 5 FAMODE £ $R AR 15
EMBHANFHAET  F2EBEDER , ZRBAARBRIOSHA BAPE R RRIE R WIREBRE,

T—EHRFRARREFE RN —EAEURERELBEN SR,

i)
R

APRIDA$ZRIZR . AXEWERS REBDEBRIRF BT RE.
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BRG =
5 B2 T DURSR UL R,
FE1

AP EEIBLWAPPE R IX B2 HIBR | AP EEERFI=R,

SRR HERR
FAATTARA TS8R

1. fE#2 %185 CLI L 2 Hdebug Iwapp events enable®i . &EFILWAPPEIR>E R E > N AFES
SIAZEFS], MRELZEEILWAPPREER , AIRTAPELZREIF K TR EHIET. U
T E PR R BARLANIZ BB (WLC) B T FE S BIEBH ES EAP(LAP),  BL T 2debug Ilwapp

events enabled S HYEH

Thu May 25 06:53:54 2006: Received LWAPP DISCOVERY REQUEST from AP
00: 15: 63: e5:0c: 7e to 00: Ob: 85:33:84:a0 on port '1'

Thu May 25 06:53:54 2006: Successful transmission of LWAPP Discovery-Response to AP
00: 15: 63:e5:0c: 7e on Port 1

Thu May 25 06:53:54 2006: Received LWAPP DISCOVERY REQUEST from AP 00:15:63:e5:0c:7e
to 00: 0b: 85:33:84: a0 on port '1'

Thu May 25 06:53:54 2006: Successful transmission of LWAPP Discovery-Response to AP
00: 15: 63:e5:0c: 7e on Port 1

Thu May 25 06:53:54 2006: Received LWAPP DI SCOVERY REQUEST from AP 00: 15: 63: e5: Oc: 7e
to ff:ff:ff:ff:ff:ff on port '1'

Thu May 25 06:53:54 2006: Successful transm ssion of LWAPP Di scovery-Response to
AP 00: 15: 63: e5:0c: 7e on Port 1

Thu May 25 06:54: 05 2006: Received LWAPP JOIN REQUEST from AP 00:15:63:e5:0c:7e
to 00: 0b: 85:33:84: a0 on port '1'

Thu May 25 06:54:05 2006: LWAPP Joi n- Request MIU path from AP 00: 15: 63: e5: Oc: 7e
is 1500, renote debug node is O

Thu May 25 06:54:05 2006: Successfully added NPU Entry for AP 00: 15: 63: e5: 0c: 7e
(index 51)Switch IP: 172.16.1.11, Switch Port: 12223
intIfNum1, vlianld OAP IP: 172.16.1.60, AP Port: 20679,
next hop MAC. 00: 15: 63: e5:0c: 7e

Thu May 25 06:54:05 2006: Successfully transmission of LWAPP Join-Reply to AP
00: 15: 63: e5: 0c: 7e

.............................................. /] the debug output continues for
full registration process.

2. MBEAPH FEHIZE 2 M IPER. NREFIBMAPHNAR —FHRS , BRATCHERER
o MREMURTRNFRES  FRAECHBEAERAKHS  YTAEMEFRAzENEEE
IEFERNA

3 RBRBMEEIOREBEER. WREAEERKONS)BERZIRWLC , FHEMADNSHREIE
[FHf B A#$CISCO-LWAPP-CONTROLLER.local-domain B EIWLC IPH#bit, Ht , tNR
APTI LA BT , ©RE R AT IPH U E HLWAPPIMAGEE . MRISIRIBEAIH/EREIRE
, FEERTEDHCPRIRES LIEREEE TXIRE, EHARBEBENEFNFMERN K BF2HO
WLCERLAP, BEMMEEDHCPREIE4A3NFMEF , 52 B ECisco AironetiE A B
DHCPi#EIEA3M B R, EE : WecE , BRBRTEUMNAPE , K- AR EIBERRKFR
DNS , RAFREhuE AR B ERARE. £FAPL |, A1 LLE Hdebug Iwapp client eventsin &
FMdebug ip udpf T , AEZKREANEARBEERRLENER. CEZSEIEHAEER
BBEAHEUDP)HEFS , TR : REBEEEFHEEENTEIPHAP IP, i85
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APEEZIPEIAP IP, JREAP IPEIAPEERIPH—RIER D, FXK : ERER/RT , A
BEZEZRGIER , APAREEFDBRBLWAPPE T REMAEE EMA L2 H=R, REEES
RHRER TR ZEHRNITHERDEAPEH T EH. EEBAESHR. & : AT Rdebugip

udpdn = HY BRI

Dec 16 00:32:08.228: UDP: sent src=172.16.1.60(20679), dst=172.16.1.11(12222),
| engt h=78

*Dec 16 00:32:08.777: UDP: sent src=172.16.1.60(20679), dst=172.16.1.11(12223),
| engt h=60

*Dec 16 00:32:08.777: UDP: sent src=172.16.1.60(20679), dst=172.16.1.10(12223),
| engt h=75

*Dec 16 00:32:08.778: UDP: rcvd src=172.16.1.11(12223), dst=172.16.1.60(20679),
| engt h=22

*Dec 16 00:32:08.779: UDP: rcvd src=172.16.1.10(12223), dst=172.16.1.60(20679),
| engt h=59

*Dec 16 00:32:09.057: UDP: sent src=172.16.1.60(20679), dst=172.16.1.11(12223),
| engt h=180

*Dec 16 00:32:09.059: UDP: rcvd src=172.16.1.11(12223), dst=172.16.1.60(20679),
| engt h=22

*Dec 16 00:32:09.075: UDP: sent src=172.16.1.60(20679), dst=172.16.1.11(12223),
| engt h=89

*Dec 16 00:32:09.077: UDP: rcvd src=172.16.1.11(12223), dst=172.16.1.60(20679),
| engt h=22

*Dec 16 00:32:09.298: UDP: sent src=172.16.1.60(20679), dst=172.16.1.11(12223),
| engt h=209

*Dec 16 00:32:09.300: UDP: rcvd src=172.16.1.11(12223), dst=172.16.1.60(20679),
| engt h=22

*Dec 16 00:32:09.300: UDP: sent src=172.16.1.60(20679), dst=172.16.1.11(12223),
| engt h=164

*Dec 16 00:32:09.301: UDP: rcvd src=172.16.1.11(12223), dst=172.16.1.60(20679),
| engt h=22

*Dec 16 00:32:09.302: UDP: sent src=172.16.1.60(20679), dst=172.16.1.11(12223),
| engt h=209

*Dec 16 00:32:09.303: UDP: rcvd src=172.16.1.11(12223), dst=172.16.1.60(20679),
| engt h=22

*Dec 16 00:32:09.303: UDP: sent src=172.16.1.60(20679), dst=172.16.1.11(12223),
| engt h=287

*Dec 16 00:32:09.306: UDP: rcvd src=172.16.1.11(12223), dst=172.16.1.60(20679),
| engt h=22

*Dec 16 00:32:09.306: UDP: sent src=172.16.1.60(20679), dst=172.16.1.11(12223),
| engt h=89

*Dec 16 00:32:09.308: UDP: rcvd src=172.16.1.11(12223), dst=172.16.1.60(20679),
| engt h=22

*Dec 16 00:32:09.308: UDP: sent src=172.16.1.60(20679), dst=172.16.1.11(12223),
| engt h=222

BT
AU TEER
1. AR F .

2. IEEERRE  EHERIELWAPPEE,

3. BAPR BN FEIEHIBHEIN FHRUERE,

4. INnEHE | 3 Hiwapp ap controller ip address A.B.C.D i+ , SAETEAP CLI L F B85k E 4
BIP: LS SMAB.C.DED EWLCHEEN P, FXK : CLIGS T ARERTMEIE
FIZRMAP , REMA LA RFIFHER TREBMABBHNAP, NMEFMER K F2REKE
AP(LAP) L B §%| WAPPAEE,

RE2
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EHSREEEL T EEEREBEBR.

SRR PR

3

TR THER

1. % Hdebug Iwapp errors enableFldebug pm pki enableds . LA Fdebugin &2 FRIEAPH]

WLC BEENBREAENEE, EEGTSERMBER—FEE , RUBEEENERZIAH
R, X FREAZEIBAMAR(UTC)mEB. LT 2 FI8F Ldebug pm pki enableigE &
R

Thu May 25 07:25:00 2006: sshpntetl|ssuerHandl es: | ocking ca cert table
Thu May 25 07:25:00 2006: sshpntet|ssuerHandl es: calling x509 _alloc() for user cert
Thu May 25 07:25:00 2006: sshpntetlssuerHandl es: calling x509 _decode()
Thu May 25 07:25:00 2006: sshpntet|ssuerHandl es: <subject> C=US, ST=Californi a,
L=San Jose, O=Ci sco Systens, CN=Cl1200-001563e50c7e,
MAI LTO=support @i sco. com
Thu May 25 07:25:00 2006: sshpntet|ssuerHandl es: <issuer> O=Ci sco Systens,
CN=Ci sco Manufacturing CA
Thu May 25 07:25:00 2006: sshpntet|ssuerHandl es: Mac Address in subject is
00: 15: 63: e5: 0c: 7e
Thu May 25 07:25:00 2006: sshpntetlssuerHandles: Cert is issued by C sco Systens.

Fri Apr 15 07:55: 03 2005: ssphmJserCertVerify: calling x509 _decode()
Fri Apr 15 07:55: 03 2005: ssphmJserCertVerify: user cert verfied using
>cscoDef aul t M gCaCert <
Fri Apr 15 07:55:03 2005: sshpntet|ssuerHandles: ValidityString (current):
2005/ 04/ 15/ 07: 55: 03
Fri Apr 15 07:55:03 2005: sshpmGetIssuerHandles: Current time outside AP cert
validity interval: make sure the controller time is set.
Fri Apr 15 07:55: 03 2005: sshpnfFreePublicKeyHandl e: called with (nil)

Hlthp | IERREERINER, LEFAFEHEREHRFHEAPHERANARE S
o HIt , APEEMIERIZREM. APHFRENEBEERFAERNARER, EHI2REEIRKR
ERFAEEEEAPHRESEREERRA.

. ##AP CLIZ tishow crypto ca certificatesis ©+ , UABREAPH R EMN R E BN EBEME, 610

T
AP0015. 63e5. Oc7e#tshow crypto ca certificates

Certificate
Status: Avail able
Certificate Serial Nunber: 4BC6DAB80000000517AF
Certificate Usage: Ceneral Purpose
| ssuer:
cn=Ci sco Manufacturing CA
0=Ci sco Systens
Subj ect :
Name: C1200-001563e50c7e
ea=support @i sco. com
cn=C1200- 001563e50c7e
0=Ci sco Systens

| =San Jose
st=California
c=US

CRL Distribution Point:



http://ww. ci sco. com security/pki/crl/cnta.crl
Validity Date:

start date: 17:22:04 UTC Nov 30 2005

end date: 17:32:04 UTC Nov 30 2015

renew date: 00:00:00 UTC Jan 1 1970
Associated Trustpoints: Cisco_IOS_MIC_cert

EE@mERIE K FAEFZENERELGSHRLEE, SREEZRRAHEEHIEEN
BXMEFE MR : Cisco_IOS_MIC_certE Z B P EEHEBEAPHRE(LLE , B8 : C1200-
001563e50c7e), i A& i RBIFT R, EREZEBHRBEE RS XM,

3. 12 FIBECLIZ Hishow timefE 5 , EERIEHIEE LR EMN A A REER L AR L EE, Rz
FlIEREE AR I REBEERHAERE , FEEHSRNEERAELEREA,

R
SERUATESE :

EEH2GUIE R Ti#2 "Commands > Set Time. , SRIEZHIZFCLIF 2 Hconfig timeds © LARRE
R B EFR

EE3

HFASSC AP , #AISSC APER,
43 373

EEEERT , CRELHSE LI THEAS

Wed Aug 9 17:20:21 2006 [ERROR] spam.lrad.c 1553: spanProcessJoi nRequest
: spanDecodeJoi nReq fail ed

Wed Aug 9 17:20:21 2006 [ERROR] spamcrypto.c 1509: Unable to free public key for
AP 00: 12: 44: B3: E5: 60

Wed Aug 9 17:20:21 2006 [ERROR] spamlrad.c 4880: LWAPP Joi n- Request does not include
valid certificate in CERTIFI CATE_PAYLQAD from
AP 00: 12: 44: b3: e5: 60.

Wed Aug 9 17:20:21 2006 [CRITICAL] sshpmPkiApi.c 1493: Not configured to accept
Self-signed AP cert

FAATEARATHER
BATUATMEREZ —

- FEEFIZRCLI L3 Hishow auth-listi & , UREEFIREEEREAEZ EBASSCHAP, HUT

=show auth-list}s & H # €541 -

#show auth-list

(1
2

Aut horize APs against AAA ...... ... . ... .. ... .. di sabl ed

Allow APs with Self-signed Certificate (SSC) .... enabled



Mac Addr Cert Type Key Hash

00: 09: 12: 2a: 2b: 2¢ ssc 1234567890123456789012345678901234567890
. FEGUIHEZE Security > AP Policies.

1. & Accept Self Signed Certificate RV S 2B ERA. RT= , FRATE.

2. EBESSCHAREER A,

3. FEAMACH It M MM EASAPHTIEEIREFE., LEMHET L debug pm pki enable i %
WP, GEENMSRMEENET  F2EERL.

SSCAMMEBEBRAE X,
SRR PERR
EEEUTSH -

1. % Hdebug Iwapp events enableﬁ%o EBRAPRBERMA

2. B Hishow auth-listis . Lt SETEHSFEEPHLBEE,

3. % Hdebug pm pki enableup To W THERERNLBME, ERARMEXERRFSRE
REFPHLBMEMECE, ZEEHBE, UT2HEEASNE LEHH

(Cisco Controller) > debug pm pki enable

Mon May 22 06: 34: 10 2006: sshpnCetl ssuerHandl es: getting (old) aes ID cert handle...
Mon May 22 06: 34: 10 2006: sshpmCetCID: called to eval uate <bsnd dDef aul t1dCert >

Mon May 22 06: 34: 10 2006: sshpmCGetCID: conparing to row 0, CA cert

>bsnd dDef aul t CaCert <

Mon May 22 06: 34: 10 2006: sshpmCGetCID: conparing to row 1, CA cert

>bsnDef aul t Root CaCert <

Mon May 22 06: 34: 10 2006: sshpmCetCID: conparing to row 2, CA cert
>bsnDef aul t CaCert <

Mon May 22 06: 34: 10 2006: sshpmCGetCID: conparing to row 3, CA cert
>bsnDef aul t Bui | dCert <

Mon May 22 06: 34: 10 2006: sshpmCGetCID: conparing to row 4, CA cert
>cscoDef aul t NewRoot CaCert <

Mon May 22 06: 34: 10 2006: sshpmCGetCID: conparing to row 5, CA cert

>cscoDef aul t M gCaCert <

Mon May 22 06: 34: 10 2006: sshpmCGetCID: conparing to row O, |ID cert

>bsnd dDef aul t 1 dCert <

Mon May 22 06: 34: 10 2006: sshpnCet | ssuerHandl es: Cal cul ate SHA1 hash on Public Key
Dat a

Mon May 22 06: 34: 10 2006: sshpmCet| ssuerHandl es: Key Data 30820122 300d0609
2a864886 f70d0101

Mon May 22 06: 34: 10 2006: sshpmCet| ssuerHandl es: Key Data 01050003 82010f 00
3082010a 02820101

Mon May 22 06: 34: 10 2006: sshpmCet| ssuerHandl es: Key Data 00c805cd 7d406ea0
cad8df 69 b366f d4c

Mon May 22 06: 34: 10 2006: sshpmCet| ssuerHandl es: Key Data 82fc0df0 39f2bff7
ad425f a7 face8f 15

Mon May 22 06: 34: 10 2006: sshpmCetl ssuerHandl es: Key Data f356a6b3 9b876251
43b95a34 49292e1l1l

Mon May 22 06: 34: 10 2006: sshpmCet| ssuerHandl es: Key Data 03818leb 058c782e
56f 0ad91 2d61a389



Mon May 22 06: 34: 10 2006: sshpmCet|ssuerHandl es: Key Data f81fa6ce cdilf 400b
b5cf 7cef 06ba4375

Mon May 22 06: 34: 10 2006: sshpmCet|ssuerHandl es: Key Data dde0648e c4d63259
774ce74e 9e2fdel9

Mon May 22 06: 34: 10 2006: sshpmCet| ssuerHandl es: Key Data 0f463f9e c77b79ea
65d8639b d63aale3

Mon May 22 06: 34: 10 2006: sshpmCet| ssuerHandl es: Key Data 7dd485db 251e2e07
9c¢d31041 b0734a55

Mon May 22 06: 34: 14 2006: sshpmCet|ssuerHandl es: Key Data 463fbacc 1a61502d
c54e75f 2 6d28f c6b

Mon May 22 06: 34: 14 2006: sshpmCet|ssuerHandl es: Key Data 82315490 881le3e3l
02d37140 7c9c865a

Mon May 22 06: 34: 14 2006: sshpnCet | ssuerHandl es: Key Data 9ef3311b d514795f
7a9bac00 d13ff 85f

Mon May 22 06: 34: 14 2006: sshpmCet| ssuerHandl es: Key Data 97ela693 f9f 6¢c5cb
88053e8b 7f ae6d67

Mon May 22 06: 34: 14 2006: sshpnCet|ssuerHandl es: Key Data ca364f6f 76cf78bc
bclaccl3 0d334aab

Mon May 22 06: 34: 14 2006: sshpmCet | ssuerHandl es: Key Data 031fb2a3 b5e572df
2c831le7e f765b7e5

Mon May 22 06: 34: 14 2006: sshpmCet|ssuerHandl es: Key Data fe64641f de2a6fe3
23311756 8302b8h8

Mon May 22 06: 34: 14 2006: sshpmCet| ssuerHandl es: Key Data 1bfaela8 eb076940
280cbedl 49b2d50f

Mon May 22 06: 34: 14 2006: sshpmCet| ssuerHandl es: Key Data 7020301 0001
Mon May 22 06:34:14 2006: sshpmGetIssuerHandles: SSC Key Hash is
9e4ddd8dfcdd8458ba7b273£c37284b31a384eb9

!--- This is the actual SSC key-hash value. Mon May 22 06:34:14 2006: LWAPP Joi n- Request
MIU path from AP 00: Oe: 84:32: 04:f0 is 1500, renote debug npbde is 0 Mon May 22 06: 34: 14
2006: spamRadiusProcessResponse: AP Authorization failure for
00:0e:84:32:04:£f0

g

AT TSR
1. #¥debug pm pki enable@s T HER N RHME  UEACKERFORBVBFETNLRME
2. % tHconfig auth-list add ssc AP_MAC AP_key w555 , SAASAP MACHLuE & 88 HEE #7182 1%
BRE  UATRILGTHES
(Cisco Controller)>config auth-list add ssc 00:0e:84:32:04:f0

9e4ddd8dfcdd8458ba7b273fc37284b31a384eb9
!--- This command should be on one line.

APLHMEERLNREBE,
bid 3713:
SERUATSER

% Hdebug Iwapp errors enable#ldebug pm pki enableds .

LEEIETEEUERMEBENHES.



BRAT
£ A AT P& TH 2 — LABRR R

. MIC AP — S RIBEZH(RMA),
. SSC AP — B&#B BlCisco IOSEREERRZ<12.3(7)JA. TR TS ERENTTREAR -

1. EHEERMBRRE,
2. BREHIBRRE
3. BIRET Ak,

K

BRI TR ERE2BER T TH,

>:-:

6

21320,

ERATIR

BERFIBRVRERN,

EIRENAPE BEERE. BRENAPTXEHE2EHRHA,
FRAT

AT TR
1. BWLCEREAFIBEN,

2. BB AAPEESRN A/ EREENEERRE —FHEPNIPHu, MREERKEE (W
440284404 L RTEIE ) | AIESHBREAPEERSRNEENEFAENERTD,

R®7
FiRAEEERUTIRR !

FAILED Unable to Load the LWAPP Recovery |Image on to the AP

SRR
BIERE , BTRUATIER
1. REENTFTPAKRFEEEELER, MREEARANTFTPARSEARTIE , AR R REEH
BEREABXEHRE , CEHEILEEANTFTP,

2. MELRBERERNREBETHR. ARIEEREXTERKRG , BEEREEARMR
@O

A8



BiE  SEAPLRIINTERES !

*Mar 1 00:00: 23.535: % WAPP- 5- CHANGED: LWAPP changed state to DI SCOVERY

*Mar 1 00:00: 23.550: LWAPP_CLI ENT_ERROR DEBUG | wapp_crypto_init_ssc_keys_and_
certs no certs in the SSC Private File

*Mar 1 00:00:23.550: LWAPP_CLI ENT_ERROR DEBUG

* Mar 00: 00: 23.551: Iwapp_crypto_init: PKI_StartSession failed

*Mar 1 00:00: 23.720: %SYS-5- RELOAD: Rel oad requested by LWAPP CLI ENT.
Rel oad Reason: FAILED CRYPTO INIT.

*Mar 1 00:00: 23.721: % WAPP-5- CHANGED: LWAPP changed state to DOMN

APENDREFRA  REEREBLBRE.

[

R
SERATEZER :

188 —fEISSC AP, BEIALWAPP AP , FBHEEFISFNAPS BT FE THESSCRHEMACH 1

o

REREHE AR IR T

REERAARBILWAPPE KA LAEA TR R ¢

MR EEREBEHBERBEARABERNVRAM , AIEEKEE, EREBESAPEIRA
LWAPPZ BIERELE. &EEBRMERE : 7£10S GUIF — EF|System Software > System
Configuration > Reset to Defaults=Reset to Defaults Except IP, 7£CLI L — ECLI L2
write eraseflreload@i s , Y ERMBETHAATRERE. ELFEARITEEEBRMNAPHX
AERFEZREL , RAKEEM<ip address>, Cisco, Cisco. Cisco,

- BRIEREMERAttp32, &1 LA fEhttp:/tftpd32.jounin.net/ ™ E&FTEITFTPD{A ARES -

- MREARBEPBAR KBRS EEEEE , ARIETREELIKISRESEHVERRT
EIEEHREIAP, MR A EHRFEIEGEER L ERRE  WELREFEAABRITETFTPMA
fRE5IEIR , BB EZEEAR , AARTIEEEENIREEH , W H HEFAPHBRE LR,

- FHAREEER ARG, RIOSHIKEILWAPPHEHN ZBREAERIOSH &K, £ "My
Documents/My Computer—> Tools—> Folder Options ( I /RN EK —>T B —>&H
RiEIEF ) o T, BAEUEES "Hide file extensions for known file types(FE# 2 X8 R & BIHY
BIER) BREUS B,

- BRRBEREASHINTAARIENARIRER S, BEXBHORMEITRE,

- APELRE.tarRIBRIER, TR —EFERER , BURNzpER. EFZEF Marchive
downloadig S #§ tarflE R BB EIAPREEEE+ , BRIFERKtariBRPE L TR EB RS , A
ZAE T REN BRI A APREIRE IR RE A,

HEEA

- 1§ Bl 3&Cisco AironetiE A B AR BB EBER

- EERBEBAP(LAP) - HLWAPPE B

- BRA Cisco Aironet FZEUR# DHCP i#15 43 {0 A& 5

. Bnqaypedee A B AR 1R R R S SR Y0 A48 B FE A $8 I ES

- BETLASEACLICisco Aironet B 312 A\ R 5 58 B i3 A\ B 2 (LWAPP)



http://tftpd32.jounin.net/
//www.cisco.com/en/US/docs/wireless/access_point/conversion/lwapp/upgrade/guide/lwapnote.html?referring_site=bodynav
//www.cisco.com/en/US/products/hw/wireless/ps430/products_tech_note09186a00808e2d27.shtml?referring_site=bodynav
//www.cisco.com/en/US/tech/tk722/tk809/technologies_configuration_example09186a00808714fe.shtml?referring_site=bodynav
https://supportforums.cisco.com/docs/DOC-5451?referring_site=bodynav
https://supportforums.cisco.com/docs/DOC-4484?referring_site=bodynav
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