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VLAN I japtional): |
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WHHEEERBEA Tuserty BRBHNERE, I BEES ARG RENTHE, TRALH
MIBRER  APEFESIREEZFHENIMRIHER. T—TREEFFHNEF.

CLIfERE

EFHR

ap#show running-config
Bui | di ng configuration...

aaa new-model !--- This command reinitializes the
authentication, !--- authorization and accounting
functions. ! | aaa group server radius rad_eap

server 10.0.0.1 auth-port 1812 acct-port 1813

!--- A server group for RADIUS is created called
"rad_eap" !--- that uses the server at 10.0.0.1 on ports
1812 and 1813. . . . aaa authentication login
eap_methods group rad_eap

!--- Authentication [user validation] is to be done for
!--— users in a group called "eap methods" who use
server group "rad_eap". . . . ! bridge irb ! interface
Dot 11Radi 00 no i p address no ip route-cache !

encryption vlan 1 key 1 size 128bit




12345678901234567890123456 transmit-key
!---This step 1is optional !--- This value seeds the
initial key for use with !--- broadcast
[255.255.255.255] traffic. If more than one VLAN is !---
used, then keys must be set for each VLAN. encryption
vlan 1 mode wep mandatory
!--- This defines the policy for the use of Wired
Equivalent Privacy (WEP). !--- If more than one VLAN is
used, !--- the policy must be set to mandatory for each
VLAN. broadcast-key vlan 1 change 300
!--- You can also enable Broadcast Key Rotation for
each vlan and Specify the time after which Brodacst key
is changed. If it is disabled Broadcast Key is still
used but not changed. ssid cisco vlan 1
!--- Create a SSID Assign a vlan to this SSID
authentication open eap eap_methods
authentication network-eap eap_methods
!--- Expect that users who attach to SSID "cisco" !---
request authentication with the type 128 Open EAP and

Network EAP authentication !--- bit set in the headers
of those requests, and group those users into !--- a
group called "eap_methods." ! speed basic-1.0 basic-2.0

basic-5.5 basic-11.0 rts threshold 2312 channel 2437
station-role root bridge-group 1 bridge-group 1
subscri ber-1oop-control bridge-group 1 bl ock-unknown-
source no bridge-group 1 source-|earning no bridge-group
1 uni cast-fl oodi ng bridge-group 1 spanning-di sabl ed
interface FastEthernetO no ip address no ip route-
cache dupl ex auto speed auto bridge-group 1 no bridge-
group 1 source-|earning bridge-group 1 spanning-disabl ed
! interface BVI1 ip address 10.0.0.1 255.255.255.0 /---

The address of this unit. no ip route-cache ! ip
defaul t-gateway 10.77.244.194 ip http server ip http
hel p- pat h

http://ww. ci sco. com war p/ publ i c/ 779/ snmbi z/ prodconfi g/ he
| p/ eag/ivory/ 1100 ip radius source-interface BVI1 snnp-
server comunity cable RO snnp-server enable traps tty
radius-server local
! --- Engages the Local RADIUS Server feature. nas
10.0.0.1 key shared secret
!--- Identifies itself as a RADIUS server, reiterates !-
-- "localness" and defines the key between the server
(itself) and the access point(itself). ! group testuser
!--- Groups are optional. ! user userl nthash passwordl
group testuser
!--- Individual user user user2 nthash password2 group
t est user
!-—- Individual user !--- These individual users
comprise the Local Database ! radius-server host
10.0.0.1 auth-port 1812 acct-port

1813 key shared_secret
!--- Defines where the RADIUS server 1is and the key
between !--- the access point (itself) and the server.
radi us-server retransnmt 3 radius-server attribute 32
i ncl ude-in-access-req format % radius-server
aut hori zation pernmit mssing Service-Type radius-server
vsa send accounting bridge 1 route ip ! ! line con O
line vty 5 15 ! end
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" Manually Prompt Tor Ozer Hame and Password

—{" Usze Saved Uzer Mame and Password —

Uzer Hame:;

Fassword:

Cattirm Pazsward:

Lrarmair

I Include Windows Logon Domain with User Name
¥ Mo Metwork Connection Unless User |z Logged In

Authentication Timeout Value (in seconds) 30 _:I

] 4 Cancel
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