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RSN IEMEH
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I5p1N
ARERNEERIIEEE 802 1 WEBFIER B R BRHEHFLANZHISB(WLC) EH B EHHME A,
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BREBREBMHTRIE7.65FE &M A Cisco WLC.
BRA T
AERTFHEARRBHTAE7.689WLC 5508,

ANXHWEARRBREEREREANKEMEY. XHEAINTAERESREHER (A R
) BVHERERRED . MRIEHVEEREET | FBRARCEAETAE S TRERNTE,

BREMN

SO2. MWEESEREBEEZHNEEMN  UR—HBANEENE  PHLEAENERKNE, ZSRENE
7 Bl @¥EDisassociation, DeauthenticationfRobust Actionts |, {0 :
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« BH1EACk
. EIRERAE
- REERRKEEBSS)IBE

802.1MwWAEMNEE , EREREEEE, CREABRMNRBEEGERER. At , XEFMEBEHETEM
BEMIC)TTE, 802.11w5| A T & Blintegrity Group Temporal Key(IGTK)W £ , AR REERE
FABEEEREE, EREEFREIBA(WPA) —EFANEOSHBIBEREN -, EMF
dot1x/Pre-Shared Key(PSK)EZEF A802. 11wk K A —HER, T aEELopen/webauth Service
Set Identifier(SSID)— &2 E .

B RER | 1A B(AP)EEAPOL-Keyld F INZBGTKRIGTKE , EAPOL-Key & 1E4 )% 12
FHEB3RER, MREAPERERTGTK , HCEERMALBEFEFNGTKRIGTKEXIEF
%, CFEERIGTKSMIENMIC,

EEMICEFATER(MMIE)

802.11WEIA T —EHMMEATE , BATEMICEATER, EEAMBEFM RNERERN,

Element ID | Length KeylD IPN MIC
EFEEITNRTEIDFMMIC. MMIERTRIDA ouc EESMBERFEER  SAUMER—BE
AR,

N omMIc - TaSEREEMHENEEERMAE. KETENE  HIBEREAP LFEN
o R, BENEFREMTEEHMIC , UK EEAPEENERETLER, MRETRE , Al
EREMIRAEEIEE,

¥fRSN IEFVE XK

MANZLHEEEFTERSN IE)IEEAPTENZ 58, 802.1MwWiSHEBRIBEEMIBESRSIA
FIRSN IE , EF @ sHAPARREER/EERAEEEN ZIBTEHIZESR., EREMBAPREHIT
802. 1MWK RIEFH %, Et A LIERE , M TEFR.



Eile Edt Miew Go GCopture Snabze  Satistics Telephony Tools ntemals  Help
o ANd BERS AesDTFL aaaB @@ m % 8

Filter: | whan_mgt.ssid == “PMF* = | Epression.. Chear fogly Swe

4 135 Deeryption K.,
OECP Protocel WVLAN Length lnfo

MNore =

108 2.0718%300 Cisco_21:c9:74 Broadcast 802,11 251 Beacon frame, SN=3969, FH=0, Flags= BI=i8¢, SSID=PHF[Malformed Packet]

% Tag: HT Capabilities (802.11n 01.100
rsH Information
r: REM Information (48)

Tag length: 26

RSN version: 1
2 Group cipher Sulte: 00-0f-ac (IeseB02l) AES (CCM)
Pairwise Cipher Sufte Count: 1
Pairwise Cipher suite List 00-0f-ac (Ieee®021) AES (COM)
Auth Koy Management CAKM) Suite Count: 1
% Auth Key Management (akM) List 00-0F-ac (TeeeB0Z1) wra (SHAZ5S)
= RSN CapabiTities: Ox00es
.0 = REN Pre-auth capabilizies: Transmitter does not support pre-authentication
..0. = RSN WA Patrwise capabilities: Trandsitrer can Support WeR default key 0 simultinecusly with Pafrwise key
= RSN PTHSA Replay Counter capabilities: 4 replay counters per PTHSASGTHSASSTAKeySA (0x0002)
= REN GTRSA Replay Counter capabilities: 4 replay counters per PTESASGTRSASSTAKeySA (0x0002)
= Management Frame Protection Required: True

Management Frame Frotection capah]e: True
Peerkay Enabled: False

FHiLD LisT

I BR 48 0] LA #% Bl group management cipher suite#@f , BE/R E#H802.11wo

ERSNIBE T thiEIT T E R, PO ME7TMNEERARKRS02.11WHRE 5| &,

- 6y | FEEERRZF(MFPR)- STABLURE A1 ABE S RARERANERE,
« 7L XEEEEARZF(MFPC)- STARIURERSIUBEERMAYBRREEENRE. B
APREZRER  ceBRATCIXREERERE.

MRERBZRHETREZFEREECERRGE , AIRRRESRNMETM, WTHAH THEEBREG AT
Ro

ol Sawe

Filter: wian_magt.ssid == "PMF* - Expression.. Clear &

Chanmel Offset: FCSFilter: |21 Frames Mone Wireless Settings... Decryption Keys...

DECP  Protocol WLAMN Length Info

Source Destimation

108 2. 07189800 Cis<0_21:¢9:74 Broadcast , BI=Ll02, SSID=PMF[Malformed Packet]

¥ Ta;: HT Capabilities (802.11n 01.10)
Tag: RSM Information
Tag Mumber: RSN Information (48)
Tag length: 246
RSN version: 1
= Group Cipher suite: 00-0f-ac (IeeeBD21) AES (CCM)
Group Cipher suite OUI: 00=0F-ac (IeeeS021)
Group Cipher suite type: AES (CCM) (4)
Pairwise Cipher suite Count: 1
= Pairwise Cipher Suite List 00-0f-ac (Iees8021) AES (COM)
Patredise Cipher suite: 00-0F-ac (IeepBOZ1) AES (CCM)
Pairwize Cipher Suite oUI: 00-0f-ac (Iees8021)
Pairwise Cipher suite type: AES (CoM) (4)
Auth key Management (AkM) Suite Count: 1
auth key Management (AxM) List 00-0f-ac (IeeeB02l) wPa (SHAZSE)
RSN Capabilities: Ox00e8
vass ssss aass aee0 = RSN Pre-auth capabilities: Transmitter does not support pre-authentication
..0. = RSN No Pairwise capabilities: Transmitter can support wEP default key 0 simultaneously with rairwise key
10.. RSN PTESA Replay Counter capabilities: 4 replay counters per PTESA/GTESASSTaKeySA (Ox0002)
RSN GTKSA Replay Counter <apabilities: 4 replay counters per PTRSA/GTESASSTAKeySA (Ox0002)
Management Frame Protection Required: True
2 eee = MANAGEMEAT Frame Protection capame: Trug
e Peerkey Enabled: False

.

BR , MRBIEERERAE , AIRARES7M , MTEMRR.



Eile Edit Wiew Qo Capture Anshze Satistics Telephory Tools [ntemals  Help

o® 4 W 4 EXE e aFlh EE caaan $OR K B
Filter: wlan_mgtssid == "PMF" _Tlﬁ'P'!FIIOHm Clear Appfy  Swve
Maore | Whreliss Settings... Decyption Keys..

DECP Protoced VLAN Length Info

36 2. 00630400 Cisco_21:c9:7b Broadcast 3 285 Beacon frame, SN=Z306, FHsO, Flagss........., BI«10Z, SS10=PMF[Malformed Packer]

E A CUMRILE ¥ AT M UL DU CRUE USSR Ui
# Tag: QBSS Load Element 802.11e CCh version
® Tag: HT capabdilities (802.11n ol.100
Tag: RSN Information
Tag Humber: RSN Information (481
Tag len ;th 20
REN version: 1
B Gr uF Phc swite: 00-0F-ac (TeeeB0il) AR5 (oM}
Fad ciphar s fte Count: 1
E ua‘h-\'ise ciphar fuit e List 00-0f-ac (leeeB021) AES (CEMD
Auth Key Mana gecrenc (kM) sufte Count: 1
§ AuTh Ky MANAQEmEnt (AKM) LTSt 00=0F=3c (TeeeBOZL) WPA
RSN Capabilities: Ox00a3
¢ aea0 = RSN Pre-swth capabilicies: Transmitter does mot support pre-awthentication
+ wa0. = REN NO Fai wise aoabﬂhies ™ ansm tter can suppart weP default key © simultaneously with Pairwise key
. 1b.. = RSN PTESA Replay C Ter pabilix 1 4 replay counters per PTKSA/GTRSASSTAKeySA (0x0002)
B .... = BEH GFKSA neplay c t pabiliti 4 replay counters per PTKSA/GTHSA/STAKeySA {(Ox0002)

. . om ﬂanagaﬂe T Frama Protec ction t_ap h'le Trua
SR N .. = FeErkey Enabled: False
% Tag: HT Information (802.11n 01100
F Tag: €1sco Cod C IP + Devic €e Name

N sEEWLCIEBIHY EHBIHIE BT FR LS EIRSN IE | APTES BRI BAEH 3 18 L5
RSN IE,

802. 1MWEEIHRENER
- ERERRE

E%iﬁi_F'JHiiﬁgfﬁﬁﬁséﬁﬂi}ﬁ%ﬁﬂﬁﬂlﬁﬁiﬁﬂﬂFE‘{%%EEEIEE’Jo EALEREEENFERAERIBER
& A & HMACH IE I Ei% deauth/disassociationtd 3 2 2 Denial of Service(DOS)K &,

. APIRE

I 18 18 hn Hh A BSAR 18 B B A SA-Query B2 4 B BY 2 £ BB (SA) Hr EMR B HE FI 2R 18 hn B i Z e Rl (R =8
o £802.11w2Hl , MRAPREHABMNE S EIBBN S MMESR , AAPKEKILEEER , R
R EFTER Q!@EFESOZ 11w MFPEF |, TNRSTAE BB I i EIEEIRE , AIAPKIERIRE
AMREERIEAI0ABAREEEK  Association request rejected temporarily; Try again later & P ¥

FAHMERTOERBMOEREEALTE , IREEEAPEREZ EILSTAR BB FFAY EIR KA,
BRERASRN , BUMRRSEZEFRTERAMBEN BB RMBUEEB.

N orE . MEESBETEAS02.11w PMF . WLC ( AireOSH9800 ) 1672 8575 /5 b {33 4 B B8
BRECE S M ERFEE, MREFIRMERAPMF , A|REEWREIEE R T 2 EIMERE FiniF
B, ERATHBRAEEREERRYE K RAELREPMFNERELZEM,

ERA802. 1MW ER

« 802.11WE R A dot1xZHPSKEL & SSIDo
. FIEX#ES02.11nMAPER#E802.11w, IEFR /AP 1130F11240F X #802.11w,
o 7.4RA<AH Hiflexconnect APFI7510 WLCA X #E802.11w, B7.5MALARE B X IE,

i

axX ;&



GUI

SR EFEEHRERKIE 7802.1x/PSKAYSSID TTRAAZ RENEEIE, SAIZN=@EEH , N TH
FiRo

Saye Configuration  Ping | Logo

MONITOR WLANs CONTROLLER 'WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

< Back ap

WLANs WLANs > Edit 'PMF'

= “"L’:’“ General | Security | QoS | Advonced |
WILANE

b Advanced Layer 2 | Layer3 | AAA Servers

Layer 2 Security & | WPA+WPAZ
MAC Filteringt
Fast Transition
Fast Transition
Protected Management Frame

EMF | Disablad ¥ |
Disabled
WRA+WPAZ Parametors | o EWM, L
WA Falicy . B
WPAZ Policy o
WPAZ Encrypbion * AEE THiP

Authentication Eey Management

B02.1% ¥ Enable
CCKM Enable
FSK Ensble

"Required) EBEFAFFAXES02. 1MW E FimE#R, "THE, BEAERZE21MWHES
i B A FFIEAR

TR2AR% , BEEETERETRSBNSAEHER, BREHSFIEEESE —AWMIERBEREREA
0K , B EFIR A ESHNKE , ART B XEHBN, SAZHEREEWLCESFEFiRY
EHERFHERNERE. MRRIEREEFIRNERE , HEBGRZEFISFZPMER. W TEFMT.

Saye Configuration = Fing  Logout | Eefrd

MONITOR  WLANs CONTROLLER WIRELESS SECURITY  MAMNAGEMENT COMMANDS HELP EEEDBACK

< Back Apply

WLANS WLAMs > Edit "PMF"

- WLANS | General | Security | QoS | Advanced
WLANS

b Advanced Layer 2 | Layer3 | ARA Servers

Layar I Seturity § | WRA+WREAZ
MAC Filtaring®
Fast Transition
Fast Transiticn
Pratected Management Frame

PHF Fequired ¥

Comeback timen(1- h —

Z0msec)

::ﬂrqnds:'cr)-' ||||| b{100- 200 e
WPA+WPAZ Parameoters

WP Folicy

WPA2 Palicy o+

WRAZ Encryption faes THIP

Authentication Eoy Management

SEBIMBFEHASAIXEASPBRESHETIESE , BIXERA TPMF 802.1x1 » IR {EA
PSK , BIAZEZIEPMF PSKEEUA ] , 20T EFT R



Saye Configurstion | Bing | Logout fefrd

MONITOR  WLANS CONTROLLER WIRELESS SECURITY  MANAGEMEN
WLANS WLANS = Edit "PMF'
LA | General | Security | QoS | Advanced |
* Advanced Layer 2 Layer 3 J AR Servers

S LU TIEOT IO B

S0dmsec)

WPA+WPAZ Parameters

WRA Policy

WPAZ Folicy o

WPAZ Encryption #ags THIP

Authentication Key Management

< Back

Apply

0223 # Unable
CCKM Enable
PSK Enable
FT 202.1X Enabils
FT BSK Enakile
PMF 802.1% ¥ Enable -r:j:,_."
BMF PEx Ersable
WRA gike
gg randomize Disable ™

CLI

- BERMASERA1IWIIE  FETUTHS :

config wlan security wpa akm pmf 802.1x enable/disable

config wlan security wpa akm pmf psk enable/disable

- ERASEAZREEE K , FETHT

config wlan security pmf optional/required/disable

- BAERIRTERFREIERAE :

config wlan security pmf 11w-association-comeback

- SAEHERBRH

config wlan security pmf saquery-retry-time

i)
BRSNS  RBENEERSEREE,

802. 11WEL E AT LABRRE . MEWLANERE :



(wlc)>show wlan 1

Wi-Fi Protected Access (WPA/WPA2)............. Enabled
<snip>

802 . dX e ittt i i e e e e a e Enabled

Y Disabled

COKM. . e i sttt e et e, Disabled
FT-IX(802.11r) . i vt i it e st e ennenns DisabTed
FT-PSK(802.11r) .. v ittt ittt i eanennnnnns DisabTed
PMF-1X(802.1IW) . vttt i it i et e e ennennns Enabled
PMF-PSK(802.11w) .. i vttt ittt ennennenns DisabTed

FT Reassociation Timeout................... 20

FT Over-The-DS mode..........cciiiiiiunn.n. Enabled
GTK Randomization...........cciiiiiinnnnnnn Disabled
<snip>

PMF . e e e Required
PMF Association Comeback Time................. 1

PMF SA Query RetryTimeout.........oovuuuuunnn. 200

%S HEAE
A RENE T T ARG TR E .
LA T debugs & A AARBERRWLC £#I802. 11w #E

* debug 11w-pmf events enable/disable
* debug 11w-pmf keys enable/disable
* debug 11w-pmf all enable
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