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- WLCHISELH S HAPSKELE, AIAENTEZEPHKE

https://www.cisco.com/c/en/us/td/docs/wireless/controller/technotes/8-
5/b ldentity PSK Feature Deployment Guide.html
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XN ETURBIRA T RN ERARA -

. Cisco 5508 RFIWLC ( #1417 &k B8R 758.5.103.0 )
. IE172.2hR Y Cisco ISE
AXHHEFRBRBREEEREREANEEMEL, XHEAIVMEEERTREER ( E R
) WABRER BN E), MREHBBIEREER  FRAZEEBITMIESTRERNFE,

% 5 (P PSKRE

HER1. T FimE A T PSK+MAC & 17 5 3 B9 BR 5 5258 B 77F 5% (SSID) EIA BB FE R o
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HER2 HMMACE 7 Be R ERVAWLCERE A , HittradiusAARZREERE T F iwRIMACH 1.

S EB3. RadiusfaIfREBBRBEA BIREMET , WEXHIEESPSKIEAEFRAMNBRIBRBIUKRER
RAERE RN S#EMCisco avEl ¥,

SERARE|ILIESE , WL.CESEEBEEELIFERE IR, BT EEER  BAWLCH
radiusfAl fRES < BV B R L EER  FHAERUEZEFTEBHEES | ﬁﬂﬁ’& ¥radiusfal R 23 UL
BB FE 2 BTk 55 — ERAR =R,

S EE5. WLCHE AradiusfAREFEEN SBEEAPVMKER, FHEAP)EZSETOARY , BEME
A&im ERENZEEE Eradiusf@ RS EENEHERT.

S ER6. AR E Fim 5t B{DHCPIBFE W ¥ ARUNARRE,

SR U RO

RREPPSKREEEZELTHAM
WLC EHFEE -

- debug client client_mac , Hclient _macREF FimBlEAMACHELL,
- debug aaa detail enable

R51 X E FEETHERAY R
& Fim s B R FIAP:

*apf MsConnTask_6: Sep 21 15:01:43.496: e8:50:8b:64: 4f: 45 Associ ation received fromnobile on
BSSI D 28: 6f: 7f: e2: 24: cf AP AP_2802-1

REWLCH#&radiusfr] BR 25 LABR B8 68 A & I MACHZ AL -

*aaaQueueReader: Sep 21 15:01:43.498: Authenticati onRequest: 0x2b8c8a9c

*apf MsConnTask_6: Sep 21 15:01:43.498: e8:50: 8b: 64: 4f: 45 apf ProcessAssocReq (apf_80211. c: 11440)
Changi ng state for nobile e8:50:8b:64:4f: 45 on AP 28:6f: 7f:e2:24:c0 from Associated to AAA
Pendi ng

*aaaQueueReader: Sep 21 15:01:43. 498
Callback. . ..... ... 0x10762018

*aaaQueueReader: Sep 21 15:01:43. 498
protocol Type. . . ..o 0x40000001

Radius{al fR 25 & £ FlAccess-Acceptfl E ML EIFE |, A St I EARBBHPSKA LR BN S8

*radi usTransport Thread: Sep 21 15:01:43.794: Authorizati onResponse: 0x171b5c00

*radi usTransport Thread: Sep 21 15:01:43. 794:
structureSize. . ... 313



*radi usTransport Thread: Sep 21 15:01:43. 794:

resultCode. . ... 0

*radi usTransport Thread: Sep 21 15:01:43. 794: Packet contains 5 AVPs:

*radi usTransport Thread: Sep 21 15:01:43. 794: AVP[ 01] User-

NaMB. . E8- 50- 8B- 64- 4F- 45 (17 bytes)

*radi usTransport Thread: Sep 21 15:01:43. 794: AVP[ 02]

State. ... Reaut hSessi on: 0a6a20770000000059c346ed (38 bytes)
*radi usTransport Thread: Sep 21 15:01:43. 794: AVP[ 03]

CaSS. .ot CACS: 0a6a20770000000059c346ed: | SE/ 291984633/ 6 (45
byt es)

*radi usTransport Thread: Sep 21 15:01:43. 794: AVP[ 04] Cisco / PSK-

Mode. . ... ascii (5 bytes)

*radi usTransport Thread: Sep 21 15:01:43. 794: AVP[ 05] Cisco /

PSK. . ci scol23 (8 bytes)

REABE , ETUERWLCHXEBEE I BREMRET

*apf Recei veTask: Sep 21 15:01: 43. 924:

e8: 50: 8hb: 64: 4f : 45 Sendi ng assoc-resp with status 0

station: e8: 50: 8b: 64: 4f: 45 AP: 28: 6f: 7f: e2: 24: c0-01 on apVapld 1

@ EF

*Dot 1Xx_NW MsgTask_5: Sep 21 15:01:43.994: e8:50:
e8: 50: 8b: 64: 4f : 45

state I NITPMK (nessage 1), replay counter 00.
*Dot 1Xx_NW MsgTask_5: Sep 21 15:01:43.998: e8:50:
state (nmessage 2) from nobile e8:50: 8b: 64: 4f: 45

*Dot 1Xx_NW MsgTask_5: Sep 21 15:01:43.998: e8:50:

*Dot 1x_NW MsgTask_5: Sep 21 15:01: 43. 999:
e8: 50: 8b: 64: 4f : 45

state PTKI NI TNEGOTI ATI NG ( nessage 3),
*Dot 1x_NW MsgTask_5: Sep 21 15:01: 44. 003:

e8: 50:

repl ay
e8: 50:

8b: 64: 4f: 45 Sendi ng EAPCL- Key Message to nobile

00. 00. 00. 00. 00. 00. 00
8b: 64: 4f : 45 Recei ved EAPOL-key in PTK_START

8b: 64: 4f: 45 Received valid M C in EAPOL Key
8b: 64: 4f: 45 Sendi ng EAPCL- Key Message to nobile

counter 00.00. 00. 00. 00. 00. 00. 01
8b: 64: 4f: 45 Recei ved EAPCL-key in

PTKI NI TNEGOTI ATI NG state (nmessage 4) from nobile e8:50: 8b: 64: 4f: 45
SERLIRIER | BT KDHCPBRE L E ARUNME (B THEABTREES D )

(W.C_ 1) >show client detail e8:50:8b: 64: 4f : 45
Client MAC Address
Client Usernane
Host nane:
Devi ce Type:

AP MAC Address

Wrel ess LAN Network Name (SSI D)
Wreless LAN Profile Name.......................
Security Policy Conpleted
Policy Manager State.......................0.....

. e8:50:8b:64: 4f: 45

. E8-50-8B- 64- 4F- 45

. S6-edge

. Andr oi d- Sansung- Gal axy- Phone
. 28:6f:7f:e2:24:c0

. AP_2802-1

. ldentity PSK

. ldentity PSK

. Yes

RP2.EREREEER T ERNZRRER



N3R5 BRI Fr EREIR & 17 B R Y D BRIE P AR R

- BRI EIEEBER,

. WLCH& FAER , ERE BEradius{q AR B85 #Y 18 A LA B 58 f5F A B U MACHL 1k o

. MBradiusARBEFEA B RFMAET , CRSEXEFIUES  HoassRENERERE
PSK,

- ALEIHENERARSS REREF.
APEIEER , BRI AHE2ERER:

*Dot 1x_NW MsgTask_7: Sep 21 15:12:47.661: 50:8f:4c:9d: ef: 87 Recei ved EAPOL-key in PTK_START
state (nmessage 2) from nobile 50: 8f:4c:9d: ef: 87

BR , HAPMKZI®RE (BiH ) TH , APHEFHSERTENTR , “RMEBUHE2FHIMICE
W

*Dot 1Xx_NW MsgTask_7: Sep 21 15:12:47.662: 50:8f:4c:9d: ef : 87 Recei ved EAPOL-key M2 with invalid
M C from nobi |l e 50: 8f: 4c: 9d: ef: 87 version 2

*osapi BsnTinmer: Sep 21 15:12:48.824: 50:8f:4c:9d:ef:87 802.1x 'tineoutEvt' Timer expired for
station 50:8f:4c:9d: ef:87 and for nessage = M2

*Dot 1Xx_NW MsgTask_7: Sep 21 15:12:48.824: 50:8f:4c:9d:ef:87 Retransmt 1 of EAPCOL-Key ML (length
121) for mobile 50: 8f: 4c: 9d: ef : 87

The client then is then de-authenticated by the W.C
*Dot 1Xx_NW MsgTask_7: Sep 21 15:12:50.825: 50:8f:4c:9d: ef: 87 Sent Deauthenticate to nobile on
BSSI D 28: 6f: 7f: e2:24:c0 slot O(caller 1x_ptsm c: 655)

<noscri pt >

ERBENE —EERBEE "show clientdetaily » FEIIEAILUAE ZIFE A B IRERESTARTHREE ;

*Dot 1x_NW MsgTask_7: Sep 21 15:12:47.662: 50:8f:4c:9d: ef : 87 Recei ved EAPOL-key M2 with invalid
M C from nobi |l e 50: 8f: 4c: 9d: ef : 87 version 2

*osapi BsnTinmer: Sep 21 15:12:48.824: 50:8f:4c:9d:ef:87 802.1x 'tineoutEvt' Timer expired for
station 50:8f:4c:9d: ef: 87 and for nessage = M2

*Dot 1x_NW MsgTask_7: Sep 21 15:12:48.824: 50:8f:4c:9d:ef:87 Retransmt 1 of EAPCOL-Key ML (length
121) for nobile 50:8f:4c:9d: ef: 87

The client will then be de-authenticated by the W.C
*Dot 1x_NW MsgTask_7: Sep 21 15:12:50.825; 50:8f:4c:9d: ef: 87 Sent Deauthenticate to nobile on
BSSI D 28: 6f: 7f: e2:24:c0 slot O(caller 1x_ptsmc: 655)

5413. Radiusfr] i BR M E AR

WLCH ZIBABEGE R % , §EHE RradiusfAfRes. M RradiusffR2FMLER , WLCEREBEHRE
fFradiusfAlfR=s ( BERERER B AL ), ERENEHARY (FEREAS ) %A radiusfa iR
BRESLERE  WLCEEEREB A1 EIE  UTAmR

*apf Recei veTask: Sep 21 15:28:55.777: 50:8f:4c:9d: ef : 87 Sendi ng assoc-resp with status 1
station: 50: 8f: 4c: 9d: ef : 87 AP: a0: e0: af:62:f3:c0-00 on apVapld 1

*apf Recei veTask: Sep 21 15:28:55.777: 50:8f:4c:9d: ef : 87 Sendi ng Assoc Response (status:
"unspecified failure') to station on AP AP_2802-2 on BSSID a0: e0: af: 62: f3:c0 ApVapld 1 Slot O,
nobility role O

E T LAE Blradius A RSB AT EARWER EREAREBFEREY |, &0 LLEE ZMonitor >
Statistics > RADIUS Servers , Il T~ EFfR :



il hal ]l

CISCO MONITOR WLANs CONTROLLER WJRELESS

Monitor RADIUS Servers > Authentication Stats
Summary

» Access Points Server Index 2

Server Address 10.1.1.1
fgmin Status Enabled

¢ Cisco Cleanalr
w Statistics

EE"“"“""" Authentication Server Statistics
B Jain

Ports Msg Round Trip Time (milliSecends) 0
RADIUS Servers

First Reguests B
Mobility Statistics
IPwE MNelghbor Bind Retry Reguests 33
Counters
PMIPVE LMA Statistics Accept Responses a
Preferred Mode Reject Responses n}
Optimized Roamin
pam ng Challenge Responses 0
» LUy HMalformad Messages 0
b Rogues Bad Authenticator Msgs o
Clients Pending Requests a
Sleeping Cllents Timeout Requests 39
Multicast Unknawin Type Mogs i
Other Drops Q

k Applications
k Lync

Lacal Profiling

#4l4. Radius {7 iR 37 X A AR 5| B IETR

BLECI A LUEPSKN S —R#X | SIMVLAN, ACLAIERAEAG, BR , IRRAR
radiusfil [RZREIXWACLER , AIWLCEERFEAEin , AlfEradiusfAARZBFHARF ER R ML
o EUREFHARPBERMHEL

*radi usTransport Thread: Sep 22 14:39: 05.499: Authorizati onResponse: 0x171b5c00

*radi usTransport Thread: Sep 22 14:39: 05. 499:
structureSize....... ... 376

*radi usTransport Thread: Sep 22 14:39: 05. 499:
resultCode. ............ 0

*radi usTransport Thread: Sep 22 14:39: 05. 499:

protocol Used. .......... 0x00000001

*radi usTransport Thread: Sep 22 14:39: 05. 499: Packet contains 7 AVPs:

*radi usTransport Thread: Sep 22 14:39: 05. 499: AVP[ 01] User -

NAITE. .\ ottt E8- 50- 8B- 64- 4F- 45 (17 bytes)

*radi usTransport Thread: Sep 22 14:39: 05. 499: AVP[ 02]

State. ... Reaut hSessi on: 0a6a20770000002659¢c493e9 (38 byt es)

*radi usTransport Thread: Sep 22 14:39: 05. 499: AVP[ 03]



Ol aSS. .ot CACS: 0a6a20770000002659c493e9: | SE/ 291984633/ 78 (46

*radi usTransport Thread: Sep 22 14:39: 05. 499: AVP[ 04] Cisco / PSK-

Mode. . ... ascii (5 bytes)

*radi usTransport Thread: Sep 22 14:39: 05. 499: AVP[ 05] Cisco /

PSK. . ci scol23 (8 bytes)

*radi usTransport Thread: Sep 22 14:39: 05. 499: AVP[ 06] Unknown Cisco / Attribute
19, ... teacher (7 bytes)

*radi usTransport Thread: Sep 22 14:39: 05. 499: AVP[ 07] Airespace / ACL-

Name. .................... testing (7 bytes)

& Fimaaa

*apf Recei veTask: Sep 22 14:39:05.564: e8:50: 8b: 64:4f:45 ACL received from RADI US does not exi st
in W.C de-authenticating the client

*apf Recei veTask: Sep 22 14:39: 05.628: e8:50:8b: 64: 4f: 45 Sendi ng assoc-resp with status 12
station: e8: 50: 8b: 64: 4f: 45 AP: 28: 6f: 7f: e2: 24: c0-01 on apVapld 1

£ HI5. Radiusfil IRES L 7R 5% & 6 & iw R Al

ERADIUS A Bk 85 "I E 4R B £ A B im WRADIUS R AR 2R AR E R Al , ABEAWLANT =R
ERPSKHEF |, FREERR, EAHMEE B LAY, BRTERZSHRE. REMGCIRAAA)R L+
ﬁ’i&ﬁﬁ?ﬁW@KE&:‘I#E’J%E@I&PSK%@%@%@IﬂEEAﬁPSK%ﬁﬁ% , Zha R B AR
HENEBEESIH

*radi usTransport Thread: Sep 22 14:32:13.734: AuthorizationResponse: 0x171b5c00

*radi usTransport Thread: Sep 22 14:32:13.734:
structureSize. ........ .. . . 269

*radi usTransport Thread: Sep 22 14:32:13.734:
resultCode. . ... . 0

*radi usTransport Thread: Sep 22 14:32:13. 734:
protocol Used. . ...... ... ... . . 0x00000001

*radi usTransport Thread: Sep 22 14:32:13.734:

proxyState. . ........ ... 50: 8F: 4C: 9D: EF: 87- 00: 00

*radi usTransport Thread: Sep 22 14:32:13. 734: Packet contains 3 AVPs:

*radi usTransport Thread: Sep 22 14:32:13. 734: AVP[ 01] User -

NaMB. o 50- 8F-4C-9D- EF- 87 (17 bytes)

*radi usTransport Thread: Sep 22 14:32:13. 734: AVP[ 02]

State. ... Reaut hSessi on: 0a6a20770000002359¢c49240 (38 byt es)
*radi usTransport Thread: Sep 22 14:32:13. 734: AVP[ 03]

CasSS. . oo CACS: 0a6a20770000002359c49240: | SE/ 291984633/ 74 (46
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