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- BEARBESEN. MHERMNERE,

- BRUBS[(WEBES(OV), #HATEEZAIMicrosoft Containers#E & CN=Users)#8
- WERERHMNE S EEWLC L IERE ELDAPAIIRES 5IH.

ARELHMENESHBER , FSRNARKERE B HEHE(DAP) S RSB ABRE anie
IS (WLC) B A EB 55
HREE

- BAFERTEERE B BRALDAPRIREFRE 2

S LDAPRI ARES HEITREAME S % : AnonymousslAuthenticated ( & T BEEMES 2B E
Bl FBH ).

HBEEAERBEEEREERSNTE  TEmMEMERERB/BR.

- MRBBEORE  BEEAERBESREMEEAEMNRE —ERRS ?
T ERARERE, flm:

CN=Administrator , CN=Domain Admins , CN=Users , DC=labm , DC=cisco , DC=com
R .EFEHAERAERRE, il
EHE

- MREREVRTRNBRPREES ? TAEHENERLDAPERAERETRVRE —EAHR
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TRe , IEE—EESmEMAERRNEZRDN,
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YR Windows , R EESZ
# A Cisco: PEAPE’ﬁE Wlndowsna'kj':' WTREFR.

B EAR T+ £ A Anyconnect Network Access Manager(NAM) =k

Local-EAP Wireless Metwork Properties ]
; Connection . Security |

Security type: | Wea2-Enterprise -

Encryplion type: [AES v]

Choose a network authentcation method:

Ill:lam: FEAP g | [ Settings |

- does not

work!
works !

Cisco: EAP-FAST

Intel: EAP-5IM

Intel: EAR-TTLS

Intel: EAP-AKA

| Advanced settings |

| ok || concsl

&F:Cisco EAP Plug-ins for Windows&3 3% Ciscofg 321D CSCva09670 EMNHRK L L ERET
, BRIt ERMMEMEMRANWindows EAPAE | WEBEREF

& (OpenSSL 0.9.8k)x A
WA AnyConnectZ £ BB & F iR,

- BITBWLCEAFRIERE ?
HANERERZERS0RE. EMAFTEMLRE

e
Mame

SofialabGroup
SofialabCU

N E>

Users

RUE

¥pe
Organizational Unit

Container

RABRCN)HABECL(OV)F , WTEFTT.

Description

will not work

Default container for upgr...

BEZETRINARULEALDAPRIRES , ©15802.1xF 1 EE R Web F 1752 5%

HRIIBRE | RBEOU=SofiaLabOUR K £ A & S EKIB F 115 E.
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& E W7 2074 A Label Distribution Protocol(LDP) T & , (&5E ELDAPI ¥ H 1T FEHERR |
EIWLC LDAPE. BIEHE.

E Y &k MLDAP{RI IR #5518 802. 1 xEh 78 8 & & A HYWLAN
MR E =R

LS R , WLAN LDAP-dot1xfE FALDAPRI BR 25 £ A 802. 1x ¥} £ A H E 1T H B8R FE-

LDAP Server

WLC

Client

% B 1.7£ SofiaLabOUFSofiaLabGroup#ILDAP{a] iR 88 FX B A 2 3 £ A & User1,

& Server Manager |- |8 [
©o-

Server Manager * Dashboard

i il A iNistrati antes
ins
= - WELCOME TO SERVER MANAGER
I8 Daszhboard Active Directany Lighteeight Directorny Serdces Setup Wizard
B Local Server Active Directory Module for Windows PowerShell
& Al servers r . : Active Directory Sibes and Senices
8 i c< Configure this lacal server D
P ADS Edit
g ADDS QANCK START
add nel faat Centification Authority
& ADLDS - o LS Component Servces
T8 oHCP add other servers to manage Computer Management
& DNs Dedragment and Optimize Drives
© WHATS Kew W T DhcE
W§ File and Storage Services b 1 eate a server grou C
DS

o s
i mar

Event Viewsr

Growp Pobicy Mansgement


/content/en/us/td/docs/wireless/controller/8-2/config-guide/b_cg82/b_cg82_chapter_0110010.html

Create User: SofiaLab User1 Test User

TASKE  w | | SECTIONS

fea il Account 6@
Organizaticn
ks First name: Lofalab Userd Account expires: & Never
Mamber Of Middie initiats: O tndof
Password Settings | Last Aame: Test User )
. Full name: % Sofialab Userl Test User Password options: -
Tol ) User must change password at next log on
B losgon:
poli g L . g Other password options
= Usell Samiccaunttismels... laben vk et 1 e
silo
Faswword:
Confirm password: g .
nerypt s
Creat
Other options: -
et
8 ComainControllers * |~
B8 Employes: »
4 B ForeignSecurityPrincips ¥ | T
i Guests »
¥
N M LostandFourd = e
I Managed Service Acca *
I NTDS Quaotis 3
W Progeam Data v
2 Remove
v
Create User: SofiaLab User1 Test User Tasks v | [secmows v
Aggount Account A
Qrganization
£ First name: Sofialab Userl Account expires: ® Never
Mamber Of Middle intials: 0 tndof
Password Settings | Last name: Test User -
Full name: % |Sofialab Usert Test User aaswond options: -
Profile - P |_ | ) User must change passward at next log on
poli ) ) Other password options
= User Samdccountilame lo... laben WV Usert Torinteractive 153 &
silo
Passwoed:
Confirm paswornd:
Encryption opticns: -
Create in: QU=SofialabOl DC=labm Dl =ciscaDi=com Change
Otter aptions: -

[ Protect from accideral deletion

Log on howrs. Llog on ta..
¥l (v
Salect this object hoe!

Filter yal |Groups or Bultin securty princicals | [ttt Trome

. = Ty T Freom thes locaon:

lene ive Directon.,  Primary [miec i ~

S — -
This object will be added to the default Active Directory grof
=

Directly Associated Password Settings DSt (e (== %) )

Name Precedence

SEB2 FRAMENEAPSEEWLC LB EAPE B R ( fEAPEAP )

.'l. .Il‘ Saye Configuration Ping Logout Refred
L]

CISCO MONITOR WLAMs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Security A Local EAP Profiles S Apply |
~ AAA

General Profile Name LEAP EAP-FAST EAP-TLS PEAP
» RADIUS
Authentication I Local-Ean-pEsp g g g [~] I
Accounting EaD.
Fallback Local-EAP-LEAP O O O -]
DMNS
» TACACS+
LDAR
Local Met Users
Sl il LEAP | Server Nothing | €lient Username & Password
Disabled Clients .
User Login Palicies EAP-FAST | Server PAK | €lient Username & Password
f%"fjspnl__ EAP-TLS | Server Certificate | Client Certificate
'ASSWI0I 1c1es . . .
PEAP | Server Certificate | Client Username & Password
* Local EAP
General
Profiles
EAF-FAST Parametars

Authentication Priority



HER3. S WLCELDAPI FRER B4

BR: IRBEEAEEBTEEAEEADNG | BN EBBRERESEASEERAF , WT
BFr~. &8I, &2 F#& AAdministrator,

Saye Configuration  Ping  Logout R

cisco MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP  FEEDBACK
Security LDAP Servers > New <Back Apply |
- AAA .
e Server Index (Pricrity) ™
v RADIUS Server 1P Address [10.88.073.121
Authentication
Accounting Port Number
S simol ing Y
» TACACS + Bind Usarname CH=Administrator, CN=Users,DC=abm, DC= Admin privilege s required
LDAP
Loesl Nat Users Bind Password srensnny |
MAL Filtaring Canfirm Bind Password [ss0sense |
Disabled Cliants 3
User Login Poliies User Base DN Where are we going to look for users:
AP Palici
e e user Attribute =ﬂ"m°wmm | What Attribute are we looking for?
» Local EAP Usar Cbject Typa [Nrsen
» Priority Order Securs Mode{via TLS) Dizabled V|
b Certificate Server Timeout secands
Access Control Enakle Sarver Status Enabled v # o~
¥ Lists Mezsage from webpage E

Wireless Protection

Policies o~
= @ X VWorning: LDAP can only be used with EAP-FAST, PEAP-GTC and
» Web Auth EAP-TLS methods

TrustSec SXP

Local Policies

b+ Advanced [ QK ] [ Cancel I

S84 18 Authentication Orders%E &lnternal Users + LDAPS{ZEFELDAP,

MONITOR ~ WLAMNs CONTROLLER WIRELESS SECURITY M2

S-E'Curit_"llr ] Priﬂrit:f Order > Local-Auth
- AAA
General User Credentials
» RADIUS
Authentication
Accounting Mot Used Order Used For Authentication

Fallback
F TACACSH
DA [ = ]
Local Net Users
MAC Filtering
Disabled Clients
Liser Login Policies
AP Policies
Password Policies

+ Local EAP

General

Profiles




S ER5.22 L DAP-dot1x WLAN,

[ l‘l [ l' LI
CISCO MONITOR.  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANsS
- WLANs Corrent Filter: Nene [Chanae Filter] [Clear Filter] ICraata New VI Go I
WLANs
b Advanced

[ wLan 1D Type Profile Name WLAN SSID Admin Status Security Policies

CISCO MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANSs WLANSs > Edit 'LDAP-dot1x'
B V:JLL:L‘S General [I'|Securlty I Qos || Policy-Mapping | Advanced ]
5 ! 1
b Advanced
Profile Name LDAP-dotlx
Type WLAN
SSID LDAP-dot1x
Status ¥l Enabled
Security Policies [WPA2][Auth(802.1X)]

(Modifications done under security tab will appear after applying the changes.)

Radio Policy v
Interface/Interface Group(G)
Multicast Vlan Feature ! Enabled
Broadcast SSID #| Enabled

NAS-ID none

HER6.MEL2L 2 FERERWPA2 + 802.1x , WAELIL £ ERE Anone.



MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGE

WLANs WLANSs > Edit 'LDAP-dot1x'

e ot [ ] aus | roerrasonn | s
» Advanced ' Layer3 | AAA Servers |

Layer 2 Security 8 | WPA+WPA2 v/

MAC Filteringz | |
Fast Transition
Fast Transition [_]
Protected Management Frame

PMF Disabled

WPA+WPA2 Parameters

WPA Palicy ]

WPAZ Encryption AES L] e
Authentication Key Management

802.1X Enable

CCKM [J Enable

FEK L] enable

FT 802.1X (] Ensble

FT PSK (] Enable

ﬁﬂ.ﬁ. gtk-randomize State

SERT AR MEAPS M RRFE |, WHERER 5 1 5= A IR 25 M FC kA AR 2712 IR I BUA LDAP,



CISCO MONITOR  WLANs CONTROLLER  WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANs WLANSs > Edit 'LDAP-dot1x'

+ WLAN c . - - A" W )
-.w_au: | General | Security | QoS | Policy-Mapping | Advanced |

» Advanced | Layer 2 | Layer3 | AAA Servers |

Select AAA servers below to override use of default servers on this WLAN

Radius Servers

Radius Server Overwrite interface [] enabled

Authentication Servers Accounting Servers EAP Parameters

[] Enabled (] Enabled Enable O

Server 1 w | r v
Server 2 W L4
Server 3 hd il
Server 4 S S
Server 5 b L4
Server 6 il hdl
Radius Server Accounting
Interim Update O
LDAP Servers
. Server 1 |IP:10.88.173.121, Port:389 Vv
Server 2 | None W
Server 3 | Mone VI
Local EAP Authentication
Local EAP Authentication  |+| Enabled
EAP Profile Name IW
Authentication priority order for web-auth user
Not Used Order Used For Authentication
r LOCAL
[=1] (oap

PR B fth 3R E R ] LR B B TRRRIE

BEE

FALDPI BB E S &,

ESERTEERM ( WSofiaLabGroup ) -

MR EWindowsE S , Bl %A FHPEAP-GTCEH Cisco:PEAP , MARERAH
Microsoft:PEAP, Microsoft:PEAPTEEX1E R T 7] EEMacOS/iOS/Android Bt & F

BV & BMLDAP{R IR ZREIB A ZBWLC WebF] F i I EH#1T B BB HWLAN
et B

FELLZBIF , WLAN LDAP-WebfE FLDAPAI AR 25818 AEWLC WebFI FHEAEE TS HERE.



LDAP Server

WLC

v

PE
¢

))) -

Client

BARSE1DFRIEME L— 1P, REEHE , WANEENRESEMFRE,

3 B#1.7£0U SofiaLabOUF#H SofialLabGroup#y LDAPA] Bk 28 5% & A 2 31 £ F & User1,
SER2 FRAFTEMNEAPH EZEWLC LB Y EAPE BRER ( #£APEAP)

S ER3 AEWLCEALDAPRIARER R

B4 #Authentication Orderi% i £ Internal Users + LDAP,

S ER5. 32 3 LDAP-Web WLAN , W@ 7Ro

CISCO MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANs
+ WLANs Current Filter: None [Change Filter] [Clear Filter] Create Newr v| léo
T
b Advanced

I:‘ WLAN ID Type Profile Name WLAN SSID Admin Status Security Policies



CISCO MONITOR WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANs WLANSs > Edit 'LDAP-Web*
= ULLLAA:S General T Security T Qos T Policy-Mapping T Advanced ‘|
5
b} Advanced .
Profile Mame |LDAP-Web |
Type WLAM
55ID LDAP-Web |

Status ¥ Enabled

Security Policies [wpraAz2][Auth{802.1X)]

(Modifications done under security tab will appear after applying the changes.)

Radio Policy All v
Interface/Interface Group(G)
Multicast Wlan Feature || Enabled
Broadcast SSID #| Enabled
NAS-ID [none

$ER6.451L2 SecurityiREEAnone , #%L3 Securityi% E BWeb Policy - Authentication 21 EFff 7~ o

CISCO MONITOR WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANSs > Edit 'LDAP-Web’
= TMLLAA:S ' General xl Security | QoS T Policy-Mapping T Advanced ‘|

5
» Advanced Layer 2 I Layer 3 T AAA Servers ‘|

Layer 2 Security @ fNone v
MAC Filtering? ||

Fast Transition

Fast Transition |_J




CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANSs WLANSs > Edit 'LDAP-Web'

> “:‘MLLA‘;:S | General I Security l Qos T Policy-Mapping T Advanced ‘|
s

b Advanced | Layer 2 ‘I Layer 3 | AAA Servers ‘|

Layer 3 Security 1 web Palicy ¥
Authentication

"' Passthrough

"' Conditional Web Redirect
' Splash Page Web Redirect
) On MAC Filter failurel

Preauthentication ACL IPv4 | None T 1Pv6 |None ¥ |  WebAuth FlexAcl | None ¥

Sleeping Client || Enable

over-ride Global Config22 ¥ Enable

Web Auth type | Internal A

SER7. BWeb-autht) 53 ERE B LIEFIEFRE/EMALDAP , iR CEM S 5RERRFHN
FCIR A AR 2R IRE

CcISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANSs WLANSs > Edit 'LDAP-Web'
- WLANS o = = = = T Y
General Secur QoS Policy-Mappin Advanced
WAl | ity | I pping | |
» Advanced i Layer 2 T Layer 3 I AAA Servers I

Select AAA servers below to override use of default servers on this WLAN

RADIUS Servers

I RADIUS Server Overwrite interface | Enabled I
Authentication Servers Accounting Servers
Server 1 | Mone ¥ || None r |
Server 2 |None A ||None A |
Server 3 |N0ne v ”None v |
Server 4 | Mone r || Mone r |
Server 5 |N0ne hd ”None hd |
Server 6 |N0ne v ||N0ne v |

RADIUS Server Accounting

Interim Update
LDAP Servers

I Server 1 IF‘:].D.BB.U‘B.].Ell FPort:3859 ¥ I

Server 2 | Mone T |

Server 3 | Mone ¥ |

Local EAP Authentication

Local EAP Authentication | /Enabled

Authentication priority order for web-auth user

Mot Used Order Used For Authentication

RADIUS .

-

EH
=




FRIEEMRERTURE SEARE

fEFLDP I EYLDAPHE{THE: B M MEHERR

HBR1ELDAPR RN EAERN THWBEMLDPTE ( XA AFFEIAMRAFAIETCP 389 ) .

HH

Search

Everywhere -

[

= >

Wirdows
PewerShell

'

This PC

S ER2. BfnZFIConnection > Bind , fEAAdmInEAEZ A , A% #1ZEBind with credentialsE & 1%

o

Bind x|
Lser: Administrator

Browse View 0

Password: sessnnns
Connect.. Domain:
| Bind.. Ctrl+B —

Disconnect (") Bind as currently logged on user
New Ctrl+N (®) Bind with credentials

() Simple bind
Save

() Advanced (DIGEST)
Save Az

Encrypt traffic after bind
Exit

S ER3. EEZView > Tree , AR EEARDNFIZEOK,

L5 Idap://WIN-4BD4NV0OJ3NK.labm.cisco.com/DC=labm,DC=cisco,DC=com
Connection Browse Options  Utilities  Help -

Tree Ctrl+T I Tree View

Enterprise Configuration

Status Bar eseDN || Vl
Set Font...

SR RRABURIREBIL E#Search Base DN, [BZEBEAURK "#.) 2HANEMAEEEEF,
A LA R B EIE. S EOUSEELICN=UsersfICN,



Connection Browse View Options
=8 DC=labm,DC=cisco,DC=com
-~ CM=Builtin,DC=labm,DC=cisco,DC=com

- CN=Computers,DC=labm,DC=cisco,DC=com

- OU=Daomain Controllers,DC=labm,DC=cisco,DC=com

- OU=Employees,DC=labm,DC=cisco,C=com

- CN=ForeignSecurityPrincipals, DC=labm, D C=cisco,DC=com

- OU=Guests, DC=labm,DC=cisco,DC=com

. CM=Infrastructure, DC=labm,DC=cisco,DC=com

- CMN=LostAndFound,DC=labm,DC=cisco,DC=com

- CN=Managed Service Accounts,DC=labm,DC=cisco,DC=com
- CN=NTDS Cuotas,DC=labm,DC=cisco,DC=com

- CM=Program Data, DC=labm DC=cisco,DC=com

- CMN=5ofiaLlabGroup,DC=labm,DC=cisco,DC=com

- QU=50ofiaLabOU DC=labm DC=cisco,DC=com

i CN="5ystem, DC=labm,DC=cisco,DC=com

CH=TPM Devices, DC_Iabm DC=cisco,DC=com

Utilities  Help

S5 E B SofiaLabOULARIREAZFEHRE, ERZBEIMUserl,

Connection Browse View Options Utilities Help

(= DC- labm,DC=cisco,DC=com Expanding base ‘0OUs=SofialabOU, DCs=labm DCecisco DCscom’... ~
| CN=Builtin,DC=labm,DC=cisco,DC=com Getting 1 entries:

Din: OU=SafiaLabOu,DC=labm, DC=¢cisco,0C=
- CH=Computers,DC =labm, DC=cisco, DC=com n-: WG o a0 om

- OU=Domain Controllers,DC=labm,DC=cisco,DC=com

- OU=Employees,DC=labm,DC=cisco,DC=com
Ch=ForeignSecurityPrincipals, DC=labm,DC=cisco,DC=com
- OU=Guests, DC=labm,DC=cisco,DC=com
CH=Infrastructure,DC =labm, DC=cisco, MC=com

' CN=LostAndFound,DC=labm,DC=cisco,DC=com

- CH=Managed Senvice Accounts,DC=labm,DC=cisco,DC=com
- CH=NTDS Quotas,DC=labm,DC=cisco,DC=com
CH=Program Data,DC=labm,DC=cisco,DC=com

_ CM=SofialabGroup.DC=labm,DC=cisco.DC=com

digtinguishedName: OU=SofialabOU DC=labm,DC=cisco DC=com;

dSCorePropagationData (2). &10/2018 4:22.39 PM Central Dayfight Time: (Mexice); 0x0 = { };
instanceType: 0x4 = { WRITE );

name: SofiaLabOu;

objeciCategory: CN=Or izational-Unit,CH=Sch CH=Ci
objeciClass (2): top; organizationalinit,

obEcGUD: 42093008-184¢-4114-8583-066ba036261;
ou; SefislabOu;

uSNChanged: 45117,

uSNCreated: 45118;

whenChanged: &10/2016 4:22-3% PM Ceniral Daylight Time (Mexico);
whenCreated: &10/2016 4:22:39 P\ Central Dayiight Time (Mexice);

ion,DCelabm DCecisco, DCscom;

=1 OU=SofialabOU, DC=labm, DC=cisco,DC=com
! b

CH=TPM Devices, DC=labm, DC=cisce,DC=com
- CH=Users, DC=labm, DC=cisco,DC=com

Expanding base 'CN=SofiaLab User! Test User,OU=5cfialabOU DC=labm DC=cisco,DC=com',..
‘Getting 1 entries:

Dn: CH=5ofiaLab User1 Test USCI‘.EU‘SOﬁILIDOEMBmEDCIﬁﬁDWOmI

cn; Sofialab User! Test User;

displayName: SofisLab User! Test User,
distinguishediame: Ch=Soflalab Usert Test User,OU=SoflalabOU, DC=labm DC=cisco, DC=com;
WNun'u SofiaLab Usert;

N=Schema, CH=Configuration, DC=latm DC=cisco,DC=com;
b a 3 .. . person, organizationalPerson; user,;
ob,edGUD adB0885a-a720-41af-a321-a04527984cc1;
ﬂatdsd S—I 5-21-2594322217-547703403-2146558440-1122,
ROUP_RID_USERS );

+JEE = ( NORMAL_USER_ACCOUNT ),

sn: Tent User;

|Ready NUM

HER6.EELDAPFTERN £ IBEA,



Saye Configuration  Ping = Logout

olIIil'li

CISCO MONITOR  WLANs CONTROLLER WIRE SECURITY MANAGEMENT COMMANDS HELP FEEDBA
Security LDAP Servers > New < Back Apply
* AAA
{Priori o [ ]
e Server Index {Priority)

e Server IP Address 10.88.173.121
Authentication
Accounting Port Numbar 189

;"r:';““" simple Bind | Authenticated |
¥ TACACS+ Bind Username ICN-Mrn':nistrator,crd-users,Dc-labm.Dc-I Admin P r‘ivilege s required
LDAP
Local Nt Users Bind Passwerd = ]
E““c‘;;':;_'“gm Canfirm Bind Password |
xa iants
e e TR Where are we going to look for users?

e it that Attribute are we looking for?

Password Palicies

» Local EAP Ussr Objact Type [Parsan
b Priarity Order Secure Moda{via TLE) Disabled V|
b Cortificate Server Timeout 2| seconds
CrE o Enable Servar Status Enabled v \
¥ Lists Message from webpage g

Wireless Protection

Policies - -
. Warning: LDAF can only be used with EAP-FAST, PEAP-GTC and
» Web Auth EAP-TLS methods
TrustSec SXP

Local Policies
Advanced [ aK | Cancel I

S ER7 SofiaLabGroupEETEEAEE SDN, EREIEHEANFERE K HP e8I
User1 48 2 M EBIFf o

B Active Directory... < lsbm {local) (16) Tasks
= - |0
T8 Ovesview : . .
- Name Type SofialLabGroup [Tases~ ] [secnons ~ |
laben (iscal) L )
SofiaLsbOU . suitn buittinDomain Group Tt NEE ]
Users M Computers Contaings Managed By = e -
" 88 Domain Controllers Organizstionsl Unit Sroup name: Sroup - ak
[ " » rganizationsl Uni
L SO . e Member Of Group (SamAccountNam... 3K |SofalabGroup Destription:
T - B Empioyess Organizstional Unit s < .
Autherticat embers roup tpe: Group sope:
W ForegnSecurnPringipals  Container ~ ;m"’:; A L]
Sicbal Search . o ain locs
B kel eace M cuems Crganizational Unit Passond settings Distribution ® Global Motes: be
[ satrastructure infrastructunelpdate Extensicns i Universal y
[ Prestect frm accidental deletion X
B LostindFound losthrdFound
B Mamaged Service Azcounts  Contaings Managed By 70
B NTOS Quetes s DS ChantaContainser
Containes Member Of T
oW .
B SofalsbOl Crganizational Unit
| St Contaings - 5
Filter
Bl TPM Devices mETPM-InformationObjectsC| Add_
M Users Container
SofialabGroup e
E-mail; ~) More Infgrmation | Cancel
Managed by

User1 B A4 , ELDPHRAEIE, ERTWLCEZXIRRHT , Rt A ERBERESERDN,

E

FERAREFAR , BREANERRSEREERE.

(cisco-controller) >show ldap summary

Idx Server Address Port Enabled Secure

1 10.88.173.121 389 Yes No



(cisco-controller) >show ldap 1

Server INAeX. . ...ttt ittt ittt 1

N L ot = 10.88.173.121

o s 389

Server State. ... ...t e e e Enabled

L0 =Tl )1 OU=SofialabOU, DC=labm, DC=cisco, DC=com
User Attribute......... ..ttt sAMAccountName

L8 =T a1 Vo 1 Person

Retransmit Timeout.........uiiiiinnnenennnn. 2 seconds

Secure (Via TLS) v vt vttt ettt et et et e e eeee Disabled

Bind Method . ... ...ttt ettt Authenticated

Bind USEIName. « o vttt ittt ettt e e et et e eeeeeeeen CN=Administrator, CN=Domain

Admins, CN=Users,DC=labm, DC=cisco, DC=com

REREGE R

AERENEF TR R EEEE TR,

(cisco-controller) >debug client <MAC Address>
(cisco-controller) >debug aaa ldap enable
(cisco-controller) >show ldap statistics

SEYVEY TNAEXK . ¢ v i v e e et e ettt e e e e et eaeee et 1
Server statistics:

Initialized OK. ...t ittt ittt e ieeeeaenn 0
Initialization failed........... ... 0
Initialization retries......... .. 0
Closed OK. o vttt ittt et ettt et et et e e e 0
Request statistics:

RECEIVEA. i ittt e e e e e 0
ST o 1 0
) 0
U S St vttt ettt ettt e e e e 0
Authentication failed............ ... ... 0
Server not found........... ... . it 0
No received attributes............. ... ... ... ... 0
NO passed USETName. . . v v v vt vttt et eeeneeneeenens 0
Not connected tO Se€rver..........c.oiiiiiiinnnnn. 0
Internal ErrOT ... ...ttt ittt 0
T ol I Y = P 0

P
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