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{EFACLIETER

AAREFIWmNVLANE EDHCPEEE, EASIH , EFImEMAVLAN20, 2% R —EWLC LERE
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WLC 576089 TenGigabitEthernet1/0/1:E#R 2 1758 Xk, MREFEWLC 2 S A AR RS ED
DHCPfafk#s LELE 7 DHCPfaBR=E , RI4AFEEDHCPERMPEEA,

i p device tracking

i p dhcp snooping vlan 12, 20, 30, 40
i p dhcp snoopi ng

|

ip dhcp pool vlan20

net wor k 20. 20.20.0 255. 255.255.0
defaul t-router 20.20.20.1

interface VI an20
i p address 20.20.20.1 255.255.255.0

interface TenG gabitEthernet1/0/1
switchport trunk native vlan 12
swi tchport node trunk

ip dhcp relay information trusted
i p dhcp snooping trust

paraneter-nmap type webaut h gl oba
type consent

virtual -ip ipv4 192.168.200.1

|

1

paraneter-map type webauth web
type consent

wl an Webaut h 9 Webauth
client vlan VLANOO20
no security wpa
no security wpa akm dot 1x
no security wpa wpa2
no security wpa wpa2 ci phers aes
security web-auth
security web-auth paraneter-map web
session-ti neout 1800
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1. EWLC GUI¥ , BB EConfiguration > Security:



el
cisco  Wireless Controller O H Mori v Configuration | ¥ | admirisran v Hep

Security General
Wizard
v ARA Coritroler
s hathod Lists Dotls System auth Contral I Winles
* Server Groups Locad suthentication Hone | = saourity
Commancks
* RADIUS Locd Authorization None -,

o TACACS+ Servers
& LDAP Servars
o Lkers
@ MAC Filtering
o AP Policy
¥ Local EAP
* Wirgless Frotection Polcies
* CIDS
* ACL
* Wb Auth
& ‘Webauth Parameter Map
w Certificate

2. FESecurityBEH A T A , EE ZWebauth > Webauth Parameter Map:

Lo i

* Wwioh Auth

U Webauth Pararmeter Map

w Certificate

3. ARG B BREEglobal:

wWebauth Parameter Map

MNew Remove

Pararmeter-map name Parameter-map type
] global Global

4. B FWebauth Parameter Map > Edit , AR EE#IPf ik, FEAHI+ £192.169.200.1, #%
MR, EdiAconsent , LAE4 1 14 5| 81# Kconsent ( WebfEiE )

BIEE : S SE MBI B mE B Bconsent T 2B HI R



Webauth Parameter Map
Websuth Paramater Map > Edit

Parameter-map name global

Banner

Maximum HT TP connections(1-200)

Timeout (1-65535 in minutes) | 2 I

Type consent | =

Turn-on Consent with Emai O

Virtual IPv4 Address | 192.168.200.1 |

Yirtual IPv4 hosthame | |

5. 2V 5| HHM , ARABBEZERZ, WHHIEAwebFREIBHMETE | ZHBEWLANT
£/, MEEHEFDNESEH,

Webauth Parameter Map
‘Webauth Parameter Map > Edit

Parameter-map name web

Bariner

Maximurm HTTF connections(1-200)

Tirneout {1-65535 in minutes)

Type | consent | =

Turr-on Carsant with Emall O

RMTRGUILSIHEMRNERTEE :



webauth Parameter Map

Mew Remowe

Parameter-rmap name Parameter-map type
O] global Global
(] web Marned

6. FEWLC GUI# |, EBE = Configuration > Wireless > WLAN , SAEZE I HTEIWLAN, L& HIAE
Webauth{E & WLAN¥] FE E|VLAN20:

WLAN
WLAN > Edit
Security QOS AvC Advanced
Profile Name Webauth
Type WLAN
SCID Webauth
Status
Wiab-Auth
Security Policies

(Modifications done under security tab will appear after applying the changes. )
Radio Policy Al -

Interface/Interface Group{G) | VLANODZ20 -

Broadcast SSID
Multicast WLAN Feature O

7. EEZEWLAN > Edit > Security > Layer2 , A% ALayer 2 SecurityiZiZNone:

WLAN
WLAN = Edit

Gereral | Qo5 AN Advanced
Layer3 ann Server

Layer 2 SecLrity | None | =

MALC Filtering | |

Fast Transition ]
Crver the OS5

Reassociation Timeuutl 20 |




o
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8. BE ZWLAN > Edit > Security > Layer3 , A% AWebauth Parameter MapiZ1EiE &/
FEARBIH | ERweb,

WLAN
WLAM > Edit

General | Qo5 L Advanced

Layer? A48 Server

Weh Policy

Conditional Web Redirect L]

wehauth Profile | Loral_wehauth
Webauth Parameter Map wigh | v

wehauth On-mac-filter Failure [
Preauthientication IPv4 ACL Unconfigured =

Preauthentication IPva ACL Unconfigured =

9. EFEE , BNAETRE.

10. EREIWLANE , EAERFWEIPfIL, EREAEHERPHUFBBESR 8T
Consent Login Page , &2 7E1% — T AcceptE &%
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E Consent Login Page - Windows Internet Explorer

@ ;\:J ® |] hitp://192168.2001/

+.r Favorites ||'i.:‘7,',| £ | Suggested Sites ~ @ | Web Slice Gallery ~

_| & Consent Login Page | |

@ Accept

O Don't Accept

11. #—TAccepti® , BRBRINFOREFEE , ZERAAFCERIFRHER.



& Consent Login Page - Windows Internet Explorer

@ O v |&] hitp://192168.2001/

| {;' Favorites || Téﬁ £ | suggested Sites v @ | Web Slice Gallery -

|ECDnsent Laogi - —
- Certificate Error: Navigation Blocked - Wi, | = | [=

_ https://192.168.200.1/
@ Accept e |

© Dent fice @ There is a problem with this wek

The security certificate presented by this v
The security certificate presented by this v

security certificate prohblems may indicate
SEerver,

m

Woe recommend that you close this we
@ Click here to close this wehpage,

'@' Continue to this website (not recomm

® More information | &

1 | m | b

&P Internet | Protected Mode: On fy v HI00% -




€ Consent Login Page - Windows Internet Explorer

&)= [E] nipro21e 201/

o Favorites | 9k @] Suggested Sites = @) Web Slice Gallery

€& ConsentLogi

& Consent Logout Page - Windows Internet .| = | E ||piis|
& hitps192.168.2001 14 Certificate Error | | |

@ Accept

-~

& Don't Acc Thanks for Accepting our Consent

Click HEEE to open the origmal TTEL i another
window. Please retam this small window to logout

using the following ink LOGOTTT, Alternatively wou

cat copy and paste the following TEL

[https /192,168 200 1flogout htral] to logout wa

another window.,

€D Internet | Protected Mode: On ¥ v H100% -

vl B

UTREFIRWEIDHCPEREFinECEEMRBENERS

Fitir | oth aikdr == (02 ASRSLCA [+] Epression.. Char i G

Pz Tirra Scaarca Dustiratian Frotaced lllﬁ SomrcaPert  Dartnwtses Port  [nfo
1 08§30, WONES0d 0.0.0,0 255,115,295 788 IDHCF L L] BT DHCP Request - Trarmaction 0 Cxd?3027:d
2 UMIESENY. S An00000 2050, S0, <L0..40, 20, B 342 i B w o= - AFfAcElOn D Oedy R0l

EFRimEIPH &  FRUBIERR LR A ERIPHL,

FIRE : MEDNSE EERE , AT BB P A EE8IPHt,



183 QP:14:06, 000 F0.10.30. 8 20.20.20. F5% OECAEER 20 110 130 Aequent Anrouncemant CALG-RC

123 OR:I9:06, SIOLADO0D PO.I0.30. 8 1R3. 1082001 TR L] SOLIW > PEtp [ Seged wHreELRR Lened MEE=LAG0 WEed SACK_FEEMS1
1o R - BB §RI000 18G. 1842001 #0.20.20.8 TR =0 http » 30020 [EvM, ACk] Seqe0 Ack=l wAn=d120 Len-0 MEE-1420

1% R .wm F0.30.30, & 153, 188.203.1 TR li SO03E > Fetp [ACK] Smgel Actel winefdldi Lens0

A8 R + BREROA00 0. 30.30, & 1521843001 HITE Az GET  HITR/L.1

AT OB FEIELA0 158G, 188701 0. 30, 30, & TR 134 [TCF sagrens af I r‘-nﬂd FE]

188 08 | SLFGE 20. 10306 15,108 3001 TR il il'&ll > FET 3 Ack=ldf] wdrefd JI0 Lana0

171 05536705, STOSLENMD 20,2020, 6 182,168, 2001 TR
172 08136109, STLILSO00 20, 20,20, 6 152,168, 2001 Tem
173 05136109, ST0ETA000 150,168.200.0  E0.D0.20.6 Tor

&0 hotp » %0478 [ace] seomlfds ackedid wine3730 Lensd
© AT 0EIIEIL0. GI0ELTOM PedirlierRLERICTAMMO a2 pHoReR QAR EE RIT solIalT w030 cann O0OLO0DL] ReRRaG00RTLRRSILE

A - Lo - - Lo T T T T R R - - - - - - - -

O LTILENTIEL FriaLoed ] YWeErs jidarl 4, =rc.s Sl A0S0 0 Lo, Al Au. a0, sl 1
# Transmission Control Protocol, Sre Port: 50128 (501230, Dst Port:

- Hypertext Transfer pretocel
#GET / HTTR/L.LNrn 0

accept: magejpeq, applicationx-ms-application,
Accept-Language: en-Ushrin

User-agent: Mozillay 4.0 (compatible; MSIE 8.0; windows NT 6.1;
Accept-Encoding: gzip, deflatelryn

Host: 192.168, 200,1%r N

Connection: kKeep-Aliveyryn

R s

[Full reguest URI: http: /192,168, 200,17

[HTTP reguest 1,/1]

[Response in frame: 169]

imagesgif, af

Rt REE A EMwebauth B , Rttt 3 I I FHECERTHER ¢

BTN L NN E e T AR Ao b PP mrumse " ama . inm o oarwEm R eEL e Repe

L6 (0 T8z14 CRIBII00 B0 20. 1.4 193,148, 200L1 TR L L0090 > hitpa K] Smg=l Mckel Win=84T40 Lan=0

187 OR:I6=14_0GLIAI00) BD.20. 20.4 192.18E. 2001 SELWE 14z ClHant nella

160 OR:I814.QBSRTLIOM 193, 148, 101 .20, 20,4 LS TIW Shrvir Hilla, Certificats, Sarfvir Hillo Do

199 O9:98=14_007ETRI00 3020, 0.4 192.14E.100.1 0wk 2 CTan My Eochurage, m Clpiar Spiec Gneryplind Hanshigko Massige
200 AR IRI1A. 107049000 198 148, M0 .20, 20. 8 EEAH] 1% Chang Clphef Sped. ERCryied Hantiake MEsSSage

0% 0%13601a 13S0 000 19%E, 1%h, M. 1 TN Ri=2 ] beeps o 0850 [eace] Seoe?i? ackeli) wineZ33d Loned

it 0536714, 1250a 5000 8 200 D6 193 466, 101 L= 5 130 » brrps [eck] zegeifd acke?5d winaGiddd Lensi

FET 053014 LFNT 000 PR 20, D0 193, 146, 1001 TeE i WAL« borps [fe] degel ackel winsddidl pensi

T0A 0P A6214. 179314000 3070, 13-4 197, 16R. Jo0. 1 FELWR T £Tam Hella

0% 0% 8-14-1330R000 195, 186, 1001 FO.F0, 0.8 SELwE TiW waruer Hella, Cercificests, Sarver Hello Dons
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ZLE 09:1614_ 188231000 19¢. 188, 200.1 0.20.20.8 TR L3L4- [T smgmart of 4 reassesblied poo]

1Y 09:58:14.1Ra34 6000 DD 20. 20.4 192 .18E. 200.1 TR 44 30151 > WEEpS [ACK] SegedTa Acks23%D ol reSd240 Linsd

LT 3814 17288000 18 188, 001 I 20,208 ™R L] hreps = S0051 (K] SogediS0 ACk=ERY wirm3Zi) LantmD
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Chient
Clhant = Detail

AV Statistics

= Client Properties = AP Properties
Mac Address 00218805100 A Address CEFOF2E42:60
Pvd Address 20.20.20.6 AR Name SLREG-2202
[Pt Auckrss Mang AP Type 802.11n
Lser Name 0021.6389.51ca Wlan Profile Wiebauth
Port MNumioer 1 Sratus Bezooiated
Iriterface VLANDOZD Association 10 1
wlan 1D 0 BO0Z.11 Authentication  CFPEN System
(O Viersion 4 Reason Code 1
EZE Version 1 Status Code o
Mokility State Local CF Poilsble Mot implemented
Policy Mo State RUN CF Pollible Riquest Mat implzmented
Managementt Frame Protection Dissbled Shert Preambie Mat implemented
Uptime(s=c) 33 pRCC Mot implemented
Power Save Mods OFF Channel agity Mot implemented
Current TaRateset Mang Fast BSS Trarsition Matt implemented

£.0,0.0,12,0,18.0,24,0,36.0,4 FT Resssociation Timeout 20
Data RateSet 80,540 Sesson Tmeout 1800

WEP state Dizabied

¥ Security Information * Client Statistics
Security Policy Completes] Enabled Bytes Recaved O
Policy Type i, Bytes Sent 0
Encryption Cyper horne Packets Recsived O
EAP tyoe hat Applcadle PacketsSert O
SHME Nac State hione Poiicy Errors 0

B

BRI B EAR BN RERT.

REREGE R
HE  HARREREEEERN | FUCERE BN EEREFETH,

WAL TR DU TR RS SR AR

debug client mac-address 00:21:6A:89:51:CA
debug ip http all
debug access-session all

Al'l Auth Manager debugging is on
SURBG- 5760#debug ip admission all
Al'l 1P adm ssion debugging is on



5760#show debugging
I P admi ssi on:
| P adm ssi on AAA event debugging is on
I P adm ssion ACL event debugging is on
| P adm ssi on session-ngr debugging is on
| P adm ssi on devel opment debugging is on
| P admi ssion deni al - of -servi ce debugging is on
| P adm ssi on EAPoUDP posture validation debugging is on
| P adm ssion error debugging is on
| P adm ssion HTTP proxy daenon debugging is on
| P admi ssion L3 idle-timer debugging is on
| P adm ssion input-feature debugging is on
| P adm ssion io debugging is on
| P adm ssi on page debugging is on
| P adm ssion qualify debugging is on
| P adm ssi on session debugging is on
| P adm ssion state debugging is on
| P adm ssion tiner debugging is on
| P admi ssion client debugging is on
| P admi ssion high-availability debugging is on
HTTP Server:
HTTP Server transacti on debugging is on
HTTP Server tokens debugging is on
HTTP Server EZSetup debugging is on
HTTP Server URL debugging is on
HTTP Server Authentication debugging is on
HTTP Server Side Includes debugging is on
HTTP Application I nout debugging is on
HTTP Application Detail debugging is on
HTTP Server Error debugging is on
HTTP SSL Error debugging is on

Nova Pl atform
dot 11/ st at e debugging is on
pem events debugging is on
ft/events debugging is on
client/ mac-addr debugging is on
dot 11/ detai | debugging is on
mac/ filters[string 00:21: 6A:89:51: C] debugging is on
dot 11/ error debugging is on
dot 11/ nobi | e debugging is on
pem st ate debugging is on

SURBG- 5760#

*Oct 9 04:16:37.962: %IOSXE-7-PLATFORM: 1 process wcm: Processing assoc-req
station: 0021.6a89.51ca AP: c8f9.f983.4260 -01 thread: -114119824

*QOct 9 04:16:37.962: % OSXE-7- PLATFORM 1 process wem 0021. 6a89. 51ca Addi ng
nobil e on LWAPP AP ¢8f9.f983.4260 (1)

*QOct 9 04:16:37.962: % OSXE- 7- PLATFORM 1 process wem 0021. 6a89.51ca Creating
W station entry for client - rc O

*Oct 9 04:16:37.962: % OSXE- 7- PLATFORM 1 process wem 0021. 6a89. 51ca Associ ation
received fromnobile on AP ¢8f9.f983. 4260

*OQct 9 04:16:37.962: 9% OSXE- 7- PLATFORM 1 process wem 0021. 6a89. 51ca gos
upstream policy is unknown and downstream policy is unknown

*Oct 9 04:16:37.962: 9% OSXE- 7- PLATFORM 1 process wem 0021. 6a89. 51ca ap

Changed 0 wl anChanged 0 nscb i pAddr 0.0.0.0, apf RadiusOverride 0x0, num Pv6Addr=0
*QOct 9 04:16:37.962: % OSXE- 7- PLATFORM 1 process wem 0021. 6a89. 51ca Appl yi ng
WLAN pol i cy on MSCB

*QOct 9 04:16:37.963: % OSXE- 7- PLATFORM 1 process wem 0021. 6a89. 51ca Appl yi ng
WLAN ACL policies to client

*Oct 9 04:16:37.963: 9% OSXE- 7- PLATFORM 1 process wem 0021. 6a89. 51ca No
Interface ACL used for Wreless client in WM NGAC)



*Oct 9 04:16:37.963: %IOSXE-7-PLATFORM: 1 process wcm: 0021.6a89.51ca Applying
site-specific IPv6 override for station 0021.6a89.51ca - vapId 9, site
'default-group', interface 'VLANO0020'

*QOct 9 04:16:37.963: % OSXE- 7- PLATFORM 1 process wem 0021. 6a89. 51ca Appl yi ng
local bridging Interface Policy for station 0021.6a89.51ca - vlan 20,

interface ' VLANOO20'

*Oct 9 04:16:37.963: 9% OSXE- 7- PLATFORM 1 process wem 0021. 6a89. 51ca STA - rates
(8): 140 18 152 36 176 72 96 108 0 0 0 00O 00O

*Oct 9 04:16:37.963: % OSXE- 7- PLATFORM 1 process wem 0021. 6a89. 51ca new
capwap_wp_iif_id 45e7800000000c, sm capwap wp_iif_id O

*Oct 9 04:16:37.963: 9% OSXE- 7- PLATFORM 1 process wem 0021. 6a89. 51ca WCDB_ADD:
Radi o || FI D 0x6025800000000e, BSSID Il F | d 0x498f 800000001b, CCS 4

*QOct 9 04:16:37.963: % OSXE-7- PLATFORM 1 process wem Load Bal ancer: Success,
Resource al located are: Active Switch nunber: 1, Active Asic nunber : O,

Reserve Switch nunber

2 Reserve Asic number 0. AP Asic num O

*Oct 9 04:16:37.963: 9% OSXE- 7- PLATFORM 1 process wem 0021. 6a89. 51ca WCDB_ADD:
Anchor Sw 1, Doppler 0

*Oct 9 04:16:37.963: 9% OSXE-7- PLATFORM 1 process wem 0021. 6a89. 51ca

WCDB _ALLOCATE: Cdient I1F Id alloc SUCCESS w client 58b5800000001c (state 0).
*QOct 9 04:16:37.963: % OSXE-7- PLATFORM 1 process wem 0021. 6a89.51ca iifid
Clearing Ack flag

*Oct 9 04:16:37.963: 9% OSXE- 7- PLATFORM 1 process wem 0021. 6a89. 51ca WCDB_ADD:
Platform I D al |l ocated successfully ID: 10

*Oct 9 04:16:37.963: 9% OSXE- 7- PLATFORM 1 process wem 0021. 6a89. 51ca WCDB_ADD:
Adding opt82 len 0O

*Oct 9 04:16:37.963: 9% OSXE- 7- PLATFORM 1 process wem 0021. 6a89. 51ca WCDB_ADD:
Cl eaering Ack flag

*Oct 9 04:16:37.963: 9% OSXE- 7- PLATFORM 1 process wem 0021. 6a89. 51ca WCDB_ADD:
ssid Webauth bssid c8f9.f983.4260 vlan 20 aut h=ASSCCI ATI ON(0) w an( ap-group/ gl obal )
9/9 client 0 assoc 1 mob=Unassoc(0) radio 1 mvlian 20 ip 0.0.0.0 src
0x45e7800000000c dst 0x0 cid 0x58b5800000001c gl ob rsc id 10dhcpsrv 0.0.0.0
*Oct 9 04:16:37.963: 9% OSXE- 7- PLATFORM 1 process wem 0021. 6a89. 51ca WCDB_ADD:
nmech iifid 0x58b5800000001c nsinfo iifid OxO0

*Oct 9 04:16:37.963: 9% OSXE- 7- PLATFORM 1 process wem  0021. 6a89. 51ca 0.0.0.0
START (0) Initializing policy

*Oct 9 04:16:37.963: % OSXE- 7- PLATFORM 1 process wem 0021. 6a89. 51ca Change state
to AUTHCHECK (2) | ast state START (0)

*Oct 9 04:16:37.963: %IOSXE-7-PLATFORM: 1 process wcm: 0021.6a89.51ca Change
state to L2AUTHCOMPLETE (4) last state AUTHCHECK (2)

*Oct 9 04:16:37.963: 9% OSXE-7- PLATFORM 1 process wem 0021. 6a89. 51ca

WCDB CHANGE: Client 1 mvlan 20 Radio iif id 0x6025800000000e bssid iif id

0x498f 800000001b, bssid c8f9.f983. 4260

*Oct 9 04:16:37.963: 9% OSXE- 7- PLATFORM 1 process wem 0021. 6a89. 51ca WCDB_AUTH:
Adding opt82 len 0O

*QOct 9 04:16:37.963: % OSXE-7- PLATFORM 1 process wem WCDB |1 F: Ack Message |D:
0x58b5800000001c code 1001

*Qct 9 04:16:37.963: % OSXE- 7- PLATFORM 1 process wem 0021. 6a89. 51ca WCDB_LLM
NoRun Prev Mob O, Curr Mob O Il nmReq 1, return Fal se

*Oct 9 04:16:37.963: % OSXE- 7- PLATFORM 1 process wem 0021. 6a89.51ca auth state 1
nob state O setWre 0 wre 1 roamsent O

*Oct 9 04:16:37.964: 9% OSXE-7- PLATFORM 1 process wecm 0021. 6a89. 51ca
WCDB_CHANGE: aut h=L2_AUTH(1) vlan 20 radio 1 client_id 0x58b5800000001c

nobi | i t y=Unassoc(0) src_int 0x45e7800000000c dst_int OxO0 ackflag O reassoc_client
Ollmnotif Oip 0.0.0.0 ip_learn_type O

*Oct 9 04:16:37.964: 9% OSXE-7- PLATFORM 1 process wem 0021. 6a89. 51ca

WCDB CHANGE: I n L2 auth but |2ack waiting | fag not set,so set

*Oct 9 04:16:37.964: 9% OSXE-7- PLATFORM 1 process wem  0021. 6a89.51ca 0.0.0.0
L2AUTHCOMPLETE (4) DHCP Not required on AP ¢8f9.f983.4260 vapld 9 apVapld 9for
this client

*QOct 9 04:16:37.964: % OSXE- 7- PLATFORM 1 process wem 0021. 6a89. 51ca Not Usi ng
WWM Conpl i ance code gosCap 00

*Oct 9 04:16:37.964: 9% OSXE-7- PLATFORM 1 process wem  0021. 6a89.51ca 0.0.0.0
L2AUTHCOMPLETE (4) Pl unbed nobile LWAPP rule on AP ¢8f9.f983.4260 vapld 9



apVapld 9

*Oct 9 04:16:37.964: % OSXE-7- PLATFORM 1 process wem 0021. 6a89. 51ca Change state
to DHCP_REQD (7) |ast state L2AUTHCOWPLETE (4)

*Oct 9 04:16:37.964: 9% OSXE-7- PLATFORM 1 process wem 0021. 6a89. 51ca

WCDB CHANGE: Client 1 mvlan 20 Radio iif id 0x6025800000000e bssid iif id

0x498f 800000001b, bssid c8f9.f983. 4260

*Oct 9 04:16:37.964: 9% OSXE- 7- PLATFORM 1 process wem 0021. 6a89. 51ca WCDB_AUTH:
Adding opt82 len 0O

*Oct 9 04:16:37.964: 9% OSXE- 7- PLATFORM 1 process wem 0021. 6a89. 51ca WCDB_CHANGE:
Suppressing SPI (Mbility state not known) penstate 7 state LEARN_IP(2) vlan

20 client_id 0x58b5800000001c mob=Unassoc(0) ackflag 1 dropd O

*Oct 9 04:16:37.964: % OSXE-7- PLATFORM 1 process wem 0021. 6a89. 51ca | ncrenenti ng
t he Reassociation Count 1 for client (of interface VLANO020)

*Oct 9 04:16:37.964: 9% OSXE-7- PLATFORM 1 process wecm 0021. 6a89. 51ca

apf PemAddUser 2 (apf_policy.c:161) Changing state for nmobile 0021.6a89.51ca on AP
c8f9.f983.4260 fromldle to Associated

*Oct 9 04:16:37.964: 9% OSXE-7- PLATFORM 1 process wecm 0021. 6a89. 51ca

Reason code 0, Preset 4, AAA cause 1

*QOct 9 04:16:37.964: % OSXE- 7- PLATFORM 1 process wem 0021. 6a89. 51ca Schedul i ng
deletion of Mbile Station: (callerld: 49) in 1800 seconds

*QOct 9 04:16:37.964: % OSXE- 7- PLATFORM 1 process wem 0021. 6a89.51ca Ms Tineout =
1800, Session Tinmeout = 1800

*QOct 9 04:16:37.964: % OSXE-7- PLATFORM 1 process wem Sendi ng assoc-resp station:
0021. 6a89. 51ca AP: c8f9.f983.4260 -01 thread:-114119824

*Oct 9 04:16:37.964: % OSXE- 7- PLATFORM 1 process wem 0021. 6a89. 51ca Sendi ng Assoc
Response to station on BSSID c¢8f9.f983.4260 (status 0) ApVapld 9 Slot 1

*Oct 9 04:16:37.964: 9% OSXE-7- PLATFORM 1 process wem 0021. 6a89. 51ca

apf ProcessAssocReq (apf_80211. c: 6224) Changing state for mobile 0021.6a89.51ca

on AP c8f9.f983.4260 from Associated to Associ ated

*Oct 9 04:16:37.964: 9% OSXE-7- PLATFORM 1 process wem  0021. 6a89. 51ca 0.0.0.0
DHCP_REQD (7) pemAdvanceState2: MOBI LI TY-1 NCOWLETE with state 7.

*Oct 9 04:16:37.964: 9% OSXE-7- PLATFORM 1 process wem  0021. 6a89.51ca 0.0.0.0
DHCP_REQD (7) pemAdvanceState2: MOBI LI TY-1 NCOWLETE with state 7.

*Oct 9 04:16:37.965: 9% OSXE-7- PLATFORM 1 process wem  0021. 6a89.51ca 0.0.0.0
DHCP_REQD (7) pemAdvanceState2: MOBILITY-COVWLETE with state 7.

*Oct 9 04:16:37.965: 9% OSXE-7- PLATFORM 1 process wem  0021. 6a89.51ca 0.0.0.0
DHCP_REQD (7) State Update from Mobility-lInconplete to Mbility-Conplete, nmobility
rol e=Local , client state=APF_MS_STATE_ASSOC|I ATED

*Oct 9 04:16:37.965: 9% OSXE-7- PLATFORM 1 process wem  0021. 6a89.51ca 0.0.0.0
DHCP_REQD (7) pemAdvanceState2 3649, Adding TMP rule

*Oct 9 04:16:37.965: 9% OSXE-7- PLATFORM 1 process wem  0021. 6a89.51ca 0.0.0.0
DHCP_REQD (7) Adding Fast Path rule®M on AP ¢8f9.f983.4260 , slot 1 802.1P = 0"M
*Oct 9 04:16:37.965: 9% OSXE-7- PLATFORM 1 process wem  0021. 6a89.51ca 0.0.0.0
DHCP_REQD (7) Successfully plunmbed nobile rule

*Oct 9 04:16:37.965: %IOSXE-7-PLATFORM: 1 process wcm: 0021.6a89.51lca

WEBAUTH: Using method list Local_webauth

*Oct 9 04:16:37.965: %IOSXE-7-PLATFORM: 1 process wcm: 0021.6a89.51lca

WEBAUTH: Using webAuth profile name web

*Oct 9 04:16: 37.965: 9% OSXE-7- PLATFORM 1 process wem 0021. 6a89. 51ca WEBAUTH:

Usi ng webAut h Max Logins 3

*Oct 9 04:16:37.965: 9% OSXE- 7- PLATFORM 1 process wem 0021. 6a89. 51ca WEBAUTH:
Calling Auth Mgr to authenticate client 58b5800000001c

*Oct 9 04:16: 37.965: 9% OSXE- 7- PLATFORM 1 process wem 0021. 6a89. 51ca WEBAUTH:

apf MsWebAut hinitiated is not true. So not updating SM

*Oct 9 04:16: 37.965: 9% OSXE- 7- PLATFORM 1 process wem 0021. 6a89. 51ca WEBAUTH:

At the End of webAuthd ientAuthNotify mscb->apf MsAdSmwmtp_iif_id = O

*Oct 9 04:16:37.965: 9% OSXE-7- PLATFORM 1 process wem 0021. 6a89. 51ca

WCDB CHANGE: Client 1 mvlan 20 Radio iif id 0x6025800000000e bssid iif id

0x498f 800000001b, bssid c8f9.f983. 4260

*Oct 9 04:16:37.965: 9% OSXE- 7- PLATFORM 1 process wem 0021. 6a89. 51ca WCDB_AUTH:
Adding opt82 len 0O

*Qct 9 04:16:37.965: % OSXE- 7- PLATFORM 1 process wem 0021. 6a89. 51ca WCDB_LLM
NoRun Prev Mob O, Curr Mob 1 Il nReq 1, return Fal se

*Oct 9 04:16:37.965: 9% OSXE-7- PLATFORM 1 process wem 0021. 6a89. 51ca



WCDB CHANGE: Suppressing SPI (ACK nmessage not recvd) penstate 7 state LEARN_ I P(2)
vlan 20 client_id 0x58b5800000001c mob=Local (1) ackflag 1 dropd 1

*Oct 9 04:16:37.965: 9% OSXE- 7- PLATFORM 1 process
updati ng wedb on nobility conplete

*Oct 9 04:16: 37.965: 9% OSXE- 7- PLATFORM 1 process
nmsg Epm spi response(12)

*Oct 9 04:16: 37.965: 9% OSXE- 7- PLATFORM 1 process
attribute list length is 79

*Oct 9 04:16: 37.965: 9% OSXE- 7- PLATFORM 1 process
Sendi ng SPI spi _epm epm session_create successfull
*Oct 9 04:16: 37.965: 9% OSXE- 7- PLATFORM 1 process
Add SCB( 3)

*Oct 9 04:16: 37.965: 9% OSXE- 7- PLATFORM 1 process
auth_state 7 mrRol e Local !!!

*Oct 9 04:16: 37.965: 9% OSXE- 7- PLATFORM 1 process

wecm

wecm

wecm

0021. 6a89. 51ca Error
PEM recv processing
0021. 6a89. 51ca aaa
0021. 6a89. 51ca

PEM recv processing nsg
0021. 6a89. 51ca 0.0.0.0,

0021. 6a89. 51ca 0.0.0.0,

auth_state 7 mrRol e Local, updating wcdb not needed

*QOct 9 04:16:37.965: % OSXE- 7- PLATFORM 1 process wem 0021. 6a89. 51ca Tcl as
Pl umb needed: O

*Oct 9 04:16: 37.966: 9% OSXE- 7- PLATFORM 1 process wem 0021. 6a89. 51ca WCDB
SPI response nsg handler client code O nob state O

*Oct 9 04:16:37.966: 9% OSXE-7- PLATFORM 1 process wem 0021. 6a89. 51ca
Wedbd i ent Update: L2 Auth ACK from WCDB

*Oct 9 04:16:37.966: 9% OSXE-7- PLATFORM 1 process wem 0021. 6a89. 51ca
WCDB L2ACK: wcdbAckRecvdFl ag updat ed

*Oct 9 04:16:37.966: 9% OSXE-7- PLATFORM 1 process wem 0021. 6a89. 51ca
WCDB CHANGE: Client 1 mvlan 20 Radio iif id 0x6025800000000e bssid iif id
0x498f 800000001b, bssid c8f9.f983. 4260

*Oct 9 04:16:37.966: 9% OSXE-7- PLATFORM 1 process wem 0021. 6a89. 51ca
WCDB_AUTH: Adding opt82 len O

*Oct 9 04:16:37.966: 9% OSXE-7- PLATFORM 1 process wem 0021. 6a89. 51ca
WCDB LLM NoRun Prev Mob O, Curr Mob 1 IInmReq 1, return Fal se

*Oct 9 04:16:37.966: 9% OSXE-7- PLATFORM 1 process wem 0021. 6a89. 51ca
auth state 2 nob state 1 setWre 0 wre 1 roam sent O

*Oct 9 04:16:37.966: 9% OSXE-7- PLATFORM 1 process wem 0021. 6a89. 51ca
WCDB CHANGE: aut h=LEARN | P(2) vlan 20 radio 1 client_id 0x58b5800000001c
nmobi | i ty=Local (1) src_int 0x45e7800000000c dst_int OxO ackflag 2
reassoc_client O [Imnotif Oip 0.0.0.0 ip_learn_type O

*Oct 9 04:16:37.967: % OSXE-7- PLATFORM 1 process wem EPM Session
create resp - client handl e 5805800000001c sessi on 10000015

*Oct 9 04:16:37.967: % OSXE-7- PLATFORM 1 process wem EPM Netfl ow
session create

resp - client handl e 58b5800000001c sess 10000015

*QOct 9 04:16:37.967: % OSXE-7- PLATFORM 1 process wem PEM recv processing
nmsg Epm spi response(12)

*Oct 9 04:16:37.967: % OSXE-7- PLATFORM 1 process wem 0021. 6a89. 51ca Recei ved

session_create_response for client handl e 24969359310979100

*Oct 9 04:16:37.967: % OSXE-7- PLATFORM 1 process wem 0021. 6a89. 51ca Recei ved

session_create_response with EPM session handl e 268435477

*Oct 9 04:16:37.967: % OSXE-7- PLATFORM 1 process wem 0021. 6a89. 51ca Web- Aut h

client, checking if pre-auth policies are needed to be pl unbed

*Oct 9 04:16:37.967: % OSXE-7- PLATFORM 1 process wem 0021. 6a89.51ca Trying to

create a preauth policy for the client

*QOct 9 04:16:37.967: % OSXE-7- PLATFORM 1 process wem 0021. 6a89. 51ca Send
request to EPM

*Oct 9 04:16:37.967: 9% OSXE- 7- PLATFORM 1 process wecm 0021. 6a89. 51ca aaa
attribute list length is 34

*Oct 9 04:16:37.967: % OSXE-7- PLATFORM 1 process wem 0021. 6a89. 51ca Sendi ng

Activate request for session handl e 268435477 successf ul

*QOct 9 04:16:37.967: % OSXE-7- PLATFORM 1 process wem 0021. 6a89. 51ca Pre-auth

policy request sent! Now wait for pre-auth policy ACK from EPM

*Oct 9 04:16:37.967: % OSXE-7- PLATFORM 1 process wem 0021. 6a89. 51ca Setting

t he epnBSendAcl Done fl ag.
*Oct 9 04:16:37.968: % OSXE-7- PLATFORM 1 process wem EPM Init feature,
client handl e 58b5800000001c sessi on 10000015 authz 1f 000015



*QOct 9 04:16:37.968: % OSXE- 7- PLATFORM 1 process wem EPM Activate feature
client handl e 58b5800000001c sess 10000015 authz 1f 000015

*QOct 9 04:16:37.968: % OSXE- 7- PLATFORM 1 process wem PEM recv processing nsg
Epm spi response(12)

*QOct 9 04:16:37.968: % OSXE- 7- PLATFORM 1 process wem 0021. 6a89. 51ca Recei ved
activate_features_resp for client handl e 24969359310979100

*QOct 9 04:16:37.968: % OSXE- 7- PLATFORM 1 process wem 0021. 6a89. 51ca Recei ved
activate_features_resp for EPM session handl e 268435477

*Oct 9 04:16:38.019: %IOSXE-7-PLATFORM: 1 process wcm: 0021.6a89.51lca WCDB_IP_BIND:
w/ IPv4 20.20.20.6 ip_learn_type DHCP add_delete 1,options_length 0

*QOct 9 04:16:38.019: 9% OSXE-7- PLATFORM 1 process wecm 0021. 6a89. 51ca

Wedbd i ent Update: |IP Binding fromW.DB ip_learn_type 1, add_or_delete 1

*QOct 9 04:16:38.019: % OSXE-7- PLATFORM 1 process wem 0021. 6a89. 51ca | Pv4 Addr:
20: 20: 20: 6

*QOct 9 04:16:38.019: 9% OSXE- 7- PLATFORM 1 process wem 0021. 6a89. 51ca Ms got

the IP, resetting the Reassociation Count O for client

*QOct 9 04:16:38.019: % OSXE-7- PLATFORM 1 process wem 0021. 6a89. 51ca Change state
to WEBAUTH REQD (8) | ast state DHCP_REQD (7)

*Oct 9 04:16:38.019: 9% OSXE-7- PLATFORM 1 process wem 0021. 6a89. 51ca WCDB_CHANGE:
Cient 1 mvlan 20 Radio iif id 0x6025800000000e bssid iif id 0x498f800000001b,
bssid c8f9.f983. 4260

*Oct 9 04:16:38.019: 9% OSXE- 7- PLATFORM 1 process wem 0021. 6a89. 51ca WCDB_AUTH:
Adding opt82 len 0O

*CQct 9 04:16:38.019: % OSXE- 7- PLATFORM 1 process wem 0021. 6a89. 51ca WCDB_LLM
NoRun Prev Mob 1, Curr Mob 1 Il nReq 5, return Fal se

*QOct 9 04:16:38.019: % OSXE- 7- PLATFORM 1 process wem 0021. 6a89.51ca auth state 3
nob state 1 setWre 0 wre 1 roam sent O

*Oct 9 04:16:38.019: 9% OSXE-7- PLATFORM 1 process wem 0021. 6a89. 51ca WCDB_CHANGE:
aut h=L3_AUTH(3) vlan 20 radio 1 client_id 0x58b5800000001c nobility=Local (1) src_int
0x45e7800000000c dst_int 0Ox0 ackflag 2 reassoc_client O IImnotif O ip 20.20.20.6
ip_l earn_type DHCP

*Oct 9 04:16:38.019: %IOSXE-7-PLATFORM: 1 process wcm: 0021.6a89.51lca WEBAUTH:
Using method list Local_webauth

*Oct 9 04:16:38.019: %IOSXE-7-PLATFORM: 1 process wcm: 0021.6a89.51lca WEBAUTH:
Using webAuth profile name web

*Oct 9 04:16:38.019: 9% OSXE- 7- PLATFORM 1 process wem 0021. 6a89. 51ca WEBAUTH:

Usi ng webAut h Max Logins 3

*Oct 9 04:16:38.019: 9% OSXE- 7- PLATFORM 1 process wem 0021. 6a89. 51ca WEBAUTH:
Calling Auth Mgr to authenticate client 58b5800000001c

*Oct 9 04:16:38.019: 9% OSXE- 7- PLATFORM 1 process wem 0021. 6a89. 51ca WEBAUTH:
Called SMstart with apfMswp_iif_id 45e7800000000c, mnscb->apfMswp_iif_id
58b5800000001c

*Oct 9 04:16:38.019: 9% OSXE- 7- PLATFORM 1 process wem 0021. 6a89. 51ca WEBAUTH:

At the End of webAuthd ient AuthNotify nscb->apf MsQ dSmwtp_iif_id = 45e7800000000c
*CQct 9 04:16:38.019: % OSXE- 7- PLATFORM 1 process wem  0021. 6a89. 51ca 20.20.20.6
WEBAUTH_REQD (8) pemAdvanceState2 4382, Adding TMP rul e

*CQct 9 04:16:38.019: % OSXE- 7- PLATFORM 1 process wem  0021. 6a89. 51ca 20.20.20.6
WEBAUTH_REQD (8) Replacing Fast Path rule®M on AP ¢8f9.f983.4260 , slot 1

802. 1P = 0™"M

*Oct 9 04:16:38.019: %IOSXE-7-PLATFORM: 1 process wcm: 0021.6a89.51lca 20.20.20.6
WEBAUTH_REQD (8) Successfully plumbed mobile rule

*QOct 9 04:16:38.019: % OSXE- 7- PLATFORM 1 process wem 0021. 6a89. 51ca Pl unbi ng
web-auth redirect rule due to user | ogout

*Oct 9 04:16:38.019: 9% OSXE-7- PLATFORM 1 process wem 0021. 6a89. 51ca Sendi ng

I Pv4 update to Controller 10.105.135.178

*QOct 9 04:16:38.019: % OSXE- 7- PLATFORM 1 process wem 0021. 6a89. 51ca Assi gni ng
Address 20.20.20.6 to nobile

*QOct 9 04:16:38.020: % OSXE- 7- PLATFORM 1 process wem PEM recv processing nsg
Add SCB( 3)

*QOct 9 04:16:38.020: 9% OSXE-7- PLATFORM 1 process wecm 0021. 6a89. 51ca

20.20.20.6, auth_state 8 mmRol e Local !!!

*QOct 9 04:16:38.020: 9% OSXE-7- PLATFORM 1 process wecm 0021. 6a89. 51ca

20.20.20.6, auth_state 8 mmRol e Local, updating wcdb not needed

*QOct 9 04:16:38.020: % OSXE- 7- PLATFORM 1 process wem 0021. 6a89. 51ca Tcl as



Pl unb needed: 0

*CQct 9 04:16:38.020: AUTH EVENT: [0021.6a89.51ca, Cal]

' SESSI ON_START' fromclient

*CQct 9 04:16:38.020: AUTH EVENT: [0021.6a89.51ca, Cal]
0021. 6a89. 51ca

*CQct 9 04:16:38.020: AUTH EVENT: [0021.6a89.51ca, Cal]
0x00000015

*CQct 9 04:16:38.020: AUTH EVENT: [0021.6a89.51ca, Cal]
58B5800000001C

*CQct 9 04:16:38.020: AUTH EVENT: [0021.6a89.51ca, Cal]
Manager context

(handl e 0x10000016)

*CQct 9 04:16:38.020: AUTH DETAIL: [0021.6a89.51ca, Cal]
Initialising Method state to 'Not run'

*CQct 9 04:16:38.020: AUTH DETAIL: [0021.6a89.51ca, Cal]
Myr I PDT Shimto runnable list for session 0x10000016
*CQct 9 04:16:38.020: AUTH DETAIL: [0021.6a89.51ca, Cal]
Initialising Method SYM state to 'Not run'

*CQct 9 04:16:38.020: AUTH DETAIL: [0021.6a89.51ca, Cal]
runnable list for session 0x10000016

*CQct 9 04:16:38.020: AUTH DETAIL: [0021.6a89.51ca, Cal]
Initialising Method state to 'Not run'

*CQct 9 04:16:38.020: AUTH DETAIL: [0021.6a89.51ca, Cal]
Pl to runnable list for session 0x10000016

*CQct 9 04:16:38.020: AUTH DETAIL: [0021.6a89.51ca, Cal]
Initialising Method state to 'Not run'

*CQct 9 04:16:38.020: AUTH DETAIL: [0021.6a89.51ca, Cal]
Myr SI SF Shimto runnable list for session 0x10000016
*CQct 9 04:16:38.020: AUTH DETAIL: [0021.6a89.51ca, Cal]
Initialising Method iaf state to 'Not run'

*CQct 9 04:16:38.020: AUTH DETAIL: [0021.6a89.51ca, Cal]
runnable list for session 0x10000016

*CQct 9 04:16:38.020: AUTH DETAIL: [0021.6a89.51ca, Cal]
Initialising Method Tag state to 'Not run'

*CQct 9 04:16:38.020: AUTH DETAIL: [0021.6a89.51ca, Cal]
runnable list for session 0x10000016

*CQct 9 04:16:38.020: AUTH DETAIL: [0021.6a89.51ca, Cal]
Initialising Method dct state to 'Not run'

*CQct 9 04:16:38.020: AUTH DETAIL: [0021.6a89.51ca, Cal]
runnable list for session 0x10000016

*CQct 9 04:16:38.020: AUTH DETAIL: [0021.6a89.51ca, Cal]
Initialising Method SM Reauth Plugin state to 'Not run'
*CQct 9 04:16:38.020: AUTH DETAIL: [0021.6a89.51ca, Cal]

Reauth Plugin to runnable list for session 0x10000016

*Oct 9 04:16:38.020: AUTH DETAIL: [0021.6a89.51ca, Cal]
Initialising Method SM Accounting Feature state to ' Not
*Oct 9 04:16:38.020: AUTH DETAIL: [0021.6a89.51ca, Cal]

Recei ved sessi on event

Sessi on

start for

Using stored AAA ID

Retrieved Cient

IF ID

Al | ocated new Aut h

Cient
Addi ng
Cient
Addi ng
Cient
Addi ng
Cient
Addi ng
Cient
Addi ng
Cient
Addi ng
Cient
Addi ng
Cient
Addi ng
Cient

run’
Addi ng

Accounting Feature to runnable list for session 0x10000016

*Oct 9 04:16:38.020: AUTH DETAI L:
Initialising Method state to ' Not
*Oct 9 04:16:38.020: AUTH DETAI L:
Myr FFCP Shimto runnable list for
*Oct 9 04:16:38.020: AUTH DETAI L:
Initialising Method state to 'Not run'

*Oct 9 04:16:38.020: AUTH DETAIL: [0021.6a89.
runnabl e list for session 0x10000016

*Oct 9 04:16:38.020: AUTH DETAIL: [0021.6a89.
Initialising Method dotlx state to 'Not run'
*Oct 9 04:16:38.020: AUTH DETAIL: [0021.6a89.
runnabl e list for session 0x10000016

*Oct 9 04:16:38.020: AUTH DETAIL: [0021.6a89.
Initialising Method mab state to 'Not run'
*Oct 9 04:16:38.020: AUTH DETAIL: [0021.6a89.
runnabl e list for session 0x10000016

[ 0021. 6a89. 51ca,
run'

[ 0021. 6a89. 51ca, Cal]
sessi on 0x10000016

[ 0021. 6a89. 51ca, Cal]

Cal]

51ca, Cal]

51ca, Cal]
51ca, Cal]
51ca, Cal]

51ca, Cal]

Cient
Addi ng
Cient
Addi ng
Cient
Addi ng
Cient

Addi ng

0021. 6a89. 51ca,
net hod Session
0021. 6a89. 51ca,
nmet hod SVM to
0021. 6a89. 51ca,
nmet hod Switch
0021. 6a89. 51ca,
net hod Session
0021. 6a89. 51ca,
nethod iaf to
0021. 6a89. 51ca,
nmet hod Tag to
0021. 6a89. 51ca,
nmet hod dct to
0021. 6a89. 51ca,
net hod SM
0021. 6a89. 51ca,
net hod SM
0021. 6a89. 51ca,
net hod Session
0021. 6a89. 51ca,
nmet hod AIMto
0021. 6a89. 51ca,
nmet hod dot1x to
0021. 6a89. 51ca,

net hod mab to



*Oct 9 04:16:38.020:

AUTH- DETAI L:

run’

[0021. 6a89. 51ca,
Initialising Method webauth state to ' Not

Cal]

Client 0021.6a89. 51ca,

*QOct 9 04:16:38.020: AUTH DETAIL: [0021.6a89.51ca, Cal] Adding nmet hod webauth

to runnable |ist for session 0x10000016

*QOct 9 04:16:38.020: AUTH EVENT: [0021. 6a89.51ca, Cal] Processing SM CB request
for 0x10000016: Event: New client notification (201)

*QOct 9 04:16:38.020: AUTH DETAIL: [0021.6a89.51ca, Cal] Create attr |ist,
session 0x10000016:

*CQct 9 04:16:38.020: AUTH DETAIL: [0021.6a89.51ca, Cal] - adding MAC

0021. 6a89. 51ca

*CQct 9 04:16:38.020: AUTH DETAIL: [0021.6a89.51ca, Cal] - adding Sw db
0x9745F750

*CQct 9 04:16:38.020: AUTH DETAIL: [0021.6a89.51ca, Cal] - adding AAA | D=15

*CQct 9 04:16:38.020: AUTH DETAIL: [0021.6a89.51ca, Cal] - adding Audit_sid=
0a6987b25254d8a500000015

*CQct 9 04:16:38.020: AUTH DETAIL: [0021.6a89.51ca, Cal] - adding IIF ID=
0x58B5800000001C

*CQct 9 04:16:38.020: AUTH EVENT: [0021.6a89.51ca, Cal] New client 0021.6a89.51ca -
client handl e 0x00000001 for SVM

*QOct 9 04:16:38.020: AUTH EVENT: [0021. 6a89.51ca, Cal] Added record to DB - hdl
0x10000016 / 0021. 6a89.51ca. 1 session(s) on |IDB

*Qct 9 04:16:38.020: AUTH DETAIL: [0021.6a89.51ca, Cal] Add record - addi ng MAC
0021. 6a89. 51ca

*QOct 9 04:16:38.020: AUTH DETAIL: [0021.6a89.51ca, Cal] Add record - adding

SW DB Capwapl

*QOct 9 04:16:38.020: AUTH DETAIL: [0021.6a89.51ca, Cal] Add record - adding
AAA-1D 15

*QOct 9 04:16:38.020: AUTH DETAIL: [0021.6a89.51ca, Cal] Add record - adding

AUDI T- | D 0a6987b25254d8a500000015

*QOct 9 04:16:38.021: AUTH DETAIL: [0021.6a89.51ca, Cal] Add record - adding

Il F-1 D 0x58B5800000001C

*QOct 9 04:16:38.021: AUTH DETAIL: [0021.6a89.51ca, Cal] Add record - adding
TARGET_SCOPE (Cient)

*QOct 9 04:16:38.021: AUTH EVENT: [0021. 6a89.51ca, Cal] No policy handle to

bi nd session

*QOct 9 04:16:38.021: AUTH DETAIL: [0021.6a89.51ca, Cal] Create attr list, session
0x10000016:

*CQct 9 04:16:38.021: AUTH DETAIL: [0021.6a89.51ca, Cal] - adding MAC 0021.6a89. 51ca
*CQct 9 04:16:38.021: AUTH DETAIL: [0021.6a89.51ca, Cal] - adding Swi db 0x9745F750
*CQct 9 04:16:38.021: AUTH DETAIL: [0021.6a89.51ca, Cal] - adding AAA | D=15

*CQct 9 04:16:38.021: AUTH DETAIL: [0021.6a89.51ca, Cal] - adding Audit_sid=
0a6987b25254d8a500000015

*CQct 9 04:16:38.021: AUTH DETAIL: [0021.6a89.51ca, Cal] - adding IIF ID=
0x58B5800000001C

*QOct 9 04:16:38.021: AUTH EVENT: [0021. 6a89.51ca, Cal] Processing SM CB request for
0x10000016: Event: Start a nethod (200)

*CQct 9 04:16:38.021: WA-SM Cal [0.0.0.0 ] Start CB, info hdl
00000000 [Ox0], SM hdl 10000016, flags OxO

*CQct 9 04:16:38.021: WA-SM Cal [0.0.0.0 ] Start CB, Rcvd ID
attrs mac 0021.6a89.51ca, || F 58B5800000001C , audit-ID 0a6987b25254d8a500000015
*QOct 9 04:16:38.021: WA-SM Cal Creating idb subblock (1)
*QOct 9 04:16:38.021: WA- SESSN: [0.0.0.0 ] Create session, hdl
3D00000B [ 0x96FD5A50]

*CQct 9 04:16:38.021: WA- STATE: [0.0.0.0 ] State Invalid

State -> INT

*Qct 9 04:16:38.021: WA- SESSN: Cal [0.0.0.0 ] Create session, Add
address 0.0.0.0 [0021. 6a89. 51ca]

*CQct 9 04:16:38.021: WA-STATE: Cal [0.0.0.0 ] State INIT -> INIT
*Qct 9 04:16:38.021: WA-TIMER Cal [0.0.0.0 ] State timer start
(120 secs)

*QOct 9 04:16:38.021: WA-SM Cal [0.0.0.0 ] Initiate session,
SMinitd sessions 1

*CQct 9 04:16:38.021: WA-STATE: Cal [0.0.0.0 ] State INIT -> INIT
*Qct 9 04:16:38.021: WA-TIMER Cal [0.0.0.0 ] State timer restart



(120 secs)

*Oct 9 04:16:38.021: WA-ACL : Cal [0.0.0.0 ] Add I Pv4 intecept
ACL via FFM nare "I P-Adm V4-Int-ACL-gl obal", pri 50, IIF 58B5800000001C
*OQct 9 04:16:38.021: WA-ACL : Cal [0.0.0.0 ] Add | Pv6 intercept

ACL via FFM nare "I P- Adm V6-Int-ACL-gl obal ", pri 52, IIF 58B5800000001C

*Oct 9 04:16:38.021: AUTH EVENT: [0021.6a89.51ca, Cal] Cient 0021.6a89.51ca,
Cont ext changing state from'ldle' to 'Running'

*Oct 9 04:16:38.021: AUTH EVENT: [0021.6a89.51ca, Cal] Cient 0021.6a89.51ca,
Met hod webauth changing state from'Not run' to 'Running'

*QOct 9 04:16:38.021: AUTH EVENT: [0021. 6a89.51ca, Cal] Received internal event
SI NGLE_| D_UPDATE (handl e 0x10000016)

*Oct 9 04:16:38.021: WA-SM : Cal [0.0.0.0 ] Change notif CB,
ADD, info hdl 3D00000B, SM hdl 10000016

*Oct 9 04:16:38.021: WA-SM : Cal [ 20. 20.20.6 ] Change notif CB,
Add | Pv4 address

*Oct 9 04:16:38.021: WA-SESSN: Cal [20.20.20.6 ] Change notif CB,

Add address

20.20. 20. 6 [0021. 6a89. 51ca]

*CQct 9 04:16:38.021: WA-SESSN: Cal [ 20.20. 20.6 ] Adding ARP Tabl e
entry [Notify CB] M an20 20.20.20.6 0021. 6a89. 51ca

*Oct 9 04:16:38.021: AUTH SYNC: [0021. 6a89.51ca, Cal] Delay add sync of addr

for 0021.6a89.51ca / 0x10000016

*QOct 9 04:16:38.021: AUTH EVENT: Handling client event SESSI ON_STARTED (8) for
PRE, handl e 0x10000016

*QOct 9 04:16:38.021: AUTH EVENT: [0021. 6a89.51ca, Cal] SMwill not apply policy
for SESSI ON_STARTED on 0x10000016 / 0021. 6a89. 51ca

*Oct 9 04:16:38.021: AUTH EVENT: [0021. 6a89.51ca, Cal] Processing default action(s)
for event SESSI ON_STARTED for session 0x10000016.

*QOct 9 04:16:38.021: AUTH DETAIL: No default action(s) for event SESSI ON_STARTED.
*QOct 9 04:16:38.472: AUTH EVENT: Raising ext evt Tenplate Activated (8) on session
0x10000015, client (unknown) (0), hdl 0x00000000, attr_Ilist 0x41000336

*QOct 9 04:16:38.472: AUTH EVENT: SMwi Il not send event Tenplate Activated to PRE
for 0x10000015

*Oct 9 04:16:38.472: % OSXE-7- PLATFORM 1 process wem EPM Policy enforcenent -
client handl e 58b5800000001c session 7600000b aut hz 1f 000015

*QOct 9 04:16:38.472: % OSXE-7- PLATFORM 1 process wem EPM Netfl ow policy
enforcement - client handl e 58b5800000001c sess 7600000b authz 1f000015 meg_type
O policy_status O attr len O

*QOct 9 04:16:38.472: % OSXE- 7- PLATFORM 1 process wem PEM recv processing

nmsg Epm spi response(12)

*Oct 9 04:16:38.472: 9% OSXE-7- PLATFORM 1 process wem 0021. 6a89. 51ca

Recei ved policy_enforcenment_response for client handl e 24969359310979100

*Oct 9 04:16:38.472: 9% OSXE-7- PLATFORM 1 process wem 0021. 6a89. 51ca

Recei ved policy_enforcenment_response for EPM session handl e 1979711499

*Oct 9 04:16:38.472: 9% OSXE-7- PLATFORM 1 process wem 0021. 6a89. 51ca

Recei ved response for _EPM SPI _ACTI VATE_FEATURES request sent for client

*Oct 9 04:16:38.472: 9% OSXE-7- PLATFORM 1 process wem 0021. 6a89. 51ca

Recei ved _EPM SPI _STATUS_SUCCESS for request sent for client

*Oct 9 04:16:38.472: 9% OSXE-7- PLATFORM 1 process wem 0021. 6a89. 51ca

Pre-auth policy ACK recvd from EPM unset flag on MSCB

*Qct 9 04:16:51.143: WA-QLFY : Cal [ 20. 20.20.6 ] Ingress qglfy,
Session found, ACL in-place, mac [0021. 6a89. 51ca], intercept

*Oct 9 04:16:51.143: WA-INFT : Cal [ 20.20.20.6 ] 50164 TCP SYN [1],
dport 80, INIT state

*Oct 9 04:16:51.147: WA-QLFY : Cal [ 20. 20.20.6 ] Ingress qglfy,
Session found, ACL in-place, mac [0021. 6a89. 51ca], intercept

*Oct 9 04:16:51.147: WA-HTTPD: Cal [ 20.20.20.6 ] 50164/0 HTTP
Intercept, New fd 0, sport [50164], info hdl [Ox3DO0000B], mac [0021.6a89.51ca]
*Oct 9 04:16:51.147: WA-HTTPD: Cal [ 20.20.20.6 ] 50164/0 Create
10 ctx, id [6B00002B], pid 208

*Oct 9 04:16:51.147: WA-CLNT : Cal [ 20.20.20.6 ] 50164 dient

conn add [0021. 6a89.51ca] ioctx [6B00002B] #1 pid 208

*Oct 9 04:16:51.147: WA-IO : Cal [ 20.20.20.6 ] 50164/0 IO state

NEW - > READI NG
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| en "\ 15\12'
| en ' Host'

| en bt

| en b

| en '192'

| en Lt

| en '168'

| en Lt

| en ' 200

| en .

| en "1

| en "\ 15\12'
[ 20.20.20.6

] Parse GET,

1] wurl [http://192.168.200.1/ wirel ess]

WA- STATE: Cal

[ 20.20.20.6

] State



*CQct 9 04:16:51.149: WA-TIMER Cal [ 20.20. 20.6
restart (120 secs)

*CQct 9 04:16:51.149: WA-PAGE : Cal [ 20.20. 20.6
Consent login form l|en 1477

*Cct 9 04:16:51.149: WA-IO Cal [ 20.20. 20.6
state READI NG -> WRI TI NG

*CQct 9 04:16:51.149: WA-IO Cal [ 20.20. 20.6
event, buffer addr 0x975629F0, |ength 1641, cursor O

*CQct 9 04:16:51.149: WA-IO Cal [ 20.20. 20.6
event, Wite bl ocked, cursor 1460

*Qct 9 04:16:51.353: WA-QLFY : Cal [ 20.20. 20.6
Session found, ACL in-place, mac [0021. 6a89.51ca], intercept
*CQct 9 04:16:51.353: WA-IO Cal [ 20.20. 20.6
event, buffer addr 0x975629F0, |ength 1641, cursor 1460

*COct 9 04:16:51.354: WA-IO Cal [ 20.20. 20.6
WRI TI NG -> END

*CQct 9 04:16:51.354: WA-HTTPD: Cal [ 20.20. 20.6

10 ctx and cl ose socket, id [6B00002B]

*CQct 9 04:16:51.354: WA-CLNT : Cal [ 20.20. 20.6
timer start [ 0021. 6a89. 51ca] ioctx [6B00002B]

*CQct 9 04:16:51.360: WA-QLFY : Cal [ 20.20. 20.6
Session found, ACL in-place, mac [0021. 6a89.51ca], intercept
*CQct 9 04:16:51.360: WA-QLFY : Cal [ 20.20. 20.6
Session found, ACL in-place, mac [0021. 6a89. 51ca], intercept
*COct 9 04:16:51.361: WA-INFT : Cal [ 20.20. 20.6
dport 80

*CQct 9 04:16:53.460: WA-QLFY : Cal [ 20.20. 20.6
Session found, ACL in-place, mac [0021. 6a89.51ca], intercept
*COct 9 04:16:53.460: WA-INFT : Cal [ 20.20. 20.6
dport 443, LOG N state

*CQct 9 04:16:53.464: WA-QLFY : Cal [ 20.20. 20.6
Session found, ACL in-place, mac [0021. 6a89. 51ca], intercept
*CQct 9 04:16:53.464: WA-HTTPD: Cal [ 20.20. 20.6
Intercept, New fd 0, sport [50165], info hdl [0x3D00000B],
*CQct 9 04:16:53.464: WA-HTTPD: Cal [ 20.20. 20.6

10 ctx, id [AB00002C], pid 208

*Qct 9 04:16:53.464: WA-CLNT : Cal [ 20.20. 20.6
conn add [0021. 6a89.51ca] ioctx [AB00002C] #2 pid 208

*COct 9 04:16:53.464: WA-1O Cal [ 20.20. 20.6

NEW - > SSL_HANDSHAKI NG

*Qct 9 04:16:53.470: WA-QLFY : Cal [ 20.20. 20.6
Session found, ACL in-place, mac [0021. 6a89. 51ca], intercept
*Qct 9 04:16:53.474: WA-QLFY : Cal [ 20.20. 20.6
Session found, ACL in-place, mac [0021. 6a89. 51ca], intercept
*Oct 9 04:16:53.478: WAA-IO : Cal [ 20.20. 20.6
SSL_HANDSHAKI NG - > READI NG

*Oct 9 04:16:53.478: WAA-IO : Cal [ 20.20. 20.6
read buffer addr 0x97546DF4, |ength 2048, cursor O

*COct 9 04:16:53.478: WA-IO Cal [ 20.20. 20.6
Read bl ocked, cursor O

*Qct 9 04:16:53.622: WA-QLFY : Cal [ 20.20. 20.6
found, ACL in-place, mac [0021. 6a89.51ca], intercept

*Qct 9 04:16:53.622: WA-INFT : Cal [ 20.20. 20.6
dport 443

*CQct 9 04:16:53.622: WA-1O Cal [ 20.20. 20.6
read buffer addr 0x97546DF4, |ength 2048, cursor O

*Qct 9 04:16:53.622: %WITTPS: SSL read fail (-6992)

*Qct 9 04:16:53.622: WA-ERROR Cal [ 20.20. 20.6
Socket read error [ERROR] errno=5

*CQct 9 04:16:53.622: WA-HTTPD: Cal [ 20.20. 20.6

ctx and cl ose

socket, id [ ABO0O002(C]

*CQct 9 04:16:53.622: WA-HTTPD: Cal [ 20.20.20.6

ctx - Cosed

]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]

State tiner

50164 Sendi ng

50164/ 0
50164/ 0
50164/ 0
I ngress
50164/ 0
50164/ 0

50164/ 0

10
Wite
Wite

al fy,
Wite
10 state

Renove

50164 Cient conn

I ngress

I ngress

qlfy,

qlfy,

50164 TCP FIN,

I ngress

qlfy,

50165 TCP SYN [ 2],

I ngress

50165/ 0

qlfy,

HTTP

mac [ 0021. 6a89. 51ca]

] 50165/0 Create

]
]
]
]
]

50165 Cient

50165/0 1O sta

Ingress qlfy,

Ingress qlfy,
50165/0 1O sta
50165/ 0
50165/ 0

Ingress qlfy,

50165 TCP FI N,

te

te

Read event,

Read event,

Sessi on

50165/ 0 Read event,

50165/ 0 Read event,

50165/ 0 Renove

50165/ 0 Renove

10

10



SSL connection

*Qct 9 04:16:53.623: WA-CLNT : Cal [ 20.20.20.6 ] 50165 dient conn
timer start

[0021. 6a89. 51ca] ioctx [AB00002C]

*Oct 9 04:16:53.635: WA-QLFY : Cal [ 20. 20.20.6 ] Ingress qlfy,
Session found, ACL in-place, mac [0021. 6a89. 51ca], intercept

*Oct 9 04:16:54.943: WA-QLFY : Cal [ 20. 20.20.6 ] Ingress qlfy,
Session found, ACL in-place, mac [0021. 6a89. 51ca], intercept

*Oct 9 04:16:54.943: WA-INFT : Cal [20.20.20.6 ] 50166 TCP SYN [3],
dport 443, LOG N state

*Oct 9 04:16:54.947: WA-QLFY : Cal [ 20. 20.20.6 ] Ingress qlfy,
Session found, ACL in-place, mac [0021. 6a89.51ca], intercept

*Oct 9 04:16:54.947: WA-HTTPD: Cal [20.20.20.6 ] 50166/ 0 HTTP
Intercept, New fd 0, sport [50166], info hdl [Ox3DO0000B], mac [0021.6a89.51ca]
*Oct 9 04:16:54.947: WA-HTTPD: Cal [20.20.20.6 ] 50166/0 Create

10 ctx, id [E300002D], pid 208

*Oct 9 04:16:54.947: WA-CLNT : Cal [20.20.20.6 ] 50166 dient conn add
[0021. 6a89. 51ca] ioctx [E300002D] #3 pid 208

*Oct 9 04:16:54.947: WA-1O : Cal [20.20.20.6 ] 50166/0 IO state
NEW - > SSL_HANDSHAKI NG

*Oct 9 04:16:54.947: WA-QLFY : Cal [ 20. 20.20.6 ] Ingress qlfy,
Session found, ACL in-place, mac [0021. 6a89.51ca], intercept

*QOct 9 04:16:54.952: WA-QLFY : Cal [ 20. 20.20.6 ] Ingress qlfy,
Session found, ACL in-place, mac [0021. 6a89. 51ca], intercept

*Oct 9 04:16:54.955: WA-IO : Cal [20.20.20.6 ] 50166/0 IO state
SSL_HANDSHAKI NG - > READI NG

*Oct 9 04:16:54.955: WA-IO : Cal [20.20.20.6 ] 50166/ 0 Read event,
read buffer addr 0x97577F50, |ength 2048, cursor O

*Oct 9 04:16:54.956: WA-1O : Cal [20.20.20.6 ] 50166/ 0 Read event,
Read bl ocked, cursor O

*Oct 9 04:16:54.971: WA-QLFY : Cal [ 20. 20.20.6 ] Ingress qlfy,
Session found, ACL in-place, mac [0021. 6a89. 51ca], intercept

*Oct 9 04:16:54.971: WA-INFT : Cal [ 20.20.20.6 ] 50166 TCP FIN,
dport 443

*Oct 9 04:16:54.971: WA-IO : Cal [ 20.20.20.6 ] 50166/ 0 Read event,

read buffer addr 0x97577F50, |ength 2048, cursor O
*Qct 9 04:16:54.971: %ITTPS: SSL read fail (-6992)

*Oct 9 04:16:54.971: WA-ERROR Cal [ 20.20.20.6 ] 50166/ 0 Read event,
Socket read error [ERROR] errno=5

*Oct 9 04:16:54.971: WA-HTTPD: Cal [ 20.20.20.6 ] 50166/ 0 Rerove IO
ctx and cl ose socket, id [E300002D]

*Oct 9 04:16:54.971: WA-HTTPD: Cal [ 20.20.20.6 ] 50166/ 0 Rerove IO
ctx - Cl osed SSL connection

*Oct 9 04:16:54.971: WA-CLNT : Cal [ 20.20.20.6 ] 50166 dient conn
timer start [0021. 6a89.51ca] ioctx [E300002D]

*Oct 9 04:16:54.972: WA-QLFY : Cal [ 20. 20.20.6 ] Ingress qglfy,
Session found, ACL in-place, mac [0021. 6a89. 51ca], intercept

*Oct 9 04:16:54.972: WA-INFT : Cal [ 20.20.20.6 ] 50167 TCP SYN [4],
dport 443, LOG N state

*Oct 9 04:16:54.978: WA-QLFY : Cal [ 20. 20.20.6 ] Ingress qglfy,
Session found, ACL in-place, mac [0021. 6a89. 51ca], intercept

*Oct 9 04:16:54.978: WA-QLFY : Cal [ 20. 20.20.6 ] Ingress qglfy,
Session found, ACL in-place, mac [0021. 6a89. 51ca], intercept

*Oct 9 04:16:54.978: WA-HTTPD: Cal [ 20.20.20.6 ] 50167/0 HTTP
Intercept, New fd 0, sport [50167], info hdl [Ox3DO0000B], mac [0021.6a89.51ca]
*Oct 9 04:16:54.978: WA-HTTPD: Cal [ 20.20.20.6 ] 50167/0 Create IO
ctx, id [3B00002E], pid 208

*Oct 9 04:16:54.978: WA-CLNT : Cal [ 20.20.20.6 ] 50167 dient conn
add [0021. 6a89. 51ca] ioctx [3B00002E] #4 pid 208

*Oct 9 04:16:54.978: WA-1O : Cal [ 20.20.20.6 ] 50167/0 1O state
NEW - > SSL_HANDSHAKI NG

*Oct 9 04:16:54.978: WA-QLFY : Cal [ 20. 20.20.6 ] Ingress qglfy,

Session found, ACL in-place, mac [0021. 6a89.51ca], intercept
*Oct 9 04:16:54.985: WA-QLFY : Cal [ 20. 20.20.6 ] Ingress qglfy,



Session found, ACL in-place, mac [0021. 6a89.51ca], intercept

*Oct 9 04:16:54.988: WA-10 Cal [20.20.20.6 ] 50167/0 1O state
SSL_HANDSHAKI NG - > READI NG

*Oct 9 04:16:54.988: WA-1O : Cal [20.20.20.6 ] 50167/ 0 Read event,
read buffer addr 0x97546DF4, |ength 2048, cursor O

*Oct 9 04:16:54.989: WA-1O Cal [20.20.20.6 ] 50167/ 0 Read event,
Read bl ocked, cursor O

*QOct 9 04:16:55.004: WA-QLFY : Cal [ 20. 20.20.6 ] Ingress qlfy,
Session found, ACL in-place, mac [0021. 6a89. 51ca], intercept

*Oct 9 04:16:55.004: WA-10O Cal [20.20.20.6 ] 50167/ 0 Read event,
read buffer addr 0x97546DF4, |ength 2048, cursor O

*Oct 9 04:16:55.004: WA-10O Cal [20.20.20.6 ] 50167/ 0 Read event,
Read bl ocked, cursor 555

*Oct 9 04:16:55.004: WA-10O Cal [20.20.20.6 ] 50167/ 0 Read event,
Message ready

*QOct 9 04:16:55.004: HTTP: token [STRING len 4: 'PCOST

*Oct 9 04:16:55.004: WA-CLNT : Cal [20.20.20.6 ] 50167 dient conn
set authc ctx [0021.6a89.51ca] ioctx [3B0O0002E]

*QOct 9 04:16:55.004: HTTP: token [SPACE ] len 1. ' '

*QOct 9 04:16:55.004: HTTP: token [OTHER ] len 1: '/'

*QOct 9 04:16:55.004: HTTP: token [SPACE ] len 1: ' '

*QOct 9 04:16:55.004: HTTP: token [STRING len 4: 'HITP

*QOct 9 04:16:55.004: HTTP: token [OTHER ] len 1: '/'

*QOct 9 04:16:55.004: HTTP: token [STRING len 1: '1'

*QOct 9 04:16:55.004: HTTP: token [OTHER ] len 1: '.'

*QOct 9 04:16:55.004: HTTP: token [STRING len 1: '1'

*QOct 9 04:16:55.004: HTTP: token [CRLF ] len 2: '"\15\12

*QOct 9 04:16:55.004: HTTP: token [STRING len 6: 'Accept’

*QOct 9 04:16:55.004: HTTP: token [OTHER ] len 1: ':'

*QOct 9 04:16:55.004: HTTP: token [SPACE ] len 1: ' '

*Oct 9 04:16:55.004: HTTP: token [STRING len 5: 'inmage'

*QOct 9 04:16:55.004: HTTP: token [OTHER ] len 1: '/'

*QOct 9 04:16:55.004: HTTP: token [STRING len 4: 'jpeg

*QOct 9 04:16:55.004: HTTP: token [OTHER ] len 1: ','

*QOct 9 04:16:55.004: HTTP: token [SPACE ] len 1: ' '

*QOct 9 04:16:55.004: HTTP: token [STRING len 11: 'application'

*QOct 9 04:16:55.004: HTTP: token [OTHER ] len 1: '/'

*QOct 9 04:16:55.004: HTTP: token [STRING len 1: 'x'

*QOct 9 04:16:55.004: HTTP: token [OTHER ] len 1: '-'

*QOct 9 04:16:55.004: HTTP: token [STRING len 2: 'ns'

*QOct 9 04:16:55.005: HTTP: token [OTHER] len 1: '-'

*QOct 9 04:16:55.005: HTTP: token [STRING len 11: 'application'

*QOct 9 04:16:55.005: HTTP: token [OTHER ] len 1: ','

*QOct 9 04:16:55.005: HTTP: token [SPACE ] len 1: ' '

*QOct 9 04:16:55.005: HTTP: token [STRING len 5: 'inmage'

*QOct 9 04:16:55.005: HTTP: token [OTHER ] len 1: '/'

*QOct 9 04:16:55.005: HTTP: token [STRING len 3: 'gif"’

*QOct 9 04:16:55.005: HTTP: token [OTHER ] len 1: ','

*QOct 9 04:16:55.005: HTTP: token [SPACE ] len 1: ' '

*QOct 9 04:16:55.005: HTTP: token [STRING len 11: 'application'

*QOct 9 04:16:55.005: HTTP: token [OTHER ] len 1: '/'

*QOct 9 04:16:55.005: HTTP: token [STRING len 4: 'xam'

*QOct 9 04:16:55.005: HTTP: token [OTHER ] len 1: '+

*QOct 9 04:16:55.005: HTTP: token [STRING len 3: 'xnm'

*QOct 9 04:16:55.005: HTTP: token [OTHER ] len 1: ','

*QOct 9 04:16:55.005: HTTP: token [SPACE ] len 1. ' '

*QOct 9 04:16:55.005: HTTP: token [STRING len 5: 'inmage'

*QOct 9 04:16:55.005: HTTP: token [OTHER ] len 1: '/'

*QOct 9 04:16:55.005: HTTP: token [STRING len 5: 'pjpegd

*QOct 9 04:16:55.005: HTTP: token [OTHER ] len 1: ','

*QOct 9 04:16:55.005: HTTP: token [SPACE ] len 1: ' '

*QOct 9 04:16:55.005: HTTP: token [STRING len 11: 'application'

*QOct 9 04:16:55.005: HTTP: token [OTHER ] len 1: '/'

*QOct 9 04:16:55.005: HTTP: token [STRING len 1: 'x'
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*QOct 9 04:16:55.006: HTTP: token [STRING len 3: '168

*QOct 9 04:16:55.006: HTTP: token [OTHER ] len 1: '.'

*QOct 9 04:16:55.006: HTTP: token [STRING len 3: '200

*QOct 9 04:16:55.006: HTTP: token [OTHER ] len 1: '.'

*QOct 9 04:16:55.006: HTTP: token [STRING len 1: '1'

*QOct 9 04:16:55.006: HTTP: token [CRLF ] len 2: '"\15\12

*QOct 9 04:16:55.006: HTTP: token [STRING len 7: 'Content'
*QOct 9 04:16:55.006: HTTP: token [OTHER ] len 1: '-'

*QOct 9 04:16:55.006: HTTP: token [STRING len 6: 'Length'

*QOct 9 04:16:55.006: HTTP: token [OTHER ] len 1: ':'

*QOct 9 04:16:55.006: HTTP: token [SPACE] len 1: ' '

*QOct 9 04:16:55.006: HTTP: token [STRING len 2: '52

*QOct 9 04:16:55.006: HTTP: token [CRLF ] len 2: '"\15\12

*QOct 9 04:16:55.006: HTTP: token [STRING I|en 10: ' Connection'
*QOct 9 04:16:55.006: HTTP: token [OTHER ] len 1: ':'

*QOct 9 04:16:55.006: HTTP: token [SPACE ] len 1: ' '

*QOct 9 04:16:55.006: HTTP: token [STRING len 4: 'Keep'

*QOct 9 04:16:55.006: HTTP: token [OTHER ] len 1: '-'

*QOct 9 04:16:55.006: HTTP: token [STRING len 5: 'Alive'

*QOct 9 04:16:55.006: HTTP: token [CRLF ] len 2: '"\15\12

*QOct 9 04:16:55.006: HTTP: token [STRING len 5: 'Cache'

*QOct 9 04:16:55.006: HTTP: token [OTHER ] len 1: '-'

*QOct 9 04:16:55.006: HTTP: token [STRING len 7: 'Control'
*QOct 9 04:16:55.006: HTTP: token [OTHER ] len 1: ':'

*QOct 9 04:16:55.006: HTTP: token [SPACE ] len 1: ' '

*QOct 9 04:16:55.006: HTTP: token [STRING len 2: 'no'

*QOct 9 04:16:55.006: HTTP: token [OTHER ] len 1: '-'

*QOct 9 04:16:55.006: HTTP: token [STRING len 5: 'cache'

*QOct 9 04:16:55.006: HTTP: token [CRLF ] len 2: '"\15\12

*QOct 9 04:16:55.006: HTTP: token [STRING len 6: 'Accept’

*QOct 9 04:16:55.006: HTTP: token [OTHER ] len 1: '-'

*QOct 9 04:16:55.006: HTTP: token [STRING |en 8: 'Language'
*QOct 9 04:16:55.006: HTTP: token [OTHER ] len 1: ':'

*QOct 9 04:16:55.006: HTTP: token [SPACE] len 1: ' '

*QOct 9 04:16:55.006: HTTP: token [STRING len 2: 'en'

*QOct 9 04:16:55.006: HTTP: token [OTHER] len 1: '-'

*QOct 9 04:16:55.006: HTTP: token [STRING len 2: 'US

*QOct 9 04:16:55.006: HTTP: token [CRLF ] len 2: '"\15\12

*QOct 9 04:16:55.006: HTTP: token [CRLF ] len 2: '"\15\12

*QOct 9 04:16:55.006: HTTP: token [STRING len 2: 'au'

*QOct 9 04:16:55.006: HTTP: token [OTHER ] len 1: ' '

*QOct 9 04:16:55.006: HTTP: token [STRING len 10: 'pxytimetag'
*QOct 9 04:16:55.006: HTTP: token [OTHER ] len 1: '='

*Oct 9 04:16:55.006: HITP: token [STRING |en 10: '1023410187"
*QOct 9 04:16:55.006: HTTP: token [OTHER ] len 1: '&

*QOct 9 04:16:55.006: HTTP: token [STRING len 7: 'consent'
*QOct 9 04:16:55.006: HTTP: token [OTHER ] len 1: ' '

*QOct 9 04:16:55.006: HTTP: token [STRING len 6: 'status’

*QOct 9 04:16:55.006: HTTP: token [OTHER ] len 1: '='

*QOct 9 04:16:55.006: HTTP: token [STRING len 6: 'accept’

*QOct 9 04:16:55.006: HTTP: token [OTHER ] len 1: '&

*QOct 9 04:16:55.006: HTTP: token [STRING len 2: 'ok'

*QOct 9 04:16:55.006: HTTP: token [OTHER ] len 1: '='

*QOct 9 04:16:55.006: HTTP: token [STRING len 2: 'K

*Oct 9 04:16:55.006: WA-HTTPD: Cal [ 20.20.20.6 ] 50167 Parse Consent
POST, au_pxytinetag [ 0x3DO000O0B]

*Oct 9 04:16:55.006: WA-HTTPD: Cal [ 20.20.20.6 ] 50167 Parse Consent
POST, consent status [accept]

*Qct 9 04:16:55.006: WA-HTTPD: Cal [ 20. 20.20.6 ] Convey consent result

to SM Attr nmac: 0021. 6a89.51ca

*Oct 9 04:16:55.006: AUTH-EVENT: [0021.6a89.51lca, Cal] Authc success from
WebAuth (3), status OK (0) / event success (0)

*QOct 9 04:16:55.006: AUTH EVENT: [0021. 6a89.51ca, Cal] Hi ghest prio nethod:
| NVALI D, Aut hz net hod: | NVALI D, Conn hdl: webauth



*QOct 9 04:16:55.006: AUTH EVENT: Rai sed event APPLY_USER PROFILE (13) on handl e
0x10000016

*Oct 9 04:16:55.006: AUTH EVENT: Rai sed event RX_METHOD AUTHC SUCCESS ( 3)

on handl e 0x10000016

*Oct 9 04:16:55.006: AUTH EVENT: [0021.6a89.51ca, Cal] Queued AUTHC SUCCESS
from WebAuth for session 0x10000016 (0021. 6a89.51ca)

*Qct 9 04:16:55.006: WA-HTTPD: Cal [ 20. 20.20.6 ] Convey consent result
to SM [K]

*Oct 9 04:16:55.006: WA-STATE: Cal [20.20.20.6 ] sState LOGIN ->
AUTHC_SUCCESS

*Oct 9 04:16:55.006: WA-TIMER Cal [20.20.20.6 ] State timer stop

*Oct 9 04:16:55.006: WA-1O : Cal [20.20.20.6 ] 50167/0 1O state

READI NG - > AUTHENTI CATI NG

*QOct 9 04:16:55.006: AUTH EVENT: [0021.6a89.51ca, Cal] Received internal event
APPLY_USER_PRCFI LE (handl e 0x10000016)

*QOct 9 04:16:55.006: AUTH EVENT: [0021. 6a89.51ca, Cal] Cearing AAA data for:
0021. 6a89. 51ca

*QOct 9 04:16:55.006: AUTH SYNC: [0021.6a89.51ca, Cal] Del ay add/update sync of
usernane for 0021.6a89.51ca / 0x10000016

*QOct 9 04:16:55.006: AUTH EVENT: [0021.6a89.51ca, Cal] Received User- Name

0021. 6a89. 51ca for client 0021.6a89.51ca

*QOct 9 04:16:55.007: AUTH SYNC:. [0021.6a89.51ca, Cal] Del ay add/update sync of
aut h-domai n for 0021.6a89.51ca / 0x10000016

*QOct 9 04:16:55.007: AUTH SYNC: [0021.6a89.51ca, Cal] Del ay add/update sync of
target-scope for 0021. 6a89.51ca / 0x10000016

*Oct 9 04:16:55.007: AUTH EVENT: [0021.6a89.51ca, Cal] Existing AAA |D: 0x00000015
*Oct 9 04:16:55.007: AUTH EVENT: [0021.6a89.51ca, Cal] Cient 0021.6a89.51ca,
Met hod webauth changing state from' Running' to 'Authc Success'

*Oct 9 04:16:55.007: AUTH EVENT: [0021.6a89.51ca, Cal] Cient 0021.6a89.51ca,
Cont ext changing state from'Running' to 'Authc Success'

*QOct 9 04:16:55.007: AUTH EVENT: [0021. 6a89.51ca, Cal] Non-SM policy applied for
0x10000016. Authz_attrs not freed

*QOct 9 04:16:55.007: AUTH EVENT: Handling client event RX_METHOD AUTHC SUCCESS
(3) for PRE, handl e 0x10000016

*QOct 9 04:16:55.007: AUTH SYNC:. [0021. 6a89.51ca, Cal] Del ay add/update sync of nethod

for 0021.6a89.51ca / 0x10000016

*QOct 9 04:16:55.007: AUTH EVENT: [0021. 6a89.51ca, Cal] SMwill not apply policy for
RX_METHOD_AUTHC_SUCCESS on 0x10000016 / 0021. 6a89. 51ca

*QOct 9 04:16:55.007: AUTH EVENT: [0021. 6a89.51ca, Cal] Processing default action(s)
for event RX_METHOD AUTHC SUCCESS for session 0x10000016.

*QOct 9 04:16:55.007: AUTH EVENT: [0021.6a89.51ca, Cal] Executing default action
handl er for AUTHC SUCCESS (0x10000016)

*CQct 9 04:16:55.007: AUTH EVENT: [0021.6a89.51ca, Cal] AUTHC_SUCCESS -

aut hori ze by default

*QOct 9 04:16:55.007: AUTH EVENT: [0021. 6a89.51ca, Cal] Signalling Authz success for
client 0021.6a89.51ca

*CQct 9 04:16:55.007: AUTH EVENT: [0021.6a89.51ca, Cal] Cient 0021.6a89.51ca,

Cont ext changing state from'Authc Success' to 'Authz Success'

*QOct 9 04:16:55.007: AUTH EVENT: [0021. 6a89.51ca, Cal] Processing SM CB request for
0x10000016: Event: Authorize request (216)

*Oct 9 04:16:55.007: 9% OSXE-7- PLATFORM 1 process wem 0021. 6a89. 51ca WEBAUTH:

recei ved aut hentication response, status=0 AAA | D=0 protocol =0

*Oct 9 04:16:55.007: 9% OSXE-7- PLATFORM 1 process wem 0021. 6a89. 51ca WEBAUTH:

Recei ved nmessage from webauth queue: 1

*Oct 9 04:16:55.007: 9% OSXE-7- PLATFORM 1 process wem 0021. 6a89. 51ca WEBAUTH:

I 0S Auth Event - Authentication Success!

*Oct 9 04:16:55.007: % OSXE-7- PLATFORM 1 process wem 0021. 6a89. 51ca Final flag
val ues are, epnSendAcl 1, epntendAcl Done
*Cct 9 04:16:55.007: % OSXE- 7- PLATFORM
incomng attribute size are 43

*QOct 9 04:16:55.007: 9% OSXE-7- PLATFORM 1 process wem 0021. 6a89. 51ca WEBAUTH:
received RADIUS attr type 450

*Oct 9 04:16:55.007: 9% OSXE-7- PLATFORM 1 process wem 0021. 6a89. 51ca User nane
entry (0021. 6a89.51ca) created for nobile

= O

process wcm 0021. 6a89.51ca client



*QOct 9 04:16:55.007: 9% OSXE-7- PLATFORM 1 process wem 0021. 6a89. 51ca WEBAUTH:
Requesting post-auth policy application to EPM

*QOct 9 04:16:55.007: % OSXE-7- PLATFORM 1 process wem 0021. 6a89. 51ca Send

request to EPM

*QOct 9 04:16:55.007: 9% OSXE-7- PLATFORM 1 process wem 0021. 6a89. 51ca aaa
attribute list length is 43

*QOct 9 04:16:55.007: % OSXE-7- PLATFORM 1 process wem 0021. 6a89. 51ca Sendi ng
Activate request for session handl e 268435477 successf ul

*QOct 9 04:16:55.007: % OSXE-7- PLATFORM 1 process wem 0021. 6a89. 51ca Post -auth
policy request sent! Now wait for post-auth policy ACK from EPM

*Oct 9 04:16:55.007: % OSXE-7- PLATFORM 1 process wem 0021. 6a89. 51ca Setting the
epnSendAcl Done fl ag.

*QOct 9 04:16:55.007: % OSXE-7- PLATFORM 1 process wem 0021. 6a89. 51ca Change state
t o WEBAUTH_NOL3SEC (14) | ast state WEBAUTH RECQD (8)

*Oct 9 04:16:55.007: 9% OSXE-7- PLATFORM 1 process wecm 0021. 6a89. 51ca
PEM_UPDATE_STATE to RUN, EPM POLI CY ACK not received yet, nmoving client to
AUTHZ_WAIT state

*QOct 9 04:16:55.007: % OSXE-7- PLATFORM 1 process wem 0021. 6a89. 51ca Change state
to AUTHZ_ WAIT (19) |ast state WEBAUTH NOL3SEC (14)

*QOct 9 04:16:55.007: % OSXE-7- PLATFORM 1 process wem wedb_is_aut h_changed: dient
in AUTHZ WAI T state, Not changing WCDB auth state

*QOct 9 04:16:55.007: % OSXE-7- PLATFORM 1 process wem 0021. 6a89. 51ca St oppi ng

del etion of Mbile Station: (callerld: 74)

*Oct 9 04:16:55.007: % OSXE-7- PLATFORM 1 process wem 0021. 6a89. 51ca Session
Timeout is 1800 - starting session tiner for the nmobile

*CQct 9 04:16:55.007: % OSXE- 7- PLATFORM 1 process wem  0021. 6a89. 51ca 20.20.20.6
AUTHZ WAI T (19) Reached PLUMBFASTPATH: from|line 4289

*CQct 9 04:16:55.007: % OSXE- 7- PLATFORM 1 process wem  0021. 6a89. 51ca 20.20.20.6
AUTHZ WAI T (19) Replacing Fast Path rule®M on AP ¢8f9.f983.4260 , slot 1 802.1P =
0"M

*Qct 9 04:16:55.007: % OSXE- 7- PLATFORM 1 process wem  0021. 6a89. 51ca 20.20.20.6
AUTHZ_ WAI' T (19) Successfully plunbed nobile rule

*QOct 9 04:16:55.007: 9% OSXE-7- PLATFORM 1 process wem 0021. 6a89. 51ca WEBAUTH:

cal | back status - authentication succeeded

*QOct 9 04:16:55.007: % OSXE-7- PLATFORM 1 process wem PEM recv processing nsg

Add SCB( 3)

*CQct 9 04:16:55.007: % OSXE-7- PLATFORM 1 process wem 0021. 6a89. 51ca 20. 20. 20. 6,
auth_state 19 mmRol e Local !!!

*CQct 9 04:16:55.007: % OSXE-7- PLATFORM 1 process wem 0021. 6a89. 51ca 20. 20. 20. 6,
auth_state 19 mmRol e Local, updating wcdb not needed

*QOct 9 04:16:55.007: % OSXE-7- PLATFORM 1 process wem 0021. 6a89. 51ca Tcl as Pl unb
needed: O

*QOct 9 04:16:55.008: AUTH EVENT: Raising ext evt Tenplate Deactivated (10) on
sessi on 0x10000015, client (unknown) (0), hdl 0x00000000, attr_Ilist Ox5A00033F

*QOct 9 04:16:55.008: AUTH EVENT: SMwill not send event Tenpl ate Deacti vated

to PRE for 0x10000015

*QOct 9 04:16:55.008: % OSXE-7- PLATFORM 1 process wm EPM Init feature, client
handl e 58b5800000001c sessi on 10000015 aut hz 1f 000015

*QOct 9 04:16:55.008: % OSXE-7- PLATFORM 1 process wem EPM Activate feature
client handl e 58b5800000001c sess 10000015 authz 1f 000015

*QOct 9 04:16:55.008: % OSXE-7- PLATFORM 1 process wem EPM Policy

enforcement - client handl e 58b5800000001c session 7600000b aut hz 1f 000015

*QOct 9 04:16:55.008: % OSXE-7- PLATFORM 1 process wem EPM Netfl ow policy
enforcement - client handl e 58b5800000001c sess 7600000b authz 1f 000015 nsg_type O
policy_status O attr len O

*QOct 9 04:16:55.008: % OSXE-7- PLATFORM 1 process wem PEM recv processing nsg
Epm spi response(12)

*QOct 9 04:16:55.008: % OSXE-7- PLATFORM 1 process wem 0021. 6a89. 51ca Recei ved
activate_features_resp for client handl e 24969359310979100

*QOct 9 04:16:55.008: % OSXE-7- PLATFORM 1 process wem 0021. 6a89. 51ca Recei ved
activate_features_resp for EPM session handl e 268435477

*QOct 9 04:16:55.008: % OSXE-7- PLATFORM 1 process wem PEM recv processing nsg Epm
spi response(12)

*QOct 9 04:16:55.008: % OSXE-7- PLATFORM 1 process wem 0021. 6a89. 51ca Recei ved



pol i cy_enforcement _response for client handl e 24969359310979100

*QOct 9 04:16:55.008: % OSXE-7- PLATFORM 1 process wem 0021. 6a89. 51ca Recei ved

pol i cy_enforcement _response for EPM session handl e 1979711499

*QOct 9 04:16:55.008: % OSXE-7- PLATFORM 1 process wem 0021. 6a89. 51ca Recei ved
response for _EPM SPI _ACTI VATE_FEATURES request sent for client

*QOct 9 04:16:55.008: % OSXE-7- PLATFORM 1 process wem 0021. 6a89. 51ca Recei ved
_EPM SPI _STATUS_SUCCESS for request sent for client

*QOct 9 04:16:55.008: % OSXE-7- PLATFORM 1 process wem 0021. 6a89. 51ca Post -auth
policy ACK recvd from EPM unset flag on MSCB

*QOct 9 04:16:55.008: % OSXE-7- PLATFORM 1 process wem 0021. 6a89.51ca Cient in
AUTHZ WAI T state, advance to RUN

*QOct 9 04:16:55.008: % OSXE-7- PLATFORM 1 process wem 0021. 6a89. 51ca Change
state to RUN (20) last state AUTHZ WAI T (19)

*QOct 9 04:16:55.008: 9% OSXE-7- PLATFORM 1 process wecm 0021. 6a89. 51ca

WCDB CHANGE: Client 1 mvlan 20 Radio iif id 0x6025800000000e bssid iif id

0x498f 800000001b, bssid c8f9.f983. 4260

*Oct 9 04:16:55.009: 9% OSXE-7- PLATFORM 1 process wem 0021. 6a89. 51ca WCDB_AUTH:
Adding opt82 len 0O

*CQct 9 04:16:55.009: % OSXE-7- PLATFORM 1 process wem 0021. 6a89. 51ca WCDB_LLM
prev Mob state 1 curr Mob State 1 |IReq flag O

*QOct 9 04:16:55.009: % OSXE-7- PLATFORM 1 process wem 0021. 6a89.51ca auth state 4
nob state 1 setWre 0 wre 1 roam sent O

*Oct 9 04:16:55.009: 9% OSXE-7- PLATFORM 1 process wem 0021. 6a89. 51ca WCDB_CHANGE:
aut h=RUN(4) vlan 20 radio 1 client_id 0x58b5800000001c mobility=Local (1) src_int
0x45e7800000000c dst_int 0Ox0 ackflag 2 reassoc_client O IImnotif O ip 20.20.20.6
ip_l earn_type DHCP

*CQct 9 04:16:55.009: % OSXE-7- PLATFORM 1 process wem  0021. 6a89. 51ca 20.20.20.6
RUN (20) Reached PLUVBFASTPATH: from line 3862

*CQct 9 04:16:55.009: % OSXE-7- PLATFORM 1 process wem  0021. 6a89. 51ca 20.20.20.6
RUN (20) Replacing Fast Path rule®M on AP ¢8f9.f983.4260 , slot 1 802.1P = O"M
*CQct 9 04:16:55.009: % OSXE-7- PLATFORM 1 process wem  0021. 6a89. 51ca 20.20.20.6
RUN (20) Successfully plunbed nobile rule

*QOct 9 04:16:55.009: % OSXE-7- PLATFORM 1 process wem PEM recv processing nsg
Add SCB( 3)

*CQct 9 04:16:55.009: % OSXE-7- PLATFORM 1 process wem 0021. 6a89. 51ca 20. 20. 20. 6,
auth_state 20 mmRol e Local !!!

*COct 9 04:16:55.009: % OSXE- 7- PLATFORM 1 process wem 0021. 6a89. 51ca 20. 20. 20. 6,
auth_state 20 mRol e Local, updating wcdb not needed

*QOct 9 04:16:55.009: % OSXE-7- PLATFORM 1 process wem 0021. 6a89. 51ca Tcl as Pl unb
needed: O

*QOct 9 04:16:55.010: AUTH EVENT: [0021. 6a89.51ca, Cal] Authz conpl ete ( SUCCESS)
for client 0021.6a89. 51ca/ 0x10000016 reported

*QOct 9 04:16:55.010: AUTH EVENT: Rai sed event AUTHZ_SUCCESS (10) on handl e
0x10000016

*QOct 9 04:16:55.010: AUTH EVENT: [0021. 6a89.51ca, Cal] Received internal event
AUTHZ_SUCCESS ( handl e 0x10000016)

*CQct 9 04:16:55.010: AUTH EVENT: [0021.6a89.51ca, Cal] Processing AUTHZ _CB RESULT
(success) for 0x10000016

*QOct 9 04:16:55.010: AUTH EVENT: [0021. 6a89.51ca, Cal] Processing SM CB request for
0x10000016: Event: Authz result processed (215)

*QOct 9 04:16:55.010: AUTH EVENT: [0021. 6a89.51ca, Cal] Authz result processed,
result: O

*Qct 9 04:16:55.010: WA-SM : Cal [ 20. 20.20.6 ] AAA result procd,

[ SUCCESS] [ NO FAI LURE], info hdl 3D00000B, SM hdl 10000016

*Qct 9 04:16:55.010: AUTH EVENT: [0021. 6a89.51ca, Cal] SM Reaut h Pl ugi n:

Client authz change, result=Success

*QOct 9 04:16:55.010: AUTH EVENT: [0021. 6a89.51ca, Cal] Signalling Authz conplete
(success) for client 0x10000016

*Qct 9 04:16:55.010: WA-HTTPD: Cal [ 20.20.20.6 ] 50167/0 AAA result [7],
info hdl 3D00000B

*Qct 9 04:16:55.010: WA-AAA : Cal [ 20.20.20.6 ] 50167/0 AAA reply
Successf ul

*Qct 9 04:16:55.010: WA- STATE: Cal [ 20.20.20.6 ] State

AUTHC_SUCCESS - > HTTP_FI N WAI T



*Oct 9 04:16:55.010: WA-TIMER Cal [20.20.20.6 ] FINwait tiner
start (3 secs)

*Oct 9 04:16:55.011: WA-PAGE : Cal [20.20.20.6 ] 50167 Sendi ng Consent
| ogout page, |ogout [https://192.168.200.1/1ogout.htm] final [-]

*Oct 9 04:16:55.011: WA-IO : Cal [20.20.20.6 ] 50167/0 1O state
AUTHENTI CATI NG -> WRI TI NG

*Oct 9 04:16:55.011: WA-IO : Cal [20.20.20.6 ] 50167/0 Wite event,
buf fer addr 0x97577F9C, |ength 1567, cursor O

*Oct 9 04:16:55.011: WA-IO : Cal [20.20.20.6 ] 50167/0 1O state

WRI TI NG -> END

*Oct 9 04:16:55.011: WA-HTTPD: Cal [20.20.20.6 ] 50167/0 Rerove IO

ctx and cl ose socket,
id [ 3B0O0002E]

*Oct 9 04:16:55.011: WA-HTTPD: Cal [20.20.20.6 ] 50167/0 Rerove IO
ctx - Closed SSL connection

*Oct 9 04:16:55.011: WA-CLNT : Cal [20.20.20.6 ] 50167 dient conn
timer start [0021. 6a89.51ca] ioctx [3BO0002E]

*Oct 9 04:16:55.017: WA-QLFY : Cal [ 20. 20.20.6 ] Ingress qlfy,
Session found, ACL in-place, mac [0021. 6a89.51ca], intercept

*Oct 9 04:16:55.017: WA-QLFY : Cal [ 20. 20.20.6 ] Ingress qlfy,
Session found, ACL in-place, mac [0021. 6a89.51ca], intercept

*Oct 9 04:16:55.017: WA-INFT : Cal [20.20.20.6 ] 50167 TCP FIN,
dport 443

*Oct 9 04:16:58.010: WA-TIMER Cal [20.20.20.6 ] FINwait tinmer tinmeout
*Oct 9 04:16:58.010: WA- STATE: Cal [20.20.20.6 ] State

HTTP_FIN_ WAI T -> AUTHZ

*Oct 9 04:16:58.010: WA-ACL : Cal [20.20.20.6 ] Rerove |Pv4

intecept ACL via FFM nane

"1 P- Adm V4- I nt- ACL-gl obal ", pri 50, IlF 58B5800000001C

*Qct 9 04:16:58.011: WA-ACL : Cal [ 20.20.20.6 ] Renove | Pv6
intecept ACL via FFM nane

"1 P- Adm V6- I nt - ACL-gl obal ", pri 52, Il1F 58B5800000001C

*Qct 9 04:16:58.011: WA-ACL : Cal [ 20.20.20.6 ] Add | Pv4 | ogout
ACL via FFM name

"1 P- Adm V4- LOGOUT- ACL- 1027", pri 51, I1F 58B5800000001C

*Oct 9 04:17:01.354: WA- CLNT : [ 20.20.20.6 ] 50164 dient conn
timer exp [0021.6a89.51ca] ioctx [6B00002B]

*Oct 9 04:17:01.354: WA- CLNT : [ 20.20.20.6 ] 50164 dient conn
del [0021.6a89.51ca] ioctx [6B00002B] #3

*QOct 9 04:17:03.623: WA-CLNT : [20.20.20.6 ] 50165 Cient conn tiner exp
[0021. 6a89. 51ca] ioctx [AB00002C]

*Oct 9 04:17:03.623: WA-CLNT [ 20.20.20.6 ] 50165 dient conn del

[0021. 6a89. 51ca] ioctx [AB00002C] #2

*Oct 9 04:17:04.971: WA- CLNT : [ 20.20.20.6 ] 50166 dient conn
timer exp [0021.6a89.51ca] ioctx [ E300002D]

*Oct 9 04:17:04.971: WA- CLNT : [ 20.20.20.6 ] 50166 dient conn
del [0021.6a89.51ca] ioctx [E300002D] #1

*Oct 9 04:17:05.012: WA- CLNT : [ 20.20.20.6

[0021. 6a89. 51ca] ioctx [3B0O0002E]

*Oct 9 04:17:05.012: WA- CLNT : [ 20.20.20.6 ] 50167 dient conn

del [0021.6a89.51ca] ioctx [3BO0002E] #0
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