Aironet AP EHIACLIB BBt & /< 5l

B 8%
AA

N,

1 B [
25

db B2 s
B ==

"

BE
BYACLHNE
MAC{¥ 318 B 85
|Pi8 8 25
Ethertypei J& 25

B
RERN B an{a £ AGUIFECisco AironetZ BB (AP) LB EFEURHIEE (ACL) BB RS .

AR

BRESRERELT TENERTE

« fFAironet APH1Aironet 802.11 a/b/gF Fiw /N B~ B & EARIE R
« ACL

ERAxH
ARG REFAFITCisco IOSCE B MR 15.2(2)JBAYAironet 1040R FIAP,

ANHFHEARRBREERETREANEKEMEL. NP ERAINMARETREER (FER
) BAEREREE ., RGP EEER  FRACCHEBIMNES IRERNEE,

BREMN

&R LAEAP L ERIB IR 2R RFAIT A TR -

o« FREIEHELRLAN(WLAN)RE R 89 35
- REBEANERLZERE

R BMERTEE BN BRBFRRBUAT REBRRE



- BEBABE
- BEFmEENMACH I
- BEEIREEMIPHIE

BB AR ERGS |, RFIREBERANLERAENRE. IPibat MIMACHUEIBIBER RFFHRT
AFEREAISEIPRMACH 1Y EFNEBER D,

ERBENBRRREE T —EEBHENAX , UREIBBAPH ZABNERENEFBEEDE.
fu\—.“‘j\ﬁﬁﬁl‘)\-r11' E/fTZEAPJ:nXE 115'%%

+ Web GUI
+ CLI

AR EAS R A A EAACLEBGUIZR EIBEES.
AE  EEAFERACLEITEENFMENR K F2RIEABACLIBRESHE THICiscoX E,

=, =

axX A
A B 48 20445 FH GUITECisco Aironet AP Lt B ERACLHYIBEES,
BIACLWE

B = Security > Advanced Security, i##Association Access ListE# , % — T Define Filter:

CISCO HOME NETWORK ASSOCIATION WIRFLESS SECURTTY  SERVICES  SOFTWARE  EVENT LOG

Security
Hosimame AUtORHMOUS

Admin Acorss

Encryption Manager R
5510 Manager

i
Server Manager

AP Authentication Usarname rssimactiz.
Intrusion Detection Cisca v

Local RADIUS Sarver

]

551D VLAN | BandSelect Radia BSSIDNGuest Modev”

HOME NMETWORE  ASSOCIATION WIRELESS SECURITY  SERVICES  ZOFITWARE  EVENT LOG
Security E  MAC ADDRESS £ THERS = ASSOCIATION ACCESS
AUTHEMTIZATIOHN LI5T
Admin Access Hostname Auionomous
Encryption Manager
SSI0 Manager Security: Advancexd Security- Association Acoess List
Server Manager
AP Authentication
Intrusion Detection Filtexr clieent association ewith MAC addoess acoess list: NOME = :I Dafine Filler

Local RADTUS Server

BAivance Securily


/c/zh_tw/support/docs/wireless-mobility/wireless-lan-wlan/68097-accesspt.html
/c/zh_tw/support/docs/wireless-mobility/wireless-lan-wlan/68097-accesspt.html
/c/zh_tw/support/docs/wireless-mobility/wireless-lan-wlan/68097-accesspt.html

MAC{ 31t 1B & 85

& LAE A EAMACHE3E B9 IB BB SRR IR EARIEMACH B R B FiREE, EXFRBIEEERE
RAMACH)BIEESHRIM , TR IREEZEAPREI, MACHIHBRES AFRT AFERRISEEMACH
HHEX SR B F S EMACH I W EBABERERE,

L EHIER B BB GUIRR EE R MACHIBIE R , LUEE AMAC{I1E0040.96a5.b5d418 R F & i

1. BIMACH#HEACL 700, tEACLA fo 3% F#t0040.96a5.b5d4 EEAPEFH

Zays Configursten Fing  logout  Bawm

(3.5 4 SE Ty ASSOCIATION i and Sy T SERVICES  SOFTwAR! CYENT LOG

Security _[i AFFLYAILTERS ] WAL 4IDRESE FILTERS i IFFLTERS li ETHERTYFE FLTERS “|
HaLSRETG AulssaTan RUBCGTE Wp | d wein, 10 B, B e
Bmmin ALcess . W,
Emslry ptiom Masagar

Sewranr Mg
BF diptherdication
Imtrunicn [Metection
Lol RADILS Server Fiher lmiay Tah 00T
Advanon Secerity

CorwatalEdin Fila bl < MEMY = -:

Al MIAC Adtidrens: | (020 Sad bdns Meglc Q0000060 Q000 actlon: Biock [=] [Add)

THHHH HHHH HH ] (HHHH HBHH HHHH
Dl B tacen T s

Fihais Tl

= | Dbt Class

[ ooty I Duies [ Cacal |

2. M —TAddLUSIL ERBES B TGRS, LETLSERIBEEEEASHERHSIIEE,

3.#—F "Applys » ACL7008RERIL,

4. ZERACL 700ERAZIEEN T , FEBEEApply Filters— &, BE , B LASLLACLEAR
B S EHEFEHGigabitEthernet /M Ho

Says Corfiguration  Bing  logot  Refreh

HOME NETWORK ASSOCIATION WSELESS SECURITY SERVICES SOFTWARE  EVENTLOG

Security i [ ' AL ADDARDE FLTERE i FFLTERY It ETHERTYPE NLTERS 1

A EAOTI D LT 5 4 i, 16 Iers, 11 manalEs

ur

Sarvur Mg Epedin(LBED, | 7 g HaTE Cmaicd B2 VRS GlgabitE thiisl

e — ncameg WAE | [« nohE »[=] WAL | [« nokE »[=] BAC | [ ol = [=]
T = HOKE > T T T

Locn| RADIUS Server EtherTyze | | RN EtherTyge | [ HOKE =[=] EtbeType | T NONE » [=]
Bauanis Suiseity = -

F | | <nokE =[=] IF | | <HOKE = [=] F | [ ponE > [=]

Cuigmeg BAL | | ke » l WAL | |2 pONE = L AL | o gONE .Lil

EtherTyse | |« HOKE [ EtheTies | |« piokE » (=] Eihe®ypd | o HonE » [m]

] « HOHE T (=] < FONE 17- P < NCIHE Tl

Tl Fasdw Conpamghi () B0 - 2000, 201 9-2012 iy Cimoo Sysiemne, e



PR 2%

SR LA R ER SRR RIACL , BARIRAGE A B w9 1P ik SO FF S 2R ok 6 F & i 5 B A WLANAR
o

e AR REEE I A AE R BUACL, HEMRBEACLAA R TelnetFEUER Eim, BH4ARFIWLANKEE LY
FIEHMBEABE. Wi , FFIREMADHCPRERIPEL, EBHARY —EEAUTHEANERERE
ACL:

. AFFDHCPMTelnetiE
- BEFIEHEMRER R

SERUTSRBEIAETER
1. BiBREF S , WHEDefault Action FHZE FiEEBlock All , RAXERIEHRE

[E I T D ASSOCIATION  'WIRILISS GhOURITY SEWVICTS  SOFTWARE LW NT L
Security _E APPLY FILTERS: ] WAL JDDRESS FLTERS P FILTERS ETHERTYPE FILTERS "|
L
[P T S T T MBSO T W o ek, 19 R B4 minuies
Efmin ALTELS

Escryplios Manager

Sdwvur Massgsar

CraataiEdi Fillar Mana: < REW = [=]
&F fythenSication N
Istyundom Detaction
Loaal RADIFS Server Filtmy Mame: Al _DHCP Tainet
Dl Kordicen [T |
WP Address
Dmimcanenm firldress Mlask 0008
Sowre Leddress VR Mnsk 2555 D56 25
L F o E Arkd
W Prossoed
# Prosocst ® | Authartication Header Prstocol (57 =] Actirer Forwaed 2] Akl
Cummom -

2. {8 TCP Port THIZEHi#EETelnet , fEUDP Port T 1 # E FiEEBOOTP client & BOOTP
server:

WO RETWORE  ASSOCIATION WIRILESS.  SICUNITY  SERVICES  SOFTWARE  [EVENT LG
Security IF Feotocol: ® | Aushartication Headss Fraiccd 51} =] Acsian: Forwad =] Add
Edmin Access Cunzam -255)

Emcrypilaes Hanager
5[0 Hanager

Sarunr Mandger Lt
A A tieticelion ||:r Poat: * [Tohway _.|| o
Dtrid sl Dot Clicsi
Locnl RAKILUS Server ik 0-E5E151
Ealancd Savurnity
P Part & Baobiteas Praled |BOOTP) @ enves 15T :-1- F
—
[T 1-B5535)
Fiheas Clagses

TCF g Talssk (23) - e
UDP par: Bostatras Protocol (BOOTP] cheet [F | - Foraprd
LR pont . Dt st g PMyoloc ol (IOOT1) s (67 - F orsad

Cetmalk - Blac All

Dot Claes

[ cpiy | Ovivie Jf Corcr



3. %—T TApplys . BIEEI TIPIBEESAllow_DHCP?_Telnet , &7 LU LLACLFE B B A
{8 H Radio= GigabitEthernet/T M.

HOME NETWORK ASSOCIATION WRELESS SECURITY SERVICES SOFTWARE  EWENT LOG
Becurlty VAC AGOARSEFLTIRE | LTS T
S B AT A1 DT (a6 R o A Wk, B D, 25 maiai lich

Eedmin Acoean
el Py s M anagar

=S Mamager m

Seirvar Mg Ondicddin, | jReAG Eimdin] 0011 gt gt w10
P Riitheet | catisn

Istru choa Datectinn i WAL | [<ronE » ': WAS | [« momE = .'l MAZ | [« HONE = :'.
Lacal RADILIS Ssrvnr EmerTyee | |« retna =l EihaiTyea | |« ponii '-;I EibwTyrs | [« ioest > [l
Bl Saa ety | - ! ! ! | —
W | [<NaME = - P | | MoHE = = P | 4 WONE &
Doty [ Alpa OHCE Taine WEAE | [ IOHE = T| MAL | T e = Ti
EhaTyss | [« HOKE =[=] EthaTyes | [« NONE = [=] EthasTypa | "< ponE = [=]
| [ OME > =] P [ MONE = = B | onE > B

Ethertypei® 823

& 7] LA Al Ethertypei® )8 88 3R BE 1 Cisco Aironet APJ:E’J%@I‘%%@E%E#}EQ?“(IPX)%’EEO EREHA
RSN R IPX AR EE S A EERER K EERBETERELEBED,

SERATTER , UREMEAHEIPXRENBRE :

1. ¥ — T Ethertype FiltersE .

2. £ TFilter Indexy #{IF , $iBREFM A H200F209 BN EF, EENREIEAIBESE
IIACL,

3. 7£Add Ethertypet#{ i A8137,

4. #&Mask## L F EthertypeH) FEIE{R 8 B FE:%

5. R EIRE HiEIEBlock , REIE—TAdd,

Tays Confipersiion  Ping  Logod  Befresh

HOME  BETWORK  ASSOCIATION WIRELESS SECURITY  SERVICES SOFTWARE  EVENT LOG

Security IE APPLY RILTIRS It WAL ODACESFLTERS ‘ﬁ 1P FLTIAY UTHIRTYA FILTIRS
SR ETIG A (T Dk g Toceiadich AP 15 4 miod boh B9 Picaars. 55 misstas

Admiln Acoess
EseCFypilion Masagur
SE[TF Mannper Serdoss: Filless - FtharTypa Filies
e Comsatia/E i Filtar ksdes: < NEW = [=]
AP Riithent | cation
Hatriisi Datinttion
Local RADIUS Sarver Filtes oo 208 {0280
Aduanie Socesity

id Exer Ty Anir Wpk 0l0 &ction:  Block EI | ok |

[LE MAPPE)
Dhiialt £ clivmh. o =

Fihais Claidas:

Dafal - Moa

- | st Gl |

dcuiy [ Cuia Jf Carca |




6. BER "EERE, BFEFMEREthertype , FHEET , RBE-THRE, EEENTR

, ASF 518138, 00ffM00eO#Ti8 EIEREBEF. RE , BRI SIHLACLEERARAEA S E &R
E = GigabitEthernet/ T HEo

Zays Confipewion  Png  Logeut Bafrash

O BETWORE  ASSOCIATION WIRELESS SEOUmITY SERVICES S WAL EVERT B0

Security M APPLYFLTERS WAC ADDAESE FLTERS I& PFLTERS Is ETHERTYFE FILTERS il

[T T A P R O (o BTG 4 Wk, 18 R, IF iinis
Edmin Aoress

Fm gt Hanaoes

SSID Mansger Sarvices: Fillirs - Appdy Fillar

Lol Blaeiinl 803 11H245" Bael i B0 1 6 HEE T e et
LT e 1T

Tmtwusion Dutaction

Lezal LADMPE Sporeer EtheTyge | [ o »[=] EdbaeTypa | s pONE » [ EstarType | [« pong » [=]
Adwanci: Sacurily 1 ! !

nci ey MAC | < HOKE »[=] MAZ | o jONE » [=] MAZ | < jOE = [=]

IP | |00 - P | [ paniE » -l F| [« nonE » =]
Olubgoeng MAL | " NOKE =[] MAL | T MORE > [=] MAC | [ HONE > [=]
FihisTyge | 3 NOHE = =] ”"'T‘fl-“. 4 HENE = [=] i Typl | g RSNE = (=]

" <PIONE » = P « NEONE = = Pl « HEHE = B

- =T



BARS LLEMRE
BRI EERABRMAIRNEESX G, RUHFRNERAEEANECH

[=]
SNy

EEERLENE.
EMERBLEMEEE, DRNUEBEMBONEER, Cisco Systems, Inc. HHELEBILE

BEHSIEE, TES—RERRAERXXNG (REHES) .



