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AN EFARRIFA T SR ANERIRA

. B TH#5760F13850 LHIGUIHRER , W HEEETHRFINANR , FHRAEARE
03.02.02.SE.150-1.EX2REERA., ( BRHAH2013F6H25, )
- ARAXEREAEASAP)2AP1142N,
- AR HE H fiF B9 555K 77 R Microsoft(MS)Windows 748 #5R , ©H A &L FTP-Link n600% 58
USB/ T+ M Cisco Anyconnecthix4%3.1,
AXHHEARRBREEREREANEEMEY., XHPEAZNFMEREBRREER (B R
) BAHAER BN E), MRENBREEER , FRACECERTMIESTRERNEZE,

HRER

AHEAPR—E MRV ZE  EAHERENEGEFIHERFISN LETAEEMERE, AKX
HWEAPE , #HAESORBARS[AXBEAEERE , AL CHEBRENATE B EERRESN
fiKFE, ANHEAPRAFEREEREFRRFEREBE,

BMALCLIGT T UMR A EAP BERFIREERERAE R CBETRENT L

3850- 1(confi g-eap-profil e)#method ? fast EAP- FAST net hod al | owed
gtc EAP- GTC met hod al | owed
| eap EAP- LEAP et hod al | owed
nd5 EAP- MD5 met hod al | owed
nmschapv2 EAP- MSCHAPV2 net hod al | owed
peap EAP- PEAP met hod al | owed
tls EAP- TLS met hod al | owed

RIE

il B

Wiraless LAN
Light Weight Contraller
Access Point

Wireless
Connectivity

Wirelass Client



iL
TRATSRUREARMEAPS 5T
1. WALTCLIS T UEIYAEERE
user-name test
privilege 15

password O cisco
type network-user description pass=cisco

2. WAL CLIGR T BARBUA AAA:

aaa new-model

3. ERAAARYERE NRIE

aaa authentication dotl1z default local

aaa authorization credential-download author list local

%

aaa authentication dotlx authen_list Ilh‘{al

aaa local authentication authen_list authorization author list

HCLIFE AL ST , UEEAPESFBEARMK L,

aaa authentication dotlx default local

BMALTCLIGn S UEBRE THNHEBE -

BT : EASRBIG | AibiE 5 3£ Rauthor_listPE R, 1tk5 % FE L Raaa local

authentication authen_list authorization author list CLISF S 85I B~ —.

aaa authorization credential-download author list 1local
BWALCLIGT T UAERB MBS EEE , BEAPHERAUEAPIL #4E
EAP_VERIFY_PASSWORD_EVENTE#K , ZEAPK A I FHRENIE

BT . k5 3£ 5 E & % Raaa local authentication authen_list authorization author_list CLIGF S

gl;ﬁo

aaa authentication dotlx authen_list local

B AMNCLIG S U EREAPK AT /5B BIBENLE



B : B4 AL EFauthen_listflauthor_ list, AR I EREEEER  ERANAERSEFE
HEEE , BSRTB22MT RS,

P

aaa local authentication authen_list authorization author_ list

4. 8 AL TRCLIG S LA tadotIxBJF

dotlx system-auth-control

5. BVEAPEERRUEEIENSNRES E. AR , 7LFFPEAP-MSchapv2:

eap profile PEAPProfile
nmet hod peap
nmet hod mschapv2

6. Bt ERRIG SR BI RT3 (SSID) , AEALEMNWEAPERERER !

wlan TiagoNGWC 1 TiagoNGWC

client vlan VLANOO8O
i p dhcp server 192.168. 80. 14
| ocal -auth PEAPProfile

7. BEFiRVLANGR EDHCP i MM ERE N HE(SVI). EAEHFIH |, EEEENGWCLEER
VLANBOZE & :

i p dhcp excl uded- address 192.168.80.1 192. 168. 80. 99
!
ip dhcp pool VLANSO

network 192.168.80.0 255.255.255.0

default-router 192.168. 80. 14

interface V1an80
i p address 192. 168. 80. 14 255. 255. 255. 0

R

ERAXEAR , BEENEEREBEEEE.

3850- 1#show wlan name TiagoNGWC

WLAN Profil e Nane : Ti agoNGNC
Identifier S
Net wor k Nane ( SSI D) : Ti agoNGNC
St at us . Enabl ed
Br oadcast SSID . Enabl ed
Maxi mum nunber of Associated Cients 0
AAA Policy Override : Disabled
Net wor kK Admi ssi on Control

NAC- St at e : Disabl ed
Nunber of Active Cients S
Excl usi onlist Ti meout . 60
Sessi on Ti neout : 1800 seconds

CHD per W.AN . Enabl ed



Webaut h DHCP excl usi on
Interface
Interface Status
Miul ticast Interface
WLAN | Pv4 ACL
WLAN | Pv6 ACL
DHCP Server
DHCP Address Assi gnment Required
DHCP Option 82
DHCP Option 82 For nat
DHCP Option 82 Ascii Mde
DHCP Option 82 Rid Mde
QS Service Policy - |nput
Pol i cy Name
Policy State
QoS Service Policy - Qutput
Pol i cy Name
Policy State
QS dient Service Policy
I nput Policy Name
Cut put Policy Nane
WM
Channel Scan Defer Priority:
Priority (default)
Priority (default)
Priority (default)
Scan Defer Tine (nsecs)
Medi a Stream Mul ticast-direct
CCX - Aironetle Support
CCX - Gratuitous ProbeResponse (GPR)
CCX - Diagnostics Channel Capability
Dot 11- Phone Mode (7920)
W red Protocol
Peer -t o- Peer Bl ocking Action
Radi o Policy
DTI M period for 802.11a radio
DTI M period for 802.11b radio
Local EAP Aut hentication
Mac Filter Authorization |ist nane
Accounting list nane
802. 1x authentication |ist name
Security
802. 11 Aut hentication
Static WEP Keys
802. 1X
W -Fi Protected Access (WPA/ WPA2)
WPA (SSN | E)
WPA2 (RSN | E)
TKI P Ci pher
AES Ci pher
Aut h Key Managenent
802. 1x
PSK
CCKM
CKI P
| P Security
| P Security Passthru
L2TP
Wb Based Aut hentication
Condi ti onal Web Redirect
Spl ash- Page Wb Redirect
Aut o Anchor
Sticky Anchoring
Cranite Passthru

Di sabl ed
VLANOO8O

Up

Unconfi gured
unconfi gured
unconfi gured
192. 168. 80. 14
Di sabl ed

Di sabl ed

ap- mac

Di sabl ed

Di sabl ed

unknown
None

unknown
None

unknown
unknown
Al | oned

a1

100

Di sabl ed
Enabl ed
Di sabl ed
Di sabl ed
I nvalid
None

Di sabl ed
Al

1

1

PEAPPr of i | e
Di sabl ed
Di sabl ed
Di sabl ed

Open System
Di sabl ed

Di sabl ed
Enabl ed
Di sabl ed
Enabl ed
Di sabl ed
Enabl ed

Enabl ed

Di sabl ed
Di sabl ed
Di sabl ed
Di sabl ed
Di sabl ed
Di sabl ed
Di sabl ed
Di sabl ed
Di sabl ed
Di sabl ed
Enabl ed

Di sabl ed



Fortress Passthru . Disabl ed

PPTP : Disabl ed
Infrastructure MFP protection : Enabl ed
Cient MFP : Optional
Webaut h On-nmac-filter Failure : Disabl ed
Webaut h Aut hentication List Nane : Disabl ed
Webaut h Paraneter Map : Disabl ed
Tkip M C Count er measure Hol d-down Ti ner : 60
Cal | Snoopi ng : Disabled
Passive Cdient : Disabled
Non Cisco WEB : Disabled
Band Sel ect : Disabled
Load Bal anci ng : Disabled
| P Source Guard : Disabled

3850- 1#show wireless client mac-address 6470.0227.0a89 detail

Cdient MAC Address : 6470.0227. 0a89
Client Usernane : tiago

AP MAC Address : 64d8. 146f. e5a0

AP Nane: APd48c. b52f. 4ale

Client State : Associated

Wreless LANId : 1

Wreless LAN Nane: Ti agoNGAC

BSSI D : 64d8. 146f . e5a0

Connected For : 323 secs

Protocol : 802.11n - 2.4 G
Channel : 6

| Pv4 Address : 192.168. 80. 100

| Pv6 Address : Unknown

Association Id : 1

Aut hentication Algorithm: Open System

Pol i cy Manager State : RUN

Pol i cy Manager Rule Created : Yes

NPU Fast Fast Notified : Yes

Last Policy Manager State : RUN

Client Entry Create Tinme : 153207 seconds
Policy Type : WPA2

Aut henti cati on Key Managenent : 802. 1x
Encryption C pher : CCWP (AES)
Management Frane Protection : No

EAP Type : PEAP

Interface : VLANOO8O

VLAN : 80

Quarantine VLAN : O

Access VLAN : 80

RER: AR

ERASHAE , BEBETRBIRE.

R SRR 5 e O Y R B
AR CLIG & BUBMMRAR (2 /3 % R P A -

set trace group-wireless-client level debug



debug client mac <MAC>

8 AL T CLIT T MRS EMACHL AL ETIBIR

set trace group-wireless-client filter mac <MAC>

WALCLIGT T MR RBRN @

show trace messages group-wireless-client

B A LLCLITR & AR R B AV i )

show trace sys-filtered-traces

B A BLCLIGT S AR E

show trace all-buffer settings

EUEEERERMEY  SEIURABEHECisco IOSPEREFED, MRESRBRRIPH BT
F'n'ﬂ:é , 52 i Fldebug ip device tracking.

dot1xHEAPFR

LA RdotIxFEAPEL & £ A By debugin © :

debug aaa wireless all
debug dotlx all
debug eap all

AR TH

AT R —%debugis S E LS

3850- 1#

*Sep 19 07:00: 21.423: 6470.0227. 0A89 Associ ation received from nobile on AP
64D8. 146F. ESA0 1 wem cct Msg Sent at 1379573926 se

*Sep 19 07:00: 21. 423: 6470.0227. 0A89 qos upstream policy i s unknown and
downstreanpolicy is unknown 1 wem Sent at 1379573926 se

*Sep 19 07:00: 21.423: 6470.0227. 0AB9 apChanged 0 w anChanged O nscb i pAddr
192. 168. 80. 100, apf Radi usOverride 0x0, num Pv6Addr=0 1 wcm = 0"M

*Sep 19 07:00: 21. 423: 6470.0227. 0A89 Applying WLAN policy on MSCB. 1 wecm

i pAddr 192.168. 80. 100, apf Radi usOverride 0x0, num Pv6Addr=0

*Sep 19 07:00: 21.424: 6470.0227. 0A89 Applying W.AN ACL policies to client 1
wem  192. 168. 80. 100, apf Radi usOverride 0x0, num Pv6Addr=0

*Sep 19 07:00: 21.424: 6470.0227.0A89 No Interface ACL used for Wreless
client in WOMNGAC) 1 wem pf RadiusOverride 0x0, num Pv6Addr=0

*Sep 19 07:00: 21.424: 6470.0227. 0A89 Applying site-specific |Pv6 override for
station 6470.0227.0A89 - vapld 1, site 'default-group', interface

" VLANOO8O' 1 wem

*Sep 19 07:00: 21.424: 6470.0227. 0A89 Applying local bridging Interface Policy
for station 6470.0227.0A89 - vlan 80, interface 'VLANOO80' 1 wem erface
' VLANOO8O'

*Sep 19 07:00: 21. 424: 6470. 0227.0A89 STA - rates (8): 1 wcm

130 132 139 12 18 150 24 36 48 72 96 108 0 0 0 O

*Sep 19 07:00: 21. 424: 6470.0227.0A89 STA - rates (12): 1 wcm



130 132 139 12 18 150 24 36 48 72 96 108 0 0 0 O

*Sep 19 07:00: 21.424: 6470.0227. 0A89 new capwap_wtp_iif_id d7844000000004, sm
capwap_wp_iif_id d7844000000004 1 wem an 80, interface 'VLANOO8O'

*Sep 19 07:00: 21. 424: 6470.0227.0A89 In >= L2AUTH COWPLETE for station
6470.0227.0A89 1 wem _iif_id d7844000000004

*Sep 19 07:00: 21.424: 6470.0227.0A89 192.168.80.100 RUN (20) Change state
to START (0) last state RUN (20)

1 wem

*Sep 19 07:00: 21.424: 6470.0227. 0A89 WCDB CHANGE: 1 wem Cdient 1 myvlan 80
Radio iif id OxdfOf 4000000005 bssid iif id Oxcd248000000015, bssid
64D8. 146F. E5A0

*Sep 19 07:00: 21.424: 6470.0227. 0A89 WCDB AUTH: 1 wem  Adding opt82 len O

*Sep 19 07:00: 21. 425: 6470.0227.0A89 WCDB_LLM 1 wcm  NoRun Prev Mb 1, Curr
Mob 1 IlnmReq 5, return True

*Sep 19 07:00: 21.425: 6470.0227.0A89 auth state O nob state 1 setWre 0 wre 1
roamsent 0
1 wem rn True

*Sep 19 07:00: 21. 425: 6470.0227. 0A89 WCDB_CHANGE: 1 wecm  aut h=ASSCCI ATl O\( 0)
vian 80 radio O client_id Oxde51c000000021 nobility=Local (1) src_int
0xd7844000000004 dst_int 0x0 ackflag 2 reassoc_client O I[Imnotif 1 ip
192.168.80.100 ip_l earn_type ARP

*Sep 19 07:00: 21.425: 6470.0227.0A89 192.168.80.100 START (0) Initializing
policy 1 wem O client_id 0xde51c000000021 nobility=Local (1) src_int
0xd7844000000004 dst_int 0x0 ackflag 2 reassoc_client O I[Imnotif 1 ip
192.168.80.100 ip_l earn_type ARP

*Sep 19 07:00:21.425: PEMrecv processing msg Del SCB(4) 1 wem T (0)
Initializing policy

*Sep 19 07:00: 21.425: 6470.0227.0A89 192.168.80.100 START (0) Change state
to AUTHCHECK (2) last state RUN (20)

1 wem bility=Local (1) src_int 0xd7844000000004 dst_int Ox0 ackflag 2
reassoc_client O IImnotif 1 ip 192.168.80.100 ip_learn_type ARP

*Sep 19 07:00: 21.425: 6470.0227. 0A89 192.168. 80. 100 AUTHCHECK (2) Change
state to 8021X REQ (3) last state RUN (20)

1 wem y=Local (1) src_int 0xd7844000000004 dst_int O0x0 ackflag 2
reassoc_client O IIlmnotif 1 ip 192.168.80.100 ip_learn_type ARP

*Sep 19 07:00: 21.425: 6470.0227. 0A89 192.168.80.100 8021X REQD (3) DHCP
required on AP 64D8. 146F. ESA0 vapld 1 apVapld 1for this client 1 wem
0xd7844000000004 dst_int 0x0 ackflag 2 reassoc_client O I[Imnotif 1 ip
192.168.80.100 ip_l earn_type ARP

*Sep 19 07:00: 21.425: 6470.0227. 0A89 Not Usi ng WW Conpl i ance code gosCap 00
1 wem uired on AP 64D8. 146F. ESA0 vapld 1 apVapld 1for this client

*Sep 19 07:00: 21.425: 6470.0227.0A89 192.168. 80.100 8021X_REQD (3) Pl unbed
mobi | e LWAPP rul e on AP 64D8. 146F. ESA0 vapld 1 apVapld 1 1 wecm nt

*Sep 19 07:00: 21. 425: 6470. 0227. 0A89 apf PemAddUser2 (apf_policy.c: 1 wem 161)
Changing state for nobile 6470.0227.0A89 on AP 64D8. 146F. E5A0 from
Associ ated to Associ at ed

*Sep 19 07:00: 21.426: 6470.0227. 0A89 Stopping deletion of Mbile Station: 1
wem  (callerld: 48)

*Sep 19 07:00: 21.426: 6470.0227. 0A89 Ms Timeout = 0, Session Tinmeout = 1800
1 wem Ilerld: 48)

*Sep 19 07:00: 21.426: 6470.0227. 0A89 Sendi ng Assoc Response to station on
BSSI D 64D8. 146F. ESA0 (status 0) ApVapld 1 Slot 0 1 wem .146F. ESA0 from
Associ ated to Associ at ed

*Sep 19 07:00: 21.426: 6470.0227. 0A89 apf ProcessAssocReq (apf_80211.c: 1 wecm
5260) Changing state for nobile 6470.0227.0A89 on AP 64D8. 146F. ESA0 from
Associ ated to Associ at ed

*Sep 19 07:00: 21.426: 6470.0227.0A89 192.168. 80.100 8021X_REQD (3) Handling
penDel Scb Event skipping delete 1 wem 7.0A89 on AP 64D8. 146F. ESA0 from
Associ ated to Associ at ed

*Sep 19 07:00: 21.435: dot 1x-sm [ 6470. 0227.0a89, CaO] Posting RESTART on
Client 0x60000009

*Sep 19 07:00: 21. 435: dot 1x_auth CaO: during state auth_authenticated,
got event 13(restart)

*Sep 19 07:00: 21.435: @@ dot 1x_auth Ca0: auth_authenticated -> auth_restart



*Sep 19 07:00: 21. 435:
authenticated state
*Sep 19 07:00: 21. 435:
entering restart
*Sep 19 07:00: 21. 435:
MAC 6470. 0227. 0a89 -
*Sep 19 07:00: 21. 435:
SuppTi meout 30s,

dot 1x-sm [ 6470. 0227. 0a89,
dot 1x-sm [ 6470. 0227. 0a89,

dot 1x-ev: [ 6470. 0227. 0a89,
profile PEAPProfile

dot 1x-ev: [ 6470. 0227. 0a89,
ReAut hMax 2, MaxReq 2, TxPeriod 30s
*Sep 19 07:00:21.435: dotlx-ev:[6470.0227.0a89,

Ca0] 0x60000009: exi ti ng

Ca0] 0x60000009:
Ca0] Override cfg -
Ca0] Override cfg -

Cal0] Sending create new

context event to EAP for 0x60000009 (6470.0227.0a89)

*Sep 19 07:00: 21.435: EAP- EVENT: Received cont ext

(Dot 1x- Aut henti cator) (0x60000009)

create from LL

*Sep 19 07:00: 21. 436: EAP- AUTH EVENT: Recei ved AAA | D 0x0000001F from LL
*Sep 19 07:00: 21. 436: EAP- AUTH AAA- EVENT: Assigni ng AAA | D 0x0000001F
*Sep 19 07:00: 21.436: EAP- AUTH EVENT: Received Session ID

"c0a82104523aa0a30000001f" from LL

*Sep 19 07:00: 21.436: EAP- AUTH EVENT: Setting authentication node:

Passt hr ough

*Sep 19 07:00:21.436: EAP-EVENT: Using EAP profile "PEAPProfile"

(handle 0x26000052)
*Sep 19 07:00: 21. 436:
has enter

eap_aut hen :

initial state eap_auth_initialize

*Sep 19 07:00:21.436: EAP-EVENT: All ocated new EAP cont ext

(handl e = 0x26000052)

*Sep 19 07:00: 21. 436: dot 1x-sm [ 6470. 0227. 0a89, Ca0]

| EAP_RESTART on dient 0x60000009
*Sep 19 07:00: 21. 436:
event 6(no_eapRestart)
*Sep 19 07:00: 21. 436:
*Sep 19 07:00: 21. 436:
connecting state
*Sep 19 07:00: 21. 436:
connecting
*Sep 19 07:00: 21. 436:

dot 1x_auth Ca0: during state auth_restart,

@a@ dot 1x_aut h CaO:
dot 1x-sm [ 6470. 0227. 0a89, Ca0] 0x60000009: ent er

dot 1x-sm [ 6470. 0227. 0a89, Ca0] 0x60000009:

Post i ng
got

auth_restart -> auth_connecting

restart

EAP- EVENT: Recei ved EAP event

" EAP_AUTHENTI CATOR_START' on handl e 0x26000052

*Sep 19 07:00: 21. 436:
got event 25(eapStart Tno)

*Sep 19 07:00: 21.436: @@ eap_aut hen :

eap_aut h_sel ect _action
*Sep 19 07:00: 21. 436:
got event 20(eapDeci si onPropose)

*Sep 19 07:00: 21.436: @@ eap_aut hen :

eap_aut h_pr opose_net hod
*Sep 19 07:00: 21. 436:
eap_aut h_pr opose_net hod

*Sep 19 07:00: 21.436: @@ eap_aut hen :

eap_aut h_net hod_r equest
*Sep 19 07:00: 21. 436:
eap_aut h_net hod_r equest

*Sep 19 07:00: 21.436: @@ eap_aut hen :

eap_aut h_t x_packet

*Sep 19 07:00: 21. 436: EAP- AUTH EVENT: Current

eap_aut hen :

eap_aut hen :

eap_aut hen :

eap_aut hen :

during state eap_auth_initialize,
eap_auth_initialize ->

during state eap_auth_sel ect _acti on,
eap_aut h_sel ect _action ->

idle during state

eap_aut h_pr opose_net hod - >

idle during state

eap_aut h_net hod_r equest ->

nmet hod = ldentity

*Sep 19 07:00: 21.436: EAP-EVENT: Sending LL (Dot 1x-Authenticator) event

' EAP_CUSTOM ZE_| D_REQUEST'
*Sep 19 07:00: 21. 436:

*Sep 19 07:00:21.437:
Type : IDENTITY
*Sep 19 07:00: 21.
*Sep 19 07:00: 21.
timer (30s) for
*Sep 19 07:00: 21.
*Sep 19 07:00: 21.
" EAP_TX_PACKET'

437: Payl oad:

on handl e 0x26000052

on handl e 0x26000052
eap_aut hen :
*Sep 19 07:00: 21.437: @@ eap_aut hen :
EAP-AUTH-TX-PAK: Code:REQUEST

idle during state eap_auth_tx_packet
eap_aut h_t x_packet -> eap_auth_idle
ID:0xA Length:0x0047

006E6574776F726B69643D546961676F . . .
437: EAP-EVENT: Started 'Authenticator
EAP sesion handl e 0x26000052

437: EAP-EVENT: Started EAP tick tiner
437: EAP-EVENT: Sending LL (Dot 1x-Authenticator) event

Reqld Retransmit'’



*Sep 19 07:00: 21.437: dot1x-sm[6470.0227.0a89, CaO] Posting RX_ REQ on dient

0x60000009
*Sep 19 07:00: 21. 437

aut henticating action

dot 1x_auth CaO: during state auth_connecting, got
event 10(eapReq_no_r eAut hMax)
*Sep 19 07:00: 21.437: @@ dot 1x_aut h Ca0: auth_connecting ->
aut h_aut henti cati ng
*Sep 19 07:00: 21. 437: dot 1x-sm [ 6470. 0227. 0a89, Ca0] 0x60000009
aut henticating state entered
*Sep 19 07:00:21.437: dotilx-sm|[6470.0227.0a89, Ca0] 0x60000009: connecti ng

*Sep 19 07:00: 21.437: dot1x-sm [6470.0227.0a89, CalO] Posting AUTH_START for

0x60000009
*Sep 19 07:00: 21. 437

*Sep
*Sep

src
*Sep
*Sep
*Sep
*Sep
*Sep
*Sep

mac

19
19
19
19
19
19

07:
07:
07:
07:
07:
07:

to client

*Sep
acti
*Sep
pkt
*Sep
*Sep
*Sep

LEN= 10

*Sep 19 07:00:

19
on
19
on
19
19
19

daddr

07:

07:

07:
07:

00:
00:
00:
00:
00:
00:

00: 22. 149:
Aut henti cat or
07:00: 22. 149:
1 22.149:
22.149:

00

00:

= 64d8.
*Sep 19 07:00:
*Sep 19 07:00:
*Sep 19 07:00:
0x60000009
*Sep 19 07:00:

22
22
22

22

21.
21.
21.
21.
21.
21.

. 150:

aut h_bend_r equest,
*Sep 19 07:00: 22.150: @@@ dot 1x_aut h_bend Ca0: aut h_bend_request ->
aut h_bend_r esponse
*Sep 19 07:00: 22.150: dot 1x-sm [ 6470. 0227. 0a89, Ca0] 0x60000009: ent eri ng
response state
*Sep 19 07:00: 22.150: dot 1x-ev:[6470.0227.0a89, Cal] Response sent to the
server from 0x60000009
*Sep 19 07:00: 22
response action

*Sep 19 07:00: 22

' EAP_RX_PACKET'

*Sep 19 07:00: 22

Type: | DENTI TY

*Sep 19 07:00: 22
*Sep 19 07:00: 22
event 1(eapRxPacket)

dot 1x_aut h_bend CaO: during state auth_bend_idl e,
got event 4(eapReq_authStart)
*Sep 19 07:00: 21.437: @@ dot 1x_aut h_bend Ca0: auth_bend_idle ->
aut h_bend_r equest
*Sep 19 07:00: 21.437: dot1x-sm [6470.0227.0a89, Ca0] 0x60000009: entering
request state
19 07:00: 21. 437: dot 1x-ev:[6470.0227. 0a89, CaO] Sendi ng EAPCL packet
19 07:00: 21. 437: dot 1x- packet:[6470.0227. 0a89, CaO] Pl atform changed

of EAPOL packet
438:
438:
438:
438:
438:
438:
0x60000009
00: 21. 438

dot 1x-regi st
dot 1x- packet

dot 1x- packet :

dot 1x- packet

dot 1x- packet :

dot 1x- packet

ry:registry: dot1x_et her _nacaddr cal |l ed

: EAPOL pak Tx - Ver: 0x3 type: 0xO

| engt h: 0x0047

:EAP code: 0Ox1 id: OxA |Iength: 0x0047
type: Ox1

1 [ 6470. 0227. 0a89, CaO] EAPOL packet sent

dot 1x-sm [ 6470. 0227. 0a89, Ca0] 0x60000009:idl e request

dot 1x- packet

Q
dot 1x- packet

dot 1x- packet

1 [ 6470. 0227. 0a89, Cal] Queui ng an EAPCL

:EAPOL pak rx - Ver: 0x3 type: 0xO
: length: Ox000A

dot 1x-ev: [ Ca0] Dequeued pkt: Int Ca0 CODE= 2, TYPE= 1,

dot 1x- packet
dot 1x- packet

22.149: dot1x-ev:[Ca0] Received pkt saddr =6470.0227.0a89,
146f . e5a0, pae-ether-type = 888e.0300. 000a

. 149:
. 150:
. 150:

:EAPOL pak rx - Ver: 0x3 type: 0xO
: length: Ox000A

dot 1x-sm [ 6470. 0227. 0a89, CaO] Posting EAPOL_EAP for

dot 1x_aut h_bend Ca0O: during state

got event 6(eapol Eap)

.150: dot 1x-sm [ 6470.0227.0a89, Ca0] 0x60000009: request

150: EAP- EVENT: Received LL (Dot 1x- Aut henticator) event

on handl e 0x26000052

150:
150:

Payl oad:

150: EAP- AUTH- RX- PAK: Code: RESPONSE | D: OxA Lengt h: 0OXx000A

746961676F

eap_authen : during state eap_auth_idle, got

*Sep 19 07:00:22.150: @@ eap_authen : eap_auth_idl e -> eap_auth_received
*Sep 19 07:00: 22.150: EAP- AUTH EVENT: EAP Response received by context

0x26000052

*Sep 19 07:00: 22. 150: EAP- AUTH EVENT: EAP Response type = ldentity



*Sep 19 07:00: 22. 150: EAP- EVENT: Stopping ' Aut henti cator
EAP sesi on handl e 0x26000052
eap_aut hen :

tinmer for
*Sep 19 07:00: 22. 150:
event 10(eapMet hodDat a)

*Sep 19 07:00:22.150: @@@ eap_aut hen :

eap_aut h_net hod_r esponse

*Sep 19 07:00: 22.151: EAP- AUTH EVENT: Received peer identity:

Reqld Retransmt’
during state eap_auth_received, got
eap_aut h_received ->

tiago

*Sep 19 07:00:22.151: EAP- EVENT: Sending LL (Dot 1x-Authenticator) event

" EAP_I DENTI TY' on handl e 0x26000052
*Sep 19 07:00: 22. 151:
eap_aut h_net hod_r esponse, got event
eap_aut h_sel ect _action
*Sep 19 07:00: 22. 151:
got event 19(eapDeci si onPass)

*Sep 19 07:00:22.151: @@@ eap_aut hen :

eap_aut h_passthru_init
*Sep 19 07:00: 22. 151:
got event 22(eapPthruldentity)

*Sep 19 07:00:22.151: @@@ eap_aut hen :

eap_aut h_aaa_req

eap_aut hen :
13( eapMet hodEnd)
*Sep 19 07:00:22.151: @@@ eap_aut hen :

eap_aut hen :

eap_aut hen :

during state

eap_aut h_net hod_r esponse - >

during state eap_auth_sel ect _acti on,
eap_aut h_sel ect _action ->

during state eap_auth_passthru_init,

eap_aut h_passthru_init ->

*Sep 19 07:00:22.151: EAP- EVENT: Sending LL (Dot 1x-Authenticator) event

' EAP_GET_PEER MAC_ADDRESS'

on handl e 0x26000052

*Sep 19 07:00: 22.151: EAP- AUTH AAA- EVENT: Addi ng Audit- Session-1D
"c0a82104523aa0a30000001f" to RADI US Req

*Sep 19 07:00: 22.151: EAP- AUTH AAA- EVENT: Added Audit- Session-1D

*Sep 19 07:00: 22. 151: EAP- AUTH AAA- EVENT: Adding | DB "0x38167B5C' to

RADI US Req

*Sep 19 07:00: 22. 151: EAP- AUTH- AAA- EVENT:
*Sep 19 07:00:22.151: EAP- AUTH- AAA- EVENT:

"PEAPProfile" to RADI US Req

*Sep 19 07:00:22.151: EAP- AUTH- AAA- EVENT:

Added | DB
Addi ng EAP profile nane

Added EAP profile nanme to request

*Sep 19 07:00:22.151: EAP- EVENT: Sending LL (Dot 1x-Authenticator) event

' EAP_CUSTOM ZE_AAA REQUEST'

aaa_service 19, eap aaa_list

on handl e 0x26000052
*Sep 19 07:00: 22. 151: EAP- AUTH AAA- EVENT:
handle 0, nli st

eap_aut h_aaa_aut hen_request _shim
handl e 0

*Sep 19 07:00: 22.151: EAP- AUTH AAA- EVENT: Request sent successfully

*Sep 19 07:00: 22. 151:
event 24(eapAAAReqCK)

*Sep 19 07:00:22.151: @@@ eap_aut hen :

eap_aut h_aaa_idl e

*Sep 19 07:00: 22.152: EAP- EVENT: Received cont ext

(AAA LOCAL_EAP) (0x00000019)

*Sep 19 07:00: 22.152: EAP- AUTH EVENT: Setting authentication node:

eap_aut hen :

during state eap_auth_aaa_req, got
eap_aut h_aaa_req ->
create fromLL

Local

*Sep 19 07:00:22.152: EAP- EVENT: Using EAP profile "PEAPProfile"

(handl e 0xCE000053)
*Sep 19 07:00: 22. 152:
has enter
*Sep 19 07:00: 22. 152:
got event 25(eapStart Tno)

*Sep 19 07:00: 22.152: @@@ eap_aut hen :

eap_aut h_sel ect _action
*Sep 19 07:00: 22. 152:
got event 20(eapDeci si onPropose)

*Sep 19 07:00: 22.152: @@@ eap_aut hen :

eap_aut h_pr opose_net hod
*Sep 19 07:00: 22. 152:
eap_aut h_pr opose_net hod

*Sep 19 07:00: 22.152: @@@ eap_aut hen :

eap_aut h_net hod_r equest
*Sep 19 07:00: 22. 152:
got event 21(eapDecisionWiit)

*Sep 19 07:00: 22.152: @@@ eap_aut hen :

eap_auth_idle

eap_aut hen :

eap_aut hen :

eap_aut hen :

eap_aut hen :

eap_aut hen :

initial state eap_auth_initialize
during state eap_auth_initialize,
eap_auth_initialize ->

during state eap_auth_sel ect _acti on,
eap_aut h_sel ect _action ->

idle during state

eap_aut h_propose_net hod - >

during state eap_auth_met hod_request,

eap_aut h_net hod_r equest ->



*Sep 19 07:00:22.152: EAP-EVENT: All ocated new EAP cont ext
(handl e = 0xCE000053)

*Sep 19 07:00:22.152: EAP-EVENT: Received LL (AAA LOCAL_EAP) event
'EAP_RX PACKET' on handle 0xCE000053

*Sep 19 07:00: 22. 152: EAP- AUTH RX- PAK: Code: RESPONSE | D: OxA Lengt h: 0OXx000A
Type: | DENTI TY

*Sep 19 07:00: 22. 152: Payl oad: 746961676F

*Sep 19 07:00: 22. 152: eap_authen : during state eap_auth_idle, got event
1( eapRxPacket)

*Sep 19 07:00:22.152: @@ eap_authen : eap_auth_idl e -> eap_auth_received

*Sep 19 07:00: 22.152: EAP- AUTH EVENT: EAP Response recei ved by cont ext
0xCE000053

*Sep 19 07:00: 22.152: EAP- AUTH EVENT: EAP Response type = ldentity

*Sep 19 07:00: 22. 152: eap_authen : during state eap_auth_received, got
event 10(eapMet hodDat a)

*Sep 19 07:00: 22.152: @@ eap_authen : eap_aut h_received ->
eap_aut h_net hod_r esponse

*Sep 19 07:00: 22.152: EAP- AUTH EVENT: Received peer identity: tiago

*Sep 19 07:00: 22. 153: eap_authen : during state eap_aut h_net hod_response
got event 13(eapMet hodEnd)

*Sep 19 07:00: 22.153: @@ eap_aut hen : eap_aut h_net hod_r esponse - >
eap_aut h_sel ect _action

*Sep 19 07:00: 22. 153: EAP- AUTH EVENT: Usi ng aut henticati on node: Local

*Sep 19 07:00:22.153: EAP-EVENT: Local methods by EAP type: [025 026]

*Sep 19 07:00: 22. 153: eap_authen : during state eap_auth_sel ect_acti on,
got event 20(eapDeci si onPropose)

*Sep 19 07:00: 22.153: @@ eap_aut hen : eap_aut h_sel ect _action ->
eap_aut h_pr opose_net hod

*Sep 19 07:00: 22. 153: eap_authen : idle during state
eap_aut h_pr opose_net hod

*Sep 19 07:00: 22.153: @@@ eap_aut hen : eap_aut h_propose_net hod ->
eap_aut h_net hod_r equest

*Sep 19 07:00: 22. 153: EAP- AUTH EVENT: Maxi mum EAP packet size: 1456

*Sep 19 07:00:22.153: EAP-EVENT: Sending method (PEAP) event 'New Context'
on handle 0xCE000053

*Sep 19 07:00: 22. 153: EAP- EVENT: Sendi ng net hod (PEAP) event 'Receive Packet'
on handl e OxCEO00053

*Sep 19 07:00: 22.153: EAP- AUTH EVENT: Waiting for asynchronous reply from
nmet hod ( PEAP)

*Sep 19 07:00: 22. 153: eap_authen : during state eap_aut h_net hod_request,
got event 15(eapMet hodWait Repl y)

*Sep 19 07:00: 22.153: @@ eap_aut hen : eap_aut h_net hod_r equest ->
eap_auth_idle

*Sep 19 07:00: 22.154: EAP- EVENT: Recei ved Met hod (PEAP) event
' EAP_METHOD_REPLY' on handl e 0xCE000053

*Sep 19 07:00: 22. 154: eap_authen : during state eap_auth_idle, got event
4( eapMet hodRepl y)

*Sep 19 07:00: 22.154: @@ eap_authen : eap_auth_idle ->
eap_aut h_net hod_r esponse

*Sep 19 07:00: 22. 154: EAP- AUTH EVENT: Handl i ng asynchronous mnet hod response
for context OxCEO000053

*Sep 19 07:00: 22. 154: EAP- AUTH EVENT: EAP net hod state: Continue

*Sep 19 07:00: 22. 154: EAP- AUTH EVENT: EAP net hod deci si on: Unknown

*Sep 19 07:00: 22. 154: eap_aut hen : during state eap_auth_net hod_response,
got event 14(eapMethodConti nue)

*Sep 19 07:00: 22.154: @@@ eap_aut hen : eap_aut h_net hod_r esponse - >
eap_aut h_net hod_r equest

*Sep 19 07:00: 22. 154: eap_authen : idle during state
eap_aut h_net hod_r equest

*Sep 19 07:00: 22.154: @@@ eap_aut hen : eap_aut h_net hod_r equest ->
eap_aut h_t x_packet

*Sep 19 07:00:22.154: EAP-AUTH-EVENT: Current method = 25

*Sep 19 07:00: 22. 154: eap_authen : idle during state eap_auth_tx_packet

*Sep 19 07:00: 22.154: @@@ eap_authen : eap_aut h_t x_packet -> eap_auth_idle



*Sep 19 07:00: 22.
Type: PEAP

*Sep 19 07:00: 22.

*Sep 19 07:00: 22.
" EAP_TX_PACKET'

*Sep 19 07:00: 22.

*Sep 19 07:00: 22.
BB000020

*Sep 19 07:00: 22.
code: 1

*Sep 19 07:00: 22. 155:
handl e 0x26000052

*Sep 19 07:00: 22. 155:
Type: PEAP

*Sep 19 07:00: 22. 155:

*Sep 19 07:00: 22. 155:

154:

154:
154:

154:
154:

154:

EAP- AUTH TX- PAK: Code: REQUEST |1D:0xB  Lengt h: 0x0006
Payl oad: 21

EAP- EVENT: Sendi ng LL (AAA LOCAL_EAP) event

on handl e OxCEO00053

EAP- EVENT: eap_aaa_reply
EAP- AUTH AAA- EVENT: Reply received session_| abel

EAP- AUTH AAA- EVENT: Response contai ns EAP Message,

EAP- EVENT: Recei ved AAA event ' EAP_AAA RX PACKET' on

EAP- AUTH- RX- AAA- PAK:  Code: REQUEST | D: 0xB Lengt h: 0x0006

Payl oad: 21

eap_authen : during state eap_auth_aaa_idle, got

event 5(eapAAARxPacket)

*Sep 19 07:00: 22. 155:
eap_aut h_aaa_resp
*Sep 19 07:00: 22. 155:
*Sep 19 07:00: 22. 155:
eap_aut h_t x_packet 2
*Sep 19 07:00: 22. 155:
*Sep 19 07:00: 22. 155:
*Sep 19 07:00: 22. 155:
*Sep 19 07:00:22.155:
Type: PEAP
*Sep 19 07:00: 22. 155:
*Sep 19 07:00: 22. 155:
(30s) for EAP sesion
*Sep 19 07:00: 22. 155:
*Sep 19 07:00: 22. 155:
" EAP_TX_PACKET'
*Sep 19 07:00: 22. 155:
0x60000009
*Sep 19 07:00: 22. 155:
aut h_bend_r esponse,
*Sep 19 07:00: 22. 155:
aut h_bend_r equest
*Sep 19 07:00: 22. 155:
response state
*Sep 19 07:00: 22. 155:
request state

@a@ eap_authen : eap_auth_aaa_idle ->

eap_aut hen :
@a@ eap_aut hen :

idle during state eap_auth_aaa_resp
eap_aut h_aaa_resp ->
EAP- AUTH EVENT: Current mnethod = 25

eap_authen : idle during state eap_auth_t x_packet 2
@a@ eap_aut hen : eap_auth_tx_packet2 -> eap_auth_idl e2
EAP-AUTH-TX-PAK: Code:REQUEST 1ID:0xB Length:0x0006

Payl oad: 21
EAP- EVENT: Started ' Aut henti cator
handl e 0x26000052
EAP- EVENT: Started EAP tick tiner
EAP- EVENT: Sendi ng LL (Dot 1x-Aut henticator) event

Retransmt' tiner

on handl e 0x26000052

dot 1x-sm [ 6470. 0227. 0a89, Ca0O] Posting EAP_REQ for

dot 1x_aut h_bend Ca0O: during state

got event 7(eapReq)

@a@ dot 1x_aut h_bend Ca0: auth_bend_response ->
dot 1x-sm [ 6470. 0227. 0a89, Ca0] 0x60000009: exi ti ng

dot 1x-sm [ 6470. 0227. 0a89, Ca0] 0x60000009: enteri ng

*Sep 19 07:00: 22. 155: dot 1x-ev: [ 6470. 0227. 0a89, CaO] Sendi ng EAPCL packet

*Sep 19 07:00: 22. 155: dot 1x- packet: [ 6470. 0227.0a89, Ca0O] Pl atform changed
src mac of EAPCL packet

*Sep 19 07:00: 22.155: dot1x-registry:registry: dot1x_ether_nacaddr called

*Sep 19 07:00: 22. 155: dot 1x- packet: EAPOL pak Tx - Ver: 0x3 type: 0xO

*Sep 19 07:00: 22. 155: dot 1x- packet: | ength: 0x0006

*Sep 19 07:00: 22. 155: dot 1x- packet: EAP code: 0x1 id: OxB [|ength: 0x0006

*Sep 19 07:00: 22. 155: dot 1x- packet: type: 0x19

*Sep 19 07:00: 22. 156: dot 1x- packet:[6470.0227. 0a89, Ca0O] EAPOL packet sent
to client 0x60000009

*Sep 19 07:00: 22.156: dot 1x-sm [ 6470. 0227. 0a89, Ca0] 0x60000009: response
request action

*Sep 19 07:00: 22. 395: dot 1x- packet:[6470.0227. 0a89, Ca0] Queui ng an EAPCL
pkt on Authenticator Q

*Sep 19 07:00: 22.395: dot 1x- packet: EAPOL pak rx - Ver: 0x3 type: 0xO

*Sep 19 07:00: 22.395: dot 1x- packet: |ength: 0x0098

*Sep 19 07:00: 22.395: dot 1x-ev: [ Ca0] Dequeued pkt: Int Ca0 CODE= 2, TYPE= 25,
LEN= 152

*Sep 19 07:00: 22. 396:

daddr = 64d8. 146f. e5a0, pae-ether-type =

dot 1x-ev: [ Ca0] Recei ved pkt saddr =6470.0227.0a89 |,

888e. 0300. 0098



*Sep 19 07:00: 22.396: dot 1x- packet: EAPOL pak rx - Ver: 0x3 type: 0xO

*Sep 19 07:00:22.396: dot 1x-packet: |ength: 0x0098

*Sep 19 07:00: 22.396: dot 1x-sm [ 6470. 0227. 0a89, CaO] Posting EAPCL_EAP for
0x60000009

*Sep 19 07:00: 22. 396: dot 1x_aut h_bend Ca0O: during state
aut h_bend_r equest, got event 6(eapol Eap)

*Sep 19 07:00: 22.396: @@@ dot 1x_aut h_bend Ca0: aut h_bend_request ->
aut h_bend_r esponse

*Sep 19 07:00: 22.396: dot 1x-sm [ 6470. 0227. 0a89, Ca0] 0x60000009: entering
response state

*Sep 19 07:00: 22.396: dot 1x-ev:[6470.0227.0a89, CaO] Response sent to the
server from 0x60000009

*Sep 19 07:00: 22.396: dot1x-sm [6470.0227.0a89, Ca0] 0x60000009:request
response action

*Sep 19 07:00: 22.396: EAP- EVENT: Received LL (Dot 1x-Authenticator) event
' EAP_RX_PACKET' on handl e 0x26000052

*Sep 19 07: 00: 22. 396: EAP- AUTH RX- PAK: Code: RESPONSE | D: 0xB Lengt h: 0x0098

Type: PEAP
*Sep 19 07:00: 22. 396: Payl oad: 810000008E1603010089010000850301 . ..
*Sep 19 07:00: 22. 396: eap_authen : during state eap_auth_idle2, got

event 1(eapRxPacket)

*Sep 19 07:00: 22.396: @@ eap_authen : eap_auth_idl e2 -> eap_auth_received2

*Sep 19 07:00: 22.396: EAP- AUTH EVENT: EAP Response recei ved by context
0x26000052

*Sep 19 07:00: 22.396: EAP- AUTH EVENT: EAP Response type = Method (25)

*Sep 19 07:00: 22.396: EAP- EVENT: Stopping 'Authenticator Retransmit' timer
for EAP sesion handl e 0x26000052

*Sep 19 07:00: 22. 396: eap_authen : during state eap_auth_received2, got
event 10(eapMet hodDat a)

*Sep 19 07:00:22.397: @@ eap_authen : eap_aut h_recei ved2->eap_auth_aaa_req

*Sep 19 07:00: 22.397: EAP- AUTH AAA- EVENT: Addi ng Audit- Session-1D
"c0a82104523aa0a30000001f" to RADI US Req

*Sep 19 07:00: 22. 397: EAP- AUTH AAA- EVENT: Added Audit- Session-1D

*Sep 19 07:00: 22. 397: EAP- AUTH AAA- EVENT: Addi ng |1 DB "0x38167B5C" to
RADI US Req

*Sep 19 07:00: 22. 397: EAP- AUTH AAA- EVENT: Added | DB

*Sep 19 07:00: 22.397: EAP- AUTH AAA- EVENT: Addi ng EAP profil e nane
"PEAPProfile" to RADI US Req

*Sep 19 07:00: 22.397: EAP- AUTH AAA- EVENT: Added EAP profile nane to request

*Sep 19 07:00:22.397: EAP-EVENT: Sending LL (Dot 1x-Authenticator) event
' EAP_CUSTOM ZE_AAA_REQUEST' on handl e 0x26000052

*Sep 19 07:00: 22. 397: EAP- AUTH AAA- EVENT: eap_aut h_aaa_aut hen_request _shim
aaa_service 19, eap aaa_list handle 0, mist handle O

*Sep 19 07:00: 22.397: EAP- AUTH AAA- EVENT: Request sent successfully

*Sep 19 07:00: 22. 397: eap_authen : during state eap_auth_aaa_req, got
event 24(eapAAAReqCK)

*Sep 19 07:00:22.397: @@ eap_authen : eap_auth_aaa_req -> eap_auth_aaa_idle

*Sep 19 07:00: 22.397: EAP- EVENT: Received LL (AAA LOCAL_EAP) event
' EAP_RX_PACKET' on handl e OxCEO00053

*Sep 19 07:00: 22. 398: EAP- AUTH RX- PAK: Code: RESPONSE | D: 0xB Lengt h: 0x0098

Type: PEAP
*Sep 19 07:00: 22. 398: Payl oad: 810000008E1603010089010000850301 . ..
*Sep 19 07:00: 22. 398: eap_authen : during state eap_auth_idle, got event

1( eapRxPacket)
*Sep 19 07:00:22.398: @@ eap_authen : eap_auth_idl e -> eap_auth_received
*Sep 19 07:00: 22.398: EAP- AUTH EVENT: EAP Response recei ved by context
0xCE000053
*Sep 19 07:00: 22.398: EAP- AUTH EVENT: EAP Response type = Method (25)
*Sep 19 07:00: 22. 398: eap_authen : during state eap_auth_received, got
event 10(eapMet hodDat a)
*Sep 19 07:00: 22.398: @@ eap_authen : eap_aut h_received ->

eap_aut h_net hod_r esponse
*Sep 19 07:00: 22.398: EAP- EVENT: Sending net hod (PEAP) event 'Receive Packet'
on handl e OxCEO00053



*Sep 19 07:00: 22. 398:
nmet hod ( PEAP)
*Sep 19 07:00: 22. 398:

EAP- AUTH EVENT: Waiting for asynchronous reply from

eap_aut hen : during state eap_aut h_net hod_response,

got event 15(eapMet hodWait Repl y)

*Sep 19 07:00: 22. 398:
eap_auth_idle

*Sep 19 07:00: 22. 399:
' EAP_METHOD_REPLY'

*Sep 19 07:00: 22. 399:
4( eapMet hodRepl y)

*Sep 19 07:00: 22. 399:

@a@ eap_aut hen : eap_aut h_met hod_r esponse ->

EAP- EVENT: Recei ved Met hod ( PEAP) event

on handl e OxCE000053

eap_authen : during state eap_auth_idle, got event

@a@ eap_authen : eap_auth_idle ->

eap_aut h_net hod_r esponse

*Sep 19 07:00: 22. 399:

for
*Sep
*Sep
*Sep

got
*Sep

19 07:00: 22. 399:
19 07:00: 22. 399:
19 07:00: 22. 399:

19 07:00: 22. 399:

EAP- AUTH EVENT: Handl i ng asynchronous nethod response

cont ext OxCEO00053

EAP- AUTH- EVENT:
EAP- AUTH- EVENT:
eap_aut hen :

EAP net hod state: Continue
EAP net hod deci sion: Unknown
during state eap_auth_met hod_r esponse,

event 14(eapMethodConti nue)

@a@ eap_aut hen : eap_aut h_met hod_r esponse ->

eap_aut h_net hod_r equest

*Sep 19 07:00: 22. 399:

eap_authen : idle during state

eap_aut h_net hod_r equest

*Sep 19 07:00: 22. 399:
eap_aut h_t x_packet
*Sep 19 07:00: 22. 399:
*Sep 19 07:00: 22. 399:
*Sep 19 07:00: 22. 399:
*Sep 19 07:00: 22. 399:
Type: PEAP

*Sep 19 07:00: 22.

*Sep 19 07:00: 22.
" EAP_TX_PACKET'

*Sep 19 07:00: 22.

*Sep 19 07:00: 22.
BB000020

*Sep 19 07:00: 22.
code: 1

*Sep 19 07:00: 22. 400:
handl e 0x26000052

*Sep 19 07:00: 22. 400:
Type: PEAP

*Sep 19 07:00: 22. 400:

*Sep 19 07:00: 22. 400:

399:
399:

399:
400:

400:

->

@a@ eap_aut hen : eap_aut h_met hod_r equest

EAP- AUTH EVENT: Current mnethod = 25

eap_authen : idle during state eap_auth_tx_packet
@a@ eap_aut hen : eap_auth_t x_packet -> eap_auth_idle
EAP- AUTH TX- PAK: Code: REQUEST |D:0xC Length: 0x02B1

Payl oad: 81000002A7160301004A020000460301 . ..
EAP- EVENT: Sendi ng LL (AAA LOCAL_EAP) event

on handl e OxCE0O00053

EAP- EVENT: eap_aaa_reply

EAP- AUTH AAA- EVENT: Reply received session_| abel
EAP- AUTH AAA- EVENT: Response contai ns EAP Message,
EAP- EVENT: Recei ved AAA event ' EAP_AAA RX PACKET' on
EAP- AUTH RX- AAA- PAK: Code: REQUEST | D: 0xC Lengt h: 0x02B1

Payl oad: 81000002A7160301004A020000460301 . ..
eap_authen : during state eap_auth_aaa_idle, got

event 5(eapAAARxPacket)

*Sep 19 07:00: 22. 400:
eap_aut h_aaa_resp
*Sep 19 07:00: 22. 400:
*Sep 19 07:00: 22. 400:
eap_aut h_t x_packet 2
*Sep 19 07:00: 22. 400:
*Sep 19 07:00: 22. 400:
*Sep 19 07:00: 22. 400:
*Sep 19 07:00: 22. 400:
Type: PEAP
*Sep 19 07:
*Sep 19 07:

00: 22. 400:
00: 22. 400:

(30s) for
*Sep 19 07:
*Sep 19 07:

' EAP_TX_PACKET'

*Sep 19 07:

aut h_bend_

EAP sesi on
00: 22. 400:
00: 22. 400:

00: 22. 400:
response,

@a@ eap_authen : eap_auth_aaa_idle ->

eap_aut hen :
@a@ eap_aut hen :

idle during state eap_auth_aaa_resp
eap_aut h_aaa_resp ->
EAP- AUTH EVENT: Current nethod = 25

eap_authen : idle during state eap_auth_t x_packet 2
@a@ eap_aut hen : eap_auth_tx_packet2 -> eap_auth_idl e2
EAP- AUTH TX- PAK: Code: REQUEST |1D:0xC Length: 0x02B1

Payl oad: 81000002A7160301004A020000460301 . ..
EAP- EVENT: Started 'Authenticator Retransmt' tiner
handl e 0x26000052
EAP- EVENT: Started EAP tick tiner
EAP- EVENT: Sendi ng LL (Dot 1x-Aut henticator) event

on handl e 0x26000052
*Sep 19 07:00: 22. 400: dot 1x-sm [ 6470. 0227. 0a89, Ca0]
0x60000009

Posti ng EAP_REQ for

dot 1x_aut h_bend Ca0O: during state

got event 7(eapReq)



*Sep 19 07:00: 22.400: @@@ dot 1x_aut h_bend Ca0: aut h_bend_response ->

aut h_bend_r equest

*Sep 19 07:00: 22.400: dot 1x-sm [ 6470.0227.0a89, Ca0] 0x60000009: exiting
response state

*Sep 19 07:00: 22.400: dot1x-sm [ 6470.0227.0a89, Ca0] 0x60000009: entering
request state

*Sep 19 07:00: 22.400: dot 1x-ev:[6470.0227.0a89, CaO] Sendi ng EAPCL packet

*Sep 19 07:00: 22.401: dot 1x- packet:[6470.0227.0a89, Ca0O] Pl atform changed
src mac of EAPCL packet

*Sep 19 07:00: 22.401: dotilx-registry:registry:dotlx_ether_nacaddr called

*Sep 19 07:00: 22.401: dot 1x- packet: EAPOL pak Tx - Ver: 0x3 type: 0xO

*Sep 19 07:00: 22.401: dot 1x-packet: |ength: 0x02B1

*Sep 19 07:00: 22.401: dot 1x- packet: EAP code: 0x1 id: OxC |I|ength: 0x02B1

*Sep 19 07:00: 22.401: dot 1x- packet: type: 0x19

*Sep 19 07:00: 22.401: dot 1x- packet:[6470.0227. 0a89, CaO] EAPOL packet sent
to client 0x60000009

*Sep 19 07:00: 22.401: dot1x-sm [ 6470.0227.0a89, Ca0] 0x60000009:response
request action

*Sep 19 07:00: 22. 646: dot 1x- packet:[6470.0227. 0a89, Ca0] Queui ng an EAPCL
pkt on Authenticator Q

*Sep 19 07:00: 22. 646: dot 1x- packet: EAPOL pak rx - Ver: 0x3 type: 0xO

*Sep 19 07:00: 22. 646: dot 1x- packet: |ength: 0x00C38

*Sep 19 07:00: 22. 646: dot 1x-ev: [ Ca0] Dequeued pkt: Int Ca0 CODE= 2, TYPE= 25
LEN= 200

*Sep 19 07:00: 22. 646: dot 1x-ev: [ Ca0] Received pkt saddr =6470.0227. 0a89
daddr = 64d8. 146f. e5a0, pae-ether-type = 888e.0300. 00c8
*Sep 19 07:00: 22. 646: dot 1x- packet: EAPOL pak rx - Ver: 0x3 type: 0xO
*Sep 19 07:00: 22. 646: dot 1x- packet: |ength: 0x00C38
*Sep 19 07:00: 22.647: dot1x-sm [ 6470.0227.0a89, Ca0O] Posting EAPCL_EAP for
0x60000009
*Sep 19 07:00: 22. 647: dot 1x_aut h_bend Ca0O: during state

aut h_bend_r equest, got event 6(eapol Eap)
*Sep 19 07:00: 22.647: @@@ dot 1x_aut h_bend Ca0: aut h_bend_request ->

aut h_bend_r esponse
*Sep 19 07:00: 22.647: dot1x-sm [ 6470.0227.0a89, Ca0] 0x60000009: entering
response state
*Sep 19 07:00: 22.647: dot 1x-ev:[6470.0227.0a89, CaO] Response sent to the
server from 0x60000009
*Sep 19 07:00: 22.647: dot1x-sm[6470.0227.0a89, Ca0] 0x60000009: request
response action
*Sep 19 07:00: 22.647: EAP- EVENT: Received LL (Dot 1x-Authenticator) event

' EAP_RX_PACKET' on handl e 0x26000052
*Sep 19 07:00: 22. 647: EAP- AUTH RX- PAK: Code: RESPONSE | D: 0xC Lengt h: 0x00C8

Type: PEAP
*Sep 19 07:00: 22. 647: Payl oad: 81000000BE1603010086100000820080 . .
*Sep 19 07:00: 22. 647: eap_authen : during state eap_auth_idle2, got

event 1(eapRxPacket)

*Sep 19 07:00: 22.647: @@ eap_authen : eap_auth_idle2 -> eap_auth_received2

*Sep 19 07:00: 22.647: EAP- AUTH EVENT: EAP Response received by context
0x26000052

*Sep 19 07:00: 22.647: EAP- AUTH EVENT: EAP Response type = Method (25)

*Sep 19 07:00: 22. 647: EAP-EVENT: Stopping 'Authenticator Retransmit' timer
for EAP sesion handl e 0x26000052

*Sep 19 07:00: 22. 647: eap_authen : during state eap_auth_received2, got
event 10(eapMet hodDat a)

*Sep 19 07:00: 22.647: @@ eap_authen : eap_aut h_received2 ->

eap_aut h_aaa_req

*Sep 19 07:00: 22. 647: EAP- AUTH AAA- EVENT: Addi ng Audit- Session-1D
"c0a82104523aa0a30000001f" to RADI US Req

*Sep 19 07:00: 22. 647: EAP- AUTH AAA- EVENT: Added Audit- Session-1D

*Sep 19 07:00: 22. 647: EAP- AUTH AAA- EVENT: Addi ng |1 DB "0x38167B5C" to

RADI US Req

*Sep 19 07:00: 22. 647: EAP- AUTH AAA- EVENT: Added | DB



*Sep 19 07: 00: 22. 648:

EAP- AUTH AAA- EVENT: Addi ng EAP profile name "PEAPProfile" to RADIUS Req
*Sep 19 07:00: 22. 648: EAP- AUTH AAA- EVENT: Added EAP profile nane to request
*Sep 19 07:00: 22. 648: EAP- EVENT: Sending LL (Dot 1x-Authenticator) event

' EAP_CUSTOM ZE_AAA_REQUEST' on handl e 0x26000052
*Sep 19 07:00: 22. 648: EAP- AUTH AAA- EVENT: eap_aut h_aaa_aut hen_request _shim

aaa_service 19, eap aaa_list handle 0, mist handle O
*Sep 19 07:00: 22. 648: EAP- AUTH AAA- EVENT: Request sent successfully
*Sep 19 07:00: 22. 648: eap_authen : during state eap_auth_aaa_req, got

event 24(eapAAAReqCK)

*Sep 19 07:00: 22.648: @@ eap_authen : eap_auth_aaa_req -> eap_auth_aaa_idle
*Sep 19 07:00: 22. 648: EAP- EVENT: Received LL (AAA LOCAL_EAP) event

' EAP_RX_PACKET' on handl e 0xCE000053

*Sep 19 07: 00: 22. 648: EAP- AUTH RX- PAK: Code: RESPONSE | D: 0xC  Lengt h: 0x00C8

Type: PEAP
*Sep 19 07:00: 22. 648: Payl oad: 81000000BE1603010086100000820080 . ..
*Sep 19 07:00: 22. 648: eap_authen : during state eap_auth_idle, got event

1( eapRxPacket)

*Sep 19 07:00: 22.648: @@ eap_authen : eap_auth_idl e -> eap_auth_received

*Sep 19 07:00: 22. 648: EAP- AUTH EVENT: EAP Response recei ved by context
0xCE000053

*Sep 19 07:00: 22. 648: EAP- AUTH EVENT: EAP Response type = Method (25)

*Sep 19 07:00: 22. 649: eap_authen : during state eap_auth_received, got
event 10(eapMet hodDat a)

*Sep 19 07:00: 22. 649: @@@ eap_authen : eap_aut h_received ->
eap_aut h_net hod_r esponse

*Sep 19 07:00: 22. 649: EAP- EVENT: Sending net hod (PEAP) event 'Receive Packet'
on handl e OxCEO00053

*Sep 19 07:00: 22. 649: EAP- AUTH EVENT: Waiting for asynchronous reply from
nmet hod ( PEAP)

*Sep 19 07:00: 22. 649: eap_aut hen : during state eap_aut h_net hod_response,
got event 15(eapMet hodWait Repl y)

*Sep 19 07:00: 22.649: @@@ eap_aut hen : eap_aut h_net hod_r esponse - >
eap_auth_idle

*Sep 19 07:00: 22.675: EAP- EVENT: Recei ved Met hod (PEAP) event
' EAP_METHOD_REPLY' on handl e 0xCE000053

*Sep 19 07:00: 22.675: eap_authen : during state eap_auth_idle, got
event 4(eapMet hodReply)

*Sep 19 07:00: 22.675: @@ eap_authen : eap_auth_idle ->
eap_aut h_net hod_r esponse

*Sep 19 07:00: 22.675: EAP- AUTH EVENT: Handl i ng asynchronous net hod response
for context OxCEO000053

*Sep 19 07:00: 22.675: EAP- AUTH EVENT: EAP net hod state: Continue

*Sep 19 07:00: 22.675: EAP- AUTH EVENT: EAP net hod deci si on: Unknown

*Sep 19 07:00: 22.675: eap_aut hen : during state eap_aut h_net hod_response,
got event 14(eapMethodConti nue)

*Sep 19 07:00:22.675: @@ eap_authen : eap_aut h_net hod_r esponse ->
eap_aut h_net hod_r equest

*Sep 19 07:00: 22.675: eap_authen : idle during state
eap_aut h_net hod_r equest

*Sep 19 07:00:22.675: @@ eap_authen : eap_aut h_net hod_r equest ->
eap_aut h_t x_packet

*Sep 19 07:00: 22.675: EAP- AUTH EVENT: Current method = 25

*Sep 19 07:00: 22.675: eap_authen : idle during state eap_auth_tx_packet

*Sep 19 07:00:22.675: @@ eap_authen : eap_aut h_t x_packet -> eap_auth_idle

*Sep 19 07:00: 22. 675: EAP- AUTH TX- PAK: Code: REQUEST | D:0xD Length: 0x003D
Type: PEAP

*Sep 19 07:00: 22. 676: Payl oad: 81000000331403010001011603010028 . ..

*Sep 19 07:00: 22.676: EAP-EVENT: Sending LL (AAA LCCAL_EAP) event
" EAP_TX_PACKET' on handl e OxCEO00053

*Sep 19 07:00: 22.676: EAP-EVENT: eap_aaa_reply

*Sep 19 07:00: 22.676: EAP- AUTH AAA- EVENT: Reply received session_| abel
BB000020

*Sep 19 07:00: 22. 676: EAP- AUTH AAA- EVENT: Response contai ns EAP Message,



code: 1
*Sep 19 07:00: 22. 676:
handl e 0x26000052
*Sep 19 07:00: 22. 676:
Type: PEAP
*Sep 19 07:00: 22. 676:
*Sep 19 07:00: 22. 676:
event 5(eapAAARxPack
*Sep 19 07:00: 22. 676:
eap_aut h_aaa_resp
*Sep 19 07:00: 22. 676:
*Sep 19 07:00: 22. 676:
eap_aut h_t x_packet 2
*Sep 19 07:00: 22. 676:
*Sep 19 07:00: 22. 676:
*Sep 19 07:00: 22. 676:
*Sep 19 07:00: 22. 676:
Type: PEAP

*Sep 19 07:00: 22.676:

EAP- EVENT: Recei ved AAA event ' EAP_AAA RX PACKET' on

EAP- AUTH RX- AAA- PAK:  Code: REQUEST | D: 0xD Lengt h: 0x003D

Payl oad: 81000000331403010001011603010028 . ..
eap_authen : during state eap_auth_aaa_idle, got
et)
@a@ eap_authen : eap_auth_aaa_idle ->
eap_aut hen :
@a@ eap_aut hen :

idle during state eap_auth_aaa_resp
eap_aut h_aaa_resp ->

EAP- AUTH EVENT: Current met hod 25
eap_authen : idle during state eap_auth_t x_packet 2
@a@ eap_aut hen : eap_auth_tx_packet2 -> eap_auth_idl e2

EAP- AUTH TX- PAK: Code: REQUEST | D:0xD  Lengt h: 0x003D

Payl oad:

81000000331403010001011603010028 . ..

*Sep 19 07:
(30s) for
*Sep 19 07:
*Sep 19 07:

00: 22. 676:
EAP sesion
00: 22. 676:
00: 22. 676:

" EAP_TX_PACKET' on h
*Sep 19 07:00: 22. 677:
0x60000009
*Sep 19 07:00: 22. 677:
aut h_bend_r esponse,
*Sep 19 07:00: 22. 677:
aut h_bend_r equest
*Sep 19 07:00: 22. 677:
response state
*Sep 19 07:00: 22. 677:
request state
*Sep 19 07:00: 22. 677:
*Sep 19 07:00: 22. 677:
mac of EAPOL packet
*Sep 19 07:00: 22. 677:
*Sep 19 07:00: 22. 677:
*Sep 19 07:00: 22. 677:
*Sep 19 07:00: 22. 677:
*Sep 19 07:00: 22. 677:
*Sep 19 07:00: 22. 677:
client 0x60000009
*Sep 19 07:00: 22. 677:
request action
*Sep 19 07:00: 22. 902:
pkt on Aut henti cator
*Sep 19 07:00: 22. 903:
*Sep 19 07:00: 22. 903:
*Sep 19 07:00: 22. 903:
LEN= 6

*Sep 19 07:00:
daddr = 64d8.
*Sep 19 07:00:
*Sep 19 07:00:
*Sep 19 07:00:
0x60000009

*Sep 19 07:00: 22. 903:
aut h_bend_request, g
*Sep 19 07:00: 22. 903:
aut h_bend_r esponse

*Sep 19 07:00: 22. 903:

22.903:
146f . e5
22.903:
22.903:
22.903:

EAP- EVENT: Started 'Authenticator Retransmit' tinmer

handl e 0x26000052

EAP- EVENT: Started EAP tick tiner

EAP- EVENT: Sendi ng LL (Dot 1x-Aut henticator) event
andl e 0x26000052

dot 1x-sm [ 6470. 0227. 0a89, Ca0O] Posting EAP_REQ for

dot 1x_aut h_bend Ca0O: during state

got event 7(eapReq)

@a@ dot 1x_aut h_bend Ca0: auth_bend_response ->
dot 1x-sm [ 6470. 0227. 0a89, Ca0] 0x60000009: exi ti ng
dot 1x-sm [ 6470. 0227. 0a89, Ca0] 0x60000009: enteri ng

dot 1x-ev: [ 6470. 0227. 0a89, Ca0] Sendi ng EAPOL packet
dot 1x- packet : [ 6470. 0227. 0a89, Ca0O] Pl atform changed src

dot 1x-regi stry: regi stry: dot 1x_et her _rmacaddr call ed

dot 1x- packet: EAPOL pak Tx - Ver: 0x3 type: 0xO0

dot 1x- packet: |ength: 0x003D

dot 1x- packet: EAP code: Ox1 id: OxD |ength: 0x003D
dot 1x- packet: type: 0x19

dot 1x- packet

1 [ 6470. 0227. 0a89, CaO] EAPOL packet sent to

dot 1x-sm [ 6470. 0227. 0a89, Ca0] 0x60000009: response

dot 1x- packet : [ 6470. 0227. 0a89, Ca0] Queui ng
Q

an EAPCL

dot 1x- packet: EAPOL pak rx - Ver: 0x3 type: 0xO
dot 1x- packet: |ength: 0x0006
dot 1x-ev: [ Ca0] Dequeued pkt: Int Ca0 CODE= 2, TYPE= 25,

dot 1x-ev: [ Ca0] Recei ved pkt saddr =6470.0227.0a89 |,
a0, pae-ether-type 888e. 0300. 0006
dot 1x- packet: EAPOL pak rx - Ver: 0x3
dot 1x- packet: |ength: 0x0006
dot 1x-sm [ 6470. 0227. 0a89, Ca0]

type: 0xO0

Posti ng EAPOL_EAP f or

dot 1x_aut h_bend Ca0O: during state
ot event 6(eapol Eap)
@a@ dot 1x_aut h_bend CaO:

aut h_bend_r equest ->

dot 1x-sm [ 6470. 0227. 0a89, Ca0] 0x60000009: enteri ng



response state

*Sep 19 07:00: 22.903: dot 1x-ev:[6470.0227.0a89, CaO] Response sent to the
server from 0x60000009

*Sep 19 07:00:22.903: dot1x-sm [6470.0227.0a89, Ca0] 0x60000009:request
response action

*Sep 19 07:00: 22.904: EAP- EVENT: Received LL (Dot 1x-Authenticator) event
' EAP_RX_PACKET' on handl e 0x26000052

*Sep 19 07:00: 22. 904: EAP- AUTH RX- PAK: Code: RESPONSE | D: 0xD  Lengt h: 0x0006
Type: PEAP

*Sep 19 07:00: 22.904: Payl oad: 01

*Sep 19 07:00: 22.904: eap_authen : during state eap_auth_idl e2, got event
1( eapRxPacket)

*Sep 19 07:00:22.904: @@ eap_authen : eap_auth_idl e2 -> eap_auth_received2

*Sep 19 07:00: 22.904: EAP- AUTH EVENT: EAP Response recei ved by context
0x26000052

*Sep 19 07:00: 22.904: EAP- AUTH EVENT: EAP Response type = Method (25)

*Sep 19 07:00: 22.904: EAP-EVENT: Stopping 'Authenticator Retransmit' timer
for EAP sesion handl e 0x26000052

*Sep 19 07:00: 22.904: eap_authen : during state eap_auth_received2, got
event 10(eapMet hodDat a)

*Sep 19 07:00:22.904: @@ eap_authen : eap_auth_received2 -> eap_auth_aaa_req

*Sep 19 07:00: 22.904: EAP- AUTH AAA- EVENT: Addi ng Audit- Session-1D
"c0a82104523aa0a30000001f" to RADI US Req

*Sep 19 07:00: 22.904: EAP- AUTH AAA- EVENT: Added Audit- Session-I1D

*Sep 19 07:00: 22. 904: EAP- AUTH AAA- EVENT: Addi ng |1 DB "0x38167B5C" to
RADI US Req

*Sep 19 07:00: 22. 904: EAP- AUTH AAA- EVENT: Added | DB

*Sep 19 07:00:22.904: EAP-AUTH-AAA-EVENT: Adding EAP profile name
"PEAPProfile" to RADIUS Req

*Sep 19 07:00: 22.904: EAP- AUTH AAA- EVENT: Added EAP profile nane to request

*Sep 19 07:00: 22.904: EAP- EVENT: Sending LL (Dot 1x-Authenticator) event
' EAP_CUSTOM ZE_AAA_REQUEST' on handl e 0x26000052

*Sep 19 07:00: 22.904: EAP- AUTH AAA- EVENT: eap_aut h_aaa_aut hen_request _shim
aaa_service 19, eap aaa_list handle 0, mist handle O

*Sep 19 07:00: 22. 905: EAP- AUTH AAA- EVENT: Request sent successfully

*Sep 19 07:00: 22.905: eap_authen : during state eap_auth_aaa_req, got
event 24(eapAAAReqCK)

*Sep 19 07:00:22.905: @@ eap_authen : eap_auth_aaa_req -> eap_auth_aaa_idle

*Sep 19 07:00: 22.905: EAP- EVENT: Received LL (AAA LOCAL_EAP) event
' EAP_RX_PACKET' on handl e 0xCEO00053

*Sep 19 07:00: 22. 905: EAP- AUTH RX- PAK: Code: RESPONSE | D: 0xD Lengt h: 0x0006
Type: PEAP

*Sep 19 07:00: 22.905: Payl oad: 01

*Sep 19 07:00: 22.905: eap_authen : during state eap_auth_idle, got event
1( eapRxPacket)

*Sep 19 07:00:22.905: @@ eap_authen : eap_auth_idle -> eap_auth_received

*Sep 19 07:00: 22.905: EAP- AUTH EVENT: EAP Response recei ved by context
0xCE000053

*Sep 19 07:00: 22.905: EAP- AUTH EVENT: EAP Response type = Method (25)

*Sep 19 07:00: 22.905: eap_authen : during state eap_auth_received, got
event 10(eapMet hodDat a)

*Sep 19 07:00: 22.905: @@ eap_authen : eap_aut h_received ->
eap_aut h_net hod_r esponse

*Sep 19 07:00: 22.905: EAP- EVENT: Sending net hod (PEAP) event 'Receive Packet'
on handl e OxCEO00053

*Sep 19 07:00: 22.905: EAP- EVENT: Received context create fromLL (PEAP)
(0x69000006)

*Sep 19 07:00: 22. 905: EAP- AUTH EVENT: Setting authentication node: Local

*Sep 19 07:00: 22.905: EAP- EVENT: Using EAP profile "PEAP | nner Met hod EAP
Profile" (handl e 0x99000054)

*Sep 19 07:00: 22.905: eap_authen : initial state eap_auth_initialize has
enter

*Sep 19 07:00: 22.905: EAP-EVENT: All ocated new EAP cont ext
(handl e = 0x99000054)



*Sep 19 07:00: 22.906: EAP- AUTH EVENT: Witing for asynchronous reply from
nmet hod ( PEAP)

*Sep 19 07:00: 22. 906: eap_authen : during state eap_aut h_net hod_response
got event 15(eapMet hodWait Repl y)

*Sep 19 07:00:22.906: @@® eap_authen : eap_aut h_net hod_r esponse ->
eap_auth_idle

*Sep 19 07: 00: 22. 906: EAP- EVENT: Recei ved EAP event ' EAP_AUTHENTI CATOR_START
on handl e 0x99000054

*Sep 19 07:00: 22. 906: eap_authen : during state eap_auth_initialize, got
event 25(eapStart Tno)

*Sep 19 07:00:22.906: @@ eap_authen : eap_auth_initialize ->
eap_aut h_sel ect _action

*Sep 19 07:00: 22. 906: eap_authen : during state eap_auth_sel ect_acti on,
got event 20(eapDeci si onPropose)

*Sep 19 07:00: 22.906: @@ eap_authen : eap_aut h_sel ect _action ->
eap_aut h_pr opose_net hod

*Sep 19 07:00: 22. 906: eap_authen : idle during state
eap_aut h_pr opose_net hod

*Sep 19 07:00: 22.906: @@@ eap_aut hen : eap_aut h_propose_net hod ->
eap_aut h_net hod_r equest

*Sep 19 07:00: 22.908: dot1x-sm [ 6470.0227.0a89, Ca0] 0x60000009:response
request action

*Sep 19 07:00: 23. 148: dot 1x- packet:[6470.0227. 0a89, Ca0] Queui ng an EAPCL pkt
on Authenticator Q

*Sep 19 07:00: 23. 148: dot 1x- packet: EAPOL pak rx - Ver: 0x3 type: 0xO

*Sep 19 07:00: 23. 148: dot 1x- packet: |ength: 0x0048

*Sep 19 07:00: 23. 148: dot 1x-ev: [ Ca0] Dequeued pkt: Int Ca0 CODE= 2, TYPE= 25
LEN= 72

*Sep 19 07:00: 23.148: dot 1x-ev:[Ca0] Received pkt saddr =6470.0227.0a89
daddr = 64d8. 146f. e5a0, pae-ether-type = 888e.0300. 0048

*Sep 19 07:00: 23. 148: dot 1x- packet: EAPOL pak rx - Ver: 0x3 type: 0xO

*Sep 19 07:00: 23. 148: dot 1x- packet: | ength: 0x0048

*Sep 19 07:00: 23. 148: dot 1x-sm [ 6470. 0227. 0a89, Ca0O] Posting EAPCL_EAP for
0x60000009

*Sep 19 07:00: 23. 148: dot 1x_aut h_bend Ca0O: during state
aut h_bend_r equest, got event 6(eapol Eap)

*Sep 19 07:00: 23.148: @@@ dot 1x_aut h_bend Ca0: aut h_bend_request ->
aut h_bend_r esponse

*Sep 19 07:00: 23.148: dot 1x-sm [ 6470. 0227. 0a89, Ca0] 0x60000009: ent eri ng
response state

*Sep 19 07:00: 23.148: dot 1x-ev:[6470.0227. 0a89, Cal] Response sent to the
server from 0x60000009

*Sep 19 07:00: 23.148: dot 1x-sm [ 6470. 0227. 0a89, Ca0] 0x60000009: r equest
response action

*Sep 19 07:00: 23.149: EAP- EVENT: Received LL (Dot 1x-Authenticator) event
' EAP_RX_PACKET' on handl e 0x26000052

*Sep 19 07:00: 23. 149: EAP- AUTH RX- PAK: Code: RESPONSE | D: OXE Lengt h: 0x0048

Type: PEAP
*Sep 19 07:00: 23. 149: Payl oad: 011703010018E5BC67F95BDE2D2BF45C . .
*Sep 19 07:00: 23. 149: eap_authen : during state eap_auth_idl e2, got event

1( eapRxPacket)

*Sep 19 07:00: 23.149: @@ eap_authen : eap_auth_idl e2 -> eap_aut h_received2

*Sep 19 07:00: 23.149: EAP- AUTH EVENT: EAP Response recei ved by context
0x26000052

*Sep 19 07:00: 23.149: EAP- AUTH EVENT: EAP Response type = Method (25)

*Sep 19 07:00: 23.149: EAP-EVENT: Stopping 'Authenticator Retransmit' timer
for EAP sesion handl e 0x26000052

*Sep 19 07:00: 23. 149: eap_authen : during state eap_auth_received2, got
event 10(eapMet hodDat a)

*Sep 19 07:00: 23.149: @@ eap_authen : eap_auth_received2 -> eap_auth_aaa_req

*Sep 19 07:00: 23. 149: EAP- AUTH AAA- EVENT: Addi ng Audit- Session-1D
"c0a82104523aa0a30000001f" to RADI US Req

*Sep 19 07:00: 23. 149: EAP- AUTH AAA- EVENT: Added Audit- Session-1D



*Sep 19 07:00: 23. 149: EAP- AUTH AAA- EVENT: Addi ng | DB "0x38167B5C' to RADI US
Req

*Sep 19 07:00: 23. 149: EAP- AUTH AAA- EVENT: Added | DB

*Sep 19 07:00: 23. 149: EAP- AUTH AAA- EVENT: Addi ng EAP profil e nane
"PEAPProfile" to RADI US Req

*Sep 19 07:00: 23. 149: EAP- AUTH AAA- EVENT: Added EAP profile nane to request

*Sep 19 07:00: 23.149: EAP- EVENT: Sending LL (Dot 1x-Authenticator) event
' EAP_CUSTOM ZE_AAA_REQUEST' on handl e 0x26000052

*Sep 19 07:00: 23. 149: EAP- AUTH AAA- EVENT: eap_aut h_aaa_aut hen_request _shim
aaa_service 19, eap aaa_list handle 0, mist handle O

*Sep 19 07:00: 23. 150: EAP- AUTH AAA- EVENT: Request sent successfully

*Sep 19 07:00: 23. 150: eap_authen : during state eap_auth_aaa_req, got
event 24(eapAAAReqCK)

*Sep 19 07:00: 23.150: @@ eap_authen : eap_auth_aaa_req -> eap_auth_aaa_idle

*Sep 19 07:00: 23. 150: EAP- EVENT: Received LL (AAA LOCAL_EAP) event
' EAP_RX_PACKET' on handl e OxCEO00053

*Sep 19 07:00: 23. 150: EAP- AUTH RX- PAK: Code: RESPONSE | D: OXxE Lengt h: 0x0048

Type: PEAP
*Sep 19 07:00: 23. 150: Payl oad: 011703010018E5BC67F95BDE2D2BF45C . . .
*Sep 19 07:00: 23. 150: eap_authen : during state eap_auth_idle, got event

1( eapRxPacket)

*Sep 19 07:00: 23.150: @@ eap_authen : eap_auth_idl e -> eap_auth_received

*Sep 19 07:00: 23. 150: EAP- AUTH EVENT: EAP Response recei ved by context
0xCE000053

*Sep 19 07:00: 23. 150: EAP- AUTH EVENT: EAP Response type = Method (25)

*Sep 19 07:00: 23. 150: eap_authen : during state eap_auth_received, got
event 10(eapMet hodDat a)

*Sep 19 07:00: 23.150: @@ eap_authen : eap_aut h_received ->
eap_aut h_net hod_r esponse

*Sep 19 07:00: 23. 150: EAP- EVENT: Sendi ng net hod (PEAP) event 'Receive Packet'
on handl e OxCEO00053

*Sep 19 07:00: 23.150: EAP- AUTH EVENT: Witing for asynchronous reply from
nmet hod ( PEAP)

*Sep 19 07:00: 23. 150: eap_aut hen : during state eap_aut h_net hod_response,
got event 15(eapMet hodWait Repl y)

*Sep 19 07:00:23.150: @@@ eap_aut hen : eap_aut h_net hod_r esponse - >
eap_auth_idle

*Sep 19 07:00: 23.151: EAP- EVENT: Received LL (PEAP) event 'EAP_RX PACKET' on
handl e 0x99000054

*Sep 19 07:00: 23. 151: EAP- AUTH RX- PAK: Code: RESPONSE | D: OXxE Lengt h: 0OXx000A
Type: | DENTI TY

*Sep 19 07:00: 23. 151: Payl oad: 746961676F

*Sep 19 07:00: 23. 151: eap_authen : during state eap_auth_idle, got event
1( eapRxPacket)

*Sep 19 07:00:23.151: @@ eap_authen : eap_auth_idl e -> eap_auth_received

*Sep 19 07:00: 23.151: EAP- AUTH EVENT: EAP Response recei ved by context
0x99000054

*Sep 19 07:00: 23.151: EAP- AUTH EVENT: EAP Response type = ldentity

*Sep 19 07:00: 23. 151: eap_authen : during state eap_auth_received, got
event 10(eapMet hodDat a)

*Sep 19 07:00:23.151: @@ eap_authen : eap_aut h_received ->
eap_aut h_net hod_r esponse

*Sep 19 07:00: 23.151: EAP- AUTH EVENT: Received peer identity: tiago

*Sep 19 07:00: 23. 151: eap_aut hen : during state eap_auth_net hod_response,
got event 13(eapMet hodEnd)

*Sep 19 07:00:23.151: @@ eap_aut hen : eap_aut h_net hod_r esponse ->
eap_aut h_sel ect _action

*Sep 19 07:00:23.151: EAP- AUTH EVENT: Usi ng authentication node: Local

*Sep 19 07:00: 23.151: EAP- EVENT: Sending LL (PEAP) event
' EAP_GET_CREDENTI AL_PROFI LE_FROM USERNAME' on handl e 0x99000054

*Sep 19 07:00: 23.151: EAP- EVENT: Sending LL (AAA LCCAL_EAP) event
" EAP_GET_CREDENTI AL_PROFI LE_FROM USERNAME' on handl e 0xCE000053

*Sep 19 07:00: 23.151: EAP- AUTH EVENT: Wiiting for asynchronous reply fromLL
(AAA_LOCAL_EAP)



*Sep 19 07:00: 23. 151: EAP- AUTH EVENT:

( PEAP)

*Sep 19 07:00: 23.152: EAP- EVENT: Local

*Sep 19 07:00: 23. 152: eap_aut hen :
got event 21(eapDecisionWiit)

*Sep 19 07:00: 23.152: @@@ eap_aut hen :
eap_auth_idle

Waiting for asynchronous reply from LL

nmet hods by EAP type: [006 026]
during state eap_auth_sel ect _acti on,

eap_aut h_sel ect _action ->

*Sep 19 07:00: 23.152: EAP- EVENT: Received LL (AAA LOCAL_EAP) event

" EAP_LL_REPLY' on handl e OxCEO00053

*Sep 19 07:00: 23. 152: EAP- AUTH EVENT:

0xCEO00053

*Sep 19 07:00: 23. 152: EAP- AUTH EVENT:

( 0xCE000053)

*Sep 19 07:00: 23.152: EAP- EVENT: Sendi ng net hod (PEAP) event

on handl e OxCE0O00053

*Sep 19 07:00: 23. 152: EAP- EVENT: Received LL (PEAP) event

handl e 0x99000054
*Sep 19 07:00: 23. 152:
2(eapLLRepl y)

*Sep 19 07:00: 23.152: @@@ eap_aut hen :

eap_aut h_sel ect _action

*Sep 19 07:00: 23. 152: EAP- AUTH EVENT:

(0x99000054)
*Sep 19 07:00: 23. 152:
got event 20(eapDeci si onPropose)

*Sep 19 07:00: 23.152: @@@ eap_aut hen :

eap_aut h_pr opose_net hod
*Sep 19 07:00: 23. 152:
eap_aut h_pr opose_net hod

*Sep 19 07:00: 23.152: @@@ eap_aut hen :

eap_aut h_net hod_r equest

*Sep 19 07:00: 23. 152: EAP- AUTH EVENT:
*Sep 19 07:00: 23. 152: EAP- EVENT: Sending net hod (GIC) event

handl e 0x99000054

*Sep 19 07:00: 23. 153: EAP- EVENT: Sending net hod (GIC) event

on handl e 0x99000054

*Sep 19 07:00: 23. 153: EAP- AUTH EVENT:
*Sep 19 07:00: 23. 153: EAP- AUTH EVENT:
eap_aut hen :

*Sep 19 07:00: 23. 153:
eap_aut h_net hod_r equest

*Sep 19 07:00: 23.153: @@ eap_aut hen :

eap_aut h_t x_packet
*Sep 19 07:00: 23. 153:
*Sep 19 07:00: 23. 153:
eap_aut h_t x_packet
*Sep 19 07:00: 23. 153:
*Sep 19 07:00: 23. 153:
Type: GIC
*Sep 19 07:00: 23. 153:
handl e 0x99000054
*Sep 19 07:00: 23. 153:

eap_aut hen :

eap_aut hen :

eap_aut hen :

EAP- AUTH- EVENT:
eap_aut hen :

@a@ eap_aut hen :
EAP- AUTH TX- PAK: Code: REQUEST | D: OxF Lengt h: 0x0005

EAP- EVENT: Sendi ng LL (PEAP) event

Rel ayi ng LL response for context

Using credential profile name: tiago
'LL Response'
"EAP_LL_REPLY' on
during state eap_auth_idle, got event
eap_auth_idle ->
Using credential profile name: tiago
during state eap_auth_sel ect _acti on,
eap_aut h_sel ect _action ->
idle during state

eap_aut h_propose_net hod - >

Maxi mum EAP packet size: 1464
' New Context' on

' Recei ve Packet’
Met hod (GIC) state: Continue

Met hod (GIC) deci sion: Unknown

idle during state

eap_aut h_net hod_r equest ->

Current method = 6
idle during state

eap_aut h_t x_packet -> eap_auth_idle

" EAP_TX_PACKET' on

EAP- EVENT: Recei ved Met hod ( PEAP) event

' EAP_METHOD_REPLY' on handl e 0xCE000053

*Sep 19 07:00: 23. 153:
4( eapMet hodRepl y)

*Sep 19 07:00: 23.153: @@ eap_aut hen :

eap_aut h_net hod_r esponse
*Sep
for
*Sep
*Sep
*Sep
got
*Sep
eap_

cont ext OxCEO00053

19 07:00: 23. 153:
event 14(eapMet hodConti nue)

aut h_net hod_r equest

eap_aut hen :

19 07:00: 23. 153: EAP- AUTH- EVENT:
19 07:00: 23. 153: EAP- AUTH- EVENT:
19 07:00: 23. 153: EAP- AUTH- EVENT:

eap_aut hen :

19 07:00: 23. 153: @a@ eap_aut hen :

during state eap_auth_idle, got event
eap_auth_idle ->

Handl i ng asynchronous net hod response
EAP net hod state: Continue

EAP net hod deci si on: Unknown

during state eap_auth_met hod_response,

eap_aut h_net hod_r esponse ->



*Sep 19 07:00: 23. 153

eap_authen : idle during state

eap_aut h_net hod_r equest

*Sep 19 07:00: 23. 153
eap_aut h_t x_packet
*Sep 19 07:00: 23. 153
*Sep 19 07:00: 23. 153
*Sep 19 07:00: 23. 153
*Sep 19 07:00: 23. 153

Type: PEAP
*Sep 19 07:00: 23
*Sep 19 07:00: 23
" EAP_TX_PACKET'
*Sep 19 07:00: 23
*Sep 19 07:00: 23
BB000020
*Sep 19 07:00: 23
code: 1
*Sep 19 07:00: 23. 154:
handl e 0x26000052
*Sep 19 07:00: 23. 154:
Type: PEAP
*Sep 19 07:00: 23. 154:
*Sep 19 07:00: 23. 154:

153:
153:

154:
154:

154:

->

@a@ eap_aut hen : eap_aut h_met hod_r equest

EAP- AUTH EVENT: Current mnethod = 25

eap_authen : idle during state eap_auth_tx_packet
@a@ eap_aut hen : eap_auth_t x_packet -> eap_auth_idle
EAP- AUTH TX- PAK: Code: REQUEST | D:OxF  Length: 0x002B

Payl oad: 011703010020377AEA34B95C78A82976 . .
EAP- EVENT: Sendi ng LL (AAA LOCAL_EAP) event

on handl e OxCE0O00053

EAP- EVENT: eap_aaa_reply

EAP- AUTH AAA- EVENT: Reply received session_| abe
EAP- AUTH AAA- EVENT: Response cont ai ns EAP Message
EAP- EVENT: Recei ved AAA event ' EAP_AAA RX PACKET' on
EAP- AUTH RX- AAA- PAK: Code: REQUEST | D: OxF Lengt h: 0x002B

Payl oad: 011703010020377AEA34B95C78A82976 . .
eap_authen : during state eap_auth_aaa_idle, got

event 5(eapAAARxPacket)

*Sep 19 07:00: 23. 154:
*Sep 19 07:00: 23. 154:
*Sep 19 07:00: 23. 154:
eap_aut h_t x_packet 2
*Sep 19 07:00: 23. 154:
*Sep 19 07:00: 23. 154:
*Sep 19 07:00: 23. 154:
*Sep 19 07:00: 23. 154:
Type: PEAP
*Sep 19 07
*Sep 19 07
(30s) for

00: 23. 154:
00: 23. 154:
EAP sesion
*Sep 19 07:00: 23. 154:
*Sep 19 07:00: 23. 154:
" EAP_TX_PACKET'
*Sep 19 07:00: 23
0x60000009
*Sep 19 07:00: 23. 154:
got event 7(eapReq)
*Sep 19 07:00: 23. 154:
aut h_bend_r equest
*Sep 19 07:00: 23. 154:
response state
*Sep 19 07:00: 23. 871:
request action
*Sep 19 07:00: 24. 114:
on Authenticator Q
*Sep 19 07:00: 24. 114:
*Sep 19 07:00: 24. 114:
*Sep 19 07:00: 24. 114:
LEN= 72

154:

*Sep 19 07:00:
daddr = 64d8
*Sep 19 07:00:
*Sep 19 07:00:
*Sep 19 07:00:
0x60000009
*Sep 19 07:00:

24.114:
24.115:
24.115:
24.115:

24.115:

got event 6(eapol Eap)

146f . e5a0, pae-ether-type =

@a@ eap_aut hen :
eap_aut hen

@a@ eap_aut hen :

eap_auth_aaa_idl e -> eap_aut h_aaa_resp
idle during state eap_auth_aaa_resp
eap_aut h_aaa_resp ->
EAP- AUTH EVENT: Current mnethod = 25

eap_authen : idle during state eap_auth_t x_packet 2
@a@ eap_aut hen : eap_auth_tx_packet2 -> eap_auth_idl e2
EAP- AUTH TX- PAK: Code: REQUEST | D:OxF  Length: 0x002B

Payl oad: 011703010020377AEA34B95C78A82976 . .
EAP- EVENT: Started 'Authenticator Retransmt' tiner
handl e 0x26000052
EAP- EVENT: Started EAP tick tiner
EAP- EVENT: Sendi ng LL (Dot 1x-Authenticator) event

on handl e 0x26000052

dot 1x-sm [ 6470. 0227. 0a89, Ca0O] Posting EAP_REQ for
dot 1x_aut h_bend CaO: during state auth_bend_response,
@a@ dot 1x_aut h_bend Ca0: auth_bend_response ->
dot 1x-sm [ 6470. 0227. 0a89, Ca0] 0x60000009: exi ti ng

dot 1x-sm [ 6470. 0227. 0a89, Ca0] 0x60000009: response

dot 1x- packet : [ 6470. 0227. 0a89, Ca0] Queui ng an EAPOL pkt
dot 1x- packet: EAPOL pak rx - Ver: 0x3 type: 0xO

dot 1x- packet: |ength: 0x0048

dot 1x-ev: [ Ca0] Dequeued pkt: Int Ca0 CODE= 2, TYPE= 25

dot 1x-ev: [ Ca0] Recei ved pkt saddr =6470.0227.0a89
888e. 0300. 0048
dot 1x- packet: EAPOL pak rx - Ver: 0x3
dot 1x- packet: |ength: 0x0048

dot 1x-sm [ 6470. 0227. 0a89, Ca0]

type: 0xO0
Posti ng EAPOL_EAP f or

dot 1x_aut h_bend CaO: during state auth_bend_request,



*Sep 19 07:00: 24.115: @@@ dot 1x_aut h_bend Ca0: aut h_bend_request ->
aut h_bend_r esponse

*Sep 19 07:00: 24.115: dot 1x-sm [ 6470. 0227. 0a89, Ca0] 0x60000009: entering
response state

*Sep 19 07:00: 24.115: dot 1x-ev:[6470.0227. 0a89, CaO] Response sent to the
server from 0x60000009

*Sep 19 07:00: 24.115: dot 1x-sm [ 6470.0227.0a89, Ca0] 0x60000009: request
response action

*Sep 19 07:00: 24.115: EAP- EVENT: Received LL (Dot 1x-Authenticator) event
' EAP_RX_PACKET' on handl e 0x26000052

*Sep 19 07:00: 24. 115: EAP- AUTH RX- PAK: Code: RESPONSE | D: 0x12 Lengt h: 0x0048

Type: PEAP
*Sep 19 07:00: 24. 115: Payl oad: 0117030100186DEF131BC85E44CBDD50 . . .
*Sep 19 07:00: 24. 115: eap_authen : during state eap_auth_idle2, got

event 1(eapRxPacket)

*Sep 19 07:00: 24.115: @@ eap_authen : eap_auth_idl e2 -> eap_auth_received2

*Sep 19 07:00: 24.115: EAP- AUTH EVENT: EAP Response recei ved by context
0x26000052

*Sep 19 07:00: 24.115: EAP- AUTH EVENT: EAP Response type = Method (25)

*Sep 19 07:00: 24.115: EAP-EVENT: Stopping 'Authenticator Retransmit' timer
for EAP sesion handl e 0x26000052

*Sep 19 07:00: 24. 115: eap_authen : during state eap_auth_received2, got
event 10(eapMet hodDat a)

*Sep 19 07:00: 24.115: @@@ eap_authen : eap_auth_received2 -> eap_auth_aaa_req

*Sep 19 07:00: 24.116: EAP- AUTH AAA- EVENT: Addi ng Audit- Session-1D
"c0a82104523aa0a30000001f" to RADI US Req

*Sep 19 07:00: 24.116: EAP- AUTH AAA- EVENT: Added Audit- Session-1D

*Sep 19 07:00: 24. 116: EAP- AUTH AAA- EVENT: Addi ng |1 DB "0x38167B5C" to
RADI US Req

*Sep 19 07:00: 24. 116: EAP- AUTH AAA- EVENT: Added | DB

*Sep 19 07:00: 24.116: EAP- AUTH AAA- EVENT: Addi ng EAP profil e nane
"PEAPProfile" to RADI US Req

*Sep 19 07:00: 24.116: EAP- AUTH AAA- EVENT: Added EAP profile nane to request

*Sep 19 07:00:24.116: EAP-EVENT: Sending LL (Dot 1x-Authenticator) event
' EAP_CUSTOM ZE_AAA_REQUEST' on handl e 0x26000052

*Sep 19 07:00: 24.116: EAP- AUTH AAA- EVENT: eap_aut h_aaa_aut hen_request _shim
aaa_service 19, eap aaa_list handle 0, mist handle O

*Sep 19 07:00: 24.116: EAP- AUTH AAA- EVENT: Request sent successfully

*Sep 19 07:00: 24. 116: eap_authen : during state eap_auth_aaa_req, got
event 24(eapAAAReqCK)

*Sep 19 07:00:24.116: @@ eap_authen : eap_auth_aaa_req -> eap_auth_aaa_idle

*Sep 19 07:00: 24.116: EAP- EVENT: Received LL (AAA LOCAL_EAP) event
' EAP_RX_PACKET' on handl e 0xCEO00053

*Sep 19 07:00: 24. 116: EAP- AUTH RX- PAK: Code: RESPONSE | D: 0x12 Lengt h: 0x0048

Type: PEAP
*Sep 19 07:00: 24. 117: Payl oad: 0117030100186DEF131BC85E44CBDD50 . . .
*Sep 19 07:00: 24. 117: eap_authen : during state eap_auth_idle, got event

1( eapRxPacket)

*Sep 19 07:00:24.117: @@ eap_authen : eap_auth_idl e -> eap_auth_received

*Sep 19 07:00:24.117: EAP- AUTH EVENT: EAP Response received by context
0xCE000053

*Sep 19 07:00:24.117: EAP- AUTH EVENT: EAP Response type = Method (25)

*Sep 19 07:00: 24. 117: eap_authen : during state eap_auth_received, got
event 10(eapMet hodDat a)

*Sep 19 07:00:24.117: @@@ eap_authen : eap_aut h_received ->
eap_aut h_net hod_r esponse

*Sep 19 07:00:24.117: EAP-EVENT: Sending net hod (PEAP) event 'Receive Packet'
on handl e OxCEO00053

*Sep 19 07:00:24.117: EAP- AUTH EVENT: Waiting for asynchronous reply from
nmet hod ( PEAP)

*Sep 19 07:00: 24. 117: eap_aut hen : during state eap_auth_net hod_response,
got event 15(eapMet hodWait Repl y)

*Sep 19 07:00:24.117: @@@ eap_authen : eap_aut h_net hod_r esponse ->
eap_auth_idle



*Sep 19 07:00:24.118: EAP- EVENT: Recei ved Met hod (PEAP) event
' EAP_METHOD_REPLY' on handl e 0xCE000053

*Sep 19 07:00: 24. 118: eap_authen : during state eap_auth_idle, got event
4( eapMet hodRepl y)

*Sep 19 07:00:24.118: @@ eap_authen : eap_auth_idle ->
eap_aut h_net hod_r esponse

*Sep 19 07:00: 24.118: EAP- AUTH EVENT: Handl i ng asynchronous net hod response
for context OxCEO000053

*Sep 19 07:00:24.118: EAP-EVENT: Sending LL (AAA LCCAL_EAP) event
' EAP_KEY_AVAI LABLE' on handl e 0xCE000053

*Sep 19 07:00: 24.118: EAP- AUTH EVENT: EAP net hod state: Done

*Sep 19 07:00: 24.118: EAP- AUTH EVENT: EAP et hod deci sion: Unconditi onal
Success

*Sep 19 07:00: 24. 118: eap_aut hen : during state eap_aut h_net hod_response,
got event 13(eapMet hodEnd)

*Sep 19 07:00:24.118: @@@ eap_aut hen : eap_aut h_net hod_r esponse - >
eap_aut h_sel ect _action

*Sep 19 07:00: 24. 118: eap_authen : during state eap_auth_sel ect_acti on,
got event 18(eapDeci si onSuccess)

*Sep 19 07:00:24.118: @@ eap_aut hen : eap_aut h_sel ect _action ->
eap_aut h_success

*Sep 19 07:00:24.118: EAP- EVENT: Received get canned status from | ower |ayer
(0xCEO00053)

*Sep 19 07:00:24.118: EAP-AUTH-TX-PAK: Code:SUCCESS 1ID:0x12 Length:0x0004

*Sep 19 07:00: 24.118: EAP- EVENT: Sending net hod (PEAP) event 'Free Context'
on handl e OxCEO00053

*Sep 19 07:00:24.119: EAP-EVENT: Sending LL (AAA LOCAL EAP) event
'"EAP_SUCCESS' on handle OxCEO000053

*Sep 19 07:00: 24.119: EAP- EVENT: Received free context (0xCE000053) from LL
(AAA_LOCAL_EAP)

*Sep 19 07:00:24.119: EAP-EVENT: eap_aaa_reply

*Sep 19 07:00:24.119: EAP- AUTH AAA- EVENT: Reply received session_| abel
BB000020

*Sep 19 07:00: 24.119: EAP- AUTH AAA- EVENT: Response contai ns EAP Message,
code: 3

*Sep 19 07:00: 24.119: EAP- AUTH AAA- EVENT: Response contains M5 MPPE Send Key,
| engt h: 139

*Sep 19 07:00:24.119: EAP- AUTH AAA- EVENT: Response contai ns M5 MPPE Recv Key,
| engt h: 97

*Sep 19 07:00:24.119: EAP-EVENT: Sending LL (Dot 1x-Authenticator) event
' EAP_KEY_AVAI LABLE' on handl e 0x26000052

*Sep 19 07:00: 24.119: EAP- AUTH AAA- EVENT: Aut hori zation not required for
t hi s context

*Sep 19 07:00:24.119: EAP- EVENT: Received LL (AAA LOCAL_EAP) event
' EAP_DELETE' on handl e 0xCE000053

*Sep 19 07:00:24.119: EAP- AUTH AAA- ERROR: Failed to del ete aaa coord
transaction for OxCEO00053

*Sep 19 07:00: 24.119: EAP- AUTH EVENT: Freed EAP auth context

*Sep 19 07:00: 24.119: EAP- EVENT: Freed EAP cont ext

*Sep 19 07:00:24.120: EAP-EVENT: Received AAA event 'EAP_AAA SUCCESS' on
handle 0x26000052

*Sep 19 07:00: 24. 120: eap_authen : during state eap_auth_aaa_idle, got
event 7(eapAAASuccess)

*Sep 19 07:00:24.120: @@ eap_authen : eap_auth_aaa_idl e -> eap_aut h_success

*Sep 19 07:00: 24. 120: EAP- AUTH TX- PAK: Code: SUCCESS | D: 0x12 Length: 0x0004

*Sep 19 07:00: 24.120: EAP- AUTH EVENT: SUCCESS for EAP nmethod ID: 25, name:
PEAP, on handl e 0x26000052

*Sep 19 07:00: 24.120: EAP-EVENT: Sending LL (Dot 1x-Authenticator) event
' EAP_SUCCESS' on handl e 0x26000052

*Sep 19 07:00: 24.120: dot 1x- packet:[6470.0227.0a89, CaO] Received an EAP
Success

*Sep 19 07:00: 24.120: dot1x-sm|[6470.0227.0a89, Ca0O] Posting EAP_SUCCESS f or
0x60000009

*Sep 19 07:00: 24. 120: dot 1x_aut h_bend Ca0O: during state



aut h_bend_r esponse,
*Sep 19 07:00: 24. 120:
aut h_bend_success
*Sep 19 07:00: 24. 120:
response state
*Sep 19 07:00: 24. 120:
success state
*Sep 19 07:00: 24. 120:
success action
*Sep 19 07:00: 24. 120:
aut h_bend_success
*Sep 19 07:00: 24. 121:
aut h_bend_idl e
*Sep 19 07:00: 24. 121:
idle state
*Sep 19 07:00: 24. 121:
Client 0x60000009
*Sep 19 07:00: 24. 121:
got event 12(authSuc
*Sep 19 07:00: 24. 121:
aut h_aut hc_resul t
*Sep 19 07:00: 24. 121:
aut henticating state
*Sep 19 07:00: 24. 121:
authc result state
*Sep 19 07:00: 24. 121:
i medi atel y
*Sep 19 07:00: 24. 121:
*Sep 19 07:00: 24. 121:
src mac
*Sep 19 07:00:
*Sep 19 07:00:
*Sep 19 07:00:
*Sep 19 07:00: 24. 121:
*Sep 19 07:00: 24. 121:
to client 0x60000009
*Sep 19 07:00: 24. 122:
for the client 0x600
*Sep 19 07:00:24.122:
on Client 0x60000009
*Sep 19 07:00: 24. 122:
got event 23(authzSu
*Sep 19 07:00: 24. 122:
aut h_aut henti cat ed
*Sep 19 07:00: 24. 122:
aut henticated state
*Sep 19 07:00: 24. 122:
was sent earlier.
*Sep 19 07:00: 24. 122:
( Dot 1x- Aut hent i cat or
*Sep 19 07:00: 24. 122:
' EAP_DELETE on hand
*Sep 19 07:00: 24. 123:
transaction for 0x26
*Sep 19 07:00: 24. 123:
*Sep 19 07:00: 24. 123:
*Sep 19 07:00: 24. 122:
client inconming attri
del ete
*Sep 19 07:00:24.636:

24.121:
24.121:
24.121:

got event 11(eapSuccess)

@a@ dot 1x_aut h_bend Ca0: auth_bend_response ->

dot 1x-sm [ 6470. 0227. 0a89, Ca0] 0x60000009: exi ti ng

dot 1x-sm [ 6470. 0227. 0a89, Ca0] 0x60000009: enteri ng

dot 1x-sm [ 6470. 0227. 0a89, Ca0] 0x60000009: response

dot 1x_auth_bend CaO: idle during state

@a@ dot 1x_aut h_bend Ca0: auth_bend_success ->

dot 1x-sm [ 6470. 0227. 0a89, Ca0] 0x60000009: enteri ng

dot 1x-sm [ 6470. 0227. 0a89, Ca0O] Posting AUTH_SUCCESS on
dot 1x_aut h CaO:
cess_portValid)

@a@ dot 1x_aut h CaO:

during state auth_authenticating,
aut h_aut henticating ->

dot 1x-sm [ 6470. 0227. 0a89, Ca0] 0x60000009: exi ti ng

dot 1x-sm [ 6470. 0227. 0a89, Ca0] 0x60000009: enteri ng

dot 1x-ev: [ 6470. 0227. 0a89, Ca0] Sendi ng EAPOL success
dot 1x-ev: [ 6470. 0227. 0a89, Ca0] Sendi ng EAPOL packet

dot 1x- packet : [ 6470. 0227. 0a89, Ca0O] PI atform changed

of EAPOL packet

dot 1x-regi stry: regi stry: dot 1x_et her _rmacaddr call ed
dot 1x- packet: EAPOL pak Tx - Ver: 0x3 type: 0xO0

dot 1x- packet: |ength: 0x0004

dot 1x- packet : EAP code: 0x3 id: 0x12 | ength: 0x0004
dot 1x- packet : [ 6470. 0227. 0a89, Ca0] EAPOL packet sent

dot 1x-ev: [ 6470. 0227. 0a89, Ca0]
00009 (6470.0227.0a89)
dotlx-sm:[6470.0227.0a89,

Recei ved Aut hz Success
Cal0] Posting AUTHZ_SUCCESS

dot 1x_auth Ca0: during state auth_authc_result,
ccess)
@a@ dot 1x_aut h CaO:

auth_authc_result ->

dot 1x-sm [ 6470. 0227. 0a89, Ca0] 0x60000009: enteri ng

dot 1x-ev: [ 6470. 0227. 0a89, Ca0] EAPOL success packet

EAP- EVENT: Recei ved free context (0x26000052) from LL
)
EAP- EVENT: Received LL (Dot 1x-Authenticator) event
| e 0x26000052
EAP- AUTH AAA- ERROR. Fail ed to del ete aaa coord
000052
EAP- AUTH EVENT: Freed EAP aut h context
EAP- EVENT: Freed EAP cont ext
6470. 0227. 0A89
bute size are 304 1 wem penDel Scb Event ski pping

6470.0227.0A89 192.168.80.100 8021X REQD (3) Change

state to L2AUTHCOMPLETE (4) last state RUN (20)

1 wem ~7KA4D8. 146F. ES
*Sep 19 07:00: 24. 636:
Radio iif id OxdfOf4

A
6470. 0227. 0A89 WCDB_CHANGE: 1 wem  Client 1 muvlan 80
000000005 bssid iif id Oxcd248000000015



bssi d 64D8. 146F. ESAQ

*Sep 19 07:00: 24.636: 6470.0227. 0A89 WCDB AUTH: 1 wem  Adding opt82 len O
*Sep 19 07:00: 24.636: 6470.0227. 0A89 WCDB CHANGE: 1 wecm  Suppressing SPI
(L2 Auth for reassoc) penstate 4 state L2_AUTH(1) vlan 80 client_id
0xde51c000000021 mob 1 ackflag 2 dropd O

*Sep 19 07:00: 24.636: 6470.0227.0A89 192.168. 80.100 L2AUTHCOWPLETE (4)
pemAdvanceState2: 1 wem  MOBI LI TY- COWPLETE with state 4.

*Sep 19 07:00: 24.636: 6470.0227. 0A89 Send request to EPM 1 wem UTHCOVPLETE
(4) pemAdvanceState2: MOBILITY-COMPLETE with state 4.

*Sep 19 07:00: 24. 649: 6470.0227. 0A89 Recei ved _EPM SPI _STATUS_SUCCESS f or
request sent for client 1 wem for client

*Sep 19 07:00: 24.649: 6470.0227. 0A89 Post-auth policy ACK recvd from EPM
unset flag on MSCB 1 wem ient

*Sep 19 07:00: 24.907: EAP- EVENT: Stopped EAP tick tiner
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