FRAEAP-FASTER A Ciscor £ IR IG5 A & i

Im
=

S (&
i
R
2

Epl
%

S
B
I
&

Lﬁi 2
=)

aREt5
hnzs

BB ANEKEE

B B &

5% E 7 B g2 i {5 AR 85 (ACS)

EACSH 1 N\ B#T18 BAAAE Fim(NAS)
FLEACSUE NI E R E

EACS ERAFAEAP-FASTX £

Cisco WLAN3#Z #I25

SR EEELANIE 25

LAP &Y B 7 % 45 1 ¥ 42 5 25 A 53
JEiBCisco Secure ACSHIRADIUS & 13 B 5%
WLANGG| 8 Bt &

BRBRE

it 8%

i# FAAEAP-FAST Exchangefy BB 25 #EX
EWLANZHIES E {585

tHEIEEA

s

RS = A\ 48 0] (65 F A ARLANIZ 4188 . Microsoft Windows 2000®%k 8 #1 CiscoZz 4 17 EN iz 41 R 88
(ACS)4.0iBIBEAP-FASTER ECiscoR £ fRIE £ A & i/ (CSSC)o ANXIENMHBEAP-FASTEE |, A 1R
HEBME B RPl, CSSCREFRHELH , COERREREFEAERREN , LMEREER
FHH AN 5 103 5 BB E Y 5h R EF T,

AXEPBRWCSSCHERAREBUTES !

-

- £ A AT R e B I B AL 1t E (EAP) BUS 7 BT AT AEWLAN/LAN Z BT B EIE A & ( KB ) #1T
L

- IREIRWLANZ 2R G R |, 2fEARE. BESNEFFiRTH

- AR ERNEREORENBRABRLR



- EEORIBREPRENBESERENZESR
AFRELAFAESREBVBERBPKNERE (T RERERE )
- BB REE o B A/ SRR ANACHYEAPHE SR
i ARRSERNENET  F2RALNZL2ERER.

802.1xERHER B FR802.11i ( F|IRLANZ £ ) HEN —oMAE P | BUIIE802.11EIRLANKEER
PRIAENFE2ENERE, RENGTENR. B , BRNERERPHE S EEAPHE T HEE,
¥ REBBHNEAPH ESELEAP, PEAPRIEAP-TLS, lRTELHEN , BERHEERI BN TEAPE
BZR£RBERE S 0BREEAP-FAST)HE , FAERREENEAPHE , T AREARMERLANE
BBHERE, EAP-FASTIEREEIETFRM LB .

EH—LHMEAPIHE—# , EAP-FASTR—REBEFir — AR:EIZEEE , ARNETLSRREHH
EAPE, #AEHPEAPREAP-TTLSHE{L , EEBIEAEAP-FASTR EE Y RENSEFEH &M
— MR A S8 EEPEAP/EAP-TTLS ( fEARREIX.509BERFREFHRBEEE ) WEER Elt:b
HASBBARESRBEPAC), JLIEE (BEBRERALR ) FH ( FTBHRENFD ) 2
AEFIREE. ARERH )ﬁ%ﬁ?ﬂﬁ#ﬁfﬁtbgmmgﬁ% SN EBEFEEW , HILEAP- FASTE?E1
TSREFVRIBTNENGR, EERREERENEAPE B, EAP- FASTﬁEEFﬁmﬁB% S p=Y=
FPEEEEFLANE FIniRADIUSE RS E L1IRMUBE |, EMA T REFEHEF,

LA REAP-FASTIHER — £ FEINEE

- EAWindowsfE Al & & B/ BB EFZ A(SSO)

- XEFITEAECTE

. Wi-FHR S5 R(WPA) B | BEE=45ERY (EREWindows 2000F1XP )
- FHERE , EEPKIE#E

- WindowsZiFiBH ( I EERARSEBNZEBE )

- HERGEEREES  BBEENEFHRREERMBREARES

DR
ER

BT EEXBRBELRNWindows 2003L % MCisco WLCERHE , RARMEENBERAENEE
BLiE,

ERACisco 4400 R ZEFIZBFN B LZENEEEN , FSEIPEAFFM : Cisco 4400R 5 LR
LAN#Z#I28, BRICisco 2000RFIRHISSMAIRLZHNEEE , FSRPEAFFM : Cisco

20003 FI #EARL AN IS

Ha2Hl |, ERESE AR Service PackE B fYMicrosoft Windows Server 2000, %817 488 F1 8
EEANLAP) , WERE BRIV EREEN,

BRH T
AN EARBBEUT AR ANERRA
- i#174.0.155.58 Cisco 2006544003 512 %185

. Cisco 1242 LWAPP AP
. R Active Directory#JWindows 2000


//www.cisco.com/warp/public/cc/so/cuso/epso/sqfr/safwl_wp.pdf
http://tools.ietf.org/html/draft-cam-winget-eap-fast-06
//www.cisco.com/en/US/docs/wireless/controller/4400/quick/guide/ctrlv32.html
//www.cisco.com/en/US/docs/wireless/controller/4400/quick/guide/ctrlv32.html
//www.cisco.com/en/US/docs/wireless/controller/4400/quick/guide/ctrlv32.html
//www.cisco.com/en/US/docs/wireless/controller/2000/quick/guide/hah_20qs.html
//www.cisco.com/en/US/docs/wireless/controller/2000/quick/guide/hah_20qs.html
//www.cisco.com/en/US/docs/wireless/controller/2000/quick/guide/hah_20qs.html

. Cisco Catalyst 3750G 32 #i25
- Windows XP , #CB21AGHT HFFRERZ £ RIEZE Fimhik44.05

]
MEXAEOGHMET , BSHBRE AR TEG,
EXEt 5| B

]

HBEWLANRERB Y S RBEHERN BEFTECAENENEETEAE/MRIHE, TUERANK
B & KL E £ Windows Active Directory, LDAPZ— X MZHF(OTP)ERE ( BIRSAZ SecurelD ) o
FIEELEREHEEAP-FASTHEMR , EREELNER , XAZRE—LHEMER, PACHE
RIFFIRmNVRTEREBES BABAE. SORFHAL (BBEMNEFIRX509FE ) AFH
ARTHEN. EAERD , ERTESBDHARNFBHHE.

B BIPACH £ A 2 BRERIDiffie-HelmanZ Rt EBA M EADHP)BEU T2 BE, ATUAER MW
BB ARARRERGEYZSRBE, ERVHNBEERT , MS-CHAPV2 ARBREEFin , ¥HES
DK REPACER DRI EF iR, MIFAEPACE , PACERTANMEMHEAP-FASTS
EREERE  WEGRLPERI[,

BEPACREREEFEANERENER , A BBREMFIRIBEMSCHAPV2 , FTARRBREERE
MEREXRELZEBRIESR. NRBEAP-FASTARTXEMSCHAPV2iE X ERIE (0
OTP. NovellSiLDAP ) , RIFEFEA RS (AFBHEREB S DBRBNHRL ) REBELRAE
PACHE R, AXERM T EAWindowsfE F & &R EEIT BB FHE R RA

g

EAP-FASTE R RFAZEFABENWLANMZRE B, E4HANWLANNZE BIEURAZE F ik
NIC+IhaE, BEFERAWPA2(AES-CCM)SHWPA(TKIP)INZ , BB EURA IS ELEBHHINICHIAE
o FLEE |, Cisco WLANFER B R AHFWPA2RIWPAR Findt B @ASSID 17,

MEEFIREETZEBWPA2HWPA |, BITEEE A EBREBWEPE£BEIB802.1XF 15 , EHREA
FHESHWEPLE2MWRE , ALt FEZFERALWLANIIZ#ES, IREEXEEWEPEFE , &
FEASEERGEER , EEREFHEERETNNWEPESE, YWRAMAKHWLANERRR 2
REEKEEREAIVDE,

E-SANRESR

BE—EARKE—FAEERARBAARSBZARAEASRZELEN S HBRIRIBENED, ¥
RAEAXEMS , EREARKEERARANEAPCUEEWLANK EE,

BiBCiscoR£RBEFin , INERAERAENZEABREROWLANERETS HRE. MRFEHE
EREZAZIPCZRIEPCETHEE S NERE  AFTECARFNEAERENEEREEERED
B ER, EFEEPCRERK (MAREAEREAR ) ETEABTHIEMERHEE , EMES
EWREM.

8% W =


//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml

ERAEREMANERE. FLERT  EATHETHE, FIi8, RALERELREI T/
TENMERE K BEARERERESREETZRANEEM., Catalyst 3750GE SN ERLANIEHIZF
EEAEAE LRHE CAKRREE(POE) RIREEMRE, LITMBMWLANEEHIZZIIEE,

1. #88%10.1.1.0RACSFI1ERY A IR 2R HEBE o
2. #8#%10.10.80.02 WLANZ HI 25 AR E R H
3. #88%10.10.81.02APFRIE R B R .

4. #35810.10.82.0 A AWLANE F i,
RADIUS EAPDathase Server:
CiscoSecure ACS,

Wa4.0(1)
Windows 2K Active Directory
Client:
Cizsco Secure Services AP L3 SwitchMVL AN Controller:
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1. #2— T External User Database > Database Configuration > Windows Database >
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e If the unknown user policy contains additional external databases and the Windows
@ |3.=||,.|;. databasze iz nat the last database on the Selectad Databaszes list, you may enable
this option,
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@ g:f.:p Windows EAP Settings 2 |
[Eo /] Enable password change inside PEAP or EAP-FAST.
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e 1

% |Shqred Profie
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[ a E“ﬁm 5 Machine Authentication.
n n . i
sibecail [ ] Enable PEAP machine authantication.

EAP-TLS Strip Domain Name.

%ﬁ’ ﬁﬂﬁ:f‘:nmn (] Enable EAP-TLS machine authentication,

EAP-TLS and PEAP machine authentication name f
== Intore s host,
| Configaration prE'FI::\:.

] Enable machine access restnctions.

mﬁ | Adminiztrstion
Cantral
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- - _
| &[_d | E:tﬁl;"m Group map for successful user authentication without
machine authentication: =Mo Access> w
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authentication:
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o ﬁl:\‘til.l'itu Giaip T
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{31 ]a]
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Thase settings can be used to enable or disable specific Windows EAP functionality

5. #2— T External User Database > Unknown User Policy , #%i&#£Check the following
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REMHBUMMEEACS ERUAEAP-FASTX .

1. B Z System Configuration > Global Authentication Setup > EAP-FAST Configuration,

2. i#Z#EAllow EAP-FAST,

3. EEBLUTER : TEBRTTL/EEHEEM|TTL/PAC TTL, FERERT , BLERETECisco
Secure ACSHEE : T2WBTTL1EASEANES|TTL:3EAPAC TTL:11B

4 EERBIDERB V. LWXARBEREELEAP-FASTEFIREEE | HAiRH25 2PACR R
BHEE, IX  RNL2REFFIRTEHPACKE A R XA,

5. &£ Allow in-band PAC provisioning# 1z, Lt#{I A EERAMNEAP-FASTE Fin A BE
PACHEL, ELEHIF K FAEBHHE,

6. iZ#ZAllowed inner methods:EAP-GTCHEAP-MSCHAP2, i& R FFEAP-FAST vI1FIEAP-FAST
viaB FimigiE, ( BRZRLRBEEFmIEEAP-FAST via, ) MRAFEEXEEAP-
FAST viZFis , | RERBEAP-MSCHAPV2{EABRER A *,

7. P EAP-FAST Master ServerZ BN 5 i LARK A LLEAP-FASTRIBRSFEA E#, EAFTHM
ACSTIRESE AL AREIEA EPACKEE  UBE AR FNESREAACSIREE -8, BB
HMEF , F2EACSEEER,

8. ¥ — T Submit+Restart,
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System Configuration

EAP-FAST Configuration

il

User
Sefup
E: ....................................................................... —— E
Zetup EAP-FAST Settings id|
% |3w-=-1r'-'<:-ﬂl¢ EAP-FAST
Components
allow EAP-FAST
Pt ol I
Configuration Active master key TTL |1 ||mnr1rh:=~ *l
m:;”‘mn Fetired master key TTL [3 ||m-:|r|l:h5 Vl
| Tunnel PAC TTL 1 |[weeks w|
nberface L
(3| cinriquration o .
Client initial messagea [TME |
q% | At ratisn ) —_—————————
kel Authority 1D Info | TME |
E.IG | AR LT [ sllow anonymous in-band PAC provisioning
- Dratabases
5 Hl allow authenticated in-band PAC provisioning
SIRIILT] \Ii_'ll.lll:l_ L
| Wralidatian [Maccept client on authenticated provisioning
!ﬁ Ettﬁullﬂ nm.ul [CReguire client certificate for provisioning
e
[ aliow Machine Authentication
% | Feporisand ) I
hetivity Machine PAC TTL 1 ||wesks v
I@| Online [ allow Stateless session resume
[ocurmentation

Authorization PAC TTL |1 ||h|:u.|r5 "H"l

Allowed inner mathods
FEAP-GTC
MIEAP-MSCHAPY2
LIeap-TLS
Select one or more of the following E&P-TLS comparison methods:
[Clcertificate SAN comparison
Ccertificate N comparison
[Ccertificate Binary comparison

EAP-TLS session timeout (minutas) (120

Ml EAP-FAST master sarver
Actual EAP-FAST sarver status Master

Cisco WLAN#: 41188

EAREPEBIERE S , Cisco WS3750GR & EARLANE H|85(WLC)ELCisco AP124082 EAP(LAP)EL & &

A, BCSSCRIHRHWLANER M. LEREAREMCisco WLANIZHIZR, SRANERERAES
4.0.155.5,

B TE ARARL AN 5 5
LAPH B A E RIS 0 5 BR Y BE

FAGSINECLYVENRBEREEEE K BEEWLCHERRE, HFE , B FEAGUIZREWLC,
AERFFEBCLI LM REHREEERIBWLC EHERE,
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o WHHER T CLI LB BEEBEHN RE

Wel come to the Cisco Wzard Configuration Tool

Use the '-' character to backup

System Nane [Cisco_33:84:a0]: ws-3750

Enter Adm nistrative User Nane (24 characters nmax): admin
Enter Admi nistrative Password (24 characters max): *****
Managenent Interface |IP Address: 10.10.80.3

Managenent Interface Netmask: 255.255.255.0

Managenent Interface Default Router: 10.10.80.2
Managenent Interface VLAN ldentifier (0 = untagged):
Managenent Interface DHCP Server |P Address: 10.10.80.2
AP Manager Interface |IP Address: 10.10.80.4

AP- Manager is on Managenent subnet, using sane val ues

AP Manager Interface DHCP Server (172.16.1.1):

Virtual Gateway | P Address: 1.1.1.1

Mobi lity/ RF Group Nanme: Security

Net work Nane (SSID): Enterprise

Allow Static | P Addresses [YES][no]: yes

Configure a RADIUS Server now? [ YES][no]: no

War ni ng! The default W.AN security policy requires a RADI US server.
Pl ease see docunentation for nore details.

Enter Country Code (enter 'help' for a list of countries) [US]:
Enabl e 802. 11b Network [YES][no]: yes

Enabl e 802. 11a Network [YES][no]: yes

Enabl e 802. 11g Network [YES][no]: yes

Enabl e Auto-RF [ YES][no]: yes

Configuration saved!
Resetting systemw th new configuration.
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Cisco Secure Services Client

Client  Administration  Help

Create Metworks | Manage Mebwoarks |

Aocess A~ Data Security

ﬁ“ bigronkey [2 acceszes detected)

001 4165a2bd0  High Signal
00141b65a2bdf - High Signal
007T4165533d0 Ve High Sighal
001 4165a33dE High Signal

guest-central

guesthet [B accezzes detected)
H-REAP_TEST_1
H-REAP_TEST_3
H-REAP_TEST_4
H-REAP_TEST_h
H-REAP_TEST_E
H-REAP_TEST_V

Create Netwnrk|

AR ERERT , WLANZHIZSSEERESSID , Atk eERESSIDY BB, BFEhER, B
BUMBREBER  RER—-T/FE (0¥ ) PHSSIDAMER Y Mg ERIR,

MEWLANER A EAZABEESSID , AIXEFEFESSID; 3% — T Access Devices THY
AddEEZIZE |, REFHMABEMNSSID ( HI40 , Enterprise ) » BEFIRE B X EBHFATE , A

ZEimEEFEAEARBERSSID: F£Add Access DevicetR & 1 # ASSID# , 5515 EActive search for
this access device,

H:NRREELEARERREBEAPE MRERE , AIRRET RFFEEEN(802.1X),

Create Network 2 1& 1% # Bt BINetwork ProfilefRE , R B AT EHEFNR ( REBEM ) SSIDEE S
HERFHEEEN,. AREERIEERERRE,

AR JELSDBREEREERTERBSEWLANZ £ B H/=SSID,

EfEFIRERFEZEEEANSDERIME K FEZADBRYFEAEER. BUHEZEDAvailable to
all users ( MMRFRBIHEEERANER LN EMEREIRS , ABMEERETAH ) . WRXK



i##ZEAutomatically established , Bl & 24 AR BCSSCHR & I £ A Connect 8 2 2 it F BN R B
WLANZE#R,

MBEFLEEFAEZAZBBEWLANELR | F512ZBefore user account. & L FFE A EEN £
EBFE (EEAP-FASTHEATLSKHEMRBRB S/ EEFNEHEARE)

Netwark Profile @

M ebwark,

Marne: |Enterprize Metworl,

Ayailable to all ugers [public profile]

[] Automatically establizh Machine connection
Automatically establish User connection

Before user account [supportz srmartcard/pazaword only)

M etwork, Configuration Surmrmary:

Authentication: [FAST:

Credentials: | Request when needed and remember farever.

b odify.
Accezz Devices
Aoceszz £ 5510 b ode Maotes
Enterprize WPAZ Enterprize
Add... | t odify Configuration. .. Hemove
Help | k. | | Cancel

AEE . BHHRMEACisco Aironet 350R 5 & Fim T HFHWPA/TKIPIRE , X BAZAWPAEFRE

, ABACSSCEFIHE3S0EEERN B B o FEEWPARF M EHRITHEBENTHEYE. EEFRK
>EAREE> WPAWPA2EBFREBTZ2A M Thse. ZANEFRIBNAFWPAFE SN Z L IIEE
(TKIPEERESBIEEZRERE ) , BZEAMBWPASR B HRE.



Add Access Device

Avallable Access Devices:

Aooezs A Crata Secunty

ﬁ" bigmonkey [2 accesses detected] @ WHAZ

Ul emplayes-ocal B wPa2

il a8,
001416552640 High Signal \WhRAZ
001 41b5a2bdt High Signal WRAZ

001416523340 High Signal WEAZ
001 4165a33dE - High Signal WEAZ

A quest E_ Open

1l guest-central & | Open
L |

Access Device:

Aocezs [S5I0] |Enterprize

[[] Actively search for thiz access device

Enterprize Port Settings:
Mode: | WPAZ Enterprize

Add Access | | Cancel

#£Network Configuration Summary T , #&— T Modify A Bl EEAP/BIREEE. ¥EETurn On
Authentication , 7£Protocol T iEIEFAST , A% #1F ' Anonymous'YE&ldentity ( SLEEWIIREAPFE R
PAERAEAEER ). TUERERAERAEABEARBERNBEAPER K BHFZEFTAHE
EVRARMBEAPERFEREAEID, HEEAE—EABBRUEAZARIBETRR S 0 0E
» ¥ —TConfigure Az EEAP-FASTE| &,



Network Authentication... @

Metwark: | Enterprize Mebwarl:

Authentication b ethods: Ilzer Credentials:
{3 Tum Off {3 Usze Machine Credentials
{*) Tum On

{3 Usze Single Sign on Credentials
{*) Usze Uzemame az [dentity

() Usze '‘Anonymousz’ az |dentity (&3 Requestivhienn=sded

{#) Remember farever
Protocal 25

{3 Remernber far thiz session
[] EAP-MDA () Remember for 5§ minutes

[] EAP-MSCHAPZ

[] EAP-TLS —

......................

[] GTC o Configure. .

| Help | k. | | Cancel

EFASTERET , AIL A8 EValidate Server Certificate , 4% o & Fimft B2 M EAP-FASTE&EEZHI
ERFEEAP-FASTfAIRES(ACS)EE, ENURER FImEETERTRANFKFEEAP-FASTRIRES
, WHRNMMEEGHRBRBRERITZEENRE, EERZEACSHARB[NWEE , YAEF
IRt REMHENRBSHERMERTE, EARAD , REARKRFIZERE

EFASTERET , AT LS EAllow Fast Session Resumption , iEE A FFEARRE ( TLSEFE ) EA MK
EEAP-FASTE , MTARERTEMWEAP-FASTEHERE. MREAP-FASTRRSBMEFSHKER
FEVMREAP-FASTE BB RMAMENTLSEFEEAN LA |, Al +E2EIRE,

AR . HBEABEAP-FASTEFEMREBL EEAP-FASTRIREMNE Fin.

f£Tunneled Method > EAP-TLS Settings T , 1§ EAny Method XA /2 FEAP-MSCHAPV21#1TPACH
BEAE , WAFEAP-GTCH#TE BT, MR FAMicrosoft i XAV ERIE ( WActive

Directory ) , 3 BN R E R EBEMEAP-FAST vI&EFi% , BIE LU E & FAMSCHAPV2/E
REERE R *,

AR FUREMNEAP-TLSERE THERBARRARIERS. AR RGTEHEAP-TLSEARZ S
pEFRZE, BT ER, NRBRALEA , BIBRTEEAP-TLSAYEFinH ST RES
BEN  CEMEEFIRAEARIERARSERE,



Configure EAP Method...

FAST zettings:

Uze Smartzard-bazed Client Certificates Onlp
[ ] “alidate Server Certificate

Allow Fast Seszion Resumption

Turneled Method

Ay Methiod W
EAP-TLS Sethings:
[ ] Uze Smartcard-bazed Client Certificates Only

Yalidate Server Certificate

Help ak. .| | Cancel

B — T OKfEZEEAP-FASTERE. HREFEFinfEprofile TERRES "BEBHEY, A AitceEEHHicHE
PRNEB S NRE. TEERBERD , K. MENENZLRUETEFHRIERMRE, &
5 H BT LA E BProfile Enterprise Network IEFEER # , T Network Access Device2SSID

Enterprise , 'E % ~Connected:Authenticated 3t £ F Autoconnect, Data Security {18 R EFARY
802. 11 %A 5 , HIIIWPA2,



LCizco Secure Services Chant
Client  Admiristration Help

Creste Melworks  Manage Metworks

Connected Authenbicated [SutoConnect] £55 WPA2

Cornect Configure

EFinET B ERR R , £Manage Networks B & HIProfile TiZESSID , A% % — T Status&E &
REFHHE A, Connection DetailsiRBIRHEEHEEFIREE., ERRENRITEAUREHRE S E
HE . WIFi Details ( WiFiFHHIEF ) EEIRHEEIS02.1 1 EFMRENFFMER , ZERSSI,
802. 11 BEF & 175 &/ N5



Connection Status

:Connection Details;

WwiFi Details |

Status:

Diuration:

Metwark, Prafile:

Mebwork Adapter:

Connected: Authenticated

Oc:o0: 47

Enterprize Metworl,

Cizco Arronet B02.11a/b/g Wireleszs
Adapter [Microzoft's Packet

Scheduler)
Client MALC Address: 00-40-96-40-36-2F
Aoocesz Device: Enrterprize
Aooess Device MALC Addreszs: 00-14-18-Ré4-33-00
Tranzmitted packets: 121
Fecerved packets: G
Speed: 54.0 Mbpz
Authentication Method: FAST A GTC
Authentication Server: THME [nat verfied)
IF Address: 10.710.82.11

Help Cloge




Connection Status

Connection Detais | WiFi Detais |
Aocess Device MALC Addrezs [BS510): 00-14-18-R4-33-00
Charnnel: 1
Signal Strength: Wem High
Azzociation Method: WPAZ Enterprize
E nicrpphion: AES
Help . Cloge

ERARREEER  LEEEAYEERER MCisco Secure Services Client System Report
(Cisco Secure Services Client System Report) , Z#RE T AN ZEECSSCH %, WERAERTR ©
Fs . BEHCSSCHHKTES, EEBIER , FR—THERE>EXNINEE-EHEEHER
o EEH#Microsoft EREFREERAESIEZTERMEHREERNE %K, EBENERY , &FH
#9 & R Alog(log_current) T

ZERARNIRHCSSCHERMME, NENEDENFAER , URWLANEF ( @RZEIMWSSID,
BBRES ). EFERA , HARARPDEICSSCHWLANSHF 2 BREREE,

B RE



EBLE Cisco Secure ACSfafk2s. WLANZEH|ZSF, CSSCEF RN EENIERE EMEREER
% , WLANRRASE B AEAP-FASTEMEBREMNZ2EFmEH. TUERHZHRRELZSSHE

Ay /8RR
ATARKRE , FERAKERET PR FHEAP-FAST & 1752 & AYWLANIR HI 25 A BA 5

1. MRCSSCERERABBER , TFHKEABERLER. NRRIEKEREABBERNER
BARE , AIERELABIBConnect E BRI AMBIWLANELR, EARSRABIEAP & 17 B & FT €

1B9802.11BIBHAR., BAIMT

Cisco Secure Services Client

Client  Administration Help

Create Metworks | Manage Metworks

Mebaork, = Statusz

Drata Secunty

Enterprize [hidden)

>

Details...

| Connect || Configure || Hemowve | Statusz...

2. FEfR , RS RETEREREANEAP-FASTE R RBNEAEBSBANER ( REEAP-FAST

PACHEMESIACS ) . BHIMT

Enter Your Credentials

| Fleaze enter your credentialz for
L8

i network, Enterprize, access akita_plc

lzername: |tmeuzerd

Send... | | Cancel




Enter Your, Credentials

La Fleaze enter your credentialz for netwaork,
Enterprize, access akita_pkc

Uzername: [tmeuser3

Wielcome ta the Richfield TME PALC Auth

Dialog expirez in 10 second(z)...

Send... Cancel
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il Fi FAEAP-FAST Exchangef EE 8 88 #EHY

11£802.11 B5 BE 25 # BV R BR 78 3T R
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&R OB RIIREAP-FAST EAPEE,

i : MECSSCEFin LEEN L , EREVREAPEE R AEINIBEAPERE.
[ packn zff[paf s U

E Frame ConEwnl Flags: 40000000l [1]

i P For-sbrial order
L] . ... WEP Pl Frabled
L] B . P More Data
[ O .... Pormr Mapagasant aztive mods
[ o This f3 mok a4 Re=Tramamdissdiom
ﬁ! o Last or Dpfragssmotsed Frass
@ 0. Mot am Frit frow tha Distribwticn Spstes
Q@ 1 Fo bla Disbribelfan Sysian

@ Duration: #d  Mizreascosds [2-31

'IEEII: 00:14:18: §&:33:00 [4-3]

'inll':l: OO 40: 36 A0:06: 2F Eftromab A0 Fé6-IF [LO=15]

‘ DemEinstion: O0; L4: LE: BA:33: D0 [Le=EL1]

ﬁ fpdy, Wb F [E5-23 Hask OxF7PF0]
@ Frag, Fusbor: O [EE Hash Omdfl
= T a2 Rogical Lisk Comirol (LLCH Meader

ﬁ Duwk ., SAPF: Oxkh S0EF |24

i Source SAP: Oxikh S¥AF [Z5]

i Corwand : 007 Uoembared Imforssbiom [ZE6]

“l Yendow TH: 0x000000 [27-23]

ﬂ Feabnonl Ty 0x3493 ¢FoF. iv Amthasmtdsatdes [I0-3011
EF S dw At hendication

R Prutocel Yerwion: L 3z

P Pachut Typs: 0 FAF - Packat [33]

f Body Langth: 14 [34=35]

E-] Extenmible Authsntication Protocol

i Code; P Reapcoas [36]
) Thenkifier: 1 [37]

P Langih: 14 [2a8-33]

i Typu: 1 Fdemkiby (401

i Typa-Dakta: mnanymous |[41-55]

FEWLANREIEE

WLANZHI25 £ AT LAE A LA T debugis S REE BB I BN ERE




- debug aaa events enable
- debug aaa detail enable
- debug dot1x events enable
- debug dot1x states enable
AT REWLANZHIZE EFEAEE R EENCSSCHEAEIRMACS 2 BRBERER Z R EH

Thu Aug 24 18:20:54 2006: 00:40: 96: a0: 36: 2f Processing RSN | E type 48,
| ength 20 for nobile 00:40: 96: a0: 36: 2f

Thu Aug 24 18:20:54 2006: 00:40:96: a0: 36: 2f Received RSN IE with
0 PWKIDs from nmobil e 00: 40: 96: a0: 36: 2f

Thu Aug 24 18:20:54 2006: 00:40:96: a0: 36: 2f dot 1x -
novi ng nobil e 00: 40: 96: a0: 36: 2f into Connecting state

Thu Aug 24 18:20:54 2006: 00:40: 96: a0: 36: 2f Sendi ng EAP-
Request/Ildentity to nobile 00:40:96: a0: 36: 2f (EAP Id 1)

Thu Aug 24 18:20: 54 2006: 00:40: 96: a0: 36: 2f Recei ved Identity Response
(count=1) from nobile 00:40: 96: a0: 36: 2f

Thu Aug 24 18:20:54 2006: 00:40: 96: a0: 36: 2f EAP State update from
Connecting to Authenticating for nobile 00:40:96: a0: 36: 2f

Thu Aug 24 18:20:54 2006: 00:40:96: a0: 36: 2f dot1x - noving nobile
00: 40: 96: a0: 36: 2f into Authenticating state

Thu Aug 24 18:20:54 2006: 00:40:96: a0: 36: 2f Enteri ng Backend Auth
Response state for nobile 00: 40: 96: a0: 36: 2f

Thu Aug 24 18:20:54 2006: Authenticati onRequest: 0x138dd764

Thu Aug 24 18:20:54 2006: Cal | back....... 0x10372764

Thu Aug 24 18:20: 54 2006: pr ot ocol Type. .. 0x00040001

Thu Aug 24 18:20:54 2006: proxyState..... 00: 40: 96: A0: 36: 2F-11: 00
Thu Aug 24 18:20:54 2006: Packet contains 15 AVPs (not shown)

Thu Aug 24 18:20:54 2006: 00:40: 96: a0: 36: 2f Successful transm ssion of
Aut henti cation Packet (id 84) to 10.1.1.12:1812, proxy stateO
Thu Aug 24 18:20:54 2006: ****Enter processlnconi ngMessages: response code=11
Thu Aug 24 18:20:54 2006: ****Enter processRadi usResponse: response code=11
Thu Aug 24 18:20:54 2006: 00:40: 96: a0: 36: 2f Access- Chal | enge recei ved from
RADI US server 10.1.1.12 for nobile 00:40: 96: a0: 36: 2f rec?
Thu Aug 24 18:20: 54 2006: Authorizati onResponse: 0x11c8a394

Thu Aug 24 18:20:54 2006: structureSi ze. . 147

Thu Aug 24 18:20:54 2006: resul t Code. . ... 255

Thu Aug 24 18:20: 54 2006: pr ot ocol Used. . . 0x00000001

Thu Aug 24 18:20:54 2006: proxyState..... 00: 40: 96: A0: 36: 2F-11: 00
Thu Aug 24 18:20:54 2006: Packet contains 4 AVPs (not shown)

Thu Aug 24 18:20:54 2006: 00:40: 96: a0: 36: 2f Processi ng Access- Chal | enge
for mobile 00:40: 96: a0: 36: 2f

Thu Aug 24 18:20: 54 2006: 00:40:96: a0: 36: 2f Entering Backend Auth Req state
(id=249) for nobile 00:40: 96: a0: 36: 2f

Thu Aug 24 18:20:54 2006: 00:40: 96: a0: 36: 2f WARNI NG
updated EAP-Identifer 1 ===> 249 for STA 00: 40: 96: a0: 36: 2f

Thu Aug 24 18:20:54 2006: 00:40: 96: a0: 36: 2f Sendi ng EAP Request from
AAA to nobile 00:40:96:a0: 36:2f (EAP Id 249)

Thu Aug 24 18:20: 54 2006: 00: 40: 96: a0: 36: 2f Recei ved EAP Response from
nobi | e 00: 40: 96: a0: 36: 2f (EAP 1d 249, EAP Type 3)

ERMRIEFIFRARK D THEAPR I ( FAWPA2E HERTE ) -

Thu Aug 24 18:20:54 2006: 00:40: 96: a0: 36: 2f Processi ng Access-
Accept for nobile 00:40: 96: a0: 36: 2f

Thu Aug 24 18:20:54 2006: 00:40: 96: a0: 36: 2f Appl yi ng new AAA
override for station 00:40: 96: a0: 36: 2f



Thu Aug 24 18:20:54 2006: 00:40: 96: a0: 36: 2f Override values for station
00: 40: 96: a0: 36: 2f source: 4, valid bits: 0x0

gosLevel: -1, dscp: Oxffffffff, dotlpTag: Oxffffffff, sessionTi neout:
-1 dataAvgC. -1, rTAvgC -1, dataBurstC -1, r1

Thu Aug 24 18:20:54 2006: 00:40: 96: a0: 36: 2f Unable to apply override
policy for station 00:40:96: a0: 36: 2f - VapAl | owRadi usOverride E

Thu Aug 24 18:20:54 2006: 00:40:96: a0: 36: 2f Creating a new PMK Cache Entry
for station 00:40:96: a0: 36: 2f (RSN 2)

Thu Aug 24 18:20:54 2006: 00:40: 96: a0: 36: 2f Addi ng BSSI D
00: 14: 1b: 5a: 33: d0 to PMKI D cache for station 00:40:96: a0: 36: 2f

Thu Aug 24 18:20:54 2006: New PMKID: (16)

Thu Aug 24 18:20:54 2006: [0000] a6 cO 02 95 66 €8 ed 9b 1c 65 9b
72 1f 3f 5f 5b

Thu Aug 24 18:20:54 2006: 00:40: 96: a0: 36: 2f Sendi ng EAP- Success
to nmobil e 00:40:96: a0: 36: 2f (EAP 1d 0)

Thu Aug 24 18:20:54 2006: Including PWKID in ML (16)

Thu Aug 24 18:20:54 2006:
[0000] a6 cO 02 95 66 e8 ed 9b 1c 65 9b 72 1f 3f 5f 5b

Thu Aug 24 18:20:54 2006: 00:40: 96: a0: 36: 2f Sendi ng EAPOL- Key Message to
nmobi | e 00: 40: 96: a0: 36: 2f state I NI TPMK (nmessage 1), replO

Thu Aug 24 18:20:54 2006: 00:40: 96: a0: 36: 2f Enteri ng Backend
Aut h Success state (id=0) for nobile 00:40: 96: a0: 36: 2f

Thu Aug 24 18:20:54 2006: 00:40: 96: a0: 36: 2f Recei ved Aut h Success
while in Authenticating state for nobile 00: 40: 96: a0: 36: 2f

Thu Aug 24 18:20:54 2006: 00:40: 96: a0: 36: 2f dot 1x -
nmovi ng nobil e 00: 40: 96: a0: 36: 2f into Authenticated state

Thu Aug 24 18:20:54 2006: 00:40: 96: a0: 36: 2f Recei ved EAPOL-
Key from nobil e 00: 40: 96: a0: 36: 2f

Thu Aug 24 18:20:54 2006: 00:40: 96: a0: 36: 2f Invalid EAPOL version
(1) in EAPOL-key nessage from nobil e 00:40: 96: a0: 36: 2f

Thu Aug 24 18:20:54 2006: 00:40: 96: a0: 36: 2f Recei ved EAPOL- key
in PKT_START state (nessage 2) from nobil e 00: 40: 96: a0: 36: 2f

Thu Aug 24 18:20:54 2006: 00:40: 96: a0: 36: 2f St oppi ng retransm ssion
timer for nobile 00:40:96: a0: 36: 2f

Thu Aug 24 18:20:54 2006: 00:40: 96: a0: 36: 2f Sendi ng EAPOL- Key Message
to nmobil e 00:40: 96: a0: 36: 2f state PTKI Nl TNEGOTI ATI NG ( nessal

Thu Aug 24 18:20:54 2006: 00:40: 96: a0: 36: 2f Recei ved
EAPCOL- Key from nobil e 00: 40: 96: a0: 36: 2f

Thu Aug 24 18:20:54 2006: 00:40:96: a0: 36: 2f Invalid EAPOL version (1)
i n EAPOL- key nessage from nobil e 00:40: 96: a0: 36: 2f

Thu Aug 24 18:20:54 2006: 00:40: 96: a0: 36: 2f Recei ved EAPOL-key in
PTKI NI TNEGOT! ATI NG state (nessage 4) from nobil e 00:40: 96: a0: 36: 2f

Thu Aug 24 18:20:54 2006: AccountingMessage
Accounting Interim 0x138dd764

Thu Aug 24 18:20:54 2006: Packet contains 20 AVPs:

Thu Aug 24 18:20:54 2006:

AVP[ 01] User-Nane.................. enterprise (10 bytes)
Thu Aug 24 18:20: 54 2006: AVP[02]

Nas-Port...... ... .. . ... . ... ... ... 0x0000001d (29) (4 bytes)
Thu Aug 24 18:20: 54 2006: AVP[ 03]

Nas-Ip-Address. .................... 0x0a0a5003 (168448003) (4 bytes)
Thu Aug 24 18:20: 54 2006: AVP[ 04]

A ass. ... CACS: 0/ 28b5/ a0a5003/ 29 (22 bytes)
Thu Aug 24 18:20: 54 2006: AVP[05]

NAS-Identifier..................... ws- 3750 (7 bytes)
Thu Aug 24 18:20: 54 2006: AVP[ 06]

Ai respace /| WAN-ldentifier........ 0x00000001 (1) (4 bytes)
Thu Aug 24 18:20: 54 2006: AVP[07]

Acct-Session-ld.................... 44ede3b0/ 00: 40:

96: a0: 36: 2f/ 14 (29 bytes)
Thu Aug 24 18:20: 54 2006: AVP[08]
Acct-Authentic..................... 0x00000001 (1) (4 bytes)
Thu Aug 24 18:20: 54 2006: AVP[09]
Tunnel -Type. . ... ... . 0x0000000d (13) (4 bytes)



Thu Aug 24 18:20:54 2006: AVP[10]

Tunnel - Medium Type. . ............... 0x00000006 (6) (4 bytes)
Thu Aug 24 18:20: 54 2006: AVP[11]
Tunnel -Goup-1d.................... 0x3832 (14386) (2 bytes)
Thu Aug 24 18:20: 54 2006: AVP[12]
Acct-Status-Type. . ................. 0x00000003 (3) (4 bytes)
Thu Aug 24 18:20: 54 2006: AVP[13]
Acct-lnput-Cectets.................. 0x000b99a6 (760230) (4 bytes)
Thu Aug 24 18:20: 54 2006: AVP[ 14]
Acct-Qutput-Cectets................. 0x00043a27 (277031) (4 bytes)
Thu Aug 24 18:20: 54 2006: AVP[15]
Acct -l nput-Packets................. 0x0000444b (17483) (4 bytes)
Thu Aug 24 18:20: 54 2006: AVP[ 16]
Acct-Qut put-Packets................ 0x0000099b (2459) (4 bytes)
Thu Aug 24 18:20: 54 2006: AVP[17]
Acct-Session-Tine.................. 0x00000a57 (2647) (4 bytes)
Thu Aug 24 18:20: 54 2006: AVP[ 18]
Acct-Delay-Time.................... 0x00000000 (0) (4 bytes)
Thu Aug 24 18:20: 54 2006: AVP[19]
Calling-Station-Id................. 10. 10. 82. 11 (11 bytes)
Thu Aug 24 18:20: 54 2006: AVP[ 20]
Called-Station-Id.................. 10. 10. 80. 3 (10 bytes)

Thu Aug 24 18:20:54 2006: 00:40: 96: a0: 36: 2f
Stopping retransm ssion timer for nobile 00:40: 96: a0: 36: 2f
Thu Aug 24 18:20:57 2006: User admin authenticated
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