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ERFTFREt@ Y

===>GPRS Mobility/Session Management Message (2 Bytes)
Protocol Discriminator GMM message

Message Attach Complete

INBOUND>>>>> (05:34:35:320 Eventid:88112(0)

===>GPRS Mobility/Session Management Message (34 Bytes)

Protocol Discriminator
Message
Requested NSAPI
Requested LLC SAPI
Requested Qos
Length of Qos: 14
Requested PDP address
Length : 2
Access Point Name
Length: 10

<<<<QUTBOUND
GTPC Tx PDU,
TEID: 0x00000000,
Sequence Number:: 0x00CC
GTP HEADER FOLLOWS:
Version number:
type:
flag:

Protocol
Extended header
Sequence number

NPDU number
Message

flag:
flag:
Type:
Message Length:
Tunnel ID:
Sequence Number:
GTP HEADER ENDS.
INFORMATION ELEMENTS FOLLOW:
IMSI:
Recovery:
Selection Mode:
Tunnel ID Data I:
Tunnel ID Control I:
NSAPT:
END USER ADDRESS FOLLOWS:
PDP Type Organisation:
PDP Type Number:
Address:
END USER ADDRESS ENDS.
Access Point Name:
GSN Address I:
GSN Address II:
MSISDN:
QO0S Profile:
COMMON FLAGS FOLLOW:
Prohibit Payload Compression:

Message type:
(204)

SM message
Activate PDP Context Request

05:34:35:323 Eventid:116004(3)
from 192.168.2.2:19002 to 192.168.2.1:2123
GTP_CREATE_PDP_CONTEXT_REQ_MSG

(110)

1

1 (GTP C/U)
Not present
Present

Not present
0x10
0x0066 (102)
0x00000000
0x00CC (204)

123450040000000

0x09 (9)

0x0 (MS or network provided APN,
0x8000C002

0x8000C002

0x05 (5)

IETF
Ipv4

Empty

sittl.com

0xC0A80202 (192.168.2.2)
0xC0A80203 (192.168.2.3)
128612345678901

0x0223421F72967373440DFFFF00

no
Multicast Service

MBMS Service Type:

RAN Procedures Ready:

MBMS Counting Information:
No QoS negotiation:

NRSN:

Upgrade QoS Supported:
Dual Address Bearer Flag:

no
no
no
ves
no
no

(0x10)

(GTP_CREATE_PDP_CONTEXT_REQ_MSG)

subscribed verified

>>>>>>>>>> to GGSN1

(Subscribed))



COMMON FLAGS END.
Radio Access Technology:
MS Time Zone:
Daylight Saving Time:
INFORMATION ELEMENTS END.

INBOUND>>>>>
GTPC Rx PDU,
TEID: 0x8000C002,
Sequence Number:: 0x00CC
GTP HEADER FOLLOWS:
Version number:
type:
flag:

Protocol
Extended header
Sequence number
NPDU number
Message Type:
Message Length:
Tunnel ID:
Sequence Number:
GTP HEADER ENDS.

INFORMATION ELEMENTS FOLLOW:
Cause:

INFORMATION ELEMENTS END.

flag:
flag:

<<<<QOUTBOUND
GTPC Tx PDU,
TEID: 0x00000000,
Seqguence Number:: 0x00CD
GTP HEADER FOLLOWS:
Version number:
type:
flag:

Protocol
Extended header
Sequence number
NPDU number
Message Type:
Message Length:
Tunnel ID:
Sequence Number:
GTP HEADER ENDS.
INFORMATION ELEMENTS FOLLOW:
IMSI:
Recovery:

flag:
flag:

Selection Mode:
Tunnel ID Data I:
Tunnel ID Control I:
NSAPT:
END USER ADDRESS FOLLOWS:
PDP Type Organisation:
PDP Type Number:
Address:
END USER ADDRESS ENDS.
Access Point Name:
GSN Address I:
GSN Address II:
MSISDN:
Q0S Profile:
COMMON FLAGS FOLLOW:
Prohibit Payload Compression:

MBMS Service Type:

Message type:
(204)

Message type:
(205)

GERAN
-4:00
+1 hour

05:34:35:326 Eventid:116003(3)
from 192.168.2.1:2123 to 192.168.2.2:19002
GTP_CREATE_PDP_CONTEXT_RES_MSG

1

1 (GTP C/U)
Not present
Present

Not present
0x11
0x0006 (6)
0x8000C002
0x00CC (204)

0xC7

05:34:35:327 Eventid:116004(3)
from 192.168.2.2:19002 to 192.168.2.128:2123
GTP_CREATE_PDP_CONTEXT_REQ_MSG

1

1 (GTP C/U)
Not present
Present

Not present
0x10
0x0066 (102)
0x00000000
0x00CD (205)

123450040000000
0x09 (9)

0x0
0x8000C002
0x8000C002
0x05 (5)

IETF
IpPv4

Empty

sittl.com

0xCOA80202 (192.168.2.2)
0xC0A80203 (192.168.2.3)
128612345678901

0x0223421F72967373440DFFFFO00

no
Multicast Service

RAN Procedures Ready: no

MBMS Counting Information: no

(14)

(GTP_NO_RESOURCES_AVAILABLE)

(MS or network provided APN,

(0x11)

(GTP_CREATE_PDP_CONTEXT_RES_MSG)

(110)

(0x10)>>>>>>>>>> GGSN2

(GTP_CREATE_PDP_CONTEXT_REQ_MSG)

subscribed verified

(Subscribed))



No QoS negotiation:

NRSN:

Upgrade QoS Supported:
Dual Address Bearer Flag:

COMMON FLAGS END.
Radio Access Technology:
MS Time Zone:
Daylight Saving Time:
INFORMATION ELEMENTS END.

INBOUND>>>>>

GTPC Rx PDU,

TEID: 0x8000C002,

Seqguence Number:: 0x00CD
GTP HEADER FOLLOWS:

Version number:

Protocol type:

Extended header

Sequence number

NPDU number

Message

flag:
flag:
flag:
Type:
Message Length:
Tunnel ID:
Sequence Number:
GTP HEADER ENDS.
INFORMATION ELEMENTS FOLLOW:
Cause:
Reorder Required:
Tunnel ID Data I:
Tunnel ID Control I:
Charging ID:
END USER ADDRESS FOLLOWS:
PDP Type Organisation:
PDP Type Number:
IPv4 Address:
END USER ADDRESS ENDS.

GSN Address I:

GSN Address II:
Q0S Profile:
INFORMATION ELEMENTS END.

SGSNHN{AEZEGGSN?

no
ves
no
no

GERAN
-4:00
+1 hour

05:34:35:337 Eventid:116003 (3)

from 192.168.2.128:2123 to 192.168.2.2:19002
Message type:
(205)

(72)

GTP_CREATE_PDP_CONTEXT_RES_MSG (0x11)

1

1 (GTP C/U)

Not present

Present

Not present

0x11 (GTP_CREATE_PDP_CONTEXT_ RES_MSG)
0x0040 (64)

0x8000C002

0x00CD (205)

0x80 (GTP_REQUEST_ACCEPTED)
0x0 (Not present)
OxOFFFFFF8

OxOFFFFFF8

0x00000007

IETF
IpPv4
12.0.0.6

0xCOA80280 (192.168.2.128)
0xCOA80280 (192.168.2.128)
0x0222421F7296D1FE460D03FE004A4A

frapn-profileBit 8 T , & — @ S apn-resolve-dns-query snaptr.
apn-resolve-dns-query snaptr [ epc-ue |3Eepc-ue ]

SNAPTRIBIREENFEHEHE(UE)WEPCEE L, FALGSAEBEPCETRMIGHERAERA
SNAPTRE!BIDNSER , LETAPNEMN, WWEXPHEE TR A SEAPNE L Ih8EAY 2 Hl,
MEEMEREFHTFTISEEEBF , AIS-NAPTREHEARMEUE , 8 XEEPCHUEMT X
EEPCHIUE, FARRIBERT , LINRERBA.

IE R /RSGSNE LAName Authority Pointer(NAPTR)#& =\,
(sitt1.com.apn.epc.mnc090.mcc262.3gppnetwork.org) A DNSZE 5 LLiZEGGSN,

MENAPTREH KA , BISGSNEIREIEHE BIA(sitt1.mnc045.mcc123.gprs) AXEERGGSN P it

o



ERER

SGSNELE :

apn-profile default

apn-resolve-dns-query snaptr

EnBEAmEE
**%* Verbosity Level ( 2) ***
**%* Verbosity Level ( 3) ***

<<<<OUTBOUND 05:42:24:667 Eventid:5957(3)
DNS PDU Tx
from : 192.168.2.1 : 49351

to : 192.168.1.254 : 53
bytes : 76
Query ID : 6366
Type : Query
Question : NAPTR ? sittl.com.apn.epc.mnc045.mccl23.3gppnetwork.org.
Additional
Name .
Ext-RCODE : 0
Type : OPT
UDPsize : 4096

INBOUND>>>>> 05:42:24:750 Eventid:5956(3)
DNS PDU Rx
from : 192.168.1.254 : 53

to : 192.168.2.1 : 49351
bytes : 76
Query ID : 6366
Type : Response
Authoritative Answer : No
Response code : ServFail
Question : NAPTR ? sittl.com.apn.epc.mnc045.mccl23.3gppnetwork.org.
Additional
Name .
Ext-RCODE : 0
Type : OPT
UDPsize : 4096

<<<<OUTBOUND 05:42:24:752 Eventid:5957(3)
DNS PDU Tx
from : 192.168.2.1 : 51619

to : 192.168.1.254 : 53
bytes : 57
Query ID : 16777
Type : Query
Question : A? sittl.com.MNCO045.MCC123.GPRS.
Additional
Name .
Ext-RCODE : 0
Type : OPT

UDPsize : 4096



INBOUND>>>>> (05:42:24:781 Eventid:5956(3)
DNS PDU Rx
from : 192.168.1.254 : 53

to : 192.168.2.1 : 51619
bytes : 57
Query ID : 16777
Type : Response
Authoritative Answer : No
Response code : Success
Question : A? sittl.com.MNC045.MCC123.GPRS.
Additional
Name .
Ext-RCODE : 0
Type : OPT
UDPsize : 4096

EE ) ]
#NR A LU BB 5| BB BONS:

Flags: A Service: x-3gpp-pgw:x-s5-gtp:x-s8-gtp:xX-gn:x-gp

EXEIIFRM 7B EPC)WUEERERE , RIFDNSEZERBKE R , SGSNIREEIEFIAE

o

Blgn -

SGSNBEDNSEZ RS E F , R 2B Fx-3gpp-ggsn:x-gnFx-3gpp-ggsn:x-gp , Al
SGSNEEEIAEHE A,

Query Name: sittl.com.apn.epc.mnc045.mccl23.3gppnetwork.org

Answer:
Order: 10 Preference: 10
Flags: A Service: x-3gpp-pgw:X-sb-gtp:x-s8-gtp:x-gn:x-gp

Regular Expression:
Replacement: TOPON.S5.GGSN1.NODES.EPC.MNCO090.MCC262.3GPPNETWORK.ORG

Query Name: sittl.mnc045.mccl23.gprs
Query Type: A TTL: 48993 seconds
Answer:

IP Address: 192.168.2.1

fRE% , REIEDNSH RAAR KA E —EGGSN Pk , BISGSNEEZEEME T — @A
GGSN , it ER=ERH,

BIESGSNE R :
Gn SGSNXZ#E3 & Bh & X #EEvolved Packet Core(EPC)MUEZZEH B & K2 ER#A (PDN)HBE
(P-GW)/GGSNET |, I ¥} IR %% 5| 2ix-3gpp-pgw:x-gn / X-3gpp-pgw:x-gptIAPNSE 2 BR TE 15 &

(FQDN)#1TDNSE#NAPTR(SNAPTR)E# . BR¥ 5| Ex-3gpp-ggsn:x-gnF1x-3gpp-ggsn:x-gp + &Y
NEEAREEBIGGSN,

Rk , FEERFTDNSRC#EF , AT\ SR EI8 , Flan



Flags: A Service: X-3gpp-pgw:x-s5-gtp:x-s8-gtp:X-gn:x-gp:X-3gpp-ggsn:X-gn:x-gp

Z#% , DNSE# AT X EEPCHUER E 2 E#38I (GW)ithit »

Query Name: sittl.com.apn.epc.mnc045.mccl23.3gppnetwork.org

Query Type: NAPTR TTL: 42755 seconds
Answer:
Order: 40 Preference: 40
Flags: A Service: x-3gpp-pgw:x-s5-gtp:x-s8-gtp:xX-gn:x-gp:x-3gpp-ggsn:x-gn:x-gp

Regular Expression:
Replacement: TOPON.S5.GGSN03.NODES.EPC.mnc045.mccl123.3GPPNETWORK . ORG

Query Name: sittl.com.apn.epc.mnc045.mccl23.3gppnetwork.org

Query Type: NAPTR TTL: 42755 seconds
Answer:
Order: 10 Preference: 10
Flags: A Service: x-3gpp-pgw:x-s5-gtp:x-s8-gtp:xX-gn:x-gp:x-3gpp-ggsn:x-gn:x-gp

Regular Expression:
Replacement: TOPON.S5.GGSN02.NODES.EPC.mnc045.mccl23.3GPPNETWORK . ORG

Query Name: sittl.com.apn.epc.mnc045.mccl23.3gppnetwork.org

Query Type: NAPTR TTL: 42755 seconds
Answer:
Order: 20 Preference: 20
Flags: A Service: x-3gpp-pgw:x-s5-gtp:x-s8-gtp:xX-gn:x-gp:x-3gpp-ggsn:x-gn:x-gp

Regular Expression:
Replacement: TOPON.S5.GGSN05.NODES.EPC.mnc045.mccl23.3GPPNETWORK . ORG

Query Name: sittl.com.apn.epc.mnc045.mccl23.3gppnetwork.org

Query Type: NAPTR TTL: 42755 seconds
Answer:
Order: 30 Preference: 30
Flags: A Service: x-3gpp-pgw:x-s5-gtp:x-s8-gtp:xX-gn:x-gp:x-3gpp-ggsn:x-gn:x-gp

Regular Expression:
Replacement: TOPON.S5.GGSN04.NODES.EPC.mnc045.mccl23.3GPPNETWORK . ORG

Query Name: TOPON.S5.GGSN04.NODES.EPC.mnc045.mccl23.3GPPNETWORK. ORG
Query Type: NAPTR TTL: 48993 seconds

Answer:

IP Address: 192.168.2.22

Query Name: TOPON.S5.GGSN0O3.NODES.EPC.mnc045.mccl23.3GPPNETWORK. ORG
Query Type: NAPTR TTL: 48993 seconds

Answer:

IP Address: 192.168.2.18

Query Name: TOPON.S5.GGSNO5.NODES.EPC.mnc045.mccl23.3GPPNETWORK. ORG
Query Type: NAPTR TTL: 48993 seconds

Answer:

IP Address: 192.168.2.23

Query Name: TOPON.S5.GGSN0O2.NODES.EPC.mnc045.mccl23.3GPPNETWORK. ORG
Query Type: NAPTR TTL: 48993 seconds

Answer:

IP Address: 192.168.2.21

EmE 2 , FRAEHDNSH & 21x-3gpp-pgw:x-s5-gtp:x-s8-gtp:x-gn:x-gp:X-3gpp-ggsn:x-gn:x-
gp , MU % EEHE ZEGGSNRZ Bt Ueris , HRRKETE.
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