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AERSFEAUTERE :

- REHNETACACS+ELE
. RADIUS#H&E
- B ARADIUSHEL &
. Tnt-buster ( E#FERET ) BLE
- Tremens ( BBEFin ) BliE
S REBMTACACS+EE

user = trenens {
default service = permt
login = cleartext "cisco"
chap = cleartext "cisco"

!--- CHAP password. Sservice = ppp protocol = lcp {
cal | back-di al string = "6083" !--- Number to callback.
send-secret = "cisco" } }

SR A LAE IRADIUSEBAAARIBRER RIZ AL LI B B , MARTACACS+, M TRARADIUSERE
gl

RADIUS#E &E

tremens Aut h- Type = Local, Password = "cisco"
Servi ce- Type = Franed- User,
!-—- Service-Type(6) is Framed User(4). Cisco-AVPair =
"l cp: cal | back-di al stri ng=6083", Cisco-AVPair =
"l cp: send-secret =ci sco"

AEXE £ ERPTRAIRADIUSELE A |, [EAY & 17 5878 B E Cisco AVPair Icp:send-secret=cisco.
MR SIELLAVPair , B AZETE B {7 R 85 L A it Bl B R iR B8 BRI CHAPE I & 2 BN B

AE . AERTERBATACACS+, AXEHRENFARTE RRADIUSEEIH B,
X : fECisco IOSHRA12.1(7)B% , ATLAER Internet TIEE A (IETF)RADIUS B 193

17
ISDNF14& #EMicrosoft = #, ELE%/RT AEEMFERWERBEFTRAVCisco AVPairs, 2 E
Itk BR R R AV i FIRADIUSHE REET ) -

{#FARADIUSE. B

trenmens Aut h- Type = Local, Password = "ci sco"
Servi ce- Type = cal |l back franed
I-—— Service-Type (6) 1is callback

framed (4). !--- Callback framed is also known as !---
Dialback-Framed-User. Cal | back =6083 !--- IETF RADIUS
Callback attribute (19) with the phone !--- number for

the callback.

XX : RADIUSFRE A RIRE ) @ # [ IREFHIETF RADIUSE 419,
RRGIFERNWAERARNEEN TR

Tnt-buster ( EE{RIMRES )

version 12.1




service tinmestanps debug dateti ne nsec

service tinmestanps | og datetinme nsec

no service password-encryption

]

host nane Tnt - bust er

]

boot system flash flash:c5300-i-ne.121-4

| oggi ng buffered 1000000 debuggi ng

aaa new node

aaa aut hentication |ogin none none

aaa aut hentication ppp default group tacacs+ |oca

!--- AAA methods for PPP authentication. aaa

aut hori zati on network default group tacacs+ !--- AaA
authorization methods for RADIUS implementation. !---
Replace TACACS+ with RADIUS in the statements above. !
spe 1/0 1/23 firmvare | ocation

system /ucode/ mi crocom firmvare ! resource-pool disable
! ip subnet-zero no ip donain-lookup ! isdn switch-type
primary-net5 ! controller E1 O !--- EI interface that
accepts the initial call and performs the callback.
clock source line primary pri-group timeslots 1-31 ! !
I--- irrelevant output has been omitted. ! interface
LoopbackO i p address 2.2.2.2 255.255.255.255 | interface
Et hernet0 i p address 10.200. 20. 42 255. 255. 255.0 !
interface Serial 0:15 !--- D-channel for controller E1 0.
no i p address encapsul ation ppp dialer rotary-group 1 !-
-- Assign E1 0 to rotary-group 1 (which is necessary for
dialout). !--- Rotary-group properties are defined in
interface Dialer 1. isdn switch-type primary-net5 no cdp
enable ! | /--- irrelevant output has been omitted. ! !
interface Dialerl /--- This is the interface for the
dialer rotary-group 1 configuration. ip unnumnbered
Loopback0 encapsul ati on ppp dialer in-band dialer aaa !-
-- This allows AAA to retrieve the callback dial string
via AAA servers. !--- This command 1s required for
callback attributes to be obtained !--- from the AAA
server. dialer idle-tinmout 60 dialer enable-tineout 5
!--- The time (in seconds) between initial call
disconnect and callback !--- initiation. di al er hol d-
queue 20 !--- This holds 20 packets destined for the
remote destination until the !--- connection is made.
dialer-group 1 no peer default ip address !--- The peer
is not given an IP address from a pool. !--- IP pool can
be defined if necessary. ppp call back accept !/--- Allows
the interface to accept a callback request from a remote
host. ppp authentication chap callin! ip route 0.0.0.0
0.0.0.0 10.200.20.1 no ip http server ! dialer-list 1
protocol ip pernmit tacacs-server host 10.200.20.134 key
Ci SCO !--- The IP address and key of the TACACS+ server.
! line con O exec-tinmeout 0 O length 30 transport input
none line 1 24 line aux 0 line vty 0 4 no exec-banner
exec-timeout 0 O | ogin authentication none ! end

Tremens ( BIRE S )

version 12.1

service tinmestanps debug dateti ne nsec
service tinmestanps | og datetime nsec
no service password-encryption

!
host nane trenens
!
usernane tnt-buster password O cisco




! --- Username and shared secret password used for CHAP

authentication. !--- The AAA server must have this
router hostname (tnt-buster) and !--- shared secret
(cisco) configured. ! ip subnet-zero no ip finger noip
domai n-1 ookup ! isdn switch-type basic-net3 ! interface

LoopbackO ip address 3.3.3.3 255.255.255.255 | interface
Et hernet0 i p address 10.200. 16. 54 255. 255. 255.0 !

interface BRIO /--- The interface used for dialin and
dialout. no ip address encapsul ati on ppp dial er pool -
menber 1 !--- Assign BRIO as member of dialer pool 1. !-

-- Dialer pool 1 is specified in interface Dialer 1.

i sdn switch-type basic-net3 ppp authentication chap
interface Dialerl ip unnunbered LoopbackO encapsul ation
ppp dialer pool 1 !--- Defines dialer pool 1. !--- BRI 0
is a member of this pool. dialer idle-tinmout 60 dialer
string 8211 !--- The number to dial when dialing out for
the initial call. dialer hold-queue 20 !--- This holds
20 packets destined for the remote destination until the
!--- connection is made. dialer-group 1 no peer default

i p address no fair-queue no cdp enabl e ppp call back

request !--- Request PPP callback from the server. ppp
aut hentication chap ! ip route 2.2.2.2 255. 255, 255. 255
Dialerl /--- IP route for the dialer interface. NO ip
http server | dialer-list 1 protocol ip permit ! line

con O exec-tinmeout 0 O transport input none line aux O
line vty O 4 exec-tineout 0 O login ! end

B

REBRBENEFATRARERENALERE EFEF,
BHERSRTS(EHEMEFER)XEX Eshowsn & , It T B A[R AR showds T i HHY 247,

- show dialer interface type number — B R A 1Z ER R B (DDR)EEN N HH —ARZETEA
BN ENRENE E’Jﬂﬁﬁiﬂ:?ﬁzﬁﬁﬁéyﬁﬁqﬂo Lo FIR A T EARET RS,

. show isdn status — AR ERIBHESEISDN M FHEET. THHD K BFEEA
ACTIVE , LA BB FE/R2= MULTI PLE_FRAVE ESTABLI SHED, ML SIBREREBHNUNEE,

4323,

AEIR ALY E FA T A A B AR AR 1T ER R AR

BRBAdebugin THIRFMIE A , 552 BICisco IOSHRA12.0BHEB TS E,

R HEBR S (AR )

BHEESRT S (EHEMEFER)XER Lshown © , tb T EAFEARRshowds H# H Y 24,
AR : ZHidebug Tt 2Bl , S EEDebugii T EEEH,

. debug isdn q931 — FE/RISDN#AIEEIELR ( ZE3E ) RYMENZE 3 FIERRE

- debug dialer [ events | packets | — B~ B RAEHRENE LBRNERIHDDRFARE A
. debug aaa authentication — B REBEAAAS B BBV ER.

. debug aaa authorization — T~ B BAAAREN E A,
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. debug tacacs — BE/REETACACS+EE Y AR E Ao

- debug ppp negotiation — EH#ETPPP T4 iF R B EPPPREM MW EF , DIEHERKIE
FIHE(LCP), FHEBEFNCP, KINMPPPIFEHS B EHMMLCPIRE K REEITIORE A &
#EHENCP,

- debug ppp authentication — #RPPPE B RFE MR EHE , DIEEH I HRIF M ECHAP)ER
BRP|ANOSH DRI EPAP)RI, MEBREHE , FREBECHAPEAEEBNEBREEH
B,

- debug callback — E #H 25 ASBFEEMI X IE S B EL R LEWREREWUSES, AR
S SEAREREMBIXEST , Rt R EREEPEA.

5 i tH R B

t nt - bust er #show debug
General OCS:

TACACS access control debugging is on

AAA Aut henti cation debugging is on

AAA Aut hori zation debugging is on
Di al on demnand:

Di al on denmand events debugging is on
PPP:

PPP protocol negotiation debugging is on
| SDN:

| SDN @31 packets debugging is on

| SDN @31 packets debug DSLs. (On/Off/No DSL:1/0/-)

DSL 0 -->7

1 - - - - - - -
tnt - buster#
*Qct 16 08:59:26.403: | SDN Se0:15: RX <- SETUP pd = 8 callref = 0x4880

!-—- incoming ISDN call setup message. *Qct 16 08:59: 26.403: Sendi ng Conplete *Cct 16
08:59: 26. 403: Bearer Capability i = 0x8890 *Cct 16 08:59: 26.403: Channel IDi = 0xA1839A *Cct 16
08:59:26.403: Calling Party Number i = OxAl, '6083', Plan:|1SDN, Type:National !--- Calling Party
Number is configured in the callback string on !--- the AAA server. *Cct 16 08:59:26.403: Called
Party Number i = 0x81, '211', Plan:ISDN, Type: Unknown *Cct 16 08:59:26.407: Locking Shift to
Codeset 6 *Cct 16 08:59:26.407: Codeset 6 |E 0x28 i = '|ISDN-EDU-4'" *Cct 16 08:59:26.407: | SDN
Se0:15: TX -> CALL_PROC pd = 8 callref = OxC880 *Cct 16 08:59:26.411: Channel ID i = 0xA9839A
*QOct 16 08:59:26.415: %1 NK-3-UPDOMN: | nterface Serial 0:25, changed state to up *QOct 16
08:59: 26. 419: Se0:25 PPP: Treating connection as a callin *Cct 16 08:59: 26.419: Se0: 25 PPP
Phase is ESTABLI SHI NG Passive Open *Qct 16 08:59:26.419: Se0:25 LCP: State is Listen *Oct 16
08:59: 26.419: | SDN Se0: 15: TX -> CONNECT pd = 8 callref = OxC880 *Cct 16 08:59:26.419: Channel

IDi = OxA9839A *Cct 16 08:59:26.459: | SDN Se0: 15: RX <- CONNECT_ACK pd = 8 callref = 0x4880
*CQct 16 08:59:26.463: | SDN Se0: 15: CALL_PROGRESS: CALL_CONNECTED cal | id 0x28, bchan 25, dsl O
*Qct 16 08:59:26.551: Se0:25 LCP: | CONFREQ [Listen] id 126 |len 18 !--- PPP LCP negotiation

begins. *Oct 16 08:59: 26.555: Se0: 25 LCP: AuthProto CHAP (0x0305C22305) *COct 16 08:59: 26. 555
Se0: 25 LCP: Magi cNunber 0x3E7BCBD2 (0x05063E7BCBD2) *COct 16 08:59:26.555: Se0:25 LCP: Callback 0
(0x0D0300) *Cct 16 08:59:26.555: Se0: 25 AAA/ AUTHOR/ FSM (0): LCP succeeds trivially *Cct 16

08: 59: 26. 555: Se0: 25 LCP: O CONFREQ [Listen] id 1 len 15 *COct 16 08:59: 26. 555: Se0: 25 LCP

Aut hProt o CHAP (0x0305C22305) *COct 16 08:59:26.555: Se0:25 LCP: Magi cNunber OxEO06953E4
(O0x0506E06953E4) *Cct 16 08:59:26.555: Se0:25 LCP: O CONFACK [Listen] id 126 len 18 *Cct 16

08: 59: 26. 555: Se0: 25 LCP: AuthProto CHAP (0x0305C22305) *COct 16 08:59: 26.555: Se0: 25 LCP:

Magi cNunber Ox3E7BCBD2 (0x05063E7BCBD2) *Cct 16 08:59:26.555: Se0: 25 LCP: Cal | back 0 (0x0D0300)
!--- Callback option is acknowledged (CONFACKed). *QCct 16 08:59:26.587: Se0:25 LCP: | CONFACK
[ACKsent] id 1 len 15 *Cct 16 08:59:26.587: Se0:25 LCP: Aut hProto CHAP (0x0305C22305) *Cct 16
08:59: 26. 587: Se0: 25 LCP: Magi cNunber OxE06953E4 (0x0506E06953E4) *COct 16 08:59: 26.587: Se0: 25
LCP: State is Open *Cct 16 08:59:26.587: Se0:25 PPP: Phase is AUTHENTI CATI NG, by both !/--- ppp
Authentication begins. *Qct 16 08:59:26.587: Se0:25 CHAP: O CHALLENGE id 1 len 31 from"tnt-
buster" *Qct 16 08:59:26.611: Se0:25 CHAP: | CHALLENGE id 93 len 28 from"tremens" *Cct 16
08:59: 26. 611: Se0:25 CHAP: Waiting for peer to authenticate first *QOct 16 08:59: 26. 623: Se0: 25
CHAP: | RESPONSE id 1 len 28 from"trenens" *COct 16 08:59: 26.623: AAA: parse nanme=Serial 0: 25 idb



type=13 tty=-1 *Cct 16 08:59: 26. 623: AAA: nane=Serial 0: 25 fl ags=0x51 type=1 shel f=0 sl ot =0
adapt er=0 port=0 channel =25 *Cct 16 08:59: 26. 623: AAA: parse nane= idb type=-1 tty=-1 *Cct 16
08:59: 26. 623: AAA/ MEMORY: create_user (0x6126CO0AC) user='trenmens' ruser='"' port="'Serial 0: 25
rem addr =' 6083/ 211" aut hen_type=CHAP servi ce=PPP priv=1 *Qct 16 08:59: 26. 623: AAA/ AUTHEN START
(199889519): port="Serial 0:25" list="" action=LOd N service=PPP *Cct 16 08:59: 26. 623:

AAA/ AUTHEN START (199889519): using "default” list *Oct 16 08:59:26.623: AAA/ AUTHEN START
(199889519): Met hod=t acacs+ (tacacs+) !--- Use TACACS+ as AAA method for the default list. *Cct
16 08:59: 26.623: TAC+: send AUTHEN START packet ver=193 id=199889519 *Cct 16 08:59: 26.623: TAC+:
Using default tacacs server-group "tacacs+" list. *QOct 16 08:59: 26. 623: TAC+: Opening TCP/IP to
10. 200. 20. 134/ 49 tineout=5 *Cct 16 08:59:26.627: TAC+: Opened TCP/IP handl e 0x610C4D40 to

10. 200. 20. 134/ 49 *Cct 16 08:59:26.627: TAC+: 10.200.20. 134 (199889519) AUTHEN START/ LOG N/ CHAP
queued *Cct 16 08:59:26.827: TAC+: (199889519) AUTHEN START/LOG N/ CHAP processed *Cct 16

08: 59: 26. 827: TAC+: ver=193 id=199889519 recei ved AUTHEN status = PASS *Cct 16 08:59: 26. 827:
AAA/ AUTHEN (199889519): status = PASS !--- AAA authentication succeeds. *Qct 16 08:59: 26. 827:
TAC+: Closing TCP/I P 0x610C4D40 connection to 10.200. 20. 134/49 *Cct 16 08:59: 26. 827: Se0: 25
AAA/ AUTHOR/ LCP:  Aut horize LCP *COct 16 08:59: 26.827: Se0: 25 AAA/ AUTHOR/ LCP (4028243213):
Port="Serial 0: 25" list="" service=NET *COct 16 08:59: 26.827: AAA/ AUTHOR/ LCP: Se0: 25 (4028243213)
user="trenens' *Cct 16 08:59:26.827: Se0: 25 AAA/ AUTHOR/ LCP (4028243213): send AV servi ce=ppp
*QOct 16 08:59:26.827: Se0: 25 AAA/ AUTHOR/ LCP (4028243213): send AV protocol =lcp *Cct 16

08: 59: 26. 827: Se0: 25 AAA/ AUTHOR/ LCP (4028243213): found list "default" *Oct 16 08:59: 26. 827:
Se0: 25 AAA/ AUTHOR/ LCP (4028243213): Met hod=t acacs+ (tacacs+) *Cct 16 08:59: 26. 827:

AAA/ AUTHOR/ TAC+: (4028243213): user=tremens *Cct 16 08:59:26. 827: AAA AUTHOR/ TAC+: (4028243213):
send AV service=ppp *Cct 16 08:59: 26. 827: AAA/ AUTHOR/ TAC+: (4028243213): send AV protocol =l cp
*QOct 16 08:59:26.827: TAC+: using previously set server 10.200.20.134 fromgroup tacacs+ *Cct 16
08: 59: 26. 827: TAC+: Opening TCP/IP to 10.200.20.134/49 timeout=5 *Cct 16 08:59: 26. 831: TAC+:
Opened TCP/ 1P handl e 0x61269588 to 10.200. 20. 134/49 *Cct 16 08:59: 26.831: TAC+: Opened

10. 200. 20. 134 i ndex=1 *Cct 16 08:59:26.831: TAC+: 10.200.20.134 (4028243213) AUTHOR/ START queued
*QOct 16 08:59:27.031: TAC+: (4028243213) AUTHOR/ START processed *Oct 16 08:59: 27.031: TACH:
(4028243213): received author response status = PASS ADD *Cct 16 08:59:27.031: TAC+: C osing
TCP/ | P 0x61269588 connection to 10.200.20.134/49 *Cct 16 08:59: 27.031: Se0: 25 AAA/ AUTHOR
(4028243213): Post authorization status = PASS ADD *Cct 16 08:59:27.031: Se0: 25 AAA/ AUTHOR/ LCP:
Processing AV service=ppp *Cct 16 08:59:27.031: Se0: 25 AAA/ AUTHOR/ LCP: Processi ng AV

protocol =l cp *COct 16 08:59:27.031: Se0: 25 AAA/ AUTHOR/ LCP: Processing AV cal |l back-di al string=
6083 !--- callback dial string sent from the AAA server. *Qct 16 08:59:27.031: Se0:25

AAA/ AUTHOR/ LCP:  Processi ng AV send-secret=cisco *Cct 16 08:59:27.031: Se0:25 CHAP: O SUCCESS id
1len 4 *Cct 16 08:59:27.031: Se0:25 CHAP: Processing saved Chall enge, id 93 *Cct 16
08:59:27.031: Se0:25 DDR Authenticated host trenens with no matching dialer map *Cct 16

08:59: 27. 031: AAA: parse nane=Serial 0:25 idb type=13 tty=-1 *Cct 16 08:59:27.031: AAA

name=Seri al 0: 25 fl ags=0x51 type=1 shel f=0 sl ot=0 adapter=0 port=0 channel =25 *Cct 16
08:59:27.031: AAA: parse nanme= idb type=-1 tty=-1 *Cct 16 08:59:27.031: AAA/ MEMORY: create_user
(0x610DD96C) user='trenmens' ruser=""' port="Serial 0: 25" rem addr='6083/211" authen_type=CHAP
servi ce=PPP priv=1 *Cct 16 08:59: 27. 035: AAA/ AUTHEN START (4099567767): port="Seri al 0: 25'
list="" acti on=SENDAUTH servi ce=PPP *Cct 16 08:59:27.035: AAA/ AUTHEN START (4099567767): using
"default" list *Cct 16 08:59:27.035: AAA/ AUTHEN START (4099567767): Method=t acacs+ (tacacs+)
*CQct 16 08:59:27.035: TAC+: Look for cached secret first for sendauth *Cct 16 08:59:27.035:
AAA/ AUTHEN SENDAUTH (4099567767): found cached secret for trenens *Cct 16 08:59:27.035:

AAA/ AUTHEN (4099567767): status = PASS *Cct 16 08:59:27.035: AAA/ MEMORY: free_user (0x610DD96C)

user="trenens' ruser="' port="Serial 0:25 rem addr="6083/211" authen_type=CHAP servi ce=PPP
priv=1l *Cct 16 08:59:27.035: Se0:25 CHAP: O RESPONSE id 93 len 31 from"tnt-buster" *Cct 16
08: 59: 27. 055: Se0:25 CHAP: | SUCCESS id 93 len 4 !--- CHAP is successful. *Cct 16 08:59: 27. 055:

FAO: Sanme state, 0 *COct 16 08:59:27.055: DSES FAO: Session create *Cct 16 08:59: 27. 055:

AAA MEMORY: dup_user (0x61069398) user='trenens' ruser="' port='Serial 0:25" rem addr="'6083/211"
aut hen_t ype=CHAP servi ce=PPP priv=1 source='create callback' *Cct 16 08:59:27.055: Se0:25 DDR
PPP cal | back Cal | back server starting to tremens 6083 !--- DDR starts PPP calback procedures.
*CQct 16 08:59:27.055: Se0:25 DDR disconnecting call !--- Call is disconnected. *Qct 16
08:59:27.059: | SDN Se0: 15: TX -> DI SCONNECT pd = 8 callref = 0xC880 *Cct 16 08:59:27.059: Cause
i = 0x8090 - Normal call clearing *Cct 16 08:59:27.071: Se0:25 | PCP: PPP phase is

AUTHENTI CATI NG di scardi ng packet *Cct 16 08:59:27.091: | SDN Se0: 15: RX <- RELEASE pd 8
callref = 0x4880 *Cct 16 08:59:27.091: |SDN Se0:15: TX -> RELEASE COW pd = 8 callref 0xC880
*QOct 16 08:59:27.103: % .1 NK-3-UPDOMWN: I nterface Serial 0:25, changed state to down *Cct 16
08:59: 27.103: Se0: 25 PPP: Phase is TERM NATI NG *Cct 16 08:59:27.103: Se0:25 LCP: State is C osed
*QOct 16 08:59:27.103: Se0:25 PPP: Phase is DOMN *Qct 16 08:59:27.103: Se0: 25 DDR: di sconnecting
call *Cct 16 08:59:32.055: DDR Callback timer expired !--- Callback timer (5 seconds) expires.
!--- This is configured through the dialer enable-timeout 5 conmand.



*QOct 16 08:59:32.055: Di1l DDR beginning call back to trenmens 6083

*QOct 16 08:59:32.055: Se0: 15 DDR rotor dialout [priority]

*QOct 16 08:59:32.055: Se0:15 DDR Dialing cause dial er session 0xFAO

*QOct 16 08:59:32.055: Se0:15 DDR Attenpting to dial 6083

!--- Callback number dialed. *Cct 16 08:59:32.055: |SDN Se0:15: TX -> SETUP pd = 8 callref =
0x0005 *Cct 16 08:59:32.055: Bearer Capability i = 0x8890 *Cct 16 08:59:32.055: Channel IDi =
OxA9839F *COct 16 08:59:32.055: Called Party Number i = 0x81, '6083', Plan:|SDN, Type: Unknown
*QOct 16 08:59:32.095: | SDN Se0:15: RX <- CALL_PROCC pd = 8 callref = 0x8005 *Cct 16 08:59: 32. 095:
Channel IDi = OxA9839F *Cct 16 08:59:32.311: |SDN Se0:15: RX <- CONNECT pd = 8 callref = 0x8005
!--- Call is connected. *Cct 16 08:59:32.311: Connected Number i = 0xA136303833 *Cct 16

08:59: 32. 315: Locking Shift to Codeset 6 *Qct 16 08:59: 32. 315: Codeset 6 |IE 0x28 i = ' SDN EDU-
4' *Qct 16 08:59:32.323: %I NK-3-UPDOMN: Interface Serial 0:30, changed state to up *Cct 16

08: 59: 32. 323: AAA/ MEMORY: dup_user (0x612B7F70) user='tremens' ruser='' port="Serial 0: 25

rem addr ="' 6083/ 211" aut hen_type=CHAP servi ce=PPP priv=1 source='call back dialout' *Cct 16
08:59:32.323: DDR Freeing callback to tremens 6083 *Cct 16 08:59:32.323: DDR renoving

cal | back, 0 packets unqueued and di scarded *Cct 16 08:59:32.323: AAA/ MEMORY: free_user
(0x61069398) user='trenmens' ruser='""' port="Serial 0:25 rem addr='6083/211" authen_type=CHAP
servi ce=PPP priv=1 *Cct 16 08:59: 32. 323: Se0: 30 PPP: Treating connection as a callout !--- ppp
negotiation begins. *QOct 16 08:59: 32.323: Se0: 30 PPP: Phase is ESTABLI SHI NG Active Open *Cct 16
08: 59:32.323: Se0:30 PPP: No renote authentication for callback *Oct 16 08:59:32.327: Se0: 30
AAA AUTHOR/ FSM  (0): LCP succeeds trivially *COct 16 08:59:32.327: Se0: 30 LCP: O CONFREQ [ d osed]
id5 len 10 *COct 16 08:59:32.327: Se0:30 LCP: Magi cNunber OxE0696A6F (0x0506E0696A6F) *Cct 16
08:59: 32. 327: | SDN Se0: 15: TX -> CONNECT_ACK pd = 8 callref = 0x0005 *COct 16 08:59: 32. 351:
Se0:30 LCP: | CONFREQ [REQsent] id 127 len 15 *Cct 16 08:59:32.351: Se0: 30 LCP: Aut hProto CHAP
(0x0305C22305) *Cct 16 08:59:32.351: Se0:30 LCP: Magi cNunber Ox3E7BE27C (0x05063E7BE27C) *Cct 16
08:59: 32. 355: Se0: 30 LCP: O CONFACK [ REQsent] id 127 len 15 *Oct 16 08:59: 32. 355: Se0: 30 LCP:
Aut hProt o CHAP (0x0305C22305) *Cct 16 08:59:32.355: Se0: 30 LCP: Magi cNunber Ox3E7BE27C
(0x05063E7BE27C) *Cct 16 08:59:32.359: Se0:30 LCP: | CONFACK [ACKsent] id 5 len 10 *Cct 16
08:59: 32. 359: Se0: 30 LCP: Magi cNunber OxE0696A6F (0x0506E0696A6F) *COct 16 08:59: 32. 359: Se0: 30
LCP: State is Open *Cct 16 08:59:32.359: Se0: 30 PPP: Phase is AUTHENTI CATI NG by the peer /---
Authentication begins. *Cct 16 08:59:32.359: Se0: 30 AAA/ AUTHOR/ LCP: Aut horize LCP *Cct 16

08:59: 32. 359: Se0: 30 AAA/ AUTHOR/ LCP (190918816): Port='Serial 0:25" list=""' service=NET *Cct 16
08: 59: 32. 359: AAA/ AUTHOR/ LCP: Se0: 30 (190918816) user='trenens' *Cct 16 08:59:32.359: Se0: 30
AAA/ AUTHOR/ LCP (190918816): send AV service=ppp *Cct 16 08:59: 32.359: Se0: 30 AAA/ AUTHOR/ LCP
(190918816): send AV protocol =l cp *Cct 16 08:59: 32. 359: Se0: 30 AAA/ AUTHOR/ LCP (190918816): found
list "default" *COct 16 08:59:32.359: Se0: 30 AAA/ AUTHOR/ LCP (190918816): Method=tacacs+ (tacacs+)
*QOct 16 08:59: 32.363: AAA/ AUTHOR/ TAC+: (190918816): user=tremens *Cct 16 08:59: 32. 363:

AAA/ AUTHOR/ TAC+: (190918816): send AV service=ppp *Cct 16 08:59: 32. 363: AAA/ AUTHOR/ TAC+:
(190918816): send AV protocol =lcp *Oct 16 08:59:32.363: TAC+: using previously set server

10. 200. 20. 134 from group tacacs+ *Cct 16 08:59:32.363: TAC+: Opening TCP/IP to 10.200. 20. 134/ 49
timeout=5 *Oct 16 08:59: 32.363: TAC+: Opened TCP/IP handl e 0x612B6A1C to 10.200. 20. 134/ 49 *Cct
16 08:59:32.363: TAC+: Opened 10.200.20. 134 index=1 *Cct 16 08:59:32.363: TAC+: 10.200.20. 134
(190918816) AUTHOR/ START queued *Cct 16 08:59: 32.563: TAC+: (190918816) AUTHOR/ START processed
*QOct 16 08:59:32.563: TAC+: (190918816): received aut hor response status = PASS ADD *Cct 16
08:59:32.563: TAC+: Cosing TCP/IP 0x612B6A1C connection to 10.200. 20. 134/ 49 *Cct 16

08:59: 32.563: Se0: 30 AAA/ AUTHOR (190918816): Post authorization status = PASS _ADD *Cct 16

08:59: 32.563: Se0: 30 AAA/ AUTHOR/ LCP: Processing AV service=ppp *COct 16 08:59: 32.563: Se0: 30
AAA/ AUTHOR/ LCP:  Processing AV protocol =l cp *Oct 16 08:59: 32. 563: Se0: 30 AAA/ AUTHOR/ LCP:

Processi ng AV cal | back-di al string= 6083 *Cct 16 08:59: 32.563: Se0: 30 AAA/ AUTHOR/ LCP: Processing
AV send-secret=cisco *Cct 16 08:59:32.563: Se0:30 CHAP: | CHALLENCE id 94 len 28 from"trenens”
!--- An incoming CHAP challenge is received. *Cct 16 08:59: 32.563: AAA: parse nanme=Seri al 0: 30
idb type=13 tty=-1 *Cct 16 08:59: 32.563: AAA: nane=Seri al 0: 30 fl ags=0x51 type=1 shel f=0 sl ot=0
adapt er=0 port=0 channel =30 *Cct 16 08:59: 32. 563: AAA: parse nane= idb type=-1 tty=-1 *Cct 16
08:59: 32.563: AAA/ MEMORY: create_user (0x612B8098) user='trenmens' ruser="' port="Serial 0: 30'

rem addr = 6083/ 6083' aut hen_type=CHAP service=PPP priv=1 *Cct 16 08:59: 32.567: AAA/ AUTHEN START
(763006247): port="Serial0:30" list="" action=SENDAUTH servi ce=PPP *Cct 16 08:59: 32. 567:

AAA/ AUTHEN START (763006247): using "default” list *Oct 16 08:59:32.567: AAA/ AUTHEN START
(763006247): Met hod=t acacs+ (tacacs+) *QOct 16 08:59: 32.567: TAC+: Look for cached secret first
for sendauth *COct 16 08:59:32.567: AAA/ AUTHEN SENDAUTH (763006247): found cached secret for
tremens *Oct 16 08:59: 32.567: AAA/ AUTHEN (763006247): status = PASS *COct 16 08:59: 32. 567:

AAA MEMORY: free_user (0x612B8098) user='trenens' ruser='' port="Serial 0: 30

rem addr =' 6083/ 6083' aut hen_type=CHAP servi ce=PPP priv=1 *Cct 16 08:59:32.567: Se0:30 CHAP: O
RESPONSE id 94 len 31 from"tnt-buster” *Cct 16 08:59:32.587: Se0:30 CHAP: | SUCCESS id 94 len 4



!--- Authentication is successful. *Cct 16 08:59:32.587: Se0:30 PPP. Phase is UP *Cct 16

08:59: 32. 587: Se0: 30 AAA/ AUTHOR/ FSM (0): Can we start |PCP? *Cct 16 08:59: 32.587: Se0: 30

AAA/ AUTHOR/ FSM (3211893880): Port="Serial 0: 25" list="" service=NET *Cct 16 08:59: 32. 587:

AAA/ AUTHOR/ FSM  Se0: 30 (3211893880) user='tremens' *Cct 16 08:59:32.587: Se0: 30 AAA/ AUTHOR/ FSM
(3211893880): send AV service=ppp *Cct 16 08:59: 32.587: Se0: 30 AAA/ AUTHOR/ FSM (3211893880): send
AV protocol =ip *Oct 16 08:59: 32. 587: Se0: 30 AAA/ AUTHOR/ FSM (3211893880): found list "default”
*QOct 16 08:59: 32.587: Se0: 30 AAA/ AUTHOR/ FSM (13211893880) : Met hod=t acacs+ (tacacs+) *Cct 16
08:59: 32. 587: AAA/ AUTHOR/ TAC+: (3211893880): user=trenmens *Cct 16 08:59: 32. 587: AAA/ AUTHOR/ TAC+:
(3211893880): send AV service=ppp *Cct 16 08:59: 32. 587: AAA/ AUTHOR/ TAC+: (3211893880): send AV
protocol =ip *COct 16 08:59: 32.587: TAC+: using previously set server 10.200.20.134 from group
tacacs+ *COct 16 08:59:32.587: TAC+: Opening TCP/IP to 10.200.20.134/49 tineout=5 *Cct 16

08:59: 32. 591: TAC+: Opened TCP/IP handl e 0x612B6C80 to 10.200.20.134/49 *Cct 16 08:59: 32. 591:
TAC+: Opened 10.200. 20. 134 index=1 *Cct 16 08:59: 32.591: TAC+: 10.200.20.134 (3211893880)

AUTHOR/ START queued *Cct 16 08:59:32.791: TAC+: (3211893880) AUTHOR/ START processed *Cct 16
08:59:32. 791: TAC+: (3211893880): received author response status = PASS_ADD *Cct 16
08:59:32.791: TAC+: Cosing TCP/IP 0x612B6C80 connection to 10.200. 20. 134/ 49 *Cct 16

08:59:32. 791: Se0: 30 AAA/ AUTHOR (3211893880): Post authorization status = PASS ADD *Cct 16
08:59:32.791: Se0: 30 AAA/ AUTHOR/ FSM W can start |PCP /--- IPCP negotiation begins. *Cct 16
08:59:32.791: Se0:30 IPCP: O CONFREQ [Closed] id 5 len 10 *Oct 16 08:59:32.791: Se0: 30 | PCP:
Address 2.2.2.2 (0x030602020202) *Cct 16 08:59:32.791: Se0:30 IPCP: | CONFREQ [ REQsent] id 111
len 10 *Cct 16 08:59:32.791: Se0:30 | PCP: Address 3.3.3.3 (0x030603030303) *Cct 16 08:59:32. 791:
Se0: 30 AAA/ AUTHOR/ I PCP: Start. Her address 3.3.3.3, we want 0.0.0.0 *Cct 16 08:59:32. 791: SeO: 30
AAA/ AUTHOR/ | PCP (3713413027): Port='"Serial 0:25" list=""' service=NET *Cct 16 08:59: 32. 791:

AAA/ AUTHOR/ | PCP: Se0: 30 (3713413027) user='tremens' *Cct 16 08:59:32.791: Se0: 30 AAA/ AUTHOR/ | PCP
(3713413027): send AV service=ppp *Cct 16 08:59:32. 791: Se0: 30 AAA/ AUTHOR/ | PCP (3713413027):
send AV protocol =ip *Cct 16 08:59:32.791: Se0: 30 AAA/ AUTHOR/ | PCP (3713413027): send AV
addr*3.3.3.3 *Cct 16 08:59:32.791: Se0: 30 AAA/ AUTHOR/ | PCP (3713413027): found list "default"

*QOct 16 08:59:32.791: Se0: 30 AAA/ AUTHOR/ | PCP (3713413027): Method=tacacs+ (tacacs+) *Cct 16
08:59: 32. 795: AAA/ AUTHOR/ TAC+: (3713413027): user=tremens *Cct 16 08:59: 32. 795: AAA/ AUTHOR/ TAC+:
(3713413027): send AV service=ppp *Cct 16 08:59: 32. 795: AAA/ AUTHOR/ TAC+: (3713413027): send AV
protocol =ip *Cct 16 08:59: 32. 795: AAA/ AUTHOR/ TAC+: (3713413027): send AV addr*3.3.3.3 !--- AAA
Attribute Value Pairs. *Cct 16 08:59:32.795: TAC+: using previously set server 10.200.20.134
fromgroup tacacs+ *COct 16 08:59:32.795: TAC+: Opening TCP/IP to 10.200.20.134/49 timeout=5 *Cct
16 08:59:32.795: TAC+: Opened TCP/IP handl e 0x61269588 to 10.200. 20.134/49 *Cct 16 08:59: 32. 795:
TAC+: Opened 10.200. 20. 134 index=1 *Cct 16 08:59: 32. 795: TAC+: 10.200.20.134 (3713413027)

AUTHOR/ START queued *Cct 16 08:59: 32.995: TAC+: (3713413027) AUTHOR/ START processed *Cct 16
08:59:32.995: TAC+: (3713413027): received author response status = PASS_ADD *Cct 16
08:59:32.995: TAC+: Cosing TCP/IP 0x61269588 connection to 10.200. 20. 134/ 49 *Cct 16

08:59: 32.995: Se0: 30 AAA/ AUTHOR (3713413027): Post authorization status = PASS ADD *Cct 16
08:59: 32.995: Se0: 30 AAA/ AUTHOR/ | PCP:  Processi ng AV service=ppp *Cct 16 08:59:32.995: Se0: 30
AAA/ AUTHOR/ | PCP: Processing AV protocol =ip *Cct 16 08:59: 32. 995: Se0: 30 AAA/ AUTHOR/ | PCP:
Processing AV addr*3.3.3.3 *Cct 16 08:59:32.995: Se0: 30 AAA/ AUTHOR/ | PCP:  Aut hori zati on succeeded
*Qct 16 08:59:32.995: Se0: 30 AAA AUTHOR/ | PCP: Done. Her address 3.3.3.3, we want 3.3.3.3 *Cct 16
08:59: 32. 995: Se0: 30 | PCP: O CONFACK [ REQsent] id 111 len 10 *COct 16 08:59: 32. 995: Se0: 30 | PCP:
Address 3.3.3.3 (0x030603030303) *Cct 16 08:59:32.995: Se0:30 IPCP: | CONFACK [ACKsent] id 5 len
10 *COct 16 08:59:32.995: Se0:30 | PCP: Address 2.2.2.2 (0x030602020202) *Cct 16 08:59: 32.995:
Se0:30 I PCP: State is Open *COct 16 08:59:32.999: Se0: 30 DDR: dial er protocol up *Cct 16
08:59:32.999: Se0:30: Call connected, 0 packets unqueued, O transmitted, O discarded *Cct 16
08:59:32.999: Dil1 IPCP: Install route to 3.3.3.3 !--- Route is installed to remote device. *Cct
16 08:59: 33.587: %. NEPROTO 5- UPDOMN: Line protocol on Interface Serial0:30, changed state to up
*CQct 16 08:59:38.323: % SDN-6- CONNECT: Interface Serial0:30 is now connected to 6083 unknown /--

- Call is Connected.
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