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http://www.cisco.com/en/US/docs/voice_ip_comm/cucm/security/8_5_1/secugd/secusbd.html
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HARZEENTFTPRARSEES,

RBREGHNESBELVMXFTER , EFERHRNBEES,
EFEFERSEP<MAC Address>.cnf.xml.sgn , MEZKWEARKEENEEER,

WEEERHEEZERK(OS)EEHEEE (Operating System , OS)E H LK CallManager.pem¥t
ERTFTPRASRZ A,

21 SEP=MAC Address- .cnfxml szn E :

BEEREESA—EHERUREER , FRAERAMEXFERXML,

T B FE R AAREAE Y 2B & 2 CN=CUCMS8-Publisher.bbbburns.lab , M # & £ HCN=JASBURNS-
ADEE,

1) TFTP GET SEP<MAC Address=. cnf.xrml. sgn
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EENRECESNHBEEER A , SEEERBITLEZREFZCUCMS-Publisher.bbburns.labky 2 &


http://en.wikipedia.org/wiki/Public_key_infrastructure
http://en.wikipedia.org/wiki/Asymmetric_key
http://en.wikipedia.org/wiki/Asymmetric_key
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SEP=MAC Address=.cnf.em |

le3dadadt061425260c4 1 Bc7 08bEa43d

A

Plain File

SEP<MALC Address=cnf.uml. sgn
Hash Function (md5 or SHA1)

A

Prepend Signature
to Plain File

Hash Cutput:

)

ei—! Encrypt Hash with Private Key

CH=CUCMME-Publisher. bbbbburns.lsh

Signature:

Encrypted Hash and Key Mame Signature
Ch=CUCE-Publisher.bbbburnslah

BERREBER RN RREZRERRELBE, NRMERTE , AIER
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- WERREHEAPIHNSES  BAEALRKINBRBENEMAREMLAMEAFLRETINE
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TFTP#RREAE N7

MREEBNERLZEEEERTRA T LENTFTPEENS , AEFESFRNENELERR

WERFERATFTPABES  YFEAZEFEMCUCMBRBENHBSMETINR(ERFMEN |, B
28 (Cisco Unified Communications ManagerZ £ §58.5(1) iR 4) )o

BRIBMRESELENSR  FASLEBERERRFNARS,

EFEFERSEP<MAC Address>.cnf.xml.enc.sgn AR E HZ W INHRER

1) TFTP GET SEP<MAC Address cnf.xml.enc.sgn

+"“+

2] SEP<MAC Address= enfoam | enc. s2n

MENEEERERRALAES BB RAMXFTERER  RENBEN (LA RERT
BRI ZEUFIFTT ) o


http://www.cisco.com/en/US/docs/voice_ip_comm/cucm/security/8_5_1/secugd/secuencp.html
http://www.cisco.com/en/US/docs/voice_ip_comm/cucm/security/8_5_1/secugd/secuencp.html
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IPEZENREFAR  fAMKPETUEEABNETR,
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BEESFEIBBCTLHTIERREREITER , THEERTVSARBETRRE.
BEfBIPER LEEEEREAL kPO EERFEZREE,



(4

Secure Web Server
&
2

3) Is Server X trusted?

4] Server ¥ is trusted,

CUCM /S TVS

SBDFFHIEAM B FEIEBRE A

AR E AT A SBDIBAE,
CUCMEEEMITLERNES

B , CUCMARBASLAFTENZER, REENHORTFTPESEMTFTPIR.
TFTPFEEZ LR OS Administration > Security > Certificate Management > CallManager.pem T,

CUCM1A AR 88 #& CallManager.pem& & FA 1288 AR TFTPAR & (BA X Cisco Call Manager(CCM)AR
7)o

ZEF R , CallManager.pem® & B M2 CUCMS8-publisher.bbburns.lab , 3 HJASBURNS-AD%&
Z. FATFTPEEERIEAUTARETES,

FrEEFE & AT LAE A CallManager.pemEE RN TFTP AR ERERTFTPRARMBHNEMESR , %
NMEREATFTPRARERNEMAESR,



SRR bittpse 14, 40,42 B3 443 cmplatfarm/certificateEdit daTeert=/usilacaliom © - = & | | = encsgn A e D G-

| s

aliln Cisco Unified Operating System Administration PREUT Cisco Unified OF Administration -
cIsco For Cisco Unified Communications Solutions Administrator saarch Documentation Aoyt Log

Show » Saflings » Securily » Software Upgrades =  Senvicas »  Halp =

Certificate Configuration LI FTCE NN Back Ta Find/List - m

Lié,ﬂmunwuw 21 Downlosd Liéthnnlmtﬁﬂ

r Status

@ Status: Ready

rCertificate Settings

File Mame CallManager.pem

Certificate Mame CallManager

Certificate Type ceris

Certficate Group product-cm

Descripkion Certificate Signed by JASBURNS-AD

= Certificate File Data

[ -

Version: W3

Senal Mumber: 155841 3430003544631 841 81

Signaturaslgorithm: SHALwithASA (1.2.840.113549,1,1.5)

Issiuar Name: CHN=JASBURNS-AD, DC=bbbburns, DC=lab

Waldity From: Wed Jul 27 120:00:30 EDT 2011

To: Fridul 27 10:10:30 EDT 2012

Subpect Narme: CHN=CUCME-Publisher bbbburns lab, QU=TAC, G=Ciscn, L=RTP, 5T=North Caralina,
C=lSs

Key: REA (1.2.840,113549.1.1.1)

Eey value:

0a18902813100d265Facafdo0easfecfde ca26fLE9e1 74307 7Td8009dcc7bedZbSad62968b4aa649a2 1ab42 7434
f0377Hcadeizacidlazaza9ead 24 7004439652 2aba0a3200555a280 2dEb071 2216 7ebfSe 9191 bacS0eDect 90
A4S 0AcH0]1 545525 d5ddabS99 7708 TIa50142b902bAbAL 2321 bAaaTAS1fEF0 T DS AS0984d0FA1 T0ob SadbocSF1d0
203010001

Extensions: 7 prasent

m

Extension: ExtieyUsageSyntax (O1D.2.5.29.37)
| Critical: false
Usage oids: 1,3.6.1.5.5.7.3.1, 1.3.6,1.5.5.7.3.2, 1.3.6.1.5.5.7.3.5

Extension: KeyUsage (OI0.2.5,.29,15)
Critical: false
Usages: digitalSignature, keyEnciphermeant, dstaEncipherment,

- | Regenerate |  Download | | Generate CSR ] 18
|

BR T CallManager.pemBE EFIE 25\ , CUCMARBERFE —BERABEFNITLER,
show itlir S BB E CUCMARREFOS CLINZ £ AR (SSH)FEBERILITLERNEBAZR,
AHZE - MEBRXZAFER , RACEEEEFEANGTZSEERM.

F—HrREREN. EEERXZAFERUECHERNER, HBHET  LERERELR
CallManager.pemBE BN TFTPIASR 2 E,

<#root>
admin:

show itl

Length of ITL file: 5438
The ITL File was last modified on Wed Jul 27 10:16:24 EDT 2011

Parse ITL File



Version: 1.2
HeaderLength: 296 (BYTES)

BYTEPOS TAG LENGTH VALUE

3 SIGNERID 2 110

4 SIGNERNAME 76 CN=CUCM8-Publ1isher.bbbburns.Tab;
OU=TAC;0=Cisco;L=RTP;ST=North Carolina;C=US

5 SERTALNUMBER 10 21:00:2D:17:00:00:00:00:00:05

6 CANAME 15 CN=JASBURNS-AD

*Signature omitted for brevity*

P
il

fim

ETRNBESI ERAREASI BT SEARET. F—ANERRREEERETH.
TFTPRIRINE R

ITL Record #:1

BYTEPOS TAG LENGTH VALUE

1 RECORDLENGTH 2 1972

2 DNSNAME 2

3 SUBJECTNAME 76 CN=CUCM8-PubTisher.bbbburns.1ab;
OU=TAC;0=Cisco;L=RTP;ST=North Carolina;C=US

4 FUNCTION 2 System Administrator Security Token

5 ISSUERNAME 15 CN=JASBURNS-AD

6 SERTALNUMBER 10 21:00:2D:17:00:00:00:00:00:05

7 PUBLICKEY 140

8 SIGNATURE 256

9 CERTIFICATE 1442 OE 1E 28 OE 5B 5D CC 7A 20 29 61 F5

8A DE 30 40 51 5B C4 89 (SHA1l Hash HEX)
This etoken was used to sign the ITL file.

T—{ENEERCCM+TFTP, EBAXARARE TENTFTPEERERETENRIBMNBEZNTFTPLAE

o

ITL Record #:2

BYTEPOS TAG LENGTH VALUE

1 RECORDLENGTH 2 1972

2 DNSNAME 2

3 SUBJECTNAME 76 CN=CUCM8-Publ1isher.bbbburns.Tlab;
OU=TAC;0=Cisco;L=RTP;ST=North Carolina;C=US

4 FUNCTION 2 CCM+TFTP

5 ISSUERNAME 15 CN=JASBURNS-AD

6 SERTIALNUMBER 10 21:00:2D:17:00:00:00:00:00:05

7 PUBLICKEY 140

8 SIGNATURE 256

9 CERTIFICATE 1442 OE 1E 28 OE 5B 5D CC 7A 20 29 61 F5

8A DE 30 40 51 5B C4 89 (SHA1l Hash HEX)



T—ERERTVS, EFEMERNBETVSARIN L WERT —ERE
B, ERERATUELFTVSARFNLZEEEFRE(SSL)EH.

ITL Record #:3

BYTEPOS TAG

(%]

= o N O

RECORDLENGTH
DNSNAME
SUBJECTNAME

FUNCTION
ISSUERNAME

SERTALNUMBER
PUBLICKEY
SIGNATURE
CERTHASH

HASH ALGORITHM

LENGTH VALUE

CN=CUCM8-PubTisher.bbbburns.lab;
OU=TAC;0=Cisco;L=RTP;ST=North Carolina;C=US
TVS

CN=CUCM8-PubTisher.bbbburns.lab;
OU=TAC;0=Cisco;L=RTP;ST=North Carolina;C=US
2E:3E:1A:7B:DA:A6:4D:84

C7 E1 D9 7A CC BO 2B C2 A8 B2 90 FB
AA FE 66 5B EC 41 42 5D
SHA-1

MXZ EFERPEENRE —EERE S BB EIDBE(CAPF).

WEEAFESFERIECUCMMAMREE EWCAPFIRENZSER , LEERFUUALEREHFAME
EHE(LSC),

ITL Record #:4

BYTEPOS TAG

vl

= oo N O

1

12

RECORDLENGTH
DNSNAME
SUBJECTNAME

FUNCTION
ISSUERNAME

SERTALNUMBER
PUBLICKEY
SIGNATURE
CERTHASH

HASH ALGORITHM

LENGTH VALUE

CN=CAPF-9c4cba7d;
OU=TAC;0=Cisco;L=RTP;ST=North Carolina;C=US
CAPF

CN=CAPF-9c4cba7d;
OU=TAC;0=Cisco;L=RTP;ST=North Carolina;C=US
OA:DC:6E:77:42:91:4A:53

C7 3D EA 77 94 5E 06 14 D2 90 Bl
Al 43 7B 69 84 1D 2D 85 2E
SHA-1

The ITL file was verified successfully.

TN BEERBRRENERER,



BERTRITLNEEESR

EEREBLESIPHut MITFTPRARES UL E |, BABRCTLMITLER,

HWERSHEERETREITLEENERSE R, MREEtp.opcode == 1LHETIBE K SEINEF LY
BETFTPEEGER :

B 520 ProncBoot cap - Wineshark -

fim Fdt Wiew U Capture  FEnskre  Seaficics Telepbamy Tonke Help
DEdes “EXRE veraTR2IEELARAN $08 R B
Siten Hipopcode == 1 = [Dgorerman.. Clem Apoy

fru. Tirne Shurie Juslinslion Probocol [nfo
383 15:20::B.B48:14.48 .42, 202 14.4B.44_. 80 Trir naad Regquest, File: STLSEPOOL1Z1 A1 AES . £ W 000, -
as 15:20::% 033.14.48.44. 202 14.4B.44.20 TFTF P=ad ReqQuest, File: ITLSEPOOILZL=A1&ED . £ 000, -
S Ahi20ieS JLS 144844, 208 14 4B 44,80 TFTR Pz=ad REQue=t, File: SEF'IIIL']_'I..E:I.!PLﬁE-Cn‘F..:l.I'I-.Sgn"-.I
sl A5 2040, By 14 48,43, 202 14, 4E.44.80 TFTP Ruad Reguesl, File: Lzvpralas, jar.=ermodo, Transd

4 il 3

= brane ERES: T byTes onowire (ELE adrs). ?7 byTes capturad cala bits)
EThe nac II, sreo: <dsco_Sa:la:es (03:11:2l:5aclates), DET: WMearg_a3:05:67 (O1:50:596:B5:852E67)
Bz .1 vHrtueal _an, FAIZ 3, CFI: O, IG: £d44
Imte-net Frotocal, Src: 14,28 44, 207 (14 4B8.443. 2027, Dst: 14.4E.44.80 (14.49.4<2, o)
Lser Datapram Protoccl, Src Port: 30438 (304547, D=t FomT: tftp (6d)
= Triwial File Tram=far Pratocol
[Fowese File; CTLZERPUCLL Aol oS, L7
OpLnde; Real Sequast [
SOArcE Filéd CTLSERGI1TI 2 5h1nET. T 1w
Tya8! OCTET

i Frar-wm ifiarna], 77 Lyt Fackwu 1T37 Displigc: 4 Sarkod: 0 Load tres: 00060 B

HAEREAIIRETFTPEKREICTLMITLER , AEFERWMACHEENEERER,
AR EFEWeb M HERERLITANEFTRFHERS



L | bt A AR AL DA G s s Eema cesbility Tedepter=deac e, abskckicneoniclelm - | (™ F"I T CIIE0 SELL O MAnage ,.-:.:'

i fran]n Console Logs

CI5C0 Zisco Unified [P Phone CP-7270C [ SEFODLLI2ISATAES )

Dewice Inkarmstion JFS/cache Teek ilDa log
Hetveark Comfgurabion i eachedeck.flla. log
- [F5/cacheloos
Mepgork Nfatistdce .'FE-'r.arhn.-"Ing?

~ . . TFS/'rachedngs
Elherne? lalmioahon T ieachedn

S CLEgE FS!racheduys

Heraork

Device Logs

Conanle Lags

B, EREFR—MECTLER , ZHERKY :

837: NOT 09:13:17.561856 SECD: tl1RequestFile: Request CTLSEP0011215A1AE3.tlv
846: NOT 09:13:17.670439 TFTP: [27]:Requesting CTLSEP0011215A1AE3.tlv from
14 . 48 . 44 . 80

847: NOT 09:13:17.685264 TFTP: [27]:Finished --> rcvd 4762 bytes

ETRE, AR-EITLER

di
E!i-l\l
ﬁlﬂ

868: NOT 09:13:17.860613 TFTP: [28]:Requesting ITLSEP0011215A1AE3.t1v from
14 . 48 . 44 . 80
869: NOT 09:13:17.875059 TFTP: [28]:Finished --> rcvd 5438 bytes

ERREITLNEEESR
ITLERTHE  KABEETRE. LBREFTUERSERE , LA ESTERAERE.

- BFERBCTLRITLER , EITLAZ , A APrepare Cluster for Rollback to Pre 8.05| %, £
Jtt#lﬁfi'é"l_ EFEHEAETEN T —ECTLRITLER , Y EREURERALES,

- XEFECEEBCTL, BEREITL, EUMRET RABEECTLERFHCCM+TFTPIIRE R UG E R
1IITLH%} , BREEEEETE.

- ZEFEERE—HECTLN—EITLER, EHRET EFERIJIHETHENERESECTL,
ITLERTVS{E AR5 P 8y 25 & TEL,

UTRRAEFNRIBERZERANHTTPSREENREHE -



Certificate or
File
Downlozaded

Yes

ignature ir
CTL?

Yes

Ho
Verify 550 Handshake

Ves

Add Ertry to
Tvs Cache

T ~

H'c- Yes

Establish 5L
Connection to —Connection Succesded
TV Server

Ye rification

Connection Failed

More TVS Yes
Sersers?

Mo



File sign verify SUCCESS; header length <296>

HAEFETHTCTLMITLESR , HLtRIEFER  ERAFREHEENHRERES
ERY  EREERRECTLMTLNFREREETFTPAKBRET LS  RARFRERER !

917: NOT 09:13:18.433411 tftpClient: tftp request rcv'd from /usr/tmp/tftp,
srcFile = SEP0011215A1AE3.cnf.xml1, dstFile = /usr/ram/SEP0011215A1AE3.cnf.xm]l
max size = 550001

918: NOT 09:13:18.457949 tftpClient: auth server - tftpList[0] = ::ffff:

14 . 48 . 44 . 80

919: NOT 09:13:18.458937 tftpClient: Took up server - 0

920: NOT 09:13:18.462479 SECD: TookupCTL: TFTP SRVR secure

921: NOT 09:13:18.466658 tftpClient: secVal = 0x9 922: NOT 09:13:18.467762
tftpClient: ::ffff:14 . 48 . 44 . 80 is a secure server

923: NOT 09:13:18.468614 tftpClient: retval = SRVR_SECURE

924: NOT 09:13:18.469485 tftpClient: Secure file requested

925: NOT 09:13:18.471217 tftpClient: authenticated file approved - add .sgn
-- SEP0011215A1AE3.cnf.xml.sgn

926: NOT 09:13:18.540562 TFTP: [10]:Requesting SEP0011215A1AE3.cnf.xml.sgn
from 14 . 48 . 44 . 80 with size Timit of 550001

927: NOT 09:13:18.559326 TFTP: [10]:Finished --> rcvd 7652 bytes

TEHOEENRERERE , SRAEARBITLRNCCM+TFTPIIREH HETHORE

937: NOT 09:13:18.656906 SECD: verifyFile: verify SUCCESS
</usr/ram/SEP0O011215A1AE3.cnf.xml>

RAFBEPEFRIZATVS
ITLESREH/—@ETVSEHR , EP A EECUCMARETCPE2445 F BTN TVSIRBHNEE,

TVSTERI A CallManagerfR %8 Fir & A1 AR 28 L1 1T, CUCM TFTPARF £ A Bl & /Y CallManagerffl 5k
BEERVETEREER R LBENTVSARESEE,

%*“E REA—ECUCMAMREE. EZEHRCUCMERF , —EEFRKSAUA=ETVSIKE
EEEE’JCUCM%@HEF'E’J§1ICUCM5Z 18,

L RBIFEER T R T IPERE LA DirectoriesiZ iR A MNIE R, "B#URL, BEAHTTPS , HItE
e "B, [AREFMNTomcat WebEE,

It Tomcat WebH E ( £ RMKEE D MWtomcat.pem ) RBAREF S , AU EBFESLBEETVSEIE
DEBEEE

EBREENRA , F2REANTVSERE, UTREFRHERFNRA



B EHE B #URL:

1184: NOT 15:20:55.219275 JVM: Startup Module Loader|cip.dir.TandunDirectories:
? - Directory url https://14 . 48 . 44 . 80:8443/ccmcip/xmldirectory.jsp

ERFEERINSSU/BRELRE(TLS)ZEHTTPEE.

1205: NOT 15:20:59.404971 SECD: clpSetupSs1: Trying to connect to IPV4, IP:
14 . 48 . 44 . 80, Port : 8443

1206: NOT 15:20:59.406896 SECD: clpSetupSs1: TCP connect() waiting,

<14 . 48 . 44 . 80> c:8 s:9 port: 8443

1207: NOT 15:20:59.408136 SECD: clpSetupSsT1: TCP connected,

<14 . 48 . 44 . 80> c:8 s:9

1208: NOT 15:20:59.409393 SECD: clpSetupSsl: start SSL/TLS handshake,

<14 . 48 . 44 . 80> c:8 s:9

1209: NOT 15:20:59.423386 SECD: srvr_cert_vfy: Server Certificate
Validation needs to be done

BB ARESSLTLSARBEANBERBFECTLH, RE , EFERBITLERTH
Functions , AR 2B K EICEIE,

iR EER THTTPSEEFAECTLF, , EEWE "ECTLRUTLHEKFEFEE, -

1213: NOT 15:20:59.429176 SECD: findByCertAndRoleInTL: Searching TL from CTL file
1214: NOT 15:20:59.430315 SECD: findByCertAndRoleInTL: Searching TL from ITL file
1215: ERR 15:20:59.431314 SECD: EROR:https_cert_vfy: HTTPS cert not in CTL,

<14 . 48 . 44 . 80>

EREJFBENCTLMTLERNEZEABRZR , EEREN T —HERTVSHREL
MBEFEROOTVSHARESEE R THEMNERE , A EEMEA TRV BERE.
MBEBFRINARTEHTTPSHE | BA BT HTVSHERERFWTCPER,

1220: NOT 15:20:59.444517 SECD: processTvsCIntReq: TVS Certificate
Authentication request

1221: NOT 15:20:59.445507 SECD: TlookupAuthCertTvsCacheEntry: No matching
entry found at cache

1222: NOT 15:20:59.446518 SECD: processTvsCIntReq: No server sock exists,
must be created

1223: NOT 15:20:59.451378 SECD: secReq_initClient: cInt sock fd 11 bound
to </tmp/secClnt_secd>

1224: NOT 15:20:59.457643 SECD: getTvsServerInfo: Phone in IPv4 only mode
1225: NOT 15:20:59.458706 SECD: getTvsServerInfo: Retreiving IPv4 address
1230: NOT 15:20:59.472628 SECD: connectToTvsServer: Successfully started



a TLS connection establishment to the TVS server: IP:14 . 48 . 44 . 80, port:2445
(default); Waiting for it to get connected.

nﬁ fmac(E , EATVSAKR M ERESSL/TLS ( ZEHTTPHHTTPS ) , AL FEHHCTLEITLE
THEORENES

MR-YIERE , IEITLERNTVSHRERKETVSARFEE. 2R L —E#36ITLERFHITLER
HEA,

1244: NOT 15:20:59.529938 SECD: srvr_cert_vfy: Server Certificate Validation
needs to be done

1245: NOT 15:20:59.533412 SECD: findByIssuerAndSerialAndRoleInTL:

Searching TL from CTL file

1246: NOT 15:20:59.534936 SECD: findByIssuerAndSerialAndRoleInTL:

Searching TL from ITL file

1247: NOT 15:20:59.537359 SECD: verifyCertWithHashFromTL: cert hash and

hash in TL MATCH

1248: NOT 15:20:59.538726 SECD: tvs_cert_vfy: TVS cert verified with hash
from TL, <14 . 48 . 44 . 80>

I | EFEREETVSARBEELZELER, T—FE2HBBTVSHEARS "Hello, Dol trust this

Directories server certificate ? _

RO REZEENER — ER0NEE , RRKI (HEHR ).

1264: NOT 15:20:59.789738 SECD: sendTvsClientReqToSrvr: Authenticate
Certificate : request sent to TVS server - waiting for response

1273: NOT 15:20:59.825648 SECD: processTvsSrvrResponse: Authentication Response
received, status : O

HARTVSHERKL , RtEENBREREFIREP,

ERRNREEET HKA86,4008 W B X Directoriesitéll , AIEEBRETVSRIREEREBFFE,
R R EH R A RELED AT,

1279: NOT 15:20:59.837086 SECD: saveCertToTvsCache: Saving certificate
in TVS cache with default time-to-live value: 86400 seconds
1287: ERR 15:20:59.859993 SECD: Authenticated the HTTPS conn via TVS

R% , BRCHEERARSNERRERD.

1302: ERR 15:21:01.959700 JVM: Startup Module Loader|cip.http.ae:?



- listener.httpSucceed: https://14 . 48 . 44 . 80:8443/ccmcip/
xmldirectoryinput.jsp?name=SEPO011215A1AE3
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Maximum File Size (MB)I®

[ Save ]  Set Default ]

ﬂi* - indicatas required itam.



"Collect Fikes |t e |

[ Selert UCH Servteatpplications |

[T1 Selacial Senices on all Serers

Flamrie | Al Sersers | 1 pupmE-publisher BbkEurns. lzb
Ciscn COR Bennsnon Manages
Csen CUOH 1lEs on CRISRMET
Cisen CUR 1les on Fubliskar Frocessen
Cisco CTikanzger
Cisco CTL Prowidie:
Cisco CallWanzger
Cisco Calleanager Cisco [P Phone Sericas
izigen CallWanager SHE™ Sendce
g Cerificale Autnarity Frosy Furclion
cigco Change Crederdal &ppicaicn
Claco DHCP Woalor Serdce
Cleeo Diales Mumber fnalsme
e Estended Funcicns
Claco Estended Funtichs Rapot
s Estengion Makiity
Cisen Feension Mobisty Saplicatinn
Cisen IF Ranagar Aszisiant
isco IP voice Meda Sreaming Apa
isco License Manage:
Cisco Mes=acing Inlerface
Cisieo TAPE Sapice
iZisco TE
iZigca Trust Yenficalion Senice
g Lkl ek Sandce
Claco Unifiad Mokile Yoica Accass Tapice
leca Lzer Data Semnes
Cleco Wehlisle siagh Sanica
S0P - Dlaganste Portal Databssa Serdoa

[

[
0 {1 O 1

| = H&Ck Mext = Hitsh Camcel

CUCM TVSHHR , BREFETSSLEF , ERFEATVSHBAMTomcatBENEA , AR
TVSEERUERREETVSEEMERLEE.

15:21:01.954 | debug 14 . 48 . 44 . 202: tvsSSLHandShake Session ciphers - AES256-SHA
15:21:01.954 | debug TLS HS Done for ph_conn .

15:21:02.010 | debug MsgType : TVS_MSG_CERT_VERIFICATION_REQ
15:21:02.011 | debug tvsGetIssuerNameFromX509 - issuerName : CN=CUCM8-
PubTisher.bbbburns.1ab;0U=TAC;0=Cisco;L=RTP;ST=North Carolina;C=US and Length: 75
15:21:02.011 | debug CertificateDBCache::getCertificateInformation -

Certificate compare return =0

15:21:02.011 | debug CertificateDBCache::getCertificateInformation -

Certificate found and equal

15:21:02.011 | debug MsgType : TVS_MSG_CERT_VERIFICATION_RES

TVSREREFROSEE-BREEEMAETIENMERENRE,

FEREFEFZITLREECUCM ITLIUE



EHEHFRERAN —EERRESIRMRTLERNES , FELTHER—(AERRIEB[E.
AREFEEMBRITLESR , BITLERIATEREMAELRG RS EEMBR.

- BRELMITLIERMNEZECM TFTPRIMREE LWITLERMWE S T TE.
o ITLERFHTVSEZETVSRHUNEETITE.

- EERERTHITLERIREERE , B R "BEXMU -

- FEEETFTPRABRNES.

AT R4 B W BHRAFRY 75 0%
Bt , AL CUCM EFEENITLERN BN EEFNITLERNREBNET L.

Bal , EEHRCUCMAERIBECUCM EITLERAMDSsum |, BRIEFBIEITH Bk CiscodiEaID
CSCt060209i& B IR A,

ELHE , FEALEZENGUINICLIERNEITUA TS

jasburns@jasburns-gentoo /data/trace/jasburns/certs/SBD $ tftp 14 . 48 . 44 . 80
tftp> get ITLSEPO011215A1AE3.tlv

Received 5438 bytes in 0.0 seconds

tftp> quit

jasburns@jasburns-gentoo /data/trace/jasburns/certs/SBD $ md5sum
ITLSEPO011215A1AE3.t1v

b61910bb01d8d3alc1b36526cc9f2ddc ITLSEPO011215A1AE3.t1v

IEFRHACUCMAITLIE ZHIMD5sum;2b61910bb01d8d3a1c1b36526cc9f2ddc.

RE , SUURREREAS , UREEBEFANITLERNEE  RE>-Z2BRE>FEEE.
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<#root>
admin:

show itl

ITL Record #:3

BYTEPOS TAG LENGTH
1 RECORDLENGTH 2

2 DNSNAME 2

3 SUBJECTNAME 76

4 FUNCTION 2

5 ISSUERNAME 76

6 SERIALNUMBER 8

CN=CUCM8-Publ1isher.bbbburns.lab;
OU=TAC;0=Cisco;L=RTP;ST=North Carolina;C=US

TVS

CN=CUCM8-Publisher.bbbburns.lab;
OU=TAC;0=Cisco;L=RTP;ST=North Carolina;C=US
2E:3E:1A:7B:DA:A6:4D:84
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r.fkcertificate and t.enum = r.tktrustrole

HEREXZ @t  FEEANEEHERE -

This etoken was not used to sign the ITL file.
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Verification of the ITL file failed.
Error parsing the ITL file!!
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