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A IHE B AT B & Cisco IPEFE M Cisco Unified Communications Managerf9VPNE 5 Th e 3t ¥
HETHEERR,

D E R
BR

BRERERAELLT & -

- BRESBEAEES(CUCM)

- BRFAERRLEEASA)

- AnyConnectE # FA A 8 E& (VPN)
. Cisco IPEZE

SRR T
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- CUCM 11.5.1.21900-40

ANHFHNEFRRBREEREREANEEREL. XPEAINMEREERREHER (AR
) ARRESRLED . ﬂu%ME’J%‘H% EEF , FRREEEEESURERNZE,

HRER

AN FRRIIREEIES861, ASAVHICUCM 1151 , BT IERELERNITZTRAEE, &
KARBECUCM W EEASE  URRANEZHS S EVPNYE, EBEAEEHAES

: =572 21% 2 h 35 BICUCME #i-& 3t 38471 % Cisco Unified Reporting > Unified CMBEEZhAE/m HE.,
Eﬁi%ﬁiﬁ , ARBETHRENREBELSNEFRN., ETXR, BEEES "List Features ( FHIh
B2 ) 4 SURIEREREEE S | 0T B

Unified CM Phone Feature List

Provides a complete list of features available to products supported by Unified CM.
Created on Wead Apr 01 09:41:27 EDT 2020

Product: Crsco FO52 e |
Feature: iAII v: [:}
Reset Submat

— Unified CM Cluster Hame

Clustar Hama Publishar Marma/IP

CLUEm1251 CUEml2sL

— List Features

B = e e KL T R R PP PR

Cisco 7962 SCCP Security By Default

Cisco F962 SCCP Security Encryption

Cisco 7962  SCCP Shared Line Appearance

Cisea 7962 SCCP Show Speeddial Labals

Cisco 7962 SCCP Single Button Barge

Cisco 7962  SCCP Size Safe on Phone Template

Cisco 7952 SCCP Support CAPF

Cisco 7962 SCCP Trusted Device

Cisco 7962 SCCP Use Generic Icon

Cison 7962  SCCP User Hold

Cisea 7962 SCCP Videa

Ci5co 7962 SCCP Virtual Private Network Chent

Cisco 7962  SIP T515 12-Button Line Expansion Module
Cisco 7362  SIP F915 24-Button Line Expansion Module
Cisco 7962 SIP 7915 12-Button Line Emanslnn M-:n:lule

RUE

VPNEFEREEASATICUCMEEEEMNEE, JBAUERE—ERBAR , BAXEELENE
ASAELE,

ASAR it



SR BEASANTTREAXEEARVPNEFERAnyConnect, ASA_E#show versiondn 8] A
RERE LSS ERUAEAMCisco VPNEBEERAnyconnect , TNEA T RESH BT

[out put omitted]

Li censed features for this platform
Maxi mum VLANs : 50

Inside Hosts : Unlimted

Fai | over : Active/ Standby
Encryption-DES : Enabl ed

Encrypti on- 3DES- AES : Enabl ed

Security Contexts : O

Carrier : Enabled

AnyConnect Prem um Peers : 250
AnyConnect Essentials : Disabled

O her VPN Peers : 250

Total VPN Peers : 250

AnyConnect for Mbile : Enabled
AnyConnect for Cisco VPN Phone : Enabled
Advanced Endpoi nt Assessnent : Enabl ed
Shared License : D sabled

Total TLS Proxy Sessions : 500

Botnet Traffic Filter : Enabled
Cluster : Disabled

MBARBALIE  CEERFTRERAENESHENETE, BRENASAZEVPNE:
%  ETABAEE.

BifE : BEEB A HAIEF TERNERFTRUAUEXNIEERE., ELEBAZSEEEE
EFE’JEMHEEIH% HFE SRR EREELEy (K, RBREHEE ) PEANER , BA
UEREEELER,

SEB2 AVPNEFIHET P, EHEDHCPHEL , BAIPEEEZIASAE  cEKRIIKH
MR IPH#, TR T SEASALEY i

ip local pool vpn-phone-pool 10.10.1.1-10.10.1.254 mask 255.255.255.0

A MRERETENERDFHEES At lER, BytE  SFEEERBERE (ASAH
EFRZEERN—EEIR)

group-policy vpn-phone-policy internal

group-policy vpn-phone-policy B 4

split-tunnel-policy tunnelall
vpn-tunnel-protocol ssl-client

SER3. MR AnyConnectisi KA , IFEERAE. Al SFEEHENABIMENEE. BE It
N HE B Houtside ( RIFHEIFTR ) , BEETUEE , BLt:E ﬁéﬁEﬁIEEEE’JJl Ho 3 fTshow
ipARIRNEEE :

scki ewer - ASAv# show i p

System | P Addr esses:

Interface Nanme | P address Subnet mask Method

G gabi t Ethernet 0/ 0 outside 172.16. 1. 250 255. 255. 255. 0 CONFI G



G gabitEthernet0/1 inside 172.16.100. 250 255. 255. 255. 0 CONFI G
Current | P Addresses:

Interface Nanme | P address Subnet mask Met hod

G gabit Et hernet 0/ 0 outside 172.16. 1. 250 255. 255. 255. 0 CONFI G
G gabitEthernet0/1 inside 172.16.100. 250 255. 255. 255. 0 CONFI G

FHREHR | AENEHE Boutside , B tiELHHEZN E LEAAnyConnect,

webvpn
enable outside
anyconnect enable

SRABEMRER , U2V AERBERIERIFEURLNEMNEFik, FEISENRE
FERNE=Z{THNENTHEI AELHELNIPHEIDEMERNERE, MRERTIPHI AR
BHNERE  AFEEAERRNBBERTERNE !

tunnel-group vpn-phone-group type remote-access

tunnel-group vpn-phone-group general-attributes
address-pool vpn-phone-pool
default-group-policy vpn-phone-policy

tunnel-group vpn-phone-group webvpn-attributes
BREEE

group-url https://asav.sckiewer.lab/phone enable

BEILAERIPA U , A Rgroup-urlI B, MREFEESE I UBITASAN L RED S
(FQDN)#IDNSAfRES , BESR4EETERER. WA, BETUFTHEFFEAERRIRNRF
BELBEFRERERB/ZEINRE  EASALNEMERTBRAARENWEE,

EAHIF | DNSTIRRES E B A #kasav.sckiewer.lab - 172.16.1.250 , &0 LA #tshow ip# i & 2|
, 172.16.1.2502E & BoutsideI N H LEEHN, HEEEBWNT :

crypto ca trustpoint asa-identity-cert
gEmaR

subject-name CN=asav.sckiewer.lab

crypto ca enroll asa-identity-cert

ssl trust-point asa-identity-cert outside

1. BE I — % Basa-identity-certtI ¥ {EE 2 , YEECHEERATERR, ESEBRRLET
HERNBECEREENERAERE
2. #T® , Tcrypto ca enroll asa-identity-cert; G55 LFFASAE K B HBREL K EFEEIIXE
e
3. &, ASAKEAHTHNRBRERERERININENEMEE
TR BUMVENETRUAFASAEFIPERENRE, B, AEEREIPEFRFARERR
HEFEMC)ERFEAXREEMEBEE(LSC), FERERT , MEESREEAEMCETZSER , B
FHERETLSC, ECUCM M5ARESHRAF , &0 LLEIT R Unified CM Administration >
Device > PhonefV 8 , URERBLETLSC , MBREMANCUCMEEERRESAEE LY
ZERRE, HECUCM 11517 | FEELEERKIBRE (REXTEBIEES ) #HEEILSC Issued
By. #£LSC Issued By5|H EENAWKESEAMIC , IR EMAKRKLELSC,



https://asav.sckiewer.lab/phones
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MRENEFFEREZRPREBINEFEL , BIFEAMCUCM Publisherfy CAPFE & L &3

ASA | MEASAREEFTREUETRLER. NRLEFARZTELSCHEE , IFEKERH
EEFELEIIASA, ELEETECUCM PublisherfCisco Unified OS Administration > Security

> Certificate ManagementF X %I :

M CUNBEIELREPE ENALEEFEEREED ( CallManager-trustHICAPF-
trust) ., RERRREEFELBYUEBNETE  RUURBEESEETHERS,

. Cisco_Root_CA_2048 < MIC SHA-11§

. Cisco_Manufacturing_CA < MIC SHA-15#&

. Cisco_Root_CA_M2 < MIC SHA-2561%

. Cisco_Manufacturing_CA_SHA2 < MIC SHA-256 #&
. RECUCME i & < LSCHICAPF

Cortificatn List (7 - 1 af 2]

Firnd Cerheate Lan v."u-:[ Certifeats . | il Ennetly i I"_A"" ] Find Clear Fiker L4 ] —t
Cartificala ™ gimeman Rame Typs Diasribution Imnuad By
CAPF CAPF.RA]RSE(D Dl gagrrid CAPF-EA184612 CAPF-LI 134502

Gererate Sel-signed Upload Cedificate/Ceriificate chasm Generats TSR Ciownload TSR

ERAMIC , REMEFRE ( MN79xxFIxxRF ) FHASHA1REHE , MEHWEFRE (W
88xx% % ) FEHASHA-256 &8, LHNEFRFEANEEHEE LEIIASA,

—BEHAEMENRE , ERUUEAUTIEREES
crypto ca trustpoint cert1
AEf AL R
crypto ca authenticate cert1
F—EHSEIS Bcert1WETE , crypto ca authenticate® & /i Fr & i&base64m B Y =S85 £ 2
CLIF, ZALURBEEZRNETELD T , WMETEASALBEEENGEEIH , EFRAASER
ECEATNEERERE,
SREBHUT A ENASASHRENEIAR

crypto ca export asa-identity-cert identity-certificate

EREH S Basa-identity-cert EERN FRRE, BRLBRER  GHEAGESRITRIY
EERTE,




LT RASAHERERAE !

ip local pool vpn-phone-pool 10.10.1.1-10.10.1.254 mask 255.255.255.0

group-policy vpn-phone-policy internal

group-policy vpn-phone-policy attributes
split-tunnel -policy tunnelall
vpn-tunnel - protocol ssl-client

webvpn
enabl e outside
anyconnect enabl e

tunnel - group vpn-phone-group type renote-access
tunnel - group vpn-phone-group general -attri butes
addr ess- pool vpn-phone- pool
def aul t - group-pol i cy vpn-phone-policy
tunnel - group vpn-phone-group webvpn-attri butes
aut hentication certificate
group-url https://asav. scki ewer. | ab/phone enable

ssl trust-point asa-identity-cert outside

LB ASAELBEC TR , B LIEERBCUCM, ZLEEEERIRENASARENEIRNURE
tunnel-group 3P 7 ELEHYURL,

CUCMEC it

$E#1.7£CUCM L , EfnZICisco Unified OS Administration > Security > Certificate
Management , #A#% Llphone-vpn-trust® 13 L EASAEE,

Certificate List

(8 Generate seif-signed [ upload CertiicatelCertificate chain [§], Downlosd cTL [§] Generate csn

Status
|V® 1 records found

Certificate List {1-10f1)

Find Certificate List where | Certificate « | begins with | phone-vpn Find | Clear Filter | =p =
ii:ﬂﬁiﬁ - Cammon Name Type
Phone-WEN-trust asav.sckiswerlab Self-signed
—_—

Generate Self-signed Upload Certificate/Certificate chain Download CTL Generate CSH

SER2. TR RER | EfiFICisco Unified CMEE>E#RZIEE> VPN > VPNE BER , ARETH
MEEER. WHIREERIIER K RESERENAREREE.

1. BUAAuto Network Detect — RAA L THEER , EF S EBERBTFTPRIRESHITpingR1E,
MRKEE pingtVEE | AIFSRAVPN, WMREFRKFE IpingtV EFE | BISA
VPN, RRALLERER , BEFHRMAVPN,

2. EHMIDMRE — AR , BRI EREEEREEPFEAT



https://asav.sckiewer.lab/phone) F#Z VPN URL , R X # & HFQDNEEASARR S EE
Y2 & (CN)SSANTE B ITEL,

3. Authentication Method — 2% A FMEZRFIASAKN BB ERFE S EMNE B, FEARENSE B RHG)
o, ERAEREBEN SRR

4. BIBEFEYE — DRLBEBEEABMARE  ERFIRNEZBEREEEEREY , BEREHABRAKXK
. BEEFmFHERBBREFES,

VPN Profile Configuration

B Save x Delete Copy EDE Add New

iir VPM Profile Information
¥

Name IWPN_Profile |

Description | |

Enable &Auto Metwork Detect

—~ Tunnel Parameters

MTU* [1290 |
Fail to Connect™® |3|:| |

T

[ Enable Host 1D Check

— Client Authentication

Client Authentication Method* | Certificate e

[ 1Enable Password Persistence

Save Cielete Copy Add New

SER3ET R , EE ECisco Unified CM Administration > Advanced Features > VPN > VPN
Gateway, 2FEERRVPNEBAURLEASAEE LR , WiHEERXEDELBDRRITE , W TERR
N


https://asav.sckiewer.lab/phones

VPN Gateway Configuration
i e
- Status

@ Status: Ready

VPN Gateway Information

VPN Gateway Name™® asav.sckiewerlab
WPN Gateway Description

I‘-”""'I Gateway URL* :hltns:Hasw.sckiewer.rubfnhnne l

r VPN Gateway Certificates
VPN Certificates in your Truststore

M &

VPN Certificates in this Location® | [ SUBIECT: 2.5.4.5=2130b304144563630334e50454c+ 1,2, 840,11 3540,1,0. 2= 2 1 6047363606065 776572244153417 | |

S B FEE  BEEEFZECisco Unified CMEE>E K IhRE> VPN > VPNAR | I AS 1878 37 1Y 48RS
BEZ THEIVPNASEENVPNERE, ES

VPN Group Configuration
e
—Status

@ Status: Ready

—VPN Group Information

VEN Group Name™ |as,av.5ckiewenlah |
VPN Group Description | |

~VPN Gateway Information
All Available VPN Gateways

Selected VPN Gateways in this VPN Group |asau.sckiewer.lab

SRS BAECBRBVPNERE , B£EZEMZICisco Unified CMEE> Device > Device Settings >
Common Phone Profile, 7Eit , BABEERFMENVPNEREFANRERER , EFaaT , RE
BELPVPNERMVPNEERER , ARRENLERER

<




Common Phone Profile Configuration
G Save

- Status

@' Status: Ready

—~Common Phone Profile Information
&

Name |Standard Common Phone Profile - VPN_auto-On |

Description \Standard Common Phone Profile - VPN_Auto-On |

Local Phone Unlock Password | |

DND Option* [Ringer OFf v]
DND Incoming Call Alert*  [Beep Only |
Feature Control Policy | = Mone = ]
Wi-Fi Hotspot Profile [ < None > v | View il

[l Enable End User Access to Phone Background Image Setting

—Secure Shell Information

Secure Shell User I

Secure Shell Password |

—Phone Personalization Information

Phone Personalization® | Default |
Always Use Prime Line* | Default v]
Always Use Prime Line for Voice Message™ | Default v|
Services Provisioning* | Default v |

T —
VPN Information

VPN Group [vPN_Group_1 v]
VPN Profile | ven_Profile v]

$B6, Bt , CEEBNRFTHEEREEAIENEST  AREETERAPRBBHEESE, =
%, EEETJL‘JL,L?%H&FEE ELFEE , ﬁJyHASA%Si%&E%LIVPN URL,

M MEEFEHN , CRERREFELRER "RATFTPL AR/, HARASATAERERMH
EIE150 MU EEEEE L FHEBTFTP P,

ST AFEVPNEFZ LB E HAED NI ERBASAIL #TEEM, &7 LUE A show vpn-sessiondb
anyconnect:



SRR AR

RIENE S
ATHVPNEEBEETRERR  BECAUATER

- ASAFAE : logging buffered debuglogging debug-tracedebug crypto ca transactions
255debug crypto ca messages 255debug crypto ca 255debug webvpn 255debug webvpn
anyconnect 255

EFREHERFMRERFEIE , AAPRT — LEREESZEH)
Emﬁﬂﬁéiﬁﬁéé BRI Rk TRREL , HAdebuglh b E8=711001:

ERA|i711001
FREE

BHSE : EAEIh , HEFEBRRES861ESE , AACRANBAVPNEZENREREFE R —
o %ﬁ&,ﬂmﬂhﬁuﬁaﬁng$ﬁwaﬂo

EFMASAE R SRR

HEASASHERSIH <ol , FEERFHESLKEEEIER. ATETFEVPNERENEBERLT
SERILEME  BEANTBRE -

SR1IAMBNRBEELFTNEEH
crypto ca trustpoint asa-identity-cert-2

AR

subject-name CN=asav.sckiewer.lab



/content/en/us/support/docs/collaboration-endpoints/ip-phone-8800-series/200770-How-to-Collect-a-Collaboration-Endpoint.html

crypto ca enroll asa-identity-cert-2

SR , EREERANASANHSHRE  EREETANELER., SFEEHLTISL
A& H EEFICUCM:

crypto ca export asa-identity-cert-2 identity-certificate

SBI—BEEETFNEHRE | 515 H LLCisco Unified OS Administration > Security > Certificate
Management > Upload_t #phone-VPN-trustfe & L BEIEHWCUCMET Bz —,

MIgE : E81Mphone-VPNEEZREK A EERHY LHEMWCUCMEE & ( T2 EBEEZ
HaEi%h  mELEE ), WMECUCMIRAZCSCuo585065%% |, AI X AKFHHASAEE L
ERHAE

SRBAHIE T EINBEPNEMEIEE , £CUCME {7 AR 25 L B R Cisco Unified CMEHE
>E iR Thae> VPN > VPNIEBEE

HERS R IFEENMRE,

SERC.RIEFEIE (EREMA LENRES ) PHEE  RARBEO THHKEBERL (ERFF
TFTPRZESHMEIIVPNEFNRERERF ) WRE "HFL -

SR EHE , EEMBVPNER, HEHBEMLZ , ASADERERE  RLEFRTLER , B
ERERNTREERTESHEENERS.

SRS RELTUEHMBEREAIIASA, Akt , BFEFCSEHNEBANARTENERE | REE
RUTERE TGS

ssl trust-point asa-identity-cert-2 outside

BRE - B LAE BB R P E M Elwebvpn URLUBRFBASARGRETSHBEE. HRABERL
AN , Rt EHPCHAILEIEZIE. ARE , B LBEASARHIGEH
BERNEE , URITCRFIRS.

FERIOBASAEERERAFRER  EENFAEFRLRITHEESRMERIIASAL EITAEM, WMR
EBEKIEEM , MG EEMAESRERIECMRERAERIIASAWETHEM, BERHEENB
B, AAREERR , ERIASANEFRIFER, WRELE—HEFRLUEZSER , AL
BRERENEXSEREEFENER, MRE—EVPNEFRELERIIASA , BIFLEEFEN/R
ASAE BEE , EEEMEFRRIGERFEITHIEDER,

SER10MBEFRNERLEMHFEER , MAIRCUCMARIRER S,

ASAIR {E 1 N i #R(EC) 2 R

B9.4(x)i8 , ASAX IEMEE 4R (EC)MBEM , AULEASAHEF 4N HEBRAR , KETUE
BIE THEMVPNEZ LR HE, HREEERNEERASAREEESHN EERRRITTLSE
FHMZEECER. BEY 5 —ERSAREBHRTFFMEENNEAENES , EAUINASARAT
HIEEC, B, MAASARIEIBECHTE At CEEEARSARSHRTER , At T4 M@
EEHEEEERE  ARERCRAECEEAMTRRSARIN. BAEFEELBBILEERES
 EES kK, BALESSxEE B TREE—%.


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuo58506

2101 NOT Mar 30 12:23:21.331861 (393:393) VPNC: -protocol _handler: current cipher -> ECDHE- RSA-
AES256- GCCM SHA384: ECDHE- RSA- AES128- GCM SHA256: AES256- SHA: AES128- SHA

2102 NOT Mar 30 12:23:21.331871 (393:393) VPNC:. -protocol _handl er: new ci pher -> ECDHE-RSA-
AES256-GCM-SHA384 : ECDHE-RSA-AES128-GCM-SHA256: AES256- SHA: AES128- SHA

EFEBFET , ASAALLERBEET —EECER , BA "#EH, T 2EBERAMNECEN

HEEZFETAESHIERT , £EFH .

2691 NOT Mar 30 12:18:19.016923 (907:907) VPNC:. -protocol _handler: current cipher -> ECDHE- RSA-
AES256- GCCM SHA384: ECDHE- RSA- AES128- GCCM SHA256: AES256- SHA: AES128- SHA

2690 NOT Mar 30 12:18:19.016943 (907:907) VPNC. -protocol _handl er: new ci pher -> AES256-
SHA:AES128-SHA

ARALBENFEES , FF2ECSCuu02848,

L REERNBRG ERE BN EFEFEHANTLSIRA , ZAASALWECENE, EHEEESHERERX
BENTLSHRANWEZE , BFFBUT AL -

lable b ists the TL> versions supported by the Cisco [F phones

Phone Models

Disable TLS 1.0 and TLS 1.1 NO 'es Yes
with https for web access®

Selectively Disable TLS cipher Mo r'es Yes
by TLS connection

https://www.cisco.com/c/dam/en/us/products/collateral/collaboration-endpoints/unified-ip-phone-
8800-series/white-paper-c11-739097.pdf

—BEAERNRERMLETLSRAIER , BRI AEASALEITU TR RERAELRAWECE
i -

ssl cipher tlsvl custom "AES256- SHA: AES128- SHA: AES256- GCM SHA384: AES256- SHA256: AES128- GCM
SHA256: AES128- SHA256: AES256- SHA"

ssl cipher tlsvli.1l custom "AES256- SHA: AES128- SHA: AES256- GCM SHA384: AES256- SHA256: AES128- CCM
SHA256: AES128- SHA256: AES256- SHA"

ssl cipher tlsvl.2 custom "AES256- SHA: AES128- SHA: AES256- GCM SHA384: AES256- SHA256: AES128- CCM
SHA256: AES128- SHA256: AES256- SHA"

ssl ci pher dtlsvl custom "AES256- SHA: AES128- SHA: AES256- GCM SHA384: AES256- SHA256: AES128- GCM
SHA256: AES128- SHA256: AES256- SHA"

sAaclE , IPEFARMEADTILS (EReERERS: )  AUEFEADTLSETHREBER , X AL
EEHEE?:I*EBQTLSR&ZF [l N EEB@;&EE%@JELEE&EASAJ:E’J%QEEE& R P BEL Ut


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuu02848
/content/dam/en/us/products/collateral/collaboration-endpoints/unified-ip-phone-8800-series/white-paper-c11-739097.pdf
/content/dam/en/us/products/collateral/collaboration-endpoints/unified-ip-phone-8800-series/white-paper-c11-739097.pdf

{6 FAE L TLSHRAS BV (AT H b AnyConnect & B i 5 FAEC 8.

DTLSE#R & B

E%ﬂb%,ﬁﬂ' VPNEFEEEFERADTLSE N HASAWER, WMREFEHMFEADTLSELRY , 8
ni %&%E&*E SHDTLS , kK3 , RATCHERA TDTLSEEESSEFAZFEIUTHRE

3249 ERR Mar 29 15:22:38.949354 (385:385) VPNC. -dtls_state_ch: DTLSv0.9: wite: alert:
fatal:illegal paraneter

3250 NOT Mar 29 15:22:38.951428 (385:385) VPNC. -vpnc_set _notify netsd : cnd: 0x5 event: 0x40000
status: Ox0 error: 0x0

3251 ERR Mar 29 15:22:38.951462 (385:385) VPNC. -alert_err: DILS wite alert: code 47, illega
par anet er

3252 ERR Mar 29 15:22:38.951489 (385:385) VPNC. -create_dtls_connection: SSL_connect ret -1,
error 1

3253 ERR Mar 29 15:22:38.951506 (385:385) VPNC. -DTLS: SSL_connect: SSL_ERROR SSL (error 1)
3254 ERR Mar 29 15:22:38.951552 (385:385) VPNC. -DTLS: SSL_connect: error:140920C5: SSL
routines: ssl 3_get_server_hell o: ol d session ci pher not returned

3255 ERR Mar 29 15:22:38.951570 (385:385) VPNC. -create_dtls_connection: DTLS setup failure,

cl eanup

3256 WRN Mar 29 15:22:38.951591 (385:385) VPNC. -dtls_state_ch: DTLSv0.9: wite: alert:

war ni ng: cl ose notify

3257 ERR Mar 29 15:22:38.951661 (385:385) VPNC. -do_dtls_connect: create_dtls_connection failed
3258 ERR Mar 29 15:22:38.951722 (385:385) VPNC. -protocol _handler: connect: do_dtls_connect
failed

3259 WRN Mar 29 15:22:38.951739 (385:385) VPNC. -protocol handler: connect : err: SSL success
DTLS fai

BE R HAASAREMRE MR EC) BB, RIRIINMEBMEERN , RILEXERRA
DTLST’EFHTEC&E%O BRItz ik, BAT L K45 )-“ﬂDTLS fitﬁ'ﬁn_ﬁva EMATLS, EFRE
Y RAAEEREFMEREHSFERTCPMARUDP , EEEiN—LHEB, BR 6 EFELEER
T, l_IE_ﬂEIﬂEIJ/,\J;It HACELAUBRAZEEE %BE% I B EESEMDTLS, MR
1&3?‘31_ THIE | mﬂmﬁ%ﬂlﬁ%&ﬂua_ THIE | IXIZ%‘“EEEJE%%TVPN FEIEFAME—RAESRRE |, Fit
BRI AR %J%E QR ol E’J%/RT/,\JEEEEEKO

group-policy vpn-phone-policy B 4
webvpn
anyconnect ssl dtls none

B— AR IEDTLSEER YN E R ERE R MR EEE L FRARMN R BT EITLSH
DTLSE#, HEEERA -

%8886 TLS Ci phers O fered
3905 NOT Apr 01 20:14:22.741838 (362:362) VPNC. -protocol_handl er: new ci pher -> ECDHE- RSA-
AES256- GCCM SHA384: ECDHE- RSA- AES128- GCCM SHA256: AES256- SHA: AES128- SHA

%8886 DTLS Ci phers O fered
4455 NOT Apr 01 20: 14: 23. 405417 (362:362) VPNC. -process_connect: x-dtls-ciphersuite: AES128-SHA
4487 NOT Apr 01 20: 14:23.523994 (362:362) VPNC. -create_dtls_connection: cipher list: AES128-SHA

%8806 DTLS connection failure

4496 WRN Apr 01 20: 14:53.547046 (362:474) VPNC. -vpnc_control: conn tiner expired at: 1585772093
to abort connect

4497 NOT Apr 01 20: 14:53.547104 (362:474) VPNC. -abort_connect: in dtls setup phase

LA ERBHFBRNETHEITLSER., ZEEMBRIXENRZRSERRER ( BFTETERE  B47
DB R REDRAES-256 ) » ZUEA LB FIE —REMNDTLSHEIERAES128, EHP@J&EEI’J



TLSEIBAAAMDTLS , BELAH, HESEHPHEERREERASAEE RFHTLSHMDTLSHEA
MHENZS.

REENRBERLERIASA

FECUCM_LE B phone-vpn-trust& 13 L EFHASAS DR EIEEEE , EREFTEBIAFTEEN
ME, WRREFELBRE , AIEEHRERUAKRTRVPNE EM'E\:E%?EUASAH# SEEWIHEHTE
FEREE , AEREY. EANSHEASARESENRNERFLBANRLE K HABESFEURRERS
TEER. REASAEBMRETFEWkKeepalive , VPNRRERERIFET. Hlt , IRECHER
ASAERECEN , EFMJFERELBIECUCM L |, AIERMEREE :

1. MRBEASASHRERENABTN , FEASAREAEBRE  RARRBANEPRHUNBEERF
B, MRCEERTHES , ATUBRBRESERIHD

2. MREASAHMHEBECIBY , EEERMASATEE LESICUCMA K EFET B REPHERE |, UE
WEENREESMENENRERES

B EEEIBDNSHEHTASA URL

EREERT  EEEFEATHEMTRIPHUEEVPN URL, SEELLERER FEF—E
DNSTRES T eGSR B BB AP, ERBH RS , BUUERES EEEtFHEWﬂDNSﬂHE
25 (192.168.1.1%1192.168.1.2 ) T & , @5’1’%%@“%@(, 0R#& , EFEREHIED T
DnsLookupErr : |

3816 NOT Mar 3 15:38:03.819168 VPNC. -do_login: URL -> https://asav. sckiewer. | ab/phone
3828 I NF Mar 3 15:38:03.834915 dnsnasq[ 322]: query[A] asav.sckiewer.lab from 127.0.0.1
3829 INF Mar 3 15:38:03.835004 dnsnmasq[ 322]: forwarded asav.sckiewer.lab to 192.168.1.1
3830 I NF Mar 3 15:38:03.835030 dnsnmasq[ 322]: forwarded asav.sckiewer.lab to 192.168.1.1
3831 INF Mar 3 15:38:17.845305 dnsnasq[ 322]: query[A] asav.sckiewer.lab from 127.0.0.1
3832 INF Mar 3 15:38:17.845352 dnsnmasq[ 322]: forwarded asav.sckiewer.lab to 192.168.1.1
3833 INF Mar 3 15:38:17.845373 dnsnmasq[ 322]: forwarded asav.sckiewer.lab to 192.168.1.2
3834 I NF Mar 3 15:38:31.854834 dnsnasq[ 322]: query[A] asav.sckiewer.lab from 127.0.0.1
3835 I NF Mar 3 15:38:31.854893 dnsnmasq[ 322]: forwarded asav.sckiewer.lab to 192.168.1.1
3836 I NF Mar 3 15:38:31.855213 dnsnasq[ 322]: forwarded asav.sckiewer.lab to 192.168.1.2
3837 ERR Mar 3 15:38:32.864376 VPNC. -parse_url: gethostbynane fail ed <asav. scki ewer.|ab>
3838 NOT Mar 3 15:38:32.864435 VPNC. -vpnc_set _notify netsd : cnd: O0x5 event: 0x40000 st atus:

0x0 error: 0x0

3839 ERR Mar 3 15:38:32.864464 VPNC. -do_login: parse URL failed ->
https://asav. scki ewer. | ab/ phone

3840 NOT Mar 3 15:38:32.864482 VPNC. -vpn_stop: de-activating vpn

3841 NOT Mar 3 15:38:32.864496 VPNC. -vpn_set_auto: auto -> auto

3842 NOT Mar 3 15:38:32.864509 VPNC. -vpn_set_active: activated -> de-activated

3843 NOT Mar 3 15:38:32.864523 VPNC. -set _login_state: LOGAN 1 (TRYING --> 3 (FAILED)

3844 NOT Mar 3 15:38:32.864538 VPNC. -set_login_state: VPNC : 1 (Loggingln) --> 3 (LoginFail ed)
3845 NOT Mar 3 15:38:32.864561 VPNC. -vpnc_send_notify: notify type: 1 [LoginFail ed]

3846 NOT Mar 3 15:38:32.864580 VPNC:. -vpnc_send _notify: notify code: 32 [ DnsLookupErr]

3847 NOT Mar 3 15:38:32.864611 VPNC. -vpnc_send_notify: notify desc: [url hostnane | ookup err]
EBERTUTERZ—

1. EFEAYDNSAI AR 25 &K
2. BRERABBDOHCPEIKDNSfREE , EREFHRE
BERORILEE , BRMER L

1. MEEFTLHVEE , BREFBENSFRLDHCPRIARSFZEWDNSRIARSE , M/HBIBEFN



DNSAREE R E A LABETASABR EREAN AT
2. BASAELEFHURLMCUCME X APt , AEFFEZEDNS

BETRUAVPN

MANEREAR , BEMARAEREEping TFTPRIKRSEHRELEE, NMREFVRAIPEE
E , BIFERAVPNEN TS RTFTPRIRES , Rt EEF R E EpingWEER , ETX2BAVPN, &
BEETHEAIDMEEE | pingB XM , AL EFESBMAVPNIERZFIASA, FHiclk , EEHNRER
HRAREASE E A BEIBDHCPAEFIRAIZE150 , MASAtLFEEIRELEE150 , Fit "HA
TFTP, RVPNEEMN —EER,

HHRES 6 CFEERTVUATER

1. EFEping CUCM TFTP{RIBRESIPIS ?

2. BFERBWEIEping & FE ?

3. BEFEERKEEpingV EE% 2B RMAVPN?
MHAREFRIRELER, HEFpinglHRBNIPTEKRERNERT , EASALBAREZEE
%, RAEETEHAVPN, RUTIEFRIBIEIEAR , UEHLEFAXENBFIN. WR
ping kM , B2 #BBATVPN , B8 E8SxxEFAFFRELUTRE :

5645 NOT Mar 27 11:32:34.630109 (574:769) JAVA-vpnAutoDetect: ping tinme out
5647 DEB Mar 27 11:32:34.630776 (710:863) JAVA-confignmgr MJThread|cip.vpn. VpnSt at eHandl er: ? -
VpnSt at eHandl er:  handl eVPN_ENABLED_STATE()

W 55 R TR 2 s P AL S R 6

WEMCHARATFTPERE T ERMNTFTP IP, VPNEFBZERATFTP , ARASAEERMH
EIH150,

MR

- BT BB - Cisco Systems



https://www.cisco.com/c/zh_tw/support/index.html
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