EAAD FSRA2.0A S AR BEEFESAML
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HER1.HECUCMEE HSPE R & ¥
HER2.1EAD FSTHIDPERER
HER3.5XEIdP

HER4. B SAML SSO

BFE

Ll 373
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AR AE S4B 10T 5 R Active DirectoryBi 4 & BB IRIS(AD FS) A S AR LR EE — R4 K = EH
555 (SAML) B3 1242 (1IdP) B/ 2.

HEFHF

/R
SRBRBCBBUTEHE

. Cisco Unified Communications Manager(CUCM)11.58 & & hix 2
. Cisco Unified Communications Manager IM and Presencefx24<~11.55 & & x4~
- Active DirectoryBt & 5 25 R R 4<2.0

BRA T4
AERFHNEARBBUTEREBRA
. EBIdPH#IActive DirectoryBit & 5 17 58 3B IR 3 MR 4<2.0

- BRESBEAEEERAK11.5
. Cisco IMFARRE(RI fREShRA<11.5

HRER

HWRSAML SSO , FEHERBRHEB(SP)MIAPZ B K —BEER., EXIREE (RRER ) F



, WEEEASSORMAN —Mo B, RCUCMTHEEBRERLMSE LERIAP , @4 , EIPTH
RERERLFE EEZRICUCM,

FECUCM M52 HIMRAR | IBEHERRREMNER  ARREHTNEMBHBERRER
BR, TEMARRENERMEINEMEZER K RARERKEEE, EEEVARBHEUESR
WP LFERESEER. flW , sESMEFENSERRERNER.

BESEFENEMFSAML IdPER/HEIRERIE11.55 A, ERLINEEN -2 , CUCMABERH

HFFECUCMMIMPEI R E REERFRUERRERER., BREMERNFTEEBERAS

<hostname>-single-agreement.xmi

EXE | —AHHEVRRENYSEEEINFETNHMSPE R, ETERERNEE. HEM
EE, flW, sSEIMBER1ERRENESR,

BESENRREREREAMultiserver tomcatEBE , R ERARBETAEDREANSWHEME
B, RREHERELSHETSETHNVE S ERERB(ACS)URLEE.

CUCM#HICisco IM and Presenceh®4~11.5% 2SSO, SR (SEEH —EERRERNER
) MEEEE (REER ),

AIXENBWAERAAD FS 2.0 ESAML SSOMEF S EE .

ANHHNEARBBREERETREANKEMEL. XHERAINMARESREHER (R
) BAERESREAE) . MREHMEEE EEER , FRACEERBEMES TREKNFE,

RLIE
HB1.#ECUCMIE i SP#& &

HRIWebBIESE , LEEEHHE AFICUCM , AR ERESystem > SAML Single Sign On,

FERERT |, Cluster WideB i@ iRt R IR PR AE, H— TEHMAEREER. UE18
<hostname>-single-agreement.xmIE EE BTN &R TR EHER

SAML Single Sign-On

S50 Mode

@' Cluster wide (One metadata file per cluster. Requires multi-server Tomcat certificate)

_/ Per node (One metadata file per node)

"‘L’rl Enable SAML 550 ;.t Export All Metadata Update IdP Meladata File Fix Al Disabled Servers

S B2 %AD FSTRIDP& &R

ETHIJPERRER , B2 BE&Ehttps:// <ADFSHIFQDN>/federationmetadata/2007-
O6/federationmetadata.xml

S B3.REIdP

mEFTR , EMZEIAD FS 2.0 Management/Trust Relationship Ships/Reliding Party trust. ##— Tt



https:// <FQDN of ADFS>/federationmetadata/2007-06/federationmetadata.xml
https:// <FQDN of ADFS>/federationmetadata/2007-06/federationmetadata.xml

REMGEHE.
*yspes20 __________________________________________________________________________ HEEH

i Fle  Adion  Wew Window  Hab =181 =]
o e H

| ADF5.2.0 Relying Party Trusts
' | Servioe *
Trust Relationships Digplay Mame |

Claims Frovdder Trusts Add Rebying Party Trust...

Rabying Party Trusts
Abribte Shonas

View 3
Fewe WWindows From Heare
Refresh

EH ree

1 | LI....

M THEERSEEEE) (NBAF)  RRE-T "TH#K. .

"E_'II Add Relying Party Trust Wizard
Welcome
Steps Welcome 1o the Add Relping Pairty Trust Wizaid
@ Welcome
Bl s e Thiz wazard wil help vou add a new rebng party tust to the A0 FS corfigurstion databasze. Relang parhes
| I L e o consume claims in secuiity takens that are issued by this Federabion Service to make authentication and

@ Chooss |ssuancs authonzation decisions.

Ak R ; ;
ehanzatng s The relyng pasty biust that thiz wizard creates defines how this Federation Serice recognizes the iehing
@ Feady 1o Add Trus paity and sues clams bo i, You can define issuance transfoim nules for izsung claims to the relying party
| Feich after pou complete: the wizand.
@ Finiz

[ stan Cancel |  Hep |

RERDPE-TEBEEAINEAER, BERCUCM SAML SSOEEH THAISPERRER. A
BE—T "Nexty , ITEFR :



"'-:i Add Relying Party Trust Wizard

Select Data Source

ataps Galact an oplion that this wizard will usa 1o obtain dats about this raking party:

@ ‘Welcome
T |mpost data sbout the relying party published online or on & local network

3 SelectData§ A . x —_—
= s Lize thiz option bo import the neceszany data and certificates from a relwng party ciganzation that
@ Choote |ssuance puiblizhes itz federaton metadats online of on & local netwark.

Authonzation Rules

Federation metadata address (host name or URLE
@ Ready to Add Trust

E xample: f2. contoso. com of hilps S Asee, contoso, coms/app

@ Firish

% Impost data about the relying party from a file

Liza thiz option to impart the necessany data and certificates from a ralang party cogarization that has
expoited its federation metadata to a file. Ensure that s fle is from & tiusted sounce. This wizand wil
niot validate the sowce of the file.

Federstion metadata file location

It:".Ll sershAdminiztrator\De sk topi Cluster Widehcucml 150-zingle-ageement. <ml Browse._. I

[ Enjes data about the relying party manualy
Lize thiz option o manually input the necessay data sbout this reling party ceganization

LErwinm” Newt > | Cancel |  Hep |

BAGHEAINEREBNEMEEE. £—T "Nexty , ITEMT :



Wi Add Relying Party Trust Wizard

Specify Display Name

Steps Type the display name and any optional notes for thiz relying party

@ Welsome
Dizplay name:
JCUCM_Chuster_wide_Relying_Party_trust

@ Select Data Souice

| @ Specily Display Name

@ Choose |ssuance HNates:
Authorization Rules 1 _‘_|
i @ Feady to ddd Trust
| @ Finish

(Pru-.-'inus“ Nest > | Cancel |  Hep ]

BEAFMACEREVGRLERG U AEAEMELERS , REE-TT—% , ATEMR

N




Wi Add Relying Party Trust Wizard

Choose |lssuance Authorization Rules

aheps | ssuance authaization rules deteimine whether a user ks permitted to receive claims for the relying party.
@ ‘Wealcome Choose one of the following options for the nial behavior of the: relving party's iszuance authonzation
rulez,
@ Select Data Source
8 - Spwcily Display Mame {* Permit 3l users to access this eling party
el The izuance authorization rules will be configured to permit 2l users to access this relving pary. The
- Aw‘ﬁ;;mﬂgﬁ“ 1eling parly service or application may sl deny the user access
@ Feady toddd Trust = Dery all users access bo this relying party
@ Finizh The rzuance authorzation ez wil be configued to dery all uzers access to this ralying paity. r'ou

later add issuance authonzation ndes bo enable any users fo access thes reling party,

Y'ou can change the suance authonzation nules for this reling party ust by s2lecting the r2lying party
trust and clicking Edit Claim Rules in the Actions pane,

-tElm-'inusl Newt> | Emt.ell Hep |

f£Ready to Add TrustEE T , BRI BB EERENFEEABENEE. REZE —TNext , M E
7R



%1 Add Relying Party Trust Wizard

Ready to Add Trust

2ieps The isking party tiust has basn configured. Review the following settings. and than click Nast 1o add the
1ehing parly st bo the AD FS configueabion database.

@ ‘Welcome

@ Select Data Source
o Soecily Diaplay M Moritoring | Idensifiers | Encrypiice | Signature | Accepted Claims | Drganization | Endpoints | N4 ] #|
@ Choose lzsuance Specify the monitonng settings for thes reling party st

Authaonzation Fules

Ready to Add Trst Fieling party's federation meladata UAL:
| @

| @ Finish
™ Menitor reling party
[T Asomatically update rehing party
Thiz relying parly's federation metadats dats was lazt checked ar
£ NEVEl >
Thiz relving party was last updated from federation metadata one
£ hever >

cErwiausl Mext > I Cancel | Help I

TREBRBEBRSEEEKIFEEIAD FSEEERE, BUHEPZELEZ — T Close , N TFEFTR



i add Relying Party Trust Wizard

Finish
Steps

The relng party st waz successfuly added o the AD FS conhgurabon database.
@ ‘Welcome

Wou can modiy s relyng party bust by usang the Propesties dislog bow m the AD FS 2.0 Management
@ Select Data Source SnAp-n.

@ Speciy Display Mame

| | Dpen the Edit Clam Fules dislog for this relying paty trust when the wizard closes
@ Choose |szuance

Authorization Bules
# Feady tobdd Trust
@ Finizsh

BE-—THREMAEE A ARE-THBESRRY , 0 TERR

| AD FS 2.0

Wi Fle  Action  Vew Window  Help

o [
d=np | * |7 | HIT
A0 FS 2.0 Relying Party Trusts

H Servica
= Trust Refatinships el

Clams Frovider Trusts [T cucini L ades Ucce.com Add Ruetyeng Party Trust,.,

Relvire Party Tnasts

L F
Attribuba Stores o

Maws SRR Froem Hara

& Refresh

B e

nils

Edkt Claim Bules.. .
Disabie
Priogese g

M Delnte

‘ | ) | H e r

BE, &% —T "AddRules , N TFEFT :




I""":a'jEEul:Iil: Claim Rules for CUCM_Cluster_Wide_ Relying_ Party_trust B =i |

lzzuance Transform Rules | |zsuance Authorization Fules I Delegation Authorization Fules I
The fallowing transtorm rules specify the claims that will be zent to the relwing party.

Order | Rule Mame |zzued Claims
Y
W
Bl
k-

Add Rule. . Edit Hule.. | Hemove Hule.. |

ak. | Cancel | Epply Help

B BXAdd Transform Claim Rulef® , £ 7852 E &5 33 Bl#E#xSend LDAP Attributes as Claimsiz— T
Next , M FEFIR :



2 Add Transform Clain Rule Wizard

Select Bule Template

Steps Select the lemplste for the claim e thal pou veant b create from the following list. The deseaiption
@ Choose Rule Type prowides defals about each clam rule template.
@ Configure Claim Rule Claim rule templale;

|Send LDAP Attibutes s Clams =]

Claim rule termplate descripbon:

Using the Send LDAP Athibube as Claims rule template you can select athibutes from an LDAP sttrbute
store such as Active Directory to send &z claims to the reling pafy. Multiple atbibutes may be sent a5
multple claims fram a single nde using this rule pe. For exanple, pou can use this e template to
create arule that wil extract stitnbube values for suthenbcated weers from the displayM ame and
telephoneMumber Active Direchon athibutes and then send those vakies as two different outgoing
claims. This nde may alzo be used to send all of the user’s group membersheps. IF pou want to onlp send
individual group rembeizhips, use the Send Growp Membership a2 a Claim e template.

Tell rree: mvore about this rule template. |

| Met> | Coancel | Help ]

#—T TConfigure Claim Rules , 1 NEFT~. LDAPBM % EECUCMHLDAPE #El &+ K
LDAPE LA, NuidSHERBEHEEHB, ®—T "Finishy, , MTEFR :



| "=_E:- Add Transforon Claim Rule Wizard

I Configure Rule

Stops “Y'ou can configuee this nue fo send the values of LDAP sttibutes as clams. Select an attnbute store from
@ Chiocs Fule Typé which to exlract LDAP attributes. Specily how the atiibutes will map to the oulgoing claim ypes that will be

istied from the e,
@ Configure Claim Ride
Clair rude name:

[NamelD
Fiule template: Send LDAP Attrbutes as Clams

Attribute shone:
|active Directory |

Mappng of LDAP attibutes o outgoing claim bypes;
| LOWAP Attribuits | Dutgaing Claim Type
3 SaM-dccount-Mame w |fad :I

¢Previous [[ Fish | Concel | Hew |

AEBRAFHEBEERAA, &—TAdd rule. ###Send Claims using a Custom Rule , A& & —T
Next , 20 FEIFTR :



"—Ep Add Transform Claim Rule Wizard

Select Rule Template

Steps Select the template for fhe claim e that yow want to create from the following list. The descripbon
2 Choose Rule Type provides detals sbout each clam rule tempiate
@ Configure Clam Fule Claim e template;

Claim e template description:

Using a custom iule. vou can create rules that can'l be created with a nile template. Custom rules ane
written in the A0 F5 2 0 claim nde langueage. Capabilfies that reqguee custom mules inchude:

+ Sending clams from a SO0 attribute store

= Sending clams from an LDAP attibate store using a custom LDAP hiker

= Sending clams from & custom athibute shone

+ Sending clams only when 2 or more incoming claims are pragent

+ Sending clams only when an incoming claim value matches a compler pattein
+ Sending clams wih comples changes fo an mncomng claim vaue

+ Creating clams for use only in later ndss

Lell me more about the: nde templale,

| Mest = I Cancel | Hedn |

EREEBESHAG  FEBERCustom Rulel@ L8 AClaim Rule Name , AEEREENBEN
BEERE , ERESHAFHnamequalifierfspnamefRERF. #—T "Finish, , M TEME :

HAPWRA
c:[Type == "http://schemas. m crosoft.com ws/ 2008/ 06/i dentity/cl ai ms/w ndowsaccount nane"]
=> jssue(Type = "http://schemas. xnl soap. or g/ ws/ 2005/ 05/ i denti ty/cl ai ms/ nanmei dentifier", |ssuer =

c.lssuer, Oiginallssuer = c.Oliginallssuer, Value = c.Value, Val ueType = c. Val ueType,
Properties["http://schemas. xm soap. or g/ ws/ 2005/ 05/ i dentity/clai nproperties/format"] =

"urn: oasi s: nanes:tc: SAM.: 2. 0: nanei d-format:transient",

Properties["http://schemas. xm soap. or g/ ws/ 2005/ 05/i dentity/cl ai nproperties/nanmequalifier"] =
"http://<FQN of ADFS>/adfs/com adfs/services/trust",

Properties["http://schemas. xm soap. or g/ ws/ 2005/ 05/ i dentity/cl ai nproperties/spnanequalifier"] =
"<Entity IDin the SP Metadata>");

Entity 1D = Open the SP metadata and check the Entity ID. Basically, its the CUCM Publisher’s
FCDN.



T

r

Configure Rule

Steps
@ Uhoose Rule Type
@ Configure Claim Rule

%5 Add Transform Claim Rule Wizard

ou can condigure a custorn clam rule, ssch as a e that requires muliple incoming clarms or that exfracts
clarnz from a SOL atinbute store. To configure a custom nile. type one or more ophonal condibons and an
issiance slatement uzng the AD FS 2 0 claim rule languaoe.

Chaan rule name:

}Eluster_ﬁlde_lilaim_ﬁ ule

Fiule termplate: Send Clars Using a Custom Ruls
Cuystom rule:

ntname™ ] ;I
== issue(Type =

"hetp: //schenas, xplsoap, org/ws Z005/05/idencicy/clains /naneidencifier
", Issuer = c.lasuer, Originallssuer = c.0riginallszsuer, Value =
c.Walue, ValueType = c.ValueType, Properties

[http: f/echenas ., xmlsoap. org/ws f2005/05 fidentity/clainproperties /form
at"] = "um:ioasiz:names: torSANL: 2. Oinameid-format: transient”,
Froperties

[Mhttp: //achenas, xmlaoap. org/wa /2005/05 /identity/clainproperties /name
qualifier™] = "http://win-

Jd4i aTugmrn. adfs. ucce. con/adfs fcom/adfs/services /trust’ , Propercies
["http: /fachenas.xnlsoap. |:|rg.-"uaf'ztlDE,’EIE,fidentit‘jrfclaljmptuper ties/spna

megqualifier”] = "cucmllS50.adfs.ucce.con™) vl

Maie about the claim mile lanmiages.

<Brevious [[ Frosh | Cancel Heb

WMEFTTR , #— TApply , A% 0K,




il Edit Claim Rules for CUCM_Cluster_Wide_ Relying_Party_ktrust

lzzuance Transtorm Rules | |ssuance Autharization Fules | Delegation Authorization Bules I

T he following transform rulesz specity the claims that will be zent to the relying party.

Order | Bule Name [zzued Claims
1 MamelD uid

Cluster_Side_Claim_FRule <5See claim rule:

AddPule. | EdtRue. | RemoveRule. |

ak, | Cancel | Apply Help

S BRA. B ASAML SSO

FRWebZIEsS , LEEEFHEACUCM , A% EREESystem > SAML Single Sign On,

FEEERT |, Cluster WideE B iR R IZFAREE, #—T "Enable Saml SSO. , I FEIFIR :



SAML Single Sign-On

SS0D Mode
@ Cluster wide (One metadata file per cluster. Requires multi-server Tomcat certificate)

_ Per node (One metadata file per node)

Q{,? Enable SAML S50 @ Export All Metadata "tU Update IdP Metadata File Fix All Disabled Servers

MEMR , BHEEKEAWebfRRBFEFNMBDE S UARBIRJpEEFELSEERNSAML SSOZHZH
ZSAML SSOMYEFA. #E—T "Continue. ( #4& ) .

L 5 Web server connections will be restarted

Enabling 550 and importing the metadata will cause web services to restart upon completion of the
wizard. all affected web applications will drop their connection momentanly and need to be logged into

again.

@ Click "Export All Metadata™ button

If the server metadata has not already been uploaded to the IdP, it can be done before running the
wizard. You can obtain the server metadata by clicking the "Export All Metadata" button on the main

page. Then go to the IdP and upload the file.
If IDP is provisioned with duster-wide SP meatdata, you need to enable duster-wide SAML S50. If IDP
is provisioned with per-node SP metadata, you need to enable per-node SAML 5S50.

[ Continue ][ Cancel |

RS ESHENSSONKRHR | X BCRKREHEBZLMAREFtomcatBE, #—T Test for Multi-Server
tomcat Certificate, , I T~ EFI :

SAML Single Signi-On Configuration

wm

 Status

@ Saius: Ready

[ Test for Multi-Server lomeat certificate
The critens for enabing dusterwde S50 = that you must have a multsanver tomeat certficate aesdy deployed. If you have not done this already pleass foliow the below steps:

1} Losgin 0 Cexqo Unified OF AdmenisTraton Page and Navigate 10 Comfcaoe Managemeant v der Saiuniny Many

2} Chek oin Gererate CSR

3} Sel=ct Certificate Purpase as Tomeat

4} Select Dstribution 22 "Mulli-Serne™

5} Chik Generate

6) Dawnload the CSR and get 1t signed from the CA of yaur chake

7} Gnoe the cortficate |8 issund by the CA, upload It va the "Upload Certficate/’ Certificate chain® option an the Certficnie Management page
0} Restart Tomoat servce on ol the nodes in the chsier

) RestaeT TFTR dervick on @1 the TRTP nodes in i dustern

If the above steps have been compheted, ook Test below which will confiers F the mult-server tomest certficate s deployed bedore procesding ta the next stags
| Test for Multi-Server tomcal certificate

[ Mot | comcet

LD



W% |, TEEEHEA 2 MRS E E(Multi Server Certificate) i B RATE HRBEA 2 ARE®
#(All Nodes have Multi Server Certificate) , A&Z—TF—% , W TEFRR :

SAML Single Sign-On Configuration

o s

r &t

@‘S-ta'tu:: Rezacly

s Al nodes have Wl Server Cartificate

r Test for Multi-Server toncat certificate
The eritesia for enabing chisterise S50 &5 That you must have a midtisenses [omcat oertificate already deploged, IF yau have nab done this akeady please falow the below steps:

1} Legin 1o Cisco Unified OS5 sdministration Page and Mavigate Do Certificate Management under Sacuity Manu

Z) Chok on Gererate C5R

3} Sekect Centificates PUEposs a5 Toomcat

4) Select Distributian as “Multi-Server®

5} Clhick; Generate

&) Dawnlaad the CSR and get it sigred from the C4 of yawr cholos

Fy Cnoe the certificate i issued by the CA, wpload it vis the "Uplosd Ceificate) Certificate chain®™ option on the Cerificate Management page
E) Restart Tomcat service an al the nodes in the duster

) Restart TFTR service am al the TFTR nodes in the clster

If the abosse steps have been completed, chok Test below which will candfinm iF the mwli-serser tomcat centificate i deploved bedome proceading to The mest sTage
| Test for Multi-Server tomcat certificate |

~ Download [dentity provider{1dP) Metadata Trust File

To configure the trust relationship between the IdP and vour devices, you must first obtain trust metadata from your IdP and
import it to your servers. You will need to manually obtain the file from the 1dP before you can upload it to your Collabaration
SETVers.

[ ';3 This is a manual step!

1)Log im to your IdP and download the metadata trust file to your local server.
2)Chck Next once you have this file avallable locally.

Next || Cancel |

BB BRZFTHWIIPEERER, &—T "Import IdP Metadata, , I FEFR :



SAML Single Sign-0On Configuration

m ren

@ Ready to import Identity Provider metadata trust file to duster servers

- Import the IdP Metadata Trust File
This step uploads the file acguired from the IdP in the previous manual step to the Collaboration servers.
1)Select the IdP Metadata Trust File

federationmetadata.xml

2)import this file to the Collaboration servers
This action must be successful for at least the Publisher before moving on to the next task in this wizard.

_ Import 1dP Metadata |

HEESIFEARBRNEARD , RRE-TTF—F  OTEHRT :

SAML Single Sign-0On Configuration

v;l Import succeeded for all servers

- Import the IdP Metadata Trust File
This step uploads the file acquired from the IdP in the previous manual step to the Collaboration servers.

1)5elect the IdP Metadata Trust File

Browse... | No file selected.

2)import this file to the Collaboration servers
This action must be successful for at least the Publisher before moving on to the next task in this wizard,

. Import IdP Metadata | Q‘f Import succeeded for all servers

| Next || Cancel |

WMEMR, B—TF—F , RASRYHSAML SSOFE & B [E HSPERER,



SAML Single Sign-On Configuration

@ ocx @ rer

If Admin has already uploaded the server metadata to [dP then skip the steps below and click Mext, Otherwise follow the
steps below to upload the server metadata to IdP

\f IdP Metadata has been imported to servers in this duster

- Download Server Metadata and install on the Idp
Download the metadata trust file from Collaboration servers and manually install it on the IdP server to complete S50 setup.

1)Download the server metadata trust files to local storage

~ Download Trust Metadata File

':_\, This Is a manual step!

2)Log in to your IdP and upload the server metadata trust file.
3F)Chick Next once you have installed the server metadata on the [dP.

| Back | mext | cancel

CUCMAZHELDAPR #k[E% ., BERRTLDAPE KT EENAREEEHRAE, BEFEAELR
—TiE{TSSORIER , MTEFR :

SAML Single Sign-0On Configuration

@ o=

~ Status

':5 The server metadata file must be installed on the IdP before this test Is run.

~ Test S5O Setup

This test verifies that the metadata files are commectly configured and will allow SS0 to start up on the servers. This test can be
run on any server for troubleshooting once S50 has been enabled. SS0O setup cannot be completed unless this test is
successful,

1)Pick a vakd usermmame to use for this test

You must already know the password for the selected username.
This user must have administrator rights and also exist in the IdP.

P ;"5 Please use one of the Usernames shown below. Using any other Username o log into the IdP may result in administrator
lockout.

Valid administrator Usernames
| samiuser -

2)Launch S50 test page

. Run S5O Test., |

Back | | Cancel




WMEFR , RAREAEREZIDNEBNER,

Authentication Required ﬁ

0 Enter username and password for https://win-jd4ia7ugmrm.adfs.ucce.com

User Name: samluser

Password: eo-ooou..|

[ OK l ‘ Cancel

[

L i 7 58 L AT RE SRR B RO

e e e o e -

SSO Test Succeeded!

Congratulations on a successful SAML SSO configuration test. Please
close this window and click "Finish" on the SAML configuration
wizard to complete the setup.

e e e e o — o — e

WEFR , #— T FinishED 7] 52 BRSSOV #H A



System = Call Routing = Media Resources = Advanced Features *  Device = Applicalion = User Management =  Bulk Administra

SAML Single Sign-On Configuration

‘ Back . Firish

rStatus

J 550 Metadata Test Successful

~ Ready to Enable S50
Clicking "Finish® will complete enabling S50 on all the servers in this duster. There will be a short delay while the applications are
being updated.

To verffy the SS0O status of each server, check the main S50 Configuration page.
Additional testing and manual uploads may be performed from the main page if neccessary.

_Back || Finish | Cancel |

B P AR B B E RS SAML SSORMA 2 C P A A AR 2R LR ED.

SAML Single Sign-On Configuration

Status

. SAML 550 enablement process initiated on all servers.
There will be a short delay while the applications are being updated on each server.
To verify the 550 status of each server, check the main 550 Configuration page.

883 FASAML SSOBIBEFH EAZEICUCM, EfinZESystem >SAML Single Sign On, & —T &
S HMERMETSSORR , M TEM® :

550 Mode

¥ Qyster wide (Dne metadata file per clester. Requines multl-senser Tomeat certificabe)
P b (O matacioln ke pr npde)

x Draabic LAML 50 mawnm alﬂdﬂlﬂﬂ'mm Fi Al [Hsabing Seneds

- Statis

@RTHTISMHTQFEW. o fan Change 550 for RTMT here,

@ SAML 550 enabled
 SAML Single Slgn-On {1 - 30f3) " Rows per Page 50~
e R mpait Lt
Sareer Maame abus Meradats Lot Hetadats Imoart petadats Last Metadata Dxpert S50 Tewl

CUCIT] b5, a5 uccE. com SAML Ny Hing 21, 2006 9:28:19 o ree hone 23, ML6 TI46:56 Fassed - une 21, | Run S5O Test.., |
PH 15T P IST 10M6 929zl PRIST T

cucml P S0oub adfs uote com SAML ] June 21, 2006 9:28:39 dl_‘l I = hane 20, MG 74656 Mever | pun S5 Test,.,
PHIST PM EST

i1 15.adfs ucee o SAML & 1ap Jupe 21, 3006 5:28:38 b Fle  June 21, 2006 F:46:56 Mever | pun So0 Test..
PMIST FM ST

B

ERAXHRE , BERLNEEBRETEEEE,

R ERASAML SSON B EHISSORIG K M, EfnElSystem >SAML Single Sign On. B ZHEY
SSOAIFEER "EiE, K&,



SAML Single Swgn-0n

S50 Mode
B Cluster wide (Ore metadata fle per duster. Requires multe-server Tomeat oerificate)
Per node (One metadata file per node)

xmsul.sm &El.puﬂ.ﬂlm Emmmmm . FoAll Dizatied Servers

—Status

@ RTHT is enabked for S50, You fan change S50 for RTHMT hare,

@ SAML E50 enabled
SAML Single Sign-0On {1 - 3 of 3) Rows per Page 50~ |
G50 Re-Impon Expert
Server Name ratyuz Matadata Last Metadata Impart: Petad Last Metadata Export S50 Teat

UL L 150,875, Wo0e, Com SAHL i June 20, 2016 9:57:30 o Fie Jure 20y 2016 10:06:27 Pagsed - Jume 20, | mpunp S50 Tesk..
AM 15T M IST 2016 5:59:02 PM IST

U 1 1500b, adls . ucce com  SAHL A 1ap June 20, 2016 10!15:46 e Fia Jure 20, 2016 10:06: 26 Pagsed - Jume 20, | piin S50 Teak..
FM 15T P 15T 2016 10:11:39 PM ST

iMpP1L5. 2075, uce. com SAML e 1ap Jure 20, 2016 10/ 1546 &, Fia Jure 20, 2016 10:06: 26 Passed - ume 20, | pun S50 Test... |
FM 15T P ST 2016 10:12:40 PM ST

_ Disabie SAML 550 | | Export Al Betadata | | Update 1dP Metadata Ake | | Foo 4l Dssbled Sorvers

BASAML SSO#% , CUCMEARHEBFIHEZEEBARAMFTAERAER , I TFEMT.

Installed Applications

Cisco Unified Communications Manager

o Recovery URL to bypass Single Sign On (SS0)
Cisco Unified Communications Self Care Portal
Cisco Prime License Manager
Cisco Unified Reporting
Cisco Unified Serviceability

Platform Applications

» Disaster Recovery System
¢ Cisco Unified Communications OS Administration

BRFASAML SSO#% , RHEAIM and PresenceE ABSHE L EEARIMNEAERARES , 01T
BT :



Installed Applications

¢ Cisco Unified Communications Manager IM and Presence
o Recovery URL to bypass Single Sign On (SS0)

¢ Cisco Unified Reporting
¢ Cisco Unified Serviceability

Platform Applications

* Disaster Recovery System

¢ Cisco Unified Communications OS Administration

SRR

RERHWEA TR RBAEHE

TTEREHERE

EESSOHFREARE , FEMFE AT Sset samltrace level DEBUG

£ FIRTMT=, £ A CLI#activelog /tomcat/logs/ssosp/log4j/*.logf B HESSO H 5.

SSOBFHRAIER T A RN BREN L EIXT HAET R

2016- 05- 28 14:59: 34,026 DEBUG [ htt p- bi o-
APl to generate Clusterw de SP Metadata
2016- 05- 28 14:59: 47, 184 DEBUG [ ht t p- bi o-
post the generated SP Metadata to ot her
2016- 05- 28 14:59: 47,185 I NFO [htt p- bi o-
Begi n: post d ust er W deSPMet aDat a

2016- 05- 28 14:59: 47,186 DEBUG [ htt p- bi o-
[ cucml150, cucnl150sub. adfs. ucce. conj
2016- 05- 28 14:59: 47,186 DEBUG [ htt p- bi o-
Cl uster WdeSPMet adata to the cucmll50
2016- 05- 28 14:59: 47, 187 DEBUG [ ht t p- bi o-

443- exec-297] cluster.

in the Local node.

443- exec-297] cluster.

nodes
443- exec-297]

443- exec-297] cluster
443- exec-297]

443- exec-297]

Cl ust er WdeSPMet adata to the cucnmll1l50sub. adf s. ucce. com

cluster.

cluster.

cluster.

SAMLSSOC! ust er Manager -
SAMLSSOC! ust er Manager -
SAMLSSOC! ust er Manager -
. SAMLSSQOCI ust er Manager -
SAMLSSOC! ust er Manager -

SAMLSSOC! ust er Manager -

Cal |

Cal |

Nodes

Post

Post
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