H— BT EERR10.0)RRPHITLRARThEE

Im
=

.
=

i
i

i

fE AR

BRAFR —#RITLEE

55 FA A it ik 18 S #8 BV I TL Recovery
HEIERIRESIBITLRecovery
FH "showitl, M ORBEFELZE
BEREEMFEHTITLRecovery® 8
WoRThaE  BRIREFEXREEFENIEE
R EIBR R S HEERE

B

AEEE

[=]

msr

KRN #ECisco Unified Communications Manager(CUCM)ARZ<10.0(1)F Y —IBFT Th&E |, B ThAE
A[{£Cisco Unified IPEF LR EESHEETBE(TLER, EEETEEMRITLEREXEZEYE
W EEHTFTPREEA B RAAESERERIF(TVS)RENITLERETRIE  FRALXEERRS
HEEEEE,

R

BRERITLERNBEN A EEIPERMCUCMARSR CHAEMEYEEREATHIN —EARS
BLZER,

- RfRIRE  LELESFEEENEITLER

- ERERUAEERA TRV TFTPREAR=R

BBREREFHEEEMRERRT S HEEESR

- R EBSEMHREFNEE , MEZERBELIERITL
BHRETEARESEH CBTHER BN EH  FEALACUCM SHITIEREER HER
IPEERNMHENTEZ— TLEERFERREIPEFNCUCMERXEEERBEREE

CUCMRZA10.0()FRHN S —AHEZ L MABNNREERRIEFSEEE(CCTL) , AEXRN
WmZIheE. BEBCTLARETRABERUSBRZETE , ARECUCMA AR2RM&in L RUA &
o MEHEMEN , F2HEIPEFELLMNCTL (BEREEEEE ) BR.

RHBEXS ARERNARZEENEMER  F2RENEESRHERZSNERRS AHET
A FEHEBR AR
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i R AE IR

& E 5 E MlockedZuntrusted R BERF | I R EZTFTPIRIEIZEMMNITLERRKTFTPEE., TFTPE
BREh AN IARBE NS FeEAEE, TFIPRBRRT SN — BT REIaE .

- BRI

. Web%FnEJ

- BERE(SSH)FE

x#%ﬁ@%ﬁﬁ > #7 25 (SPAN)ZEIPCIE 4R 18

MREFFEECCM AdmlnEELEE&TEEFﬁEﬂ SE, WEEBEFER , EEEFEXNTEEN , AIXE
SBURETEEETFTPERS. B— 1I-%EFH§(E'"“‘"‘BEFEJ’\TEﬁZRﬁf&EnﬂE?]%H# RiEEER
EFAHost Not Found, ZEERREFEETERHERTZEEMRE | § EREEEASHEEEE L
MEFREER , J«XEEE%%??@T\ MTrust List Update Faileds &, "ITLEMER. EERHAE
FEREERTIACHRE  RACAEREERMTLAESEEE , YA REEBTVSHEESEEE

o

R E fi7 B Settings > Status > Status Messages , Bl Al LA EFE A & & B Trust List Update
Failed’H & :

16:26 03/10/14

-~ Status Messages
16:25:17 Trust List Update Failed
16:25:11 Trust List Update Failed
16:22:15 Trust List Update Failed
16:22:13 Trust List Update Failed

A EREH B EEFRETERFEEREERAROESE , OTAR :

Status Messages

Cisco Unified IP Phone CP-7965G ( SEP64A0E71502CC )

20:16:01 Trust List Update Failed



BRBR —HRTLER

CUCMRRZA10.0(1)EAATAREEFZNCUCMARFZEEREYSENMMER, ZHEBR
ITLIRE SR, ITLRESHRRELTRIABRBERILN, EXHWEE N, DNSERRHMERHIT
B, WRESRTEEY  ELENTREEREFEANTEFIHEERENEEENRE,

EEFEER L H Trust List Update Failed’H 2 RYARRERF |, 7] LAE F # Y utils itl reset CLIGA S EES
N EFHECUCM ENTFTPIRE 2 B EFHEUFE. utils itl resetin & :

1. REHGAHRERENTLER , B TLERNES , YERITLIRELBBEXEITLERNA
BHETEHES,

2. BB FHMITLERERIEHPIBETBHNTFTPEIZE LM TFTP A &,

3. EENTFTPHESEHE BB EFRBEB TFTPIRE.
At EEBNAEEMEER. EEENEFEERTFTPRRFZMBRFERITLESR , W BEFE
W EYITL#E R AITLRecovery€ #8 M T 2callmanager.pem# i 2% 2, ETITLEEERMERE
. utils itl reset localkey#lutils reset remotekey. ITLEE T R BM 5 ET. MREHRETF
HITLEE , B/ HE This is not a Publisher NodelE B, T —Hi# N BEEGSH R,

{85 A 2 ith R 15 £ S A ITLRecovery

localkeyi® & fif Fi Publisherf@ Rt EE E) 85 L MYITLRecovery.p 12 RFTEEHITL RecoveryFAiB1EBFT
MITLEREEE,

adm n:utils itl reset localkey
Enter CCM Admi ni strator password :

Locating active Tftp servers in the cluster.....

Following is the list of Active tftp servers in the cluster

['test10pub’', 'test10sub']

The reset ITL file was generated successfully

Transferring newreset ITL file to the TFTP server nodes in the cluster.........
Restarting Cisco Tftp service on host test10pub

Cisco Tftp service restarted on host test10pub

Successfully transferred reset |ITL to node test10sub

Restarting Cisco Tftp service on host test10sub
Cisco Tftp service restarted on host test10sub

BERERKESMAITLRecovery

remotekeyiR 1A ft ¥ 38 E EfEFITLRecovery.p 128 RPN EBSFTPRIBRES

adm n:utils itl reset remotekey joemar2-server.cisco.com joemar2
/home/joemar2/ITLRecovery.pl2

Enter Sftp password : Processing token in else 0 tac

coutn is 1

Processing token in else 0 tac



coutn is 1

Enter CCM Admi ni strator password :
Locating active Tftp servers in the cluster.....
Following is the list of Active tftp servers in the cluster

['test10pub', 'testl1l0sub']
The reset ITL file was generated successfully

Transferring new reset ITL file to the TFTP server nodes in the cluster.........

Restarting Cisco Tftp service on host test10pub
Cisco Tftp service restarted on host test10pub
Successfully transferred reset |ITL to node test10sub

Restarting Cisco Tftp service on host test10sub
Cisco Tftp service restarted on host test10sub

BHEE : R EMAremotekey:BEETERKITLEE , AIZ#25 EMlocalkey ( I ER ) SEBRE

remotekey,

fEA Mshow ity R RBRENERE

WRERBEITLEEH S ZFFEAshow it TRABITLER , IRAITLEE
ITLRECOVERY_<publisher_hostname>#&8 . &M TFTPRIREFTIRENSMEITLIE RS
EREBMEAWITLIRERE . EARRHF , show il SHEERERMGE. AREBITLNSE
DEERTR

adm n: show itl

The checksum val ue of the ITL file:

b331e5bf b450926e816be37f 2d8c24a2( MD5)
9d7da73d16c1501b4d27dcled79211f 390659982( SHAL)

Length of ITL file: 5302
The ITL File was | ast nodified on Wed Feb 26 10:24:27 PST 2014

Parse ITL File

Version: 1.2
Header Lengt h: 324 (BYTES)

BYTEPOS TAG LENGTH VALUE

3 SIGNERID 2 139

4 SIGNERNAME 57 CN=testlOpub.joemar2.lab;OU=tac;O=cisco;L=rtp;ST=nc;C=US
5 SERIALNUMBER 16 61:40:52:E9:1E:E9:7C:77:9B:7B:5E:81:0A:B1:46:A5

6 CANAME 57 CN=t est 10pub.j oemar 2.1 ab; OU=t ac; O=ci sco; L=rt p; ST=nc; C=US

7 SI GNATUREI NFO 2 15

8 DI GESTALGORTI THM 1

9 SI GNATUREALGO NFO 2 8

10 SI GNATUREALGORTI THM 1



11 SI GNATUREMODULUS 1
12 SI GNATURE 128

8f d4 0 cb a8 23 bc b0
f 75 69 9e 25 dl1 9b 24
49 6 ae dO 68 18 f6 4
52 8 1d 27 7 95 bc 94
d7 5¢c 36 55 8d 89 ad f4
88 0 d7 dO db da b5 98
12 a2 6f 2e 6a be 9a dd
da 38 df 4f 4c 37 3e f6
ec 5f 53 bf 4b a9 43 76
35 ¢c5 ac 56 e2 5b 1b 96
df 83 62 45 f5 6d 0 2f
c dl b8 49 88 8d 65 b4
34 e4 7c 67 5 3f 7 59
b6 98 16 35 69 79 8f 5f
20 f0O 42 5b 9b 56 32 2b
cO b7 la 1e 83 c9 58 b
14 FI LENAME 12

15 TI MESTAMP 4

I TL Record #:1

BYTEPOS TAG LENGTH VALUE

RECORDLENGTH 2 1115

DNSNAME 2

SUBJECTNAME 57 CN=testlOpub.joemar2.lab;OU=tac;O=cisco;L=rtp;ST=nc;C=US
FUNCTI ON 2 System Admi ni strator Security Token

| SSUERNAME 57 CN=t est 10pub. j oemar 2. | ab; QU=t ac; C=ci sco; L=rt p; ST=nc; C=US
SERIALNUMBER 16 61:40:52:E9:1E:E9:7C:77:9B:7B:5E:81:0A:B1:46:A5

PUBLI CKEY 140

SI GNATURE 128

9 CERTI FI CATE 684 01 9C 4C 3D 27 D7 4D 82 CB Bl 84 84 D4 2A 63 9F 71 78 BE A9
(SHA1 Hash HEX)

This etoken was used to sign the ITL file.

O ~No O wWDNPE

| TL Record #:2

BYTEPCS TAG LENGTH VALUE

RECORDLENGTH 2 1115

DNSNAME 2

SUBJECTNAME 57 CN=t est 10pub. j oenar 2. | ab; OU=t ac; O=ci sco; L=rt p; ST=nc; C=US
FUNCTI ON 2 TFTP

| SSUERNAME 57 CN=t est 10pub. j oemar 2. | ab; QU=t ac; C=ci sco; L=rt p; ST=nc; C=US
SERI ALNUVMBER 16 61:40:52: E9: 1E: E9: 7C. 77: 9B: 7B: 5E: 81: OA: B1: 46: A5

PUBLI CKEY 140

S| GNATURE 128

9 CERTI FI CATE 684 01 9C 4C 3D 27 D7 4D 82 CB Bl 84 84 D4 2A 63 9F 71 78 BE A9
(SHA1 Hash HEX)

I TL Record #:3

BYTEPOS TAG LENGTH VALUE

RECORDLENGTH 2 439

DNSNAME 2

SUBJECTNAME 49 CN=CAPF- 75638ad9; OU=t ac; O=ci sco; L=rt p; ST=nc; C=US
FUNCTI ON 2 CAPF

| SSUERNAME 49 CN=CAPF- 75638ad9; OU=t ac; O=ci sco; L=rt p; ST=nc; C=US

SERI ALNUVBER 16 42: BF: 37:77:9B: 16: AF: 1C. D2: 30: 88: C2: 17: 24: 9D: AA

PUBLI CKEY 140

SI GNATURE 128

11 CERTHASH 20 BB C3 4A 1D DE 17 39 C5 36 1A 15 6B FO 65 FE BE D1 E6 19 03

0O ~NOO O WN PR

0O ~NOO O WN P



12 HASH ALGORI THM 1 SHA-1

| TL Record #:4

BYTEPCS TAG LENGTH VALUE

RECORDLENGTH 2 455

DNSNAME 2

SUBJECTNAME 57 CN=t est 10pub. j oenar 2. | ab; OU=t ac; O=ci sco; L=rt p; ST=nc; C=US
FUNCTION 2 TVS

| SSUERNAME 57 CN=t est 10pub. j oemar 2. | ab; QU=t ac; C=ci sco; L=rt p; ST=nc; C=US
SERI ALNUVBER 16 76:59: 84: D8: B7: 30: 60: 63: 36: E5: C7: B6: A7: DD: B9: D6

PUBLI CKEY 140

S| GNATURE 128

11 CERTHASH 20 7A BF CE B6 BE E2 06 02 74 D9 EB AE 58 48 52 93 7A 1E A5 55
12 HASH ALGORI THM 1 SHA-1

0O ~NOO O WN P

| TL Record #:5

BYTEPCS TAG LENGIH VALUE

1 RECORDLENGTH 2 1141

2 DNSNAME 2

3 SUBJECTNAME 66 CN=I TLRECOVERY t est 10pub. j oenar 2. | ab; OU=t ac; O=ci sco; L=rt p;
ST=nc; C=US

4 FUNCTION 2 System Admini strator Security Token

5 | SSUERNAMVE 66 CN=I TLRECOVERY_t est 10pub. j oemar 2. | ab; QU=t ac; OC=ci sco; L=rt p;
ST=nc; C=US

6 SERI ALNUMBER 16 6E: 3F: 65: C2: 97: B3: EO: 1F: E7: 42: 81: AB: 52: CC: 55: DC

7 PUBLI CKEY 140

8 S| GNATURE 128

9 CERTI FI CATE 692 CD C7 4A 39 87 87 52 FA BO 89 0C 28 AB CB 36 32 EB 87 16 DC
(SHA1 Hash HEX)

This etoken was not used to sign the ITL file.

| TL Record #:6

BYTEPCS TAG LENGTH VALUE

RECORDLENGTH 2 713

DNSNAME 2

SUBJECTNAME 57 CN=t est 10sub. j oenar 2. | ab; OU=t ac; O=ci sco; L=rt p; ST=nc; C=US
FUNCTION 2 TVS

| SSUERNAME 57 CN=t est 10sub. j oemar 2. | ab; QU=t ac; C=ci sco; L=rt p; ST=nc; C=US
SERI ALNUVMBER 16 67: D1: Al: 9E: F8: AB: 91: E6: CO: A6: 10: 35: 26: 30: EE: 02

PUBLI CKEY 270

S| GNATURE 256

11 CERTHASH 20 AF 28 89 16 F9 94 E6 62 A3 65 C2 88 3B 94 08 1C 66 7C 49 C9
12 HASH ALGORI THM 1 SHA-1

0O ~NOO O WN PR

The ITL file was verified successfully.

BREAMA TITLRecovery it

MBEEHTITLEE R FE Ashow itlis SHARITLIESR , AIEE RITLRecoveryf® B E2BITL , IR
Ro ETFTPEFEAEI 281 , ITLRecoveryBRITLH# A& , ILEFE M callmanager.pem= TFTPE
EEFHITLETES.

adm n: show itl



The checksum value of the ITL file:
c847df 047cf 5822cled6cf 376796653d( MD5)
3440f 94f 9252e243c99506b4bd33ea28ec654dab( SHAL)

Length of ITL file: 5322
The ITL File was |ast nodified on Wed Feb 26 10: 34:46 PST 2014<

Parse ITL File

Version: 1.2
Header Lengt h: 344 (BYTES)

BYTEPOS TAG LENGTH VALUE

3 SIGNERID 2 157

4 SIGNERNAME 66 CN=ITLRECOVERY testlOpub.joemar2.lab;OU=tac;O=cisco;L=rtp;ST=nc;C=US
5 SERIALNUMBER 16 6E:3F:65:C2:97:B3:EQ0:1F:E7:42:81:AB:52:CC:55:DC
6 CANAME 66 CN=I TLRECOVERY_t est 10pub. j oemar 2. | ab; QU=t ac; C=ci sco; L=rt p; ST=nc; C=US
7 SI GNATUREI NFO 2 15

8 DI GESTALGORTI THM 1

9 SI GNATUREALGO NFO 2 8

10 SI GNATUREALGORTI THM 1

11 SI GNATUREMODULUS 1

12 SI GNATURE 128

58 ff ed a ea 1b 9a c4

e 75 f0 2b 24 ce 58 bd

6e 49 ec 80 23 85 4d 18

8b dO f3 85 29 4b 22 8f

bl c2 7e 68 ee e6 5b 4d

f8 2e e4 al e2 15 8c 3e

97 ¢c3 fO 1d cO0O e 6 1b

fc d2 f3 2e 89 a0 77 19

5¢c 11 84 18 8a cb ce 2f

5d 91 21 57 88 2c ed 92

ab 8f f7 c 0 cl c4 63

28 3d a3 78 dd 42 f0O af

9d f1 42 5e 35 3c bc ae

c 3df 89 9 f9 ac 77

60 11 1f 84 f5 83 dO cc

14 FI LENAME 12

15 TI MESTAMWP 4

I TL Record #:1

BYTEPCS TAG LENGTH VALUE

RECORDLENGTH 2 1115

DNSNAME 2

SUBJECTNAME 57 CN=t est 10pub. j oenar 2. | ab; OU=t ac; O=ci sco; L=rt p; ST=nc; C=US
FUNCTI ON 2 System Admi ni strator Security Token

| SSUERNAME 57 CN=t est 10pub. j oemar 2. | ab; QU=t ac; C=ci sco; L=rt p; ST=nc; C=US
SERI ALNUVMBER 16 61:40:52: E9: 1E: E9: 7C. 77: 9B: 7B: 5E: 81: OA: B1: 46: A5

PUBLI CKEY 140

S| GNATURE 128

9 CERTI FI CATE 684 01 9C 4C 3D 27 D7 4D 82 CB Bl 84 84 D4 2A 63 9F 71 78 BE A9
(SHA1 Hash HEX)

This etoken was not used to sign the ITL file.

0O ~NOO O WN P

| TL Record #:2

BYTEPCS TAG LENGIH VALUE



1 RECORDLENGTH 2 1115

2 DNSNAME 2

3 SUBJECTNAME 57 CN=t est 10pub. j oemar 2. | ab; OU=t ac; O=ci sco; L=rt p; ST=nc; C=US

4 FUNCTION 2 TFTP

5 | SSUERNAMVE 57 CN=t est 10pub. j oemar 2. | ab; QU=t ac; O=ci sco; L=rt p; ST=nc; C=US

6 SERI ALNUMBER 16 61:40:52: E9: 1E: E9: 7C:. 77: 9B: 7B: 5E: 81: 0A: B1: 46: A5

7 PUBLI CKEY 140

8 Sl GNATURE 128

9 CERTI FI CATE 684 01 9C 4C 3D 27 D7 4D 82 CB Bl 84 84 D4 2A 63 9F 71 78 BE A9
(SHA1 Hash HEX)

| TL Record #:3

BYTEPOS TAG LENGTH VALUE

RECORDLENGTH 2 439

DNSNAME 2

SUBJECTNAME 49 CN=CAPF- 75638ad9; OU=t ac; O=ci sco; L=rt p; ST=nc; C=US
FUNCTI ON 2 CAPF

| SSUERNAME 49 CN=CAPF- 75638ad9; OU=t ac; O=ci sco; L=rt p; ST=nc; C=US
SERI ALNUVBER 16 42: BF: 37:77:9B: 16: AF: 1C. D2: 30: 88: C2: 17: 24: 9D: AA
PUBLI CKEY 140

SI GNATURE 128

11 CERTHASH 20 BB C3 4A 1D DE 17 39 C5 36 1A 15 6B FO 65 FE BE D1 E6 19 03
12 HASH ALGORI THM 1 SHA-1

0O ~NOO O WN P

| TL Record #:4

BYTEPCS TAG LENGTH VALUE

RECORDLENGTH 2 455

DNSNAME 2

SUBJECTNAME 57 CN=t est 10pub. j oenar 2. | ab; OU=t ac; O=ci sco; L=rt p; ST=nc; C=US
FUNCTION 2 TVS

| SSUERNAME 57 CN=t est 10pub. j oemar 2. | ab; QU=t ac; C=ci sco; L=rt p; ST=nc; C=US
SERI ALNUVBER 16 76:59: 84: D8: B7: 30: 60: 63: 36: E5: C7: B6: A7: DD: B9: D6

PUBLI CKEY 140

S| GNATURE 128

11 CERTHASH 20 7A BF CE B6 BE E2 06 02 74 D9 EB AE 58 48 52 93 7A 1E A5 55
12 HASH ALGORI THM 1 SHA-1

0O ~NOO O WN P

| TL Record #:5

BYTEPOS TAG LENGTH VALUE

RECORDLENGTH 2 1141

DNSNAME 2

SUBJECTNAME 66 CN=ITLRECOVERY testlOpub.joemar2.lab;OU=tac;O=cisco;L=rtp;ST=nc;C=US
FUNCTI ON 2 System Admi ni strator Security Token

| SSUERNAME 66 CN=I TLRECOVERY_t est 10pub. j oenar 2. | ab; OU=t ac; O=ci sco; L=rt p; ST=nc; C=US
SERIALNUMBER 16 6E:3F:65:C2:97:B3:EQ0:1F:E7:42:81:AB:52:CC:55:DC

PUBLI CKEY 140

SI GNATURE 128

9 CERTI FI CATE 692 CD C7 4A 39 87 87 52 FA BO 89 0C 28 AB CB 36 32 EB 87 16 DC

(SHA1 Hash HEX)

This etoken was used to sign the ITL file.

o ~No O wWDN PR

| TL Record #:6

BYTEPOS TAG LENGTH VALUE

1 RECORDLENGTH 2 713

2 DNSNAME 2

3 SUBJECTNAME 57 CN=t est 10sub. j oemar 2. | ab; OU=t ac; O=ci sco; L=rt p; ST=nc; C=US



4 FUNCTION 2 TVS

5 | SSUERNAMVE 57 CN=t est 10sub. j oemar 2. | ab; QU=t ac; O=ci sco; L=rt p; ST=nc; C=US

6 SERI ALNUMBER 16 67: D1: Al: 9E: F8: AB: 91: E6: C0: A6: 10: 35: 26: 30: EE: 02

7 PUBLI CKEY 270

8 Sl GNATURE 256

11 CERTHASH 20 AF 28 89 16 F9 94 E6 62 A3 65 C2 88 3B 94 08 1C 66 7C 49 C9
12 HASH ALGORI THM 1 SHA-1

The ITL file was verified successfully.

WERIHRE , BEREAEEENTREMYE

BRTITLEEDREZSL , CUCM 10.0N)RETHEEEE R , HM LEFEATAERE, EF
BEENMEEEHRTVSHEE(TVS.pem) M TFTPE & (callmanager.pem). E{£H —{ECUCM1E AR
BNRBERESR , REE S MR EH 4L Kcallmanager.pemFBEEFMTVS.pemEE , EFESEE
, 3 #£ B E) B5 B8 ‘R Trust List Update Failed’E 2. BMEHRREFERNITLF I ENZEMR
CUCMEXEIEFNEBREEE , EF L TUEATEECUCMAIREE,

ATEPRBILERERENSZSERE (BERERTHEAIDNSHAEHR ) WIFER , CUCMBRESR
—ERFFET R, EMENEER , CUCMEHLEREBE L - AREEFERNEDERNER—
M EEMENS—EAEE. LEEKEREFEENERE—EAREREE , YAREENENK
T—EFEE el iEmLEM.

EWMTERTEERESE  SEHEHEERIFERNE AR ARLBENESHFMAEN  F2H
EEFERLT L MITLEITEMEEHERR

-
‘ 11

\

%

B HER T UTRR - feCLIgR , CUCMMBELLEEER - XBEEMERN AT ERETE
s —fERE

adm n: set cert regen CallManager

WARNI NG This operation will overwite any CA signed certificate
previously inported for Call Manager
Proceed with regeneration (yes|no)? yes

Successfully Regenerated Certificate for Call Manager.

Pl ease do a backup of the server as soon as possible. Failure to do
so can stale the cluster in case of a crash.

You nmust restart services related to Call Manager for the regenerated
certificates to becone active.

adm n:set cert regen TVS

Cal | Manager certificate was nodified in the last 5 minutes. Please re-try
regnerating TVS certificate at a later tine

EEERKOS)EEEA L AUEIMHENEE , TR :
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— Status

@ CallManager certificate was modified in the last 5 minutes. Please re-try regnerating TVS certificate at a later time

- Certificate Settings

File Name TVS. pem

Certificate Mame TVS

Certificate Type certs

Certificate Group product-cm

Description Self-signed certificate generated by system

BREEFTLNESRERELEHEANK S8, IFESESEBEHLBSHWITLRecovery R E MR
#a1TLRecovery_<node name>#y 2 & (CN). #i&ITLRecovery& i 2B EEFHNWITLER DM —
FRANEE  Wshow I BT R, ERRAMTEITLX MR EZ 4K —ITLRecovery_<hostname>{5
HEBeRMmENEIHE.,

MEBERMENETHEBBETR , ITLHHITLRecoveryi® B IS #BRRBMENEIRE., EREE
EH , BAITLRecoveryiBRKETEENURREF R EEITLIRE,

EEAREEEERRNER ; EITLRecoveryfR B FEFRKBES , UBAMESRITEER.
ITLRecoveryR ER M —ERRFEREFERNTRB AL FMEY AL BEEHREK,

A LA ACLIZROS Administration EE B 4ERITLIE S8, ERMHEREMETEE LERER
ITLRecoveryHZ &8 , TEEEIPEFE. EFERKITLRecoveryBER , TFTPIREEHAE |, ITLHE
RISFH., ERMHAREILEFRERITLRecoveryBER , BEHEPETTFTPRENSEH
FEHREBTFTPIR , MEEAFBEEMTLERFMITLRecoveryfR B, JE—F 2 System
> Enterprise ParametersEEFTE £ E , WFEAEBIRMFEMEEE TEH I EHITRecoveryHFEM
HITLER,

R EIFR3 5 ARSI E

ETFHEATAGERER  FEFRAITLRESR. Rt , ZROITLRESRZH , SRBIER
MEIRER TERTMT)ER, KHMERKDORS)BOTREUFLER. BEEZRHOUNRET
ITLREER  EEFEFHROSBESR

EfREMIRESER , FEATRMARIACLIIEER Afile get titp ITLRecovery.p12fi . BEESER
RFE , FEASFTPRREE , W TEATR. FTRARFJEMHIBITLREER , R NREETHE
A AR 25 L 2 tifile get tftp ITLRecovery.p12in ¥ , B EH KT EIMER,

adm n: file get tftp ITLRecovery.pl2

Pl ease wait while the systemis gathering files info ... done.
Sub-directories were not traversed.
Nunmber of files affected: 1

Total size in Bytes: 1709

Total size in Kbytes: 1.6689453

Woul d you like to proceed [y/n]? y

SFTP server |P: joemar2-server.cisco.com
SFTP server port [22]:

User |ID: joemar2

PaSSV\Drd kkkkkkkhkkhkhkkkk*

Downl oad directory: /homne/joemar2/



The authenticity of host 'joemar2-server.cisco.com (172.18.172.254)"' can't be
est abl i shed.

RSA key fingerprint is 2c:8f:9b:b2:ff:f7:a6:31:61: 1b: bc: 95: cc: be: ba: bd.

Are you sure you want to continue connecting (yes/no)? yes

Transfer conpl eted.
Downl oadi ng file: /usr/local/cmtftp/lTLRecovery. pl2

ECLIBTTF Bhfm o LA 0 I TLRecovery.p12#8 R Z 81 , CiscoSyslog ( E#riiss — EAREX B
) PEXEBEER—RES , TR, IREOS AdministrationEﬁSecurity > Certificate
MonitorBIAE FEHEH , MIEMITFBREOZH , EUESWIESEEFEHL,

L]
|_'T_| b
Feb 17 13:38:10 || Mame: MLRecoveryCertBackup
H.l:l‘i'n Name: test10pub :
w Bllsml In{?ammn Manior Description: This cluster has an ITLRecovery cerificate that has not -
Il-asng.t: I | been backed up, Taking a manual backup of this certificate is
||| recommended 1o avoid the need 1o manually delete the ITL file from
0. testlOpub: Feb 17 2014 09:38:10 PM.735 UTC ||| every phone in the cluster after certain cluster reconfiguration
HUC_CERT=-4-TLRecoveryCerBackup: ¥{Messages aperations.
I[ClusteriD=][NodelD=testl dpub]: This cluster has an MLRecovery
certificate that has not been backed up. Taking a manual backup of || || gyplanation: This alarm indicates that the newly generated ITL
this certificate is recommended 1o avoid the need to manually ||| Recovery Certificate and key have not vet been backed up.
delere the ITL file from every phone in the cluster after certain v ¥ L P
cluster reconfiguraton operations. ||| Recommended Action: Use the CLI command “file get tftp
ITLRecovery.pl2” to back up the ITL Recovery Certificate as soon as
A | possible.
|| | Parameters:
* + | [ Close

EDRSI##A 2 EITLRecovery | BE A ITLRecovery.p 12 R EE—ELZEWLE , U HES
EREADEE O IEREEEITLEZMEZREOPIRE. WRREE 7 RMHBIN

ITLRecovery. p121’é'-.?"—E , IEEBAFERTEONERTERRMES , FADRSERBEMRITEEER
FRERE |, WiEi1B A utils itl reset remotekeyiZEE EITLTE EanﬁﬁCUCMﬂHE%EZF‘iEE1n1L

el MREMERZMARES , MBFERE R EEEERITLRecovery.p1248 RV 2% 1 {7 AR 85
#HE , BAITLRecovery.p 12 ERFAERBELLEBNZHETERRE, it , MRERT
BHELZEFE ?E/T_\?é‘]ﬂiﬁifﬁlTLRecovery.m21’%%%RTMT%$&%EEI&§9€%§§§ , BEF|{F Aget
tftp ITLRecovery.p121E R#FHVITLRecovery.p12i8R A 1k,

B

HREBRRX R EBENREEREEERZE T EEITLRecoveryR BB Z AFRIEN. A
Tsﬁé%nﬁtyézﬂwugié Y2 EITLRecoveryif B |, SBTE S ETFTP{EARES L AYCLIA & Ashow
it S , LEBITLEZMWREM, show itlis S HETRKERM :

adm n: show itl

The checksum val ue of the ITL file:

b331e5bf b450926e816be37f 2d8c24a2( MD5)
9d7da73d16c1501b4d27dc1led79211f 390659982( SHAL)

ﬁﬂﬁlTFTPﬂHE%%J:E’J*iEﬁﬁTH K &S A ARSFEHITLER S #HE B 2 Wcallmanager.pem=®
ﬁD%MESettlngs > Security Conf iguration > Trust List TR EF AR SHIITL , BITJAREFER
ijfi TEFHBHNEFRSENDeviceTLINFOERH KB EFTE L ZEMITLHRER

RZEIEITHEMRA9.4(1)RE S RAK EFE A DeviceTLINfOEIHAS HITLASHA1 MEERE LA
CUCM, EFFEENEATUERTMTHE 4R — ERAAZHRE  YEEFFEANTFTPE



ARERITLAZERNSHAIMZRETLER , UEHRLZEERITLNEMFERE , P E=ITLRecoveryfk B

o

EEEE

. CSCun18578 - ITLE &localkey/remotekey1E F LE4E  T k B
- CSCun19112 - SFTP#RF BB BT HITLEEE R SIMIER



https://tools.cisco.com/bugsearch/bug/CSCun18578/?reffering_site=dumpcr
https://tools.cisco.com/bugsearch/bug/CSCun19112/?reffering_site=dumpcr
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