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DEGRYHF

BRIEBBBUTEE

!

- SIPEAWE
- REBE

;R

- UHEH R HNEGEXELE (BREAHERBNTPIE ) .
. CUCMMAZBERAEESER,

- EETCPER ( EMm1EEPH A B LHYBBIES061 ) -

. CUBEA AR EZ £ Mk — BAKI(UCK)FF AT ¥,

BIEE - ¥ Cisco IOS-XEMA16.10 , F A EBEEEH T,

;AT

. SIP
- FEERHEEENEE

. Cisco I0SHI10S-XE48EI2900 / 3900 / 4300 / 4400 / CSR1000v / ASR100XKRAS : 15.4+
. BREAEAEES(CUCM)RAE : 10.5+



RUE
W

LU
SR, CREADSRIERBENIERECENRSASHE :

C}ypto key generate rsa | abel Test RSAkey exportabl e nodul us 2048

LE BRI RER204811 ( B AR4096 ) BIRSAE R
SR EARNTRUGEMUARBFECARBNESE

Crypto pki trustpoint CUBE CA CERT

seri al - nunber none

fgdn none

i p- addr ess none

subj ect - name cn=I SR4451-B. cisco.lab !(this has to match the router’s hostname
[ host nane. domai n. nane] )

revocation-check none

rsakeypair Test RSAkey !(this has to match the RSA key you just created)

SER3. BELCHERMVEEE , ZEERAUTHSERKRMHUCSRER
Crypto pki enroll CUBE_CA CERT
EEEELWREE , ARERCSRBER , BEHREFIER , RAREIEXHKCA,

TRALTERFEBRBIRGEREEEMIEREE  ARRETARIHEBME  REITRT
A& &6,

HERS. E_M;E%ﬁl«)\ﬁﬁ*ﬂ?é% , BAEUEERURFEMAFECA , EXIYCUBER B EITER
HCA (F2ETHE ).



| General | Details | Certification Path |

Certification path

2] Root CA
-] Intermediate CA
-] intermediate CA
~Lgl Identity Certificate

EARGIR | E1RIIBCA |, BUREE—EFMCA , EIMEEBCUBEREMNCA , Rit , LEERE
Y —EEESUEREEGSHANERE,

Crypto pki trustpoint Root_CA CERT
Enrol I ment term nal pem
Revocati on- check none

Crypto pki authenticate Root_ CA CERT
Paste the X 64 based certificate here

Crypto pki trustpoint |Internediate_CA
Enrol | ment term nal

Revocati on-check none

Crypto pki authenticate Internedi ate_CA

SER6. WERMMNCARBEER , BRRBERH  GERTESFBCANEEECUBERE ZH]
 RAFEARENGTA

Crypto pki authenticate CUBE_CA CERT

SRTZREMNFER  FEETURTTREARMHNCUBERS

Crypto pki import CUBE_CA CERT cert

SRS B ESIP-UALLEREEINETE

si p-ua
crypto signaling default trustpoint CUBE_CA CERT

SR BMERRHEE , WX :

di al - peer voice 9999 voip
answer - address 35..
destination-pattern 9999
session protocol sipv2
session target dns:cucnl0-5



session transport tcp tls
voi ce-cl ass sip options-keepalive
srtp

iE% , CUBERLERTER T
HEBR10, BE , BHIGERKMHICUCM CSR , FHERELT RAARE

- BABICUCMKEXERKEES

- MERS

- B-TREEHE,

- —TE4%CSR
CSRERFEMTEMT :

- Ll ==y k"

e Generate Certificate Signing Request - Google Chrome =R

£k baps://cucm10-5.cisco.lab/cmplatform/certificateGenerateNewCsr.do

Generate Certificate Signing Reqguest
- =
@), Generate [T} Close

r Status
!5 Warning: Generating a new CSR for & specific certificate type will averwrite the existing CSR for that bype

~Generate Certificate Signing Request
Certificate Purpose® CallManager v
Distribution ® cucm10-5.cisco.lab hd
Common Name* cucm10-5.cisco.lab
Subject Alternate Names (SANs)
Parent Domain cisco.lab

N | key Length* | 2048 v | I

Hash lgorithm * SHAZEE T

Generate Close

@ . indicates required item.

o &S Central Tirme: 11:26 am S Eastern Time: 12:26 pm S5 Pacific Time: 9:26 am S5 Mountain Time: 10:26 am
4 E

- i it

FR11. THRCSRA A HEFIEFICA,

FER12ECAREBNBER LERICUCM , TR

- IR —T Tsecurity (&£ ) 4 M Tcertificate management ( BEE®E ) 1 o
- ¥ —T Tupload certificate/certificate chaini o



- EREAETHALEES | #EiFcall manager,
- BIEIEHER,
- EERE,

SEB13.ZAZRICUCM CLINE BT @5

utils ctl update CTLFile

FER14.EECUCM SIPHELZ LB ERER

. )X — T system, security®lsip trunk security profile
- BRERER , MBI,

SIP Trunk Security Profile Configuration

E Save x Delete Copy % Reset 4 Apply Config |:I'} Add New

—SIP Trunk Security Profile Information

Name* [CUBE_CA Secure SIP Trunk Profile

Description 'Secure SIP Trunk Profile al_.lti'.leni:i-n:at.ed-h-'g null Strlng
Device Security Mode | Encrypted v
Incoming Transport Type* '_'IjLﬁ '"_
Outgoing Transport Type TLS ‘.'_.
| Enable Digest suthentication

Monce Walidity Time {mins)* E5|:||:|

%.509 Subject Name |cucm10-S.cisco.lab

e _ED-EI SRR

Enable Application level authorization
| &ccept presence subscription
¥ pccept out-of-dialog refer®*
v Accept unsolicited notification
¥ pccept replaces header
¥ Transmit security status

! allow charging header
SIP W.150 Outbound SDP Offer Filtering™® | Use Default Filter v |

AR EEERBRT , X509EAEABYLARCUCMRELAESBHELE , MERHZRL
FEREB D P R0



Certificate Details for cuocm10-5.cisco.lab, CallManager

[_% Regensrate @;IJ Generate GSR |'g':] Download PEMFie | @11 Download .DER File

— Certificate Settings

Locally Uploaded 10/02f16

File Mame CallManager.pem
Certificate Purpose CallManager
Certificate Type certs

Certificate Group product-cm

Description(friendly name) Certificate Signed by AD-CONTROLLER-CA

— Certificate File Data
[ .
Version: V3 =
Serial Number: 1D255E00000000000007
Signaturealgorithm; SHA2S56withRSA (1.2.840.113549.1.1.11)

Issuer Mame: CN=AD-CONTROLLER-CA, DC=cisco, DC=lah

Validity From: Wed Feb 10 10:45:23 C5T 2016

To: FriFeb 10 10:55:23 CST 2017
Subject Mame: CN=cucml0-5.cisco.lab, OU=TAC, O=CISCO, L=RICHARSON, ST=TEXAS, C=US
Key: RSA (1.2.840.113549.1.1.1)
key value:

3082010a02820101008e8db062881c35163f1b6eedbed4951158fdb3495d3c8032170cofb8bafb385a2
27b00ecl1024807f0adc49dfe75189779c7delacle7endba5enfI917fabcas687d2aeaf20d70018e8d5
58a832360bA2702249fc98855012c7d2cc29eealf92fad9e739d73b0fa24d7dd4bdafc96be 7 75fda937 -
fi3ad40645ada4faofia3edi5445e200187dda775aa543b2bab11a5e223e23ef03bbacbbafd969h3d9
|3ba2550c35ea06ed5149aef2253c2455a622122e0aa3b649a090911995069a2cfddabdabife15b242 |

SR15. B8 EBEECUCM L IBEEBSIPH 4

. BBRIEHRSRTP AllowedZREX 5 .
- BLELERER B Ahat | WFERAES061E3E5060,
- HSIPHEZLBEERERT , BMREEESR4PEUMNSIPEREEEEHE.

SIP | nformation =

d
~ et imathon -
Destnabion Address = an SRY
[kl inaticn Raddre, Deslimation Addrews 1Pt Dxearination Port
1"  —— 5061

MTP Prefermed Onginating Codec® h

BLF Presence Group® Standard Presende group i
SIP Trunk Security Profie® ISR4451-B Secure SIP Truni Profie -
Rercuting Caling Search Space < Mo > =
Out-0f - Depiog Refer Caling Seanch Spaoe o Mone > =
SUBSCRIBE Caling Search Space < Mone > -
SIP Profie* Standaed SIP Profle. ophons * View Detals

DTMF Sigrang Method * Mo Preference -



R

LB, RFAAEERNEY |

FECUCML , SIPH#ERER R T2 R ( MEFTR )

[=" “SEFEY el e Binf
Hame = Donorplon Spaoe Deroce ool . Partlion Grous

e - e OTE

HCUBEL , BRI SREBRU TR !

TAG TYPE MN OPER PREFI X DEST- PATTERN
KEEPALI VE
9999 voip up up 9999

Triai

Frges
I Full Service Tumee Bn Full Servce: O day O o O
Tk marte

SIF Trurie Stahum S5F Trursh Taur gt

FER THRU SESS- TARGET STAT PORT

0 syst dns:cucml0-5 active

EREREEANHEMERERSR , E—NENERLEF=FRENFEMTE LECUCMEENS

B,

SER: R

A CUBE LRUAE LR

debug crypto pki ap

debug crypto pki call backs
debug crypto pki nessages
debug crypto pki transactions
debug ssl openssl errors
debug ssl openssl nsg

debug ssl openssl states
debug ip tcp transactions
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