ERACACHIEE FRFaRELEVCS
B &%

B

DB RH
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BEEEH
TEREEFR?

B
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2
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B
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ANENMRZENEAEEFBEFRNERFBFEANZELSER , LMEARFEEHVCSEE (W
BT, BREFEFRERENBT ) ETERESNRENER,

=

!

HE G

BXR
AXHEEBEBR.
232 b

AN HEEAE R Cisco Expressway B 8(X14.0.2),

AXHFHNEARBRBRBEERETREANKENREL. XHEAZNMEREERCER (R
) BVAAREREAE), MRENEREET , FREACEBEMESAURERNTE,

HRER

CACRMFIENSMERE , UWE "R, BERES T HHRRNHBFTE , URERREHH
BEHsRMEREFN. EBRBRENE4Z2BERD , "REFITEFEL = "TEERHE,
HNRAFBER. BEARUBERAACR K BRIEFEEAEHEBHIRE , H12020065F LB

CAC , tBRERBHF  RLEATSECASEEE SHRREAL. SHRARBMEN
A EL 3 18 P S R
fTEREEF?

£ 2+ EMicrosoft AR B & FWindows F AN NRERREPK)NWER T K RAESFERTE
BRARAR , IRFRSFOHRE. BANREETEN, S FRLRIESTHEHSRIREH
, RBEMR



- RERELSNMEME XN EAERARABEXRREE
- REZ2REHE  ESREORE. BUEENRERRHEMATTENENI 2SR/

CXEETE, RPEREENEKcEBFBRRNEMRAER,
EEFEHAWindowsFAET RPN —HH0 , RAEEFRM T —LHNWANERENIIEE , tER
HCD-ROMWISI AHERITEEEEGMHNER, UWREBEINRERIPPKIERRE  IEEEL
BRBITIHERE, AXELZENRUNNELEBSEXEFLZENAC  EREHENMNERLACHE
SARTLATE LA T #84E# Z : http://technet.microsoft.com/en-us/library/hh831740.aspx.

RUE

FERBRELCHKLDAPEVCSES |, WHHEE T UEALDAPRIBEZEANERE,

il
"’5"&

1. BREE
2. REBEF
3

}

EEHERBEEER
4. EMRERE
5.K%.... . W
6. BEAEAFEEVCS
FTEEE :

BEEUTAR/ELEHENWindows 2012R215, @ AR ES :
- REERHME

- Active Directory

- DNS

- ERT EEFHWindows PC

. VSEC.AAIREBEZFWCMS KRIIEEHE .


http://technet.microsoft.com/en-us/library/hh831740.aspx

. VSEC:CMS K2.0 - |0 X
File Go Help

versasec

VvSEC:CMS K-5eries

Gemalto .MNET card (native)

Gemalto PIV

Gemalto SEG {native)

Gemalto 5G (native)

HID 272

Identity Device (Microsoft Generic Profile)
Identity Device (NIST SP 800-73 [FIV])
IDPrime MD 840 (native)

Trer—i__ _ RArs o0 ol _as %

Versaf® <32 k58
RRERF
EEFRFREEeRHABNMERTMXEEBIRT . UTRUILERHREEEH,
IARRERFRFREKEERER

MRMAP YLK TEBFE RS, BEEAWINdowsEAEBESHIE—H, WRTFRE :

1. B EEFEHEWindows PCERUSBIE

2 RRER TWRPALRELEREDEAEE, EFEEWindowsHPRREZFREFHIEHER
WEBSEXNE., REMS , REANRREEN THRLEEESENX, FEEWINDOWS,

3. B— T A RTE L KIMy ComputerE 7~ , A&RiZ— T FEE F#HIManage.

A RHRBRBANEAGY K RAEBE-TRE.

5. EABKY , B—THREEF. £ FRE L& TProperties.

6. £ "General J E5|ZEE L , 7£ "Startup Type. THN/FEHiEFEAutomatico HZ—T 7
OK) (#E ).

7 MREREBEREREENHBER  FEMRBEK.



T O AR AR AR

1. REETERBESHEEEBEMMC,
2. B—T =& "Certificate Templates Hi%; , R%&EE "Manage. -
3. & — T A& ESmartcard User Certificate Template , A& i##EDuplicate , 21T BFT=.

=

B File Action View Favorites Window Help

| 2m D
1 Consele Root
b Ll Certification Authority [Local)

2 Cenificate Templates (2012DC-AD jajanson.loc

Consolel - [Console Root\Certificate Templates (2012DC-AD.jajanson.local)]

[ Template Display Marte

2 Adrrinistrater

) huthenticated Session

J Basic EFS

Hca Exchange

CEP Encryption

Code Signang

Computer

Cross Certification Authority
Diwectory Email Replication
Darmain Contraller

Demain Centroller Authenticaticn
EF5 Recovery Agent
Enrcliment Agent

Enrcdiment Agent (Computer)

Exchange Signature Only
Exchange User

IPSec

21 IPSee (Offline request)
J Kerberas Authentication
T Key Recovery Agent

1 0CSP Respanse Signing
) Ras and 185 Server

T Root Certification Authority
T Router (Qffline request)
3 Senancarnd Legon

el el [ Eel ) el B e ) e e

] Srnarteard User 1

J Smartcard User VCS
3 subcrdinate Certification Autharity
3 Trust List Signing

Exchange Enrcliment Agent (Offfine requ...

Schema Version

ok i P W P R b omh e m mh omd me mk P m P B o m mh P e m mk

b o= o= o= oo

41
6.1
1.1
0.6
31
EN]
EA

aa

Intended Purposes

Private Key Archival

Directony Service Email Replication

Client Authentication, Server Authentication, Smart Card Legen

Client Authentication, Server Authentication, Smart Card Logon, KD
Key Recovery Agent

OCSP Signing

Client Authentication, Server Authentication

= Duplicate Template
Secure Email ogen
»

All Tasks
Properties
Help

o

Actions

Certificate Templates (20120C-ADjaj.. =
More Actions 4

Smartcard User =
More Actions 3

R HER R ERR

4 .72 Compatibility 2 & Y Certification Authority ™ , REBEABURBETEHTER.



Subject Name lssuance Requirements

Superseded Templates Extensions Security Server
General | Compatibility | Request Handling | Cryptography | Key Attestation

The template options available are based on the eariest operating system
versions set in Compatibility Settings.

[w] Show resulting changes

Compatibility Settings

Certffication Authority
Windows Server 2012 R2

Certificate recipient

Windows 8.1 / Windows Server 2012 R v

These settings may not prevent earier operating systems from using this
template.

5.7£General&5|1Z% L :
a8 E& M , HlanSmartcard User_VCS.,
b BENHAREAFEE. & —T "TApply. o



Subject Name lzzuance Requirements

Superseded Templates Edensions Security Server

General | Compatibilty | Request Handling | Cryptography

Template dizplay name:

Smartcard User WVCS

Template name:

Smartcard User WVCS

Validity period: Renewal perod:
yEars &||weeks

[w#] Publish certifficate in Active Directory

[ ] Do not automatically reenroll f @ duplicate cerificate exists in Active
Directory

6.7 "BREE, BEFL
a.f#&Purposez iE A Signature and smartcard logon,

b.#z—THMBEBPRREHAE, E—T "Apply. o

EEFRERSERS



Subject Name Server lzsuance Requirements
Superseded Templates I Extensions Security
Compatibility | General | Request Handling | Cryptography | Key Attestation

Purpose: Signature and smartcard logon W

[ ]| Delete revolced or expired certificates {do not archive)
[ ] Include symmetric algorthms allowed by the subject
[ ] Archive subject’s encryption private key

[ ] Mllow private key to be exported

[ ] Renew with the same key (%)

] For automatic renewal of smart card cerificates, use the existing key if a
new key cannat be created (7)

Do the following when the subject is enrolled and when the private key
associated with this cerificate is used:

() Enroll subject without requiring any user input

(®) Prompt the user during enrollment

O Prompt the user during enrolimert and require user input when the
private key is used

* Control is disabled due to compatibility settings.

oK Cancel

7TEMBEERL  BHRNER/RAIDERES2048,

a.}¥ — T Requests must use of the following providers , & #Microsoft Base Smart Card
Crypto Provider.

b. 1’!‘5 - -FAPPIYO



Subject Name Server lzzuance Requirements
Superseded Templates Exdensions I Security
Compatibilty | General | Request Handling | Cryptography | Key Attestation

Proveider Categary: Legacy Cryptographic Service Provider

Algonthrm name: Determined by CSP

Minimum key size: 2048

Choose which cryptographic providers can be used for requests
() Reguests can use any provider available on the subject’s computer
(®) Reguests must use one of the following providers:

Prowiders:

Microsoft Base Smart Card Crypto Provider
[ IMicrosoft DH SChannel Cryptographic Provider

[ IMicrosoft Enhanced Cryptographic Provider v1.0
[ IMicrosoft Enhanced D55 and Diffie-Hellman Cryptographic Pr

[ IMicrosoft Enhanced RSA and AES Cryptographic Provider

L

Request hash: Determined by CSP

[ ] Use atemate signature format

HEMBRE

8. £ "%, HE L A WEERRTEAMB[HUIENRZSE, flM, MRERTFHREEAENGSB
O, BRE TCREMCAE. B ARBEREMELERENFT IR,



Compatibilty | General

Request Handling

Cryptography

Key Attestation

Subject Name

Server

lzzuance Requirements

Superseded Templates

Extensions

IEI'I!:IIJIZ:I ar User names:

Security

52, Authenticated Users

& Administrator (Admin@jajanson local)
% Domain Adming (JAJANSONYDomain Admins)

% Ertemprse Admins (JAJANSOMN Enterprze Admins)

Pemissions for Autherticated Users

Full Control
Read
Write
Errall
Autoenroll

Advanced.

For special pemissions or advanced settings, click

Bk

0.EZ—THREATRERLETHER, ENFHERRELEHRERERREEF,

=

=

£y



@& File Action View Favorites Window Help

e 2m XE = @8m

] Consale Root
b Ll Cestification Authority (Local)
& Centificate Templates (2012DC-AD jajanson loc|

Template Display Marfe

3 Code Signing

 Computer

T Cross Certification Autherity

3 Directory Email Replication

' Domain Contraller

3 pomain Contraller Authentication
= EFS Recovery Agent

F Enecliment Agent

3 Enroliment Agent (Computer)

3 Exchange Enrcliment Agent (Cffline requ...

3 Exchange Signature Only
E Exchange User

H1psec

3 1PSec (Offline request)
H Kerbercs Authentication
3 Key Recovery Agent

= OCSP Responze Signing
) RAS and 145 Server

3 Roct Certification Authority
' Router (Offline request)
H semartcard Legen

3 sevarteard User

ation Authority
B Trust List Signing

3 User

= user Signature Only

Fves_Legin SMART

3 Web Server

F Webclientandsarver

2 Workstaticn Authentication

Schema Version

1
1
2
2
1
2
1
1
1
1
1
1
1
1
2
2 1050
3
2
1
1
1
1
4
1
1
1
1
2
1
2
2

Intended Purpeses

Directary Service Email Replication

Clignt Auth, ian, Serer Fcation, Smart Card Legen
Client Auth Server icaticn, Smart Card Logen, KD
Key Recovery Agent

QTSP Signing

Client & i Server Auth

Secure Email, Client Authe:

on, Srmart Card Logon

Smart Card Logen, Client Authentication

Client Auth

Server

Client Authentication

<[ " [ 1>

<

m

36 certificate templates

Mase Actions

2 R B AR

10. EMMCIVEE K , BF "HEEBEME (A1t ) o , ARE "REFEBHE.

CA.

®—TH# "Certificate Templatesy , #&—T
B, RARBEFERINEZFER.

= e

BE

el

"New., , R#&E—T TCertificate Template LA#

File Action View Fovorites Window Help
«s| n(m < Bm
| Console Raot
b & Certificate Ternpiates
) Certification Authority (Loca)
4 gl jRjansen-2012DC-AD-CA
*] Revoked Certificates
1 Issued Cetificates
*) Pending Requests
] Failed Requests.
1 Certificate Ter—'+-!

AR AR

M ERERR  EMMCH | IB—-TAHRILERE "HERBME,
#BE-T "ELER¥. . AR BRR-THECANER , #H—TAll Tasks , AR — T Start

Service,

| Narme

T Exchange Enrcliment Agent (Offline r...
3 IPSec {Offline request)

H Webclientandserver

5 Exchange Signatuse Only

3 CEP Encryption

3 Smartcard User ¥C5

| EvCs Login SMART

tAgent
imail Replication
= " sntroller Authentication
View b Luthentication
New Window from Here By Agent
New T e Vi
e Taskpad View... —
Refresh §
Export List..
Help

et Crtification Autherity
3 tdministrater

Intended Purpose

Certificate Request Agent

IP security [KE intermediate.

Client Authentication, Server Authentic.,
Secure Ermail

Cestificate Fequest Agent

Secure Email, Client Authentication, Sm...

Smart Card Logen, Client Authentication
Certificate Request Agent

Directory Senvice Ernail Replication
Client Authentication, Server Authentic...
Client Authentication, Sencer Authentic...
File Recovery

Encrypting File System

Cloent Authentication, Sencer Authentic...
Server Authentication

Client Authentication, Sencer Authentic...

Engrypting File System, Secure Email, CI...

<Al

Microseft Trust List Signing, Encrypling...

== e

More Actions

BE , B —T rmﬁﬁﬁ_l ) R



iFiIe Action  View Favorites Window Help

e nmDcz Hm » e

] Conscle Root Hame
b & Centificate Templates 1) Reveked Cenificates
4 [ Cenification Authority (Local) [ lssued Certificates
| =N FEAIE_AD EA | =
_‘l Al Tagks » Start Sendce
d | view [ Stop Service
| New Window from Here Submit new request._.
New Taskpad View.. Back up CA..
Frefresh Restore CA...
Export List... Renew CA Certificate.
Properties
Help

Containg actions that can be performed on the item.

FIERREE SR
R AEEE LR
BRCEREFRER (ITEEERE ) L3TIHEE

1. BLBIMMC & Certificates , % — TAdd , A% & — TMy User AccountfZ &,

2 Consolel - [Console Root] [=T=] =]
@ File Action View Favorites Window Help
& »|(m =] 8@

. Console Root | Name

There are no items to show in this view.

Add or Remave Snap-ins I = I

Mare Actions L

o can select snap-ns for this console: from those avallable on your computer and configure the selected et of snap-rs. For
e s, igur are enabled,

Avalable snap-ns: Selexted snapns:
Snagn vendor | E console Roat
i Active Directory Do...  Mirosoft Cor....
{5 Active Directory Site... Microsoft Cor...
 Active Directory Use... Microsoft Cor...

|>

0
1 qActiveX Control Microsoft Cor... || This snap-n vell shways manage certficates for
ADSI Edt Murosoft Cor... p o
| Authorization Manasger  Mirosoft Cor... (®) My user sccount
Cortifcate Templabes:  Mirosoft Cor... 1) Sanvice aceount
I Certificntes Microsoft Cor... O Computer sccount

Diescription:
The Certificates snap-n allows you to browse the contents

[ <o [Thun ]

MERE

2. #®&—T A EEPersonal Node , iEFAll Tasks , A% iE1ERequest New Certificate.



@ File Action View Favorites Window Help - e x
e 70 0| 6
(] Console Root Object Type | Actions
“ § Cotines Comert s || et Pesonal -
D j D L
N :-r | Find Certificates... | More Actions »

b (I Enl  AllTasks , Find Certificates...
| .
: % :‘ View » Request New Certificate...
p 3 Tn . New Window from Here . Import...
b Ur Mew Taskpad View... Advanced Operations »

p = TH
b 3 Tr| Refresh

p Export List...
p £ Ce Help

b B -

a T3 Certification Authority (Loc
b @i jajanson-2012DC-AD-Cs

3 E

Personal store contains 9 certificates.

ARFEE

3ER—TEBEFNT—F , Rk &ZEActive DirectoryiT MK BE, A% BEIXIZR— TNexto

@ File Action View
e z(m o

] Console Root

[ Enterprise Trust
b | Intermediate Ce

p [ Third-Party Roo
b (] Trusted People
b 1 Client Authentic

4 L5 Certification Authol
I @ jajanson-2012DG

3

Personal store contains 9 ce

Select Certificate Enrollment Policy

Certificate enrollment policy enables enroliment for certificates based on predefined certificate templates.

Certificate enrollment policy may already be configured for you.

ore Actions »

Configured by your administrator
Active Directory Enroliment Policy

Configured by you

Active Directoryzt it

4.i%#ZEnroliment Agent Certificate(Z~f| A& Smartcard User_VCS) , A% — T Enroll ( 58 )



i@ File Action View

es @ o

] Console Root
4 ) Certificates - Curren
p | Personal
p 1 Trusted Root Cel
b [ Enterprise Trust
p 1 Intermediate Ce
b [ Active Directory
b [ Trusted Publishe

p ] Trusted People
b ] Client Authentic
p ] Certificate Enroll
b | Smart Card Tru
4 L5 Certification Author
b @i jajansen-2012DQ

7

|Personal store contains 9 cel

Requ

You can request the following types of certificates. Select the certificates you want to request, and then

click E

est Certificates

nroll.

Ow

[] Exchange Signature Only

qureay

_#\ More information is required to enroll for this certificate. Click here to configure settings.

1) STATUS: Available

Details +

A\ More information is required to enroll for this certificate. Click here to configure settings.

1) STATUS: Available
1) STATUS: Available

CS_Login_SMART 1) STATUS: Available

More information is required to enroll for this certificate. Click here to confi

[T Show all templates

| Enrol || Cancel

AR EAE

ENITEEEREHRD

REREMY  EECRANKEMERAEZMINERF.

RTRERETRHANGNREBNERF  LEEEMELERIFAENESE  RRBEEAZR

BEEFH
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ey g e st
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o vy i T
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R

1. BAEBIMMC I fE A Certificates Module & ManagerEHIEAEIRFNE S,

2E-THRFEZMASEE  AREEMFEH>BERE  RARE-TRREMR

318 I | #{EActive DirectorysE 5K BE , RBRZE—TTF—F,




@ File Action View Favorites Window Help -|&fx

S EEEN s
(21 Consale Roat Issued To = Bsued By Expiration Date  Intended Purpeses | Friendly Name Status G Actions
4 () Centificates - Curment Uses ;) Administrator Jaianson-2012DC-AD-CA 101472009 Certificate Request . <Nome> En
4 [ Persanal ) Adeninistrater jeianson-20120C-AD-CA 02200 Microsoft Trust List.  <Mone> A e i
L v] | Request New Costifcate.. ministrator sy File Recovery <Nane> Mlack Feciows
v 3 i ngon-20120C-A0-CA 101272009 Cestificate Faquest . <Nane> Enre.
b1 Enl  View ) I P R, 25 0 Zails hlones
BTt New Window from Here Advanced Operations Create Custom Request... | T e T 158
4 g: New Taskpad View. El5cott Lang " [Enrall On Behalf Of... ] Secure Email, Client..,  <None> Sma
» i il Blscon Lang # Manage Envoliment Policies.. 5 Secure Email, Client., <Nane> o
; TlSeatt Lang iR ATIDCADCA 247200 Sucure Ernall, Client., <None> Sena
b Th Export List...
b Ty
» 0 cwl |Hee
b ) Certificate Ensaliment Requests
& ) Semart Card Trusted Roots
b L Certification Authority (Local)
- Corgate] - [Corsale RacmCammfioanes - Cument UsenParsinan Cenific e
‘ hls Adion  View Fewnbm  Window  Help
w= a0l & @@
4 Cavuada it B Ba D KBy [ Dt L - Farntly e | Conl| Aatkems ]
@ G Cueafinstus « C et Uhr t,,!l.ﬁl-nﬂ e e 2O 20 AU LT et ] Cadfuste Fisperad - +Hisas [
a [ Farmrad T lademin e v T I0C-A0-CA T Ngigos Trgk sl aMpags |
= Larifrim i Mo Ao L
e ] Trnted boot Cptifioris Suhories P.;"-P‘-l e
b ] Emipia Trast = |
o reesaddte Dt dh ot Rl nm (ETH
] _'I deitrvm Cirmatin: D Ot T Here Lasg !.rru.
b Trusteed Pabiiboes . Barfoe Weas Begin soval
e ] Uerirerted Cartéaim o |
o 1 Therd Parity oot Cesificrtion. Aot =3 Tea fedpang il byl g2 deges wred b nreaed b wrslen
e 1] Truted fecin Feladeb, ] CORENL ERIN HISTIRY, B0 0 O Shlaiiy- iR Els
B Ut Bathemminzatice | mesars
[ e E———— Fefour rpjpating | cntiticte, il fug Felming
B ] T Card Tromtel Pt Noar " ... "
Hetns brv b Bt B el D v by s ool b b b g il ale
[ ]
i - | »
Barnans o oipog § ol

4 i&1Z Certificate Enrollment Policy ( B &M K ) , A% IE— TNext,



[@ File Action View Favorites Window Help

o 2o 0 &=  Bm

@ Console1 - [Consale Root\Certificates - Current User\Personal\Certificates]

[ Consale Root ssued To 5 Issued By Expiration Date | Intended Purposes  Friendly Mame Status | Certi | Actions
# Lyl Certificates - Cument User o Adrninisteator Jajanson-20120C-AD-CA 101452018 Certificate Request ..  <Mone» Enao)
4 [7] Personal Bl administeater jajansan-20120€-AD-CA 1071272008 Microsaft Trust List... <Mone> Ad 5
] Certificates ol Administr More Actiens 3
b 5] Trusted Root Certification Authorities T2l Administr Enrol
b [ Enterprise Trust Caljajanson-200
b ] Inmtermediate Centification Authorities FIRVKey BDA 136
b (2] Active Directory User Object EitesLing e
b Trusted Publishers Tylscott Lang Select Certificate Enroliment Policy Smal
I [] Untrusted Cestificates
b (] Thisd-Party Root Cestification Autherities ElscoteLang Certificate enrollment policy enables F bazed on ifi plates. sna
b [ Trusted People Certificate enrollment policy may almdybeﬂ-nl'gured for you.
p [ Client Authentication Issuers
- [2] Cestificate Enroliment Requests Configured by your administrator
b [ Smart Card Trusted Roats Active Directory Enroliment Policy
Configured by you Add New
<] (] >
Personal store containg 9 certificates.
N E 7]
SREERLCEEHRETE, ERLZNFRNEMESE.
‘@ Console1 - [Console Root\Certificates - Curent User|Personal\Certificates] =|O] x
@ File Action View Favorites Window Help
s amoc @
] Consale Roat Issued To & Issued By Expiration Date  Intended Purposes  Friendly Mame Status  Centi | Actions
2 () Centificates - Current User ¥4l Admimistratar jajanson-2012DC-AD-CA 10014/2019 Cestificate Request .. <MNones Enro l Certificates -
4@ _P(munal ) Administrator jeienson-2012DC-AD-CA 101272018 Microsoft Trust List.,  <Nene> Ader M i ,
[ Certificates 3l Administratos | — ol % RN
b ) Trusted Reot Certification Autharities ) Adrini Enrol
i [ Enterprise Trust jajanson=201 i
e | | .
b ) Active Directory User Object %) 8<ott Lang N Sema
b ) Trusted Publishers 5 scott Lon Select | Select a Certificate s
b ] Untrusted Certificates - s: L a b
B ) Third-Party Rost Certification Autharities SlScolt Lang You need i her users, Click
b ] Trusted People Browse t Administrator
b O Client Authentication lssusrs Issuen jsjanson-20120C-AD-CA
b ] Centificate Enrollment Requests - . .
b (B Semort Card Truste Riogts n alid From: 107142017 te 1071472019
Signing |} ) ) _
Llick here to view centificate. Browse ...
E— properties
Administrator
Isswer: jajanson-20120C-AD-CA
Valid Froem: 10/12/2017 to 101272019
[ Concel |
<[ ] >

Personal store contains § cenificates,

BEHREE

ET—HERL K BREEREINEFRNEBE, EEEBAT
User_VCS,

&2 B2 3 BV AR F =2 Smartcard




@ Consolel - [Console Root\Certificates - Current User\Personal\Certificates) =|aj x

& Fie Action View Favorites Window Help - [&]=]
s nim ol ezl B
] Consale Root lsued To = lszued By Expiration Date  Intended Purposes Friendly Mame
Lyl Certificates - Current User ) administrator jajanson-2012DC-AD-CA 1071472019 Centificate Request ... <None>
4 [ Personal R Adwinistrator jajansan-2012DC-AD-CA 04127208 Microsoft Trust List..  <Nones
] Certificates Bladminsteate @ mE
b E T Cenification Authariti 5] Adminictrato
3 3 Enterprise Trust Eljsjamson-2013
b [ Intermediate Certification Authorities Z1PIVKey ED9AS 136
b [ Aetive Directary User Object Flscort Lang S
b [ Trusted Publishers FlScott Lang Request Certificates tmal
b [ Untrusted Certificates Flscon L m
b (1 Third-Party Root Centification Autharities " Wou can request the following types of cerificates, Select the certficates you want ta request, and then il
b [ Trusted People click MNext.
b [ Client Authentication lssuers
b [ Cestificate Enrollment Requests ) ~
b 1 Smar Card Trusted Roats 0 mg““"”'“'"' Agent (Offline ) GrATUS: Avaitable Detaile v
Ay More infermation is required to enroll for this cetificate, Click here to configure settings.
) Exchange Signature Only 1) STATUS: &vailable Details
L Mare informatian is required to enroll for this certificate. Click here to configure settings.
®) Smartcard User ¥CS 1 STATUS: Available Details v
) User A STATUS: Available Details v L]
5
[[] Shew all templates
<[ " )
Personal store cantains 9 certificates.

BEVCSEEF

TETR SEERRERKRHFMNEAE., Z—Tbrowse , ARBAEZTMHNETINFEAESR
M, EWBIES | FHScott Lang 'antman@jajanson.localtk 5 ',

= Consolel - [Console Root\Certificates - Current User\Persanal\Certificates] [=]e] x|
& File Action View Favorites Window Help =]
] Console Root lzsued Te = lagised By Expiration Date  Intended Purposes Friendly Mame Stetus  Certs | Actions
a G Certificates - Current User ) ddministrator jejansan-20120C-AD-CA 1001472018 Certificate Request.. <None» Enro
a [ Personsl ) Administrator jajansen-2012DC-AD-CA 10/12/2008 Microsaft TrustList.. <None> Adi .
] Cestificates b s Mere Actions b
23] Administratof - | 3 x

b [ Trusted Root Certification Authonties %) Administratod Enmo

b [ Intermediate Centification Authorities GIPIVKey BD9AS 1.3

b [ Active Directory User Object ‘E'.]S.mnung Select this chiect type: Sma

b [ Trusted Publishess b~

- Scott L User Sm

b [ Untrusted Certficates ‘!_js«m L"“E | | [Ctpect Tipes.. | sma

b ) Third-Party Roet Certification Authorities il From this lacation: I name of that user. For *

b [ Trusted Peaple |mh\:d | | Locations... |

b L Clienit Authentication lisuers - . )

p [ Certificate Enrcllment Requests WMmmm.mw needs to be installed is

b [ Smart Card Trusted Roots [ heck: Nomes |

o) o] || |

Perscnsl store containg § cerificates.

BEFEHE
8. AT — &R L , B—THMBELTEM. RE , BERFEARFSH



@ Consolel - [Conscle Root\Certificates - Current User\Personal\Certificates]
[@ File Action View Favorites Window Help =[x
es 2@ 0Ea
[ Consale Raat Issued To - Isswed By [Expiration Date  Intended Purposes  Friendly Name Status | C Actions
4 G Centificates » Curment User Tl dministeater jajansen-20020C-AD-CA 1001472019 Centificate Request ..  <Monex Enra) |
4 [ Personal ) Administrator jaiansen-2012DC-AD-CA 1001272018 Microsoft Trust List... <Mones> Ad 5
L1 Certificates ) administraton More Actions ¥
b 0 Trusted Root Certification Auth - o
b ) Enterprise Trust [ jajansen-201
b ] Intermediste Castification Authorities FIPVKey B 136
3 :jk:ﬁvtlﬁwch?lwaOIim Fl5eott Lang Sma)
b 2 Trusted Publishers ,]5catt Lang Select a user Sma.
P ‘j : = hes " " ?,Jscuang s Sma|
b ] Third-Party Root Certification Autharities To request 2 certificate on behalf of anather user, enter the formal name or domain name of that wser. Far
b ] Trusted Pecple earnple, Firstname Lastname, username, of domainusemanme,
b ) Client Authentication lssuers X . X : : :
b (2 Cenificate Envoliment Requests mzl:grullmgfwauni'wm make sure the device on which the user cerificate needs to be installed is
b ] Seart Card Trusted Rosts
User name or aliss:
JAIANSON antman | CErowse— |
o]
<] ] >

Personal store containe 9 certificates.

AL

9. MAERFR , SRUTAARA

=/ Cortificate | nnoliment

Pl ol Rl T iridd OELIEIE

B i T S e

A [
" ol
Analis Cryphofies NET
Eopemene Ll it L e &
oo ] 10 o Pl e .

| s I_“I

10. ARERG]| AEEFPINTS(FEEXPIN:0000),

—HAEEF




7~ Consolel - [Console Root\Certificates - Current User\Personal\Certificates] = | /=]

W File Action View Faverites Window Help :. ]a]x]
e im0 &= Him
| Console Root Issued Ta = Issued By Expiration Date  Intended Purposes  Friendly Name Status | Certi | Actions
4 [g¥ Certificates = Current User £l ddministrator Jajancen-202DC-AD-CA 101472019 Certificate Request ... <Nenex Enio) Certificates —~
4 [2 Pessensl Eal hdministratar jejanson-2012DC-AD-CA 107122018 Microsoft Trust List..  <None> Adm e
Lertificates ?al Admimistratod 08 Ficibons
£l i x
b [ Trusted Root Certification Authorties ] Administratod = l | J Enr
Enterprise Trust 1 B -
Aigamson-2012 .1 Certificate Enrollment
b [ Intermediste Cedification Authaorities ZJPIVKey BD3AS 1.3.6
Active Directory User Object '“‘5‘ 1 4
b Trusted Publishers s atelang Reque: Windows Securi -I "
b 1) Untrusted Certificates A seatt Lang : my s
£l Scott Lan Em
& + 9 " ) .
?- d Ihurd-:;rt)- Rru{em[mtuopf-uthnu ties The enrg Enrolling for the user certificate,
c'l'”‘: ':P: disi Please enter your authentication PIN.
b [ Client Authentication lssuers Active
Certificate Enrcllment Requests 5
b [ Smart Card Trusted Roots " PIN
| l.:i.!
lick here for more information
OK Cancel
| conest |
] »

Parzanal stere contaans § cedificates,

1 Apin

11.5%% , — B EFEnrollment SuccessfulZ & , AT AR L EEFEAZIMA B ERSS , 5
mVCes (EEEFMEHMPIN) ., B2 ZZD%TE , E'HH%%E&FVCSMH—:%@E&% 'RE;E
EEEEF ﬂtﬁﬁﬁﬁﬁ%Fﬂ%ﬁﬁ&%%%tﬁﬁﬂﬁ%%%?ﬁ%% TEHERR.

< Cortifets | nrolirmans)

|
- 2 1m Bw v e A x r
P ———
¥ i S L 4 TTRTV: s racians e T
Bt -

JSEM AR T

REAEAFERVCS

Efii F|Maintenance > Security > Trusted CA Certificate , #§#ECA EEZIVCSH Y Trusted CA
Certificate’5 &,

2 BMCAZENTERIBFE LBERVCS, EZlM>%2> CRLEE,
SRBENERKRTIXARAENE iR , ZREX RSP HEERERBRANEHLDAPEA

wERENFDBRE, IE%EE%T\‘H#IT_EEP&EE’JSubjectO ERAREHUPN, EF8B4E, £4XE
B FATEEFREENEFRESLENE T EMF,




u# Certificate
General Detais Certification Path

Show: I«:AI} v

4

Value

Signature hash algorithm sha512

Issuer jajanson-2012DC-AD-CA, jaja...
valid from Tuesday, October 17, 2017 5:...
valid to Thursday, October 17, 2019 5...

)| ) 1 )

antman@jajanson.local, Scott ...
::_f_ Public key RSA (1024 Bits)
|- )| Public key parameters 0500

R rertifate Temniate Tnfrem Temnlate=1 26 1 4 1 211 21

E = antman@jajanson.local
CN = Scott Lang

OU = Heroes

DC = jajanson

DC = local

Edit Properties... Copy to File...
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4. BB ZMaintenance > Security > Client Certificate Testing, ZEZEEAENETFHRE , ERH
EREF T Rantman.pem , REKHE FEZRIFEE., £Regex T #YCertificate-based
authentication patternZfs # , IRIFFH E ITH I B ERegex UE TR . 2 F hUsername
format## 1

My Regex: /Subject:.*emailAddress=(?.*)@jajanson.local/m

tem  Comguatss  Applosion  Usn  Maiwessss

wltaln
EISE0  Clsco TolePresonce Vides Communicaton Server Exprasmy m
su & H

Chient certificase testing o e b 1y . - 2

S F——
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heta sl

AREER

SMRALDACRMTENER , B NE-TEELEERKAENZR, EEERMAMMBRNE
RERNSORBEENERARTIN, EERTEE  FEEEZIERE , AMaintenance > Security
> Certificate-based authentication configuration.

6. EfnEISystem > Administrator , A% 1% — T =#FE T hE LUEEClient certificate-based
security = Client-Based Authentication , AR REF KN S DRE. BiBUERE , FHAETUE
BIEEFRAVCSHREMNFQDN , WIR mMEBEEFEZFinikFm A D EAEHEAFBFHPIN, &
RENESE , YWREVCSHAMRSENWeb GUI , ttEEMHN R RIR— T B EAdministratoriz i, &
#1hig A FPE A RBRES. WREE#EEClient certificate-based security = Client-Based

Validation , BiBF24#E , £ & & — T AdministratoriZ BRI |, tBXERBATEERG, &
B REUITRZEBSAEEBERTHRERN,



sl
CISCO Cisco Expressway-E

Status System Configuration Applications Users Maintenance

System administration

Ephemeral port range end # |49999 i
‘I Services !

Serial port / console on | 1

S5H service On ~| 1

Web interface (owver HTTPS) On | 1

‘I Session limits

Session time out (minutes) # [30 | L
Per-account session limit 2 ||J | i
System session limit # [0 | i

_I System protection

Automated protection service On | i

Automatic dizcovery protection On | i

‘I Web server configuration

Redirect HTTP requests to HTTPS !
HTTP Strict Transport Security (HSTS) I

Web administrator port 443 | (1

Client certificate-bazed security I | Not required [ | i

Drop down the above box and choose
Client-Based Authentication

Save

Related tasks

Upload a CA cerificate file for HTTPS

Test client cerificates

RRAEREFiRe 5 0 8RE
fdn | RSEHENE T

MRBATEREFHENSORE  YHVCSHRAEARREERE  SELIBUBRARAEA
H\Web GUI, B2 , FEBOEHEERMNRI. MK TIETESABE LRT | BIRETH
AR EREFFAEAERETF RN S HRENES.

B

BRI EERARLEENRERERF.
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