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BEBMNITAENR , Expressway ¥ & LR ERRSI THTHERK —BAEESR(CUCM), BRHR
— BN H R FAR LR (M&P) S R B B IR iHEH B (MRA) IR BY Unity Al IRZFEF BN B E 5T, LE
AT BEE B HExpressway ¥ & AR EZHMRAZE A KB,

BYAERHELZLHTTPS)R—EEABABR2(TLS)MBEANZEBABE. ©EBEM
TLSEFBEEFXBNTISEEREZULZEBE, LARSFAEMERE : HO0RE ( BELER
FMERTT ) MEA (NEF ) . SORJFUHLEPEHARE  BRLAMIEREERENEIEA.

TLS (BT ) RRERISOREENERTINT  LEAAHERACCERIERNERS. BE
SEMEERNER :

1. ZEENEBESHEBME(CARE
2. TEERBBWSAN)TEHAZE(CN)



ZEERICARE

EfExpressway-CEECUCM/IM&P/Unity X MEE , e T ERMNBEURZEEINHEENRIE

(R ) RERBEBCANER. HEEHARKEREEEFEIRCARENRERNEE , BA
BEEE, ATEHRAREZEECTE  SERESTSMEMRL : B|EE (X "HEE, ) NER (X
rﬁﬁﬁ%J )o

fAREEEE ( HlICUCMEIEEIExpressway-CH) — B E ) &£ "Subjecty ( X ) MUPBEES
SHCNHHELREEA(FQDN) :

Issuer: DC=lab, DC=vngtp, CN=vngtp-ACTIVE-DIR-CA
Subject: C=BE, ST=Flamish-Brabant, L=Diegem, 0=Cisco, OU=TAC, CN=cucm.vngtp.lab

CUCM cucm.vngtp.lab®I A ARES B E ~fl. ©IESubjectBAICNBMEFEEFQDN , AR HiE
£ , fWCountry (C). State (ST). Location (L), ..kt , PR EE , AEREEFSHES
vngtp-ACTIVE-DIR-CAHICAZ B¢ ( 482 ) ,

JE#RCA (1BCA ) tE I LIER R ERERE S, EHIRCAERES |, I TLLE FIssuerfSubjectE
EMREE :

Issuer: DC=lab, DC=vngtp, CN=vngtp-ACTIVE-DIR-CA
Subject: DC=lab, DC=vngtp, CN=vngtp-ACTIVE-DIR-CA

CRBCAEBNESE , ARRREES.

HFHRMEBERT , RCATSERRRARRBTE. M , cMS/EMBCAERESE, HWEHMCARE
AFHRCA, PRCARBRANERZAHMPECAERARFEFZTARE. RN TEFEIERN
B . PEICA1E2RTAMRIEE , MPBCA 1SREPECA 2EERRE , NLEH, EFFREF
FECAEZEIBRCABBHERES !

Server certificate :

Issuer: DC=lab, DC=vngtp, CN=vngtp-intermediate-CA-1

Subject: C=BE, ST=Flamish-Brabant, L=Diegem, 0=Cisco, OU=TAC, CN=cucm.vngtp.lab
Intermediate CA 1 certificate :

Issuer: DC=lab, DC=vngtp, CN=vngtp-intermediate-CA-2

Subject: DC=1ab, DC=vngtp, CN=vngtp-intermediate-CA-1
Intermediate CA 2 certificate :

Issuer: DC=lab, DC=vngtp, CN=vngtp-intermediate-CA-3

Subject: DC=1lab, DC=vngtp, CN=vngtp-intermediate-CA-2

Intermediate CA n certificate :
Issuer: DC=lab, DC=vngtp, CN=vngtp-ACTIVE-DIR-CA
Subject: DC=1ab, DC=vngtp, CN=vngtp-intermediate-CA-n
Root CA certificate :
Issuer: DC=lab, DC=vngtp, CN=vngtp-ACTIVE-DIR-CA



Subject: DC=1lab, DC=vngtp, CN=vnhgtp-ACTIVE-DIR-C

R7E , BT FExpressway-CEECUCMEEMNAREEZE , CEERABERXZARSEZE—ER
BCABENEEHE, Alt | RPFEEEExpressway-CHIESERES LEIBCARE | LURFETH
CARE (WMRE , ERCATEEEEBECUCMWAERSEZRE  IFEEEEER ) -
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£ B 5MHRE/Subject/Issuertify , EEF—EERECIBH , BEE— 1I3é21}3$*7§x‘5(o A sk
BFEMX509v3EE L ME AR , HItCUCM{P AT HEE [EFE R E1E 85,

{BR & B RIRIEID CSCwa12905 , Expressway T & HBEERER , WAELEMBLRE ( 5
ME%E ) BELEINEGHEL AR (CN)WExpresswaySEES, HILETEENAER
CAREZRENAFEATRANBEAERRE , IERRTCERRKERAERNESE ( TEEEIBCUCM
14N EEFERAESINEE ) -
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ERSRPEREMERNNERE , ARBERMEBE —ERHIREFE—H. WRIAEZH
https://www.cisco.com , "‘Hé_’rEﬁAE’JURL BEI—EHET , RITEZETNER. EER
CAEEHE (RBEFE -7 ) LERSANSECNRE, MREKMITHES (BBRERR—THEERT
), BEET F/A\Fﬁ%J (R THEEG - L B ) FREAwww.cisco.com , I B EFEMEEEEN
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ks Cisco - Networking, Cloud, and ¢ X -

& & @ cisco.com
s Certificate X
General Details Certification Path ol I el I I Products and Services

CISCO

a Certificate Information

This certificate is intended for the following purpose(s):

« Ensures the identity of a remote computer
+ Proves your identity to a remote computer
«2.16.840.1.113839.0.6.3

*2.23.140.1.2.2

* Refer to the certification authority's statement for details.

Issued to:  www.cisco.com

Issued by: HydrantID Server CA O1

Valid from 2/16/2022 to 2/16/2023

Issuer Statement

o U

ERMMETENFMENR (LHESANKE ) B, BMSEIRFHEARKLEHtFQDNAEE




& Certificate e
General Detalls Certification Path

Show: <Al> o

Held Value e
& Certificate Polices  [1]Certificate Palicy:...

i ORL Distribution P... [1]CRL Distribution ...

Subject Alternativ,.. DNS Name=C0s00-, .,

@ Subject Key Identl... blBcecodd9aSdidr4. .
& Enhanced Key Usage Server Authenticatio...
EISCT List w1, adfTbefa?df10c....
. Key Usage Digital Signature, Ke...
. Thumbgprint Odddbce 30b00bd7 ...

DNS Names dsco-images. dson.omm ..--..
DNS Name=dsoo.onm

NS Name=www-01.ds00.com

DNS Name=vwww-02 dsco.com

DNS Name=wivw-rip.cson,com

DS Namé=wiww. csoo. com

DS Name=vwww_mediaflles-dsco.com

DS Name=wisw Static-asod. oom

DHS Name=wwyl . Gsoo.com v

Edit Properties. .. Copy to Fle...

ok |

Flan | EENE , ERMFREZEShttps://www1.cisco.combF , EETRA—ERLES K RATE
AEESANEB &,
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& C & wwwi.cisco.com

T
CISCO

B2 , ERMAFBIEnttps://www.cisco.comiE 1% BB IPH#b it (https://72.163.4.161)K , ER BB T
Z2ER , AACEEEINCAERETREMANEZET T SHMARNERE A ARSFAY 1t
(72.163.4.161),

x 4

Your connection is not private
o)
ERIESRD , BULEBLRE , BETUETLSER LREAT AFRBLRE, Bt , ZNIRIL

ARSI EARE RN ERCNRSANE B,
TREE

MRABR 7% 8 Z 4 $8 A CUCM/IM&P/Unity {a] BR 22 B9 Expressway £ Y Z{EHTTPSERR , A ERHETH
EREBEINEEAZFHENIZFEEH. WEBABEEIBIES443M69721ETT,


https://www.cisco.com
https://72.163.4.161

{ERX14.2.089 i A~

EIRAX14.2.089fRAH |, Expressway-C L RIBIEL Z £ HTTPSIERA R 2 A RES R F R IR KR
MPEE, EUEERPTEARE, EMRAERE L , E&RFEEEConfiguration > Unified
Communications > Unified CM servers / IM and Presence Service nodes / Unity Connection
servers N AMCUCM / IM&P / UnityfR R 25RF , B —EEBEM "TLSEHREENX, BEA "H. &17T
TLSEERFENREE, IERENEBEFA ST RUTHERNET , RATCHEERF 7SANFH
FQDNEIP, BENBERMUEURBERTHZFEECARSE,

TN
CISCO Cisco Expressway-C
Status » System » Configuration » Applications » Llzsers» Maintenance »

Unified CM servers ¥ou are here: Configuration *

Unified CM server lookup

Unified CM publisher address cucmpub. vngtp.lab

Username # | administrator 1
Password ¥ |wesennen i
TLS werify mode On i

Deployment Default deployment 1

AES GCM support Off i

SIP UPDATE for session refresh Off w i

ICE Passthrough support Off i

Save | Delete | Cancel |

HTLSEERFMEEEZITCUCM/IM&EP/Unity A IREFEFHETT , MTAREMRARAHBEHEER
FRESEFHETT,. WEEBMNFE —EREE , CREVEEMNBHARD[HLUREC. STFERFETF
HRHENEERESCERRE , AACRRMARFHRHNEREPREITFHIEN (FQDNRK
IP). LECERSE —ERER , AAERE ATREEEExpressway-CHL & A 5% E 1Y 3 i Rl AR 25 b it
TE , ABEEMRATFIHHNAR, Hlal , $HRCUCM |, f£System > Server T~ , A LA{EF 1Pt
fk ($12010.48.36.215 ) MINEBBE R AMRER , REMRAT FinigE At ( ZBBAEN
ExpresswayiE#R ) , B2 & A LAFEExpressway-C £ EFFQDN cucm.steven.labig iICUCM, At
, BEXCUCMMtomcat®E & @& cucm.steven.labfEASANR B mIEIPH s |, BlAE TTLSERFER |
REMS "HL WEBERY , EREMRAZFImNERBA RS UTENFQDNSIPRER | &M
FLBIBTLSER.

X14.2.0 R E G RA
#X14.2.0MR 4B , Expresswayf@ fREF2HERRERRB[RHNBSEHTTPSHERHMTTLSRESE



BRE, ERME  EHRBECUCM/IMEP/UnityEiRiER , B "TLSEEENX, REA "H. K,
EHTIRE, BRERUE  TLSEFFAEXK , FREERY , ETREGERIERKX , flW
THAMEEBEE , IT2BEAKRY. i MRS "TLSEERN, REA "H. |, BEFTR
H AT E AR R AR R R R E MY R BIFTIR IE % THF,

Expressway @ CUCM/IM&P/Unity i i i EH HE Y] % E B R EMRAEE I 2 H,

BRTYTLSERFBMTERREMUA , X142 5| AT —H2E K ZEBEAgESERFENHMREIE
F, EEUARENABBER, EVEERETHRABRBHABEANTLSER , RATEHKZH

, CAIREER K BCUCM ( REMEMEEEBHWECDSAEE LR EMEM ) BCisco Tomcat=h
Cisco CallManager®&E , BEHK 2% , EERECDSAR R (ER LHRSAEZ SN RIFE R

) » Cisco Tomcat-ECDSAZCisco CallManager-ECDSARE MU HEMCAZE , b MERBE
ERETE (FER)

W B R B 3 AR R ERAAAE | RATEURRFHREE | WExpressway X14.2.1 51T
IRAS R, MfS Y , EUNHEE-Z2>REHE NS ETEEERAIE TECDHE-
RSA-AES256-GCM-SHA384 : ; Z8l, MREFE , AIBFHHWECDSAZIFE LNRSARE, WRR
 BEEERSANANTA , HELIEFERETTA.

Cipher Preferences - ECDSA Cipher Preference Over RSA

ECDSA certificates are erred over RSA

% The follon

Important |

en prefix the cipher string with "ECOHE-RSA-AES256-GCM-SHA384:"

he default Ciphers List to prefer RSA centif
{Maintenance > Security > Ciphers) or CL

FEUSRPTLSEBAMN S XNEME , BRGFHENE -
1. BB ERFESNCATEZEHE

a.BEERE

b.HRHMCAEENEE

2. BEHFTEEE R (FQDNRIP )

5% B EAE 3R A

LTS EEREERTREDHBELMES | Ei%ExpresswaytX14.0.7F#k EIX14.2% , MRAZ
ARELAY, EMERFHEHEUZE , ERTETR. EXAZARHDH AR R(EHESR
B> B AR IEMR , MRARAZHIFE , MRABRALXKEEL, MRAEMAEMAR
SEEhE 8

1. BRINESHNCATZEE

RiHHEE T L H KRB EEExpressway-CHEEFHEEFHCAZKSE | th AT LAR KR8 INF|Expressway-
CARSBNEEIRTFTINERERE (BERLBBACA),

ETHEN RS , BRI LB FEFCUCM (10.48.36.215 - cucm.steven.lab) B 5E R B 1£1£8443


https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/expressway/config_guide/X14-2/mra/exwy_b_mra-deployment-guide-x142/exwy_m_requirements-for-mra.html#reference_2C1EF8C7A63423F6EDC79897B4CD770B
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/expressway/config_guide/X14-2/mra/exwy_b_mra-deployment-guide-x142/exwy_m_requirements-for-mra.html#reference_2C1EF8C7A63423F6EDC79897B4CD770B
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/expressway/release_note/X14-2-1/exwy_b_cisco-expressway-and-telepresence-release-note-x1421.html
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/expressway/release_note/X14-2-1/exwy_b_cisco-expressway-and-telepresence-release-note-x1421.html

(200 OKEfE ) LBBIEHEIE , (BETFTPERNIECI72 L5 BEEFR ( 5028 ) .

<{froot>

===Success connection on 8443===
2022-07-11T18:55:25.910+02:00 vcsc

2022-07-11T18:55:25.917+02:00 vcsc
2022-07-11T18:55:25.917+02:00 vcsc
2022-07-11T18:55:25.955+02:00 vcsc
2022-07-11T18:55:25.956+02:00 vcsc

200

===Failed connection on 6972===
2022-07-11T18:55:26.000+02:00 vcsc
2022-07-11T18:55:26.006+02:00 vcsc

2022-07-11T18:55:26.016+02:00 vcsc
2022-07-11T18:55:26.016+02:00 vcsc

traffic_server[18242]:

traffic_server[18242]:
traffic_server[18242]:
traffic_server[18242]:
traffic_server[18242]:

traffic_server[18242]:

traffic_server[18242]:
traffic_server[18242]:
traffic_server[18242]:

WARNI NG Core server certificate verification failed for

(cucm.steven.lab).

UTCTime="2022-07-11 16:55:25,910" Module="net

Event="Request Allowed" Detail="Access allow
UTCTime="2022-07-11 16:55:25,916" Module="net
UTCTime="2022-07-11 16:55:25,955" Module="net
UTCTime="2022-07-11 16:55:25,955" Module="net

UTCTime="2022-07-11 16:55:26,000" Module="net

UTCTime="2022-07-11 16:55:26,006" Module="net
UTCTime="2022-07-11 16:55:26,016" Module="net
[ET_NET 0]

Action=Termi nate Error=self signed certificate server=cucm steven. | ab(10.48. 36. 215)

dept h=0

2022-07-11T18:55:26.016+02:00 vcsc traffic_server[18242]:

ERROR: SSL connection failed for

'cucm.steven.lab': error:1416F086:

[ET_NET 0]

SSL routines:tls_process_server_certificate:certificate verify failed

2022-07-11T18:55:26.024+02:00 vcsc traffic_server[18242]: UTCTime="2022-07-11 16:55:26,024" Module="net

502 connect failed

FEERT RN, HERKRPExpressway-CEERETLSEF, HERBEREESTL , RATET

I

BEEES. IRREETA0, AIRABEHERESE, BR

HARHCAZER ( ®*Expressway-CHIAERE ) o

ERMRREBYAAFTHFERNFEBNENpcapE REF , BRI LIBEICUCMEEECNHNEE
R Acucm-ms.steven.lab ( Hsteven-DC-CAZEH ASAN ) |, It BAsteven-DC-CARY & LB R

F#£8443 L BExpressway-C,

ESR0E  ERECEAREHE  Rit



o Bmped  Cmlealon Cwdprl ko P AN el B

36432 10.28. 5.0 B2} TP cia 46 35612 = 8443 [ACK] Seqel Ackel HENG4254 Lened Tiwalsf7ESTM1S TELECFRBANEINIS0
35622 1080561 43 TiSviad s 543 Client Hello
4 B451 10.80.36.45 FEEXD TLSVL.2 o0 1514 Server Helln
13T NS035, 335 43 TP L) 6 T5633 + 440 [ACK] SOGeFLE ACkel) WINeGRIZE LaNd TSvBLsTIRTRNNT TEOCCa4IENIIRL
i B4E3 10.48.34.48 3561 Tisvid <7 1479 Certificate, Server iey Exchange, Server Hells Bome
| 35422 10.88. 5. 115 B4y TP =) 66 35622 + 8443 [ACK] SeqeS1b ACKeIS53 MINE3&SE Lenwl TSVELASTISTOMST TSCre343633251
35621 19.45.36. 115 43 TLSVEL = 192 client Key Exchange, Change Cipher Spec, Encryptes Mandshate Message
8451 1050, 3645 5612 TLSVLLZ =7} B9 wew Session Thcket, Chasge Cloher Spec, ERCFypRed Handrhuke mestige
33T 305026, 335 B TP =11 6 15633 = B440 [ACK] Sogeitt Ackel9UE MUNeGSI3E Lens® TSVBLeBTSTE4H6D TSOCCRIIENITE
36432 20,280 10 B3 TLvid = 2843 Application oata
703 T2ATL BAST 10.85.36.46 35622 TP =1} 66 8443 = T5622 [ACK] Seqeli3S ACKe3LIl WANe3SHT2 Lemed TSvaleB4BEIFISE TSCrradTESTOND
4707 13247411 BAAT 10,48, 36,46 62 TCP (<7} 1534 3443 = 35622 [ACE] 5eqeI095 Acke31l1 WiNe3SATI Lemelédd TEval=l41533168 TSecr=3T8578462 [TCP segment of o resssesbied FOU)
AT00 1932-47-11 154632 105014, 295 541 TEP =7} £ 5613 + 5447 [ACK] SeqeD1TL ALedf4] MARSEALIE Lemed TSVAlsETRSTONT] TEECr=MIEIING
709 2032-47-11 5451 20.88.346.48 322 TLSVL2 =11 1257 Application pata
ATI6 20234711 6433 10,8850 HE sy = 66 Y58 + 8443 [ALE] SefediM) ACKWSTIA WINeSBAEE Lofed TSVAL.STESTAT) TLACTaMABEINGE
ATLL 30T 35622 10,45, 36, 115 443 TLSVE 58 37 Encryptes Alert
=]

TLEV1.2

= Certificates (1433 bytes)
fertificate Length: 2547
v gertificate: (440t commoniamescutn-ng. steven, Lad, {0 at.or
~ signecertificate
vershon: v £2)
ser {almmber:
» sigrature (shalWithASAEscrypticn)
istuer: rossequence (@)
valiaity
» subject: réniequence (8)
» subjecthublickeyindo
extensiond: § items
b Extensisn (44-e-evtreapel
+ Exvensien (1d-ce-keyusage)
w Extension (1d.ce.subjectaltiame)
Extension I9i .5.29.17 (1d:0e-subjectaltusme)
critical: True
w cemtralummes: 1 Ltess
~ deseralmme: duswame (2}
dictiiame 1 cups. steves, lab
v Geseralime: cisMame (1}
dupuant: steven.lab
v Geseraluame: dNSiase (1)
dSiame ) cucn. steves, lab
(4d.ce.rubjectreyIdent idier)
(48 ce-methor by identifter]
(4d-ce-cnnistribunicaralnts)
(1 pe - muthort tyInfoac cesstyntax)
{1d-m3 -certificabe- tesplate)
(4d.me . meplication. certificate. polictes)
* algerithatsentifier (ShaMITRASARNCryEREon)
Fadding: o
encrypted: #fbaTETelENTaTasIOTIEREREIITEACRCCTeCaMNICESD. ..
gertificate Length: 318
¢ Gertificate: JNEINIEAINSINITINGININONCINCIITEHEINING0SE. .. (18- 0L COmmonNNnE. SRIVEN 00 T4, dtattiven, Sta Lk}
SeCure SCTRELS Layer

2atientanealscn, 12, 01- local 4.0t StaTe0r lgiem, 19, 0t countryte

¢

BR 6 EXMREECO7T2LERNIER  SULEICR—RAXERE (EREHE) , Hob
AICNERE Acucm-EC.steven.lab, ECIERERAERCUCMLEZEMECDSAFEE,

‘ &
i Baaan
o it ot TN o i e
4731 1WI1-97-11 19,48, 26,46 31576 10.48.26.215 971 TP 58 66 31576 + €971 [ACK] Seqel ACKel WiteG4256 Lened TSvaleSTESTESIS TSeCrsP4363310
4 4733 IMII-07-11 LEiS5i26.007I00 10,45, 26,46 31576 10,48, 36,215 972 TiSvi.T s 583 client welle
4714 1921-07-11 16:55526.M16250 19.45.26. 215 18, 4% JIETE TSV T 38 1514 Sefved Hells, Certifizate, Sefver Kiy Exthinge
4735 M21-07-11 10,45, 3646 972 TCP e 66 31576 + €972 [ACK] SeqeSiE ACKel449 WineS212E Lemw® TSvaledTESTOS3S Toecrs34363331%
ATIE F22-07-11 16:55:126.006588 18,48 346.218 HSTE TLSwl.2 {1 499 Certificate Reguest, Server Hello Dome
A7F7 3022-07-11 1E255126. 000419 19.48.30.40 2 Ter [~ ] 66 31576 = €972 [ACK] SeqeS18 ACK1B82 WiNe43T32 Léfed TEIvAlaSTESTOLNE TLerra34383302%

823-07-11 73 Alert (Level: Fatal, Description: unkncwn Ca}

2021-97-11 16:55:26.007065 18.48. 36. 215

Te23-1-11 : 423 client wello

4746 2022-07-11 10.48.36.218 38T TI1L2 e 1513 server wells, Certificate, Server rey fug
A747 2023-07-11 B6IEEII6-05265 10,48, 06,46 972 TCP osa 6 U576 = §972 [ACK] Seqe516 Ackal439 WiNesS1Z6 Levied TEVAleSTESTOSSD THACraB4IENINNT
4748 2022-07-11 16:55:26.024208 19,48, 36. 215 35T TSVLL2 = 500 Certificate Reguest, Server Helld Dose

4743 2021-07-11 10,48, 36.45 31578 10.48.36.215 971 TP o8 66 31578 + §972 [ACK] SeqeSi8 AckalBS3 WiNe§3744 Leved TSvleSTESTOSAR THecradalsiiasy

2022-07-11 a6 18,48, 36. 215 73 Alert (Level: Fatel, Description: Unknosn A}

<

v Secure Sockets Layer
 TLSV1.2 Reesed Layer: Wandghake Profedel: serte wello
 TUSv1.2 Recerd Layers Handshake Proteeol: Certificete
contest Type: Handshake (21)
version: TLS 1.2 (dch3el)
Lengthi 667
w Wandshake Protocol: Certificate
mandshake Type: Certificate (11)
Rengh: 663
Certifieates Lesgth: G50
~ Certificates (660 bytes)
certificate Length: 657
v Certificate: JREI0HANEN1SMBINNNILETA e 21 TR 1AL 146 .. (1-ak.1 1¢.at.statecr wm, id.at. .steven. b, i4.at. -l L 4d-at-crganiz fec0, 148t counbryis
v sipeedtertificate
version: v3 (1)
serfalumber: Belareseliftiendl 1aiinabsifeatef1d
SIEPATUre (eCdsaewith.SHAES)
~ dssutr: rdssequesde (9)
rEnSequince: & tems (540t Legen, id-02
+ waligdty
subject: rénsequence (@)
subjectFublickeyinds
~ extensions: § items
Exteasion (Ld-ce-keyisage)
Ixtension (Ld-Ce-extieyusage)
Extension (Ld-ce-subjectrerTsentifier]
Extension (Ld-ce-basicconstraings)
v Exteesicn (Ld-ce-subjfectaltnams)
Extension I8i 2,5.2917 (1g-cessabfectalinme)
w Generalismes: i item
 Generslisme: dviiame (2)
dnshame: cucm.steven. lab
> alperithaldentifier (cdss-uith-aases)
radaing: @
eypted:
 TLSV1.2 ReeSed Liyer: Handihake Profideli Server Key Exchinge
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2. BEPTIEER U ( FQDNZKIP )

BRTEERTEZHN  REMRSEVRIEMRAR Fin F'JWMIL%?H’MJ:?%':H‘*" flan | MREE
CUCM_EHySystem > Server FE%E T CUCMEYIP#b31k(10.48.36.215) , BlExpressway-CE& &t 1E50
( EBExpressway-CRIE ) WEREFR RS E@E L ibit,

ERERESREEEPTIEZFEEBMULR , TLSHFLE XK , W HBMES5028558 , EFHI0

BEREFR , YARBE iR

MRAZE A kB,

<tfroot>

2022-07-11T19:49:01.472+02:00 vcsc traffic_server[3916]: UTCTime="2022-07-11 17:49:01,472" Module="netw

HTTPMSG:

|GET http://vcs_control.steven.lab:8443/c3R1dmVuLmxhYi9odHRwcy8xMC400C4zNi4yMTUvODQOMw/cucm-uds/user/em

2022-07-11T19:49:01.478+02:00 vcsc traffic_server[3916]: UTCTime="2022-07-11 17:49:01,478" Module="netw
2022-07-11T19:49:01.478+02:00 vcsc traffic_server[3916]: UTCTime="2022-07-11 17:49:01,478" Module="netw

HTTPMSG:

| GET /cucm-uds/user/emusk/devices?max=100 HTTP/1.1

2022-07-11T19:49:01.491+02:00 vcsc traffic_server[3916]: [ET_NET 2]

WARNI NG SNI (
10.48.36.215

) not in certificate

. Action=Terminate server=10.48.36.215(10.48.36.215)
2022-07-11T19:49:01.491+02:00 vcsc traffic_server[3916]: [ET_NET 2]

ERROR: SSL connection failed for



'10.48.36.215"': error:1416F086:

SSL routines:tls_process_server_certificate:certificate verify failed
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- Diagnostic overview
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https://cway.cisco.com/csa-new

e Diagnostic overview

o st

Further infommation

RRFR

REINBRTREBRRTLSBRRETRE. ERTHBFIRRETHNESAR.

E R EFIWARNING : Core server certificate verification failed for (<server-FQDN-or-IP>)F,
Action=Terminate Error=self signed certificate server=cucm.steven.lab(10.48.36.215) depth=x;E &

, A EM e E#Expressway-CRl ks LV ETE. FAKBLESNWCARE (RE>0) IifEA
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5 ) BE,

BZES © SNI (<server-FQDN-or-IP>) not in certificate SE BB , BB S X Rt RRESFQDNE
IPREEECHETHEET., EULREEREUSELEN , EIMEHEE ( fla0 , F£System >
Server EBICUCM L8N A RREBEFITENAE ) , RERRIFExpressway-CflREF LV EE
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https://tools.cisco.com/bugsearch/bug/CSCwa12905

xConfiguration EdgeConfigServer VerifyOriginServer: Off
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