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BRA T4
R AR AR T RN EEREMBERRA,

ANHHEARBBEBEERETREANKEMEL. XHEAINAMBERELRERER (HR
) BVHERERRE) . MREHEEREFT | FRARCHEAET[AESTRERNTE,

BREMN

NHEEEBHBRERETEMBHB(CA)

fEExpressway-CHIEfRES L EZEHBE L THEANIEE, B LLEEHRLRACAMWIL
GoDaddy, VerisignZi HAh)#%BBEHEBHER(CSR) , RENMREFEA BN BB REEN(ATLUE
FAOpenSSLE; RS2 CA ( flIMicrosoft Windowsfil RES ) 1T BEE) , BRI EAZBHEBZE
Ko BBRNMBRINEE LREMAEFRERANCSRINEZERR , F2M (Video Communication
Server(VCS)Certificate Creation Guide)

H—EEFEERLHCAZEB AR REXxpressway-E. ERFFIHEBMRAZ AR -—FIHSE
HRRES , Bt , FALOHCAUBRERETLFTEIZEZHE, Expressway-ErJLAER A
CAZEMNREE  EBEXEAEAESERTEZTZEMENESE. 7800M8800R I EFENMRAGE
MBAEARABESE , EABRLEUHEHEBEEEEE. REERR , BREMExpressway-CHl
Expressway-ER E#HE—ECAZSE ; B2 , RELTEME MRS LEREE T ZEECABE
, MR ERIERM

BEEEFELN

HEEMERZERENETESRE L , ARBRIRNARSFESEANR. EEPR=EEW
B EAER/MAKRFERE. PEEE (EELEBRT ) MIRERE (tBBARCA, RREREE
BENRSERE )

HECERERNVMEEZEMN : subjectHMissuer,

FRERILBERRNVARBINIRBENMN BB, E£EXxpressway-CHExpressway-E (S EH it — &
AVUC)EE)NERT , E=RTLREEE (FQDN)BEMN,

HREEREZRERSHHESE, HRNEAABTUEESETES (QEEURENAKE &
FHBABEERE )  AUARFVNEFRESHEEEATEHRITEICANFE,

BREEF - ZUBXENEEREIRBERRE, ELERSEARETEDE , SERISHER
TEERTENEEE, &E K CEBEITENERECENBCA. EXRTERERRES , FEER
EEHEFRNMAKRSFNZEECATESENES,

SSLRXEHME

EEEEFHNERLT , Expressway-CIri& Tt E & Fif , MExpressway-ERR T ERRER. EH
Exchangefd TEARUMT :
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WENEMEREEA | K AExpressway-CHE R ERER , HLKRIKREEF K. Expressway-EZ%E
—EEEEBEN., MRExpressway-CELZRFIRE | ©HEERIET | 3 B & LM Expressway-
EEXECHRE,

R AEEIENEESEEEHELRS(TLS) WebZEFi FMBRENHE LMTLS WebfA RS S
EREBME, ELXBMREHFECSRIWCALREEN ( MEFEAWindows CA , RIRRENEIREE
), WIERBEBRECAERIARSNECHIERTENR (IMEYE ). HAHRVCSH
Expressway , T UAERERER (EREBKRKER ) K XEBRELEEEEFinMNFARSES %
BEBM,

Expressway-CHExpressway-E# EEEIF R REFZF SR LE (MMREMEIRER ) .

MRETHRERERTEAELEY , AIMUEERIEERRTAMEBEEFMER e "
RESRRAZE B0 (F2RBRE ). BAMETE , ABCRREMNMREERE.
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General | Details

Certificate Hierarchy
4 |ACTIVEDIRECTORY-CA

Certificate Fields

Extended Key Usage i
Certificate Subject Alt Name

Certificate Subject Key ID

Certificate Authority Key Identifier

CRL Distribution Points

Authority Information Access
Object Identifier (13614131121 7)
Object Identifier (1 36141 311 21 10)

Field Value

Hot Critical
TLS Web Client Authentication (1.3.&.1.5.5.7.3.
TLS Web Serwver Authenticaticn (1.3.6.1.5.5.7.3.1)
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o FeefEAExpressway k2 LMVRIFEE , RATCTZXE, NREFEATHECARKERE
BRPARERTBEITHNEAFIRE , ITXEZERAFRE,
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B—SRELCSR, YRECEAERECARREE., (FBEUER) FEBMNETHEENBE.,
BYMCSRE , #HHLEEBIEFLAILENLEFEMAEEREBB(SAN), HEEENBEERAE
HEEEPHEIHLEER . BEZEENRIRAS , RAFDERIERITUFTEESAR, RiF
ERRIZhEE , FETENE RSANIEE !
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« FTEIEHEEPREMAE ( ATBIAE ) o
« WMREAXMPPEIS , BIT LA AR AR BB B Ao
- MREAZLRERERER , IECUCMEERZERERERE AT,

Expressway-E

« fEExpressway-C LB i& {1,
- MREAXMPPEEE |, BIFT A ERAE A REEBIE
- AXMPPEBRBEMFIEH.

N B MBEARNBRBEESRY) EHH BB K BSAND L EExpressway-ER B
(xxx.com@k collab-edge.xxx.com)d , BlJabberZ Fin{iERKHEAEEE —BERLES
BE , WATCKRIRS TS EELER,

#Expressway-CHIExpressway-Efii B B EEE

ABTER-—ENFHEDEIEL , Expressway-CHExpressway-E4BEERILHNEE, EAR
Bl | BRE&Expressway-EREHFERA LB IEBHN A HCAEKSR,

#HE3

M3 % : GoDaddyiRCA
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HE2

%% . GoDaddytRCA

X RE : GoDaddy R #4E
HE1

%177 : GoDaddyH ] #+8
F 7 : Expressway-E.lab

Expressway-CEEREEFEEE1, EAZEIBEBRT , REEAZARSNZEERE , e REE
HERRRBNARSIEFE, EZEWRE , EffExpressway-CEEERE1 , BUASEBE2M3ILET
Expressway-CHJ 2S£ CAE B (Maintenance > Security > Trusted CA List)o 1SR Expressway-
CHWtE|Expressway-EREREHRPEES2 , EELEHEZFETNGoDaddyRCARIR , X iti&
EBZHFES,
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¥ : Expressway-E.lab

MBLFEEREHRME , TUEZEATIESEEXpresswayfIWeb N HEBEREZER, ZBRER
BIEEME , BEEFirefox®d , BALR—THUFISEANEEE R, REBEEHEED , &
—TEZEF>REJBS>FHEEA. NRBE[EKEEERHEE—E , ERTURLETE
FlfEfR, WRERFBESLIELCEMNEBNERE 6 ARTEERTR. WMREEexportifze iz
TIIENEE  AIZGUETEHETNEREESE. IREFZLHELCOCAGERELE
TIERNEE LK EMIEEEH.

e s |
.- M
o = 11 &
General Media  Permissions  Security
Website Identity
Website:
Owner: This website does not supply ownership information.

Verified by:  DigiCert Inc

| ViewGerificate |

Privacy & History

Hawve I visited this website prior to today? Yes, 622 times

Is this website storing information {(cookies) on my Yes
computer?

Have I saved any passwords for this website? No | View Saved Passwords |

Technical Details
Connection Encrypted (TLS_RSA_WITH_AES_128_CBC_SHA, 128 bit keys, TLS 1.2) Il
The page you are viewing was encrypted before being transmitted over the Internet.

Encryption makes it difficult for unauthorized people to view information traveling bebween computers. It is
therefore unlikely that anyone read this page as it traveled across the network.




Certificate Viewer: ﬂ

General | Details

This certificate has been verified for the following uses:
55L Client Certificate

SSL Server Certificate]

Issued To

Common Mame (CM)
Organization ()
Organizaticnal Unit (OU)

Serial Mumber

Issued By

Common Mame (CHN)  DigiCert SHAZ High Assurance Server CA
Organizaticn (O] DigiCert Inc

Organizaticnal Unit (OLU)

Period of Validity

Begins On 3/25/2015

Expires On 4/12/2017

Fingerprints

SHA-256 Fingerprint 3B:37:23:04:BE:92:0C:FF:2D:48:0B:52:07:5C:D5: 08z
F3:75:F6:0D:43:598:8B:73:22 A4 :ED:A8:EG: DT 2423

5HAL Fingerprint CE:7B:79:41:94:9E:07:48:F3:A4:B4:07:03:76:D3:52:12:50: A%:42

Close




Certificate Viewer

General | Details

Certificate Hierarchy
4DigiCert High Assurance EV Root CA
4DigiCert SHAZ High Assurance Server CA

Certificate Fields
4Builtin Object Token:DigiCert High Assurance EV Root CA
[ Certificate

Certificate Signature Algorithm
Certificate Signature Value

Field Value

Close

B EExpressway-CE{ER BExpressway-El R E , FRAESEMHR A @ IE. WMRExpressway-
CEEH#¥EExpressway-ERVHHEICAZE |, AIBEIFEHE, #E LEFCHERRE LER
Expressway-E LY ZEECAFE., WMRCHTEMCA%E , IEEFAHEE DRI RERNBRE

, 1B B % B M Expressway-CE S,

BRE—BEEES(CUCM)FExpressway-C 2 B & 2@
BLE

E2Expressway-C M Expressway-EZ B IER EFH R E , Expressway-CHICUCMZ BAFEELR£(E



To RERNBLZL2RBEAIAALLET  BRALABKEMRAEEAE LECUCMLEREZEE
BREESR , UHAHKNERERN , ARBEBLISR,

FECUCMAMExpressway-CZ B A AR AMBEEZ £ EE : TLSRENL2KREZM. EMEZ
BE—REENER , HATCMESSLRIEFFARBECUCMIGHRMETRERE.

TLSERFH — tomcatHE

Z4£SIPEE — CallManager& &
B i CUCMFExpressway-C 2 M E1F

245 e 9 Bt = EEExpressway-C M Expressway-E 2 BBl T £ 4B, CUCMMLEE KEE
Expressway-CHI AR EE, EEWKE , ECUCML , EESExpressway-CHHF N FREFE L&
ATLSERF|EEM tomcat-trustR EM AR L& KB FFMAICallManager-trust, Ak , FEME
CUCM Web GUIA £ A Cisco Unified OS Administration , $2% &fii = Security> Certificate
Management, #&8] LAfE bR # — T Upload Certificate/Certificate Chain , %1212 [FHEAVES(EK
X, RIZ—TFindBREw LENFEEE,

@ Upload Certificate/Certificate chain - Mozilla Firefox o= = |

(| i ht'tr:::_-_-- crmplatform/certificateUpload.do

Upload Certificate/ Certificate chain

[ Eﬁ Upload ﬂ Close

—Status

@ Warning: Uploading a cluster-wide certificate will distribute it to all servers in this cluster

—Upload Certificate/ Certificate chain
Certificate Purpose® CallManager-trust -

Drescription(friendly name) Ewpressway Root Cert

Upload File Mo file selected.

’ Upload ] [ Close ]

® *_ indicates reguired item.

L 1L I

IR EERRExpressway-CEERECUCMEEZHCA, MEAHINIGRZEECATEE , MATLLER
LB, TELFRERRT  NREFEHACAHCUCMEBEE TS , AltomcatHlCallManagers®
EXERE-CAETHSE, MREMTRE , AEFEATLSRIENRLEME , ZFEEEEMH.



HRAZ£SIPEM , EXERREAREBENCUCM LN Z £ H B BE BB EEXpressway-CEE
F5ASAN, MRERFTEELZLFMER , ©8KH , CUCMAI403 , RRTLSKE,

N 2% : BECUCMAExpressway-C2 B /TSSLIEF SUE TR 2 SIPEEME | SR EMRIET
o Bt , Expressway-CREEZEFim , WEAEIEECUCMEVIERR . BIhTXE , CUCMERE 5
—BiEF , FAEFHRETREE. EXEWKRFEExpressway-C—#k , CUCM LRV
CallManagerZ# &4 AR REATLS WebZE FImFTLS WebffRF S M BRIBEME. TRZE
R, CUCMAFLEELREMAFEAERE , YANMRCUCMEEERRBEHNEBEBM
, IR LLFMANEETIE, MREEEE LEHCallManagerZ EXRFZXIRE , BIF
DECUCMLMERE—%. i, BaURR "EE. B2 THHAZod. EFmEMEREHR
FE’R1.3.6.1.55.7.3.2, RSB EMBEPER1.3.6.1.5.57.3.1, BEAURLRETHESE

o



B Certificate Details(CA-signed) - Mozilla Firefox = - - o=t

@ https:/y fermplatform/certificatebdit.do?cert=/usr/local/cm/ security/CallManager/certs/CallManager.per

Certificate Details for cucm10-lab-pub.tkratzke.local, CallManager

[\a’jﬂ Regenerate [\E:ln Generate CSR _i.E'L Download .PEM File |]'.§'L Download DER File

rStatus

® Status: Ready I

— Certificate Settings

Locally Uploaded 01/04/15 l
File Name CallManager.pem

Certificate Purpose CallManager

Certificate Type certs

Certificate Group product-cm |

Description{friendly name) Certificate Signed by tkratzke-ACTIVEDIRECTORY-CA

— Certificate File Data

m

———g e - e e e e TR T F = ce--r

Key: RSA (1.2.840.113549.1.1.1) a
Key value: i
3082010a0282010100c3f0061dafbffas7cd781c96271346640829f55d5d92871b60ce17ddf 7897296384 E| I

1db705c43c97046df 73897 7483e282459096f 7cd30cc849c71055b2 7ffd30dc6d4ebc727beb7a96298ab78 —
01d25eb0e354086e3158df242d4039004f2c569308c875697ecdf2b3040d4aaz2dasb7ag2fea7abbd2342
Ofed20dd157a648eedctl1lcadtl 2cefd4af35ddaed1677bl8edoca?60ctaalddz0idas79edadadh7ed4ci Ve
elc9azdd9eaf90643calfaf757a7050ecifc385eccbb227d0947e3265737640e7db4d280e4 7763902595
60ata3dfdb010fadbde2dalsbesascBfd7357726d90e5601415c499e8d09ab36357c1223f1baes2baag2

32ba70485bd745407b354bd09d0203010001

Extensions: 9 present |
[
Extension: ExtkeylUsageSyntax (0ID.2.5.29.37) l
Critical: fal=e |
U=age oids: 1.3.6.1.5.5.7.3.2, 1.3.6.1.5.5.7.3.1, |
|

[ Regenerate ] [ Generate C5R ] [ Download .FEM File ] [ Download .DER File B

N s EARERNRAENECREXAERITEARSE. RTBBEFESELSRIEA
M {TRESE,

S 5 : A7 fFExpressway-C EfEER R K BECUCMIIE S , MBTEExpressway-CHEIEEH
FQDNT T 2Pt it ICUCMPAIRES. IPHbutiVE—THES X R EREFHEBECUCMETR
P8 ASAN , BEFRKEEETHN,



EREEBEEHNCUCMII RS

FEERERT , CUCMAIMRBMFEEEEES. WNRELETHOHE , BB ERKEATLSERFEN
REEEHM. T A—ENEHBUTNERGER , EARETEREEEN , EEKEIEEEN
TomcatHl B 2% Y CallManagerd S &8 F E L EZ|Expressway-C L ZEECABE, E
Expressway-CESHEEFEUREBREN , cEEHKIEEEEFTENIFEREL, At , &
WEMBEFHHERSE ( BltomcatslCallManager ) |, ZMeEHERER., TEBERK , BB
CAREFE—&. RAUHEENSEZEFEACA ( AREAE ) HECUCMEE |, WEBEEZXCA,

Expressway-CHExpressway-E&E 8 ZE 18
HERE
MR B AR TR Expressway-CEExpressway-EfI RSB & |, RIRZEZR B S E MRS EK

BEMCSR , YHCAHEETHR, EL—EEE+ , SEHEEIEEN L ABCN)ERERHN
BHETREEB(FQDN) , MSANASZEHEFQDNMBENEEEFQDN , M NEFIR :

Expressway Cluster Certificates
MRA

CN: FQDN of CLUSTER CN: FQDN of CLUSTER

SAN: FQDN €1 AND CLUSTER FQDN c1 E1 SAN: FQDN E1 AND CLUSTER FQDN
SAN: PHONE SECURITY PROFILE SAN: EXTERNAL DOMAIN or
(FQDN FORMAT)(If Configured on CUCM) COLLAB-EDGE.EXAMPLE.COM
CN: FQDN of CLUSTER CN: FQDN of CLUSTER
SAN: FQDN C2 AND CLUSTER FODN 2 E2 SAN: FODN E2 AND CLUSTER FQDN
SAN: PHONE SECURITY PROFILE SAN: EXTERNAL DOMAIN or
(FQDN FORMAT)(If Configured an CUCM) COLLAB-EDGE.EXAMPLE.COM

A LS B EEFQDNAYECN , SANF Y B EH S BFQDNM B SEFQDNE R SR AT A B HE A E
MEE , Bt , TEEHAHCAKEZEN S ERIHNKA.



Expressway Cluster Certificates
MRA

CN: FODN of CLUSTER

CN: FQDN of CLUSTER
SAN: FODN E1, FQDN E2 AND CLUSTER FQDN

SAN: FQDN €1, FQDN C2 AND CLUSTER FQDN
Cl E1l

SAN: PHONE SECURITY PROFILE SAN: EXTERNAL DOMAIN or
(FQDN FORMAT)(If Configured on CUCM) COLLAB-EDGE.EXAMPLE.COM
CN: FQDN of CLUSTER CN: FQDN of CLUSTER
SAN: FQDN C2, FQDN C1 AND CLUSTER FQDN c2 E2 SAN: FQDN E2, FQDN E1 AND CLUSTER FQDN
SAM: PHONE SECURITY PROFILE SAN: EXTERNAL DOMAIN or
(FQDN FORMAT)(If Configured on CUCM) COLLAB-EDGE.EXAMPLE.COM

~ SEE . RBEEUCM LA Secure Phone Security Profilest , 7 EECsEE LN EF L LR
BB, J\IPEm®collab-edge.example.com(H Fexample.com:2 &K 15) £ 2 BIBMRAGE
MPEFEMTCHRIBHNER, ERBIBMRAGMJabberty iR INEE, MRTFETE , Hljabber®
TEjabberBIBMRAZ AR RESRE,

MRBELE | EULNEBT —EBRETHK , HELFTUERAOpenSSLFBELFARMCSR:

SR ERENTEHM EERCSR , Y HEER/SEFHELBFIA/CN, MERETNAMEHSEE
RiEAERE , UARAEHEALENSAN,

SR HBHCSRUKH FERFEHEH,
SER3 BrootEFEAE S M B AZEEE , X THMM/Tandberg/persistent/certsH HIFAER
TR EEERENCEMNIS EREFTNEMBES,
N HRUTRR , FREERM
1 HRAEHSHERAMERNAR  RtFELXLER. NREEARSESIINEERE , X
BETUBER BT ARRIEINTRE,
QUREFEELERT , LABXYTEARESX , MTAEHENELCSRNEERER,
ZEEHNCARE
BB EHWCUCMERETRRE , EExpresswaySVCSEES | STEENCAFTETER —EHSE
BRI —EHER., EXRTUNRECEEE  AEETHNZGERILEISEBSH LN

3=k oo

CA)ﬁ B,



ERAXEHAR , BEENEEREBEEEE.

BREETNRSEN

BEZEFETURERFRELNEN. FEREARBBWebBIER, FRHL—EHPHERNT
&, RAEFUATAREHEPNBERE. MRFERTSANTH B EExpressway A R2= E 1Y

HiEH |, aTlEEEIBWebBF B &N E(GU)EITIIRE | EfiEIMaintenance > Security
Certificates > Server Certificate , A% 1% — T Show Decoded,

Show (decoded) | Show (PEM fike) |

@ Mozilla Firefox = B
@ https/[  Jviewcent?cert=SERVER_CERTIFICATE E]
Certificatce: it

Data:

Version: 3 (0x2)
Serial ﬁuﬂber: |
Signature Algorithm: shalWithRS5AEncryption
Issuer: DC=local, DCH | o= FACTIVEDIRECTORY-CA
Validity
Hot Before: May 11 15:40:03 2015 GMT
Not After : May 10 15:40:03 2017 GMT
Subject: C=U5, S5T=HC, L=RTP, (=Cisco, OU=TAC, CN#
Subject Puklic Eey Info:
Public EKey Algorithm: rzaEncryption
Public-Eey: (2048 birc)
| Modulus: F
00:95:ed:09:0f£:599:72:f9:82:41:e8:23:09:15:e0:
0d:Tb:84:bc:97:52:35:19:e6:5f:81l:tket62:boieb:
Bb:ad:9f:ea:e3:13:a0:6l:ca:db:bc:Tcida:31:7e:
fB:49:1d:75:2f:75:45:74:f0:5b:87:3c:5b:5F:12:
06:d5:c3:2b:2c:d5:02:24:b4:01:2c:£8:94:d0:05:
. 27:1f:b7:4c:7d:3ca2:aT7:97taeifeciSaibdi 531 ce: -
T75:60:Tc:53:2:06:27:72:97:2e:0d:99:cf:d8:1e:
Ob:ceiaf:ef:Sd:ifcie7:2416e:65:92:12:5a1leba:
5f:3e:ca:90:b3:ed:50:batbl:1e:b4:92:43:70:F1:
T7:bf:14:b7:31:af:6f:93:9b:a6:6c:a3:2e:60:bb:
e7:45:4e:f6:02:30:40:b0:35:2a:6b:b9:cd:73:93:
01:74:f4:b3:cd:2e:5d:8a:af:cd4:4a:c5:58:36:cc:
18:88:3c:9f:21:e6:65:83:14:8c:b3:Te:T73:kD:ce:
31:74:b2:c0:f6:19:45:bh:ec:2e:fd4:e5:af:6c:56:
Ff:74:23:00:80:45:f1:f7:a%:3e:TetBa:89c:T71l:Te:
T2:d4:e8:ad:b9:f4:boc:6f:e5:57:45:4e:56:c9:£7:
ac:f0:98:a28:4a:91:66:7b:db:9f:ief:91:dF:11:59:
Bf:8f
Exponent: 65537 (0x10001)
X509v3 extensions:
X5089v3 Key Usage: critical
Digital Signature, Key Encipherment, Data Encipherment

X509v3 Extended EKey Usage: e
Fl T F

m

LEETUARIBENMEREFMEET K MEFTHRERRE, WMERERLEBRBNEERS, A
& A LLEHE B)CSREUIT AR R 1E

EWireshark P BEEVE LR S
MRIEHSSLIEF M WiresharkiB B ZRERERH | A|WiresharkERE LWL A G FIFES | W HE



EREAURABELEEINTAES (NRTBRTEERE )., SHHBEIMNBFEEBRERNS
HE (EEERERENERATEEAR7001), ETXR, IRERZEFIEFHMNMFREEhelloE RS
RSSLIEF , FiR—TAHBTCPRAMN —EERT , A&iEEdecode as, ILE , BE "SSL,

, R&EZ—T Tapplys » BE , MRZLCHINERNRE , AIKEEIEERER. RABR+STEE
HENWERARFEDERNT. BERTHBERTHNSSLEER , EXIERBREFE , ITEMT :

Filter: ' tcp.stream eq19 EIExpression... Clear Apply Save Filter

No. Time Source Destination Protocol  Length Info
1803 2015-06-03 18:01:07.522714 TCP 74 25018-7001 [SYN]

1806 2015-06-03 18:01:07.522835 TCP 74 7001-+25018 [SYN,
1807 2015-06-03 18:01:07.522855 TCP 66 25018-7001 [ACK]
1808 2015-06-03 18:01:07.523594 TLSv1.: 266 Client Hello
1809 2015-06-03 18:01:07.523846 TCP 66 7001-+25018 [ACK]
1811 2015-06-03 18:01:07.538935 TLSv1.: 1514 Server Hello
1812 2015-06-03 18:01:07.538970 TCP 66 25018-7001 [ACK] S
1813 2015-06-03 18:01:07.539008 TLSv1.: 1514 certificate

1

[

¥

Frame 1813: 1514 bytes on wire (12112 bits), 1514 bytes captured (12112 bits)
Ethernet II, Src: Vmware_al:14:46 ( ), Dst: vmware_al:le:el ( )
Internet Protocol Version 4, Src:
Transmission Control Protocol, Src Port: 7001 (7001),
[2 Reassembled TCP Segments (2541 bytes): #1811(1390), #1813(1151)]
secure Sockets Layer
-l TL5v1.2 Record Layer: Handshake Protocol: Certificate
Content Type: Handshake (22)
version: TLS 1.2 (0x0303)
Length: 2536
-l Handshake Protocol: Certificate
Handshake Type: Certificate (11)
Length: 2532
Certificates Length: 2529
- Certificates (2529 bytes)
Certificate Length: 1612
# Certificate (id-at-commonName= ,id-at-organizationalunitName= ,id-at-organizationNa
certificate Length: 911
+# Certificate (id-at-commonName= " " -ACTIVEDIRECTORY-CA,dc= "~ © o, de= )

= [ F FEE

EBALENERBAEARRURGIAEFMAEN. NREEHRE  BFR-TAHBEPMENSRSE
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Client certificate testing

_I Client certificate

This tests whether a client certificate is valid wt

Certificate source Uploaded test file (PEM format) - :,
Select the file you want to test No file selected. )
Currenthy uploaded test file pm-vescli.cer

_l Certificate-based authentication pattern

This =ection applies only if your certificate conta
username format combinations to the nominated

Regex to match against certificate ISubject: *CN=(?<captureCommenName:=([* WIQ

Username format #captureCommenMName#

Ilake these settings permanent

Check certificate

Valid certificate: Invalid: The client certificate is not signed by a CA in the trusted CA list.

MRBKFEEESR , BRExpressway B EZEEE ZCRL , {EExpressway R EFFACRLRE , BiEEEMK
ERELSETLCEBAMEEMRIERE.,

Client certificate testing
| client certificate

This tests whether a client certificate is valid when checked against the Exp

Certificate source Uploaded test file (PEM format) - :.J
Select the file you want to test No file selected. i
Currently uploaded test file VLS. Cer

_I Certificate-based authentication pattern

This section applies only if vour certificate contains authentication credentiak
username format combinations to the nominated cerificate to see if the certif
Regex to match against cerificate ISubject *CN=(?<captureCommonMame:=([* WM, )= W¥m

Username format #captureCommonName#

llake these settings permanent

Check certificate

Valid certificate: Invalid: unable to get certificate CRL, please ensure that you have uploaded a CRL for the CA that signed this client certificate
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