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Internal AN
[not used on this examplel

Internal DNS Bxternal DNS

webRTG external domain
webRTG internal domain
BEE
AR cms.octavio.local
S octavio.com
CMS Pt 172.16.85.180
Expressway-C |Piti i1t 172.16.85.167
Expressway-E LAN1 IP#bsit ( %8 ) 172.16.85.168
Expressway-E LAN2 Pt ( 4438 ) 192.168.245.61
BFAENAT IP#tb it 10.88.246.156
DNSE B
WEBDNSHE &
£ DNS MName Type Data * Timestamp
4 i ACTIVEDIRECTORY g_xmpp-client Service Location (SRY) [10][10][5222] xmpp,cms.octavio.local. static
4[] Forward Lookup Zones || & xmpp-server - V) 1 ¥mpp.cms.octavio.local. static
b (2] _msdes.octavielocal|| £ cisco- External domain w’ﬁﬁmﬁ:u‘c:p.ommom bt
4 E rg_:clt_alfi_g_.comq—— = _cuplogin resolves to internal ] [10][10][8443] ocupsp.octavio.local. static
| _tep




2. DNS | |_Name

Type Data - Timestamp
4 F ACTIVEDIRECTORY | 8 - —
4 [7] Forward Lookup Zones | —l o Host (A) External webbridge URL resolves to internal IP address I i
| _msd_ﬁ-ﬂctﬂ\'io-'ﬂca' (| E cmsweb Host (A 172.16.85.180 | static
4 |zl octavio.com | E (same as parent folder) Start of Authority (SOA) [10], activedirectory.octavio.local, hostmaster.octavio.local. static
: —t_Cp_ i ‘ —| (same as parent folder) Marme Server (NS) activedirectory.octavio.local. ctatic
S\ EBDNSE: B
SERDNS 4B B A f# T BExpressway-ERI TR RENAT P it Bywebbridge URL , ZNEIFTRo
G E{NS Marmne I Tvpe I Data i
= 5 | _tep
[ Global Logs | s
L | Forward Lookup Zones | {same as parent Folder) Start of Authority (SO4) [71, rzde.rmz.lab,, hostmaster.ms...
(same as parent Folder) Mame Server (MN3) rrede, e, lab,
cmsweb Hosk [4) 10.33. 246, 156!
WOEE Hosk [4) 10.83.246,156

= |2 ockavio,com

bcp

_tls

CMS, Callbridge., WebbridgefIXMPPE &

SB1 B AR AcallbridgefF Al %, ZERE TR T RIS BARER callbridged I .

RREZFIENR :

http://www.cisco.com/c/dam/en/us/td/docs/conferencing/ciscoMeetingServer/Deployment Guide/V

ersion-2-1/Cisco-Meeting-Server-2-1-Single-Combined-Server-Deployment.pdf#fpage=10

S B2 BBMMPRE A callbridge. webbridgeFIXMPP , T BFfRo


/content/dam/en/us/td/docs/conferencing/ciscoMeetingServer/Deployment_Guide/Version-2-1/Cisco-Meeting-Server-2-1-Single-Combined-Server-Deployment.pdf#page=10   
/content/dam/en/us/td/docs/conferencing/ciscoMeetingServer/Deployment_Guide/Version-2-1/Cisco-Meeting-Server-2-1-Single-Combined-Server-Deployment.pdf#page=10   
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http://www.cisco.com/c/dam/en/us/td/docs/conferencing/ciscoMeetingServer/Deployment Guide/V
ersion-2-1/Cisco-Meeting-Server-2-1-Single-Combined-Server-Deployment.pdf

mAIEL T EEBREA R IR Y B ENFMRE

http://www.cisco.com/c/dam/en/us/td/docs/conferencing/ciscoMeetingServer/Deployment Guide/V
ersion-2-2/Certificate-Guidelines-Single-Combined-Server-Deployment-2-2.pdf



/content/dam/en/us/td/docs/conferencing/ciscoMeetingServer/Deployment_Guide/Version-2-1/Cisco-Meeting-Server-2-1-Single-Combined-Server-Deployment.pdf
/content/dam/en/us/td/docs/conferencing/ciscoMeetingServer/Deployment_Guide/Version-2-1/Cisco-Meeting-Server-2-1-Single-Combined-Server-Deployment.pdf
/content/dam/en/us/td/docs/conferencing/ciscoMeetingServer/Deployment_Guide/Version-2-2/Certificate-Guidelines-Single-Combined-Server-Deployment-2-2.pdf
/content/dam/en/us/td/docs/conferencing/ciscoMeetingServer/Deployment_Guide/Version-2-2/Certificate-Guidelines-Single-Combined-Server-Deployment-2-2.pdf

S E#3. .58 Z Configuration > General LEYCMSHE , I 5% EWebbridgefy AZBMAZBURL , 21T E
FT 7R

Web bridge settings

GCuest account client URI |https: f,-’mn.sweb.m .octavio. lncall

Guest account JID domain |[cms.octavio.local

Custom background image URI

Custom login logo URI

Guest access via ID and passcode | secure: require passcode to be supplied with ID v

Guest access via hyperlinks | allowed Vl

User sign in |a||uwed Vl

Joining scheduled Lync conferences by ID | not allowed Vl

IVR

VR numeric ID

Joining scheduled Lync conferences by ID

This FQDN has to be set as SAN on
Expressway-E certificate

External access

Web Bridge URI |https://cmswebJoctavio.com

IWR telephone number

BIEE : CMSAEZEDEE —EZ R,

CMSLEEEZEMRE , MEFFR.

| Name URI user part Secondary URI user part Additional access methods call D
] | Proxy webRTC proxywebrtc@cms. octavio.local 100101

MisE . R EARIPEMASHEBERE

TEMRABAFUREERENH.

Incoming call handling

Call matching

Domain name il Targets spaces
L] | cms.octavio.local 10 yes
[] | octavio.com 10 yes
TURNZES i

S M BEBIBPostman@iBAPIELETURN, Wt SRHRFIBEE,



https://
S22 FHPOSTAH AN EfZIBody , ARFETURNMEIRES S| B R E HETIRE, BEHRTURNAER
B SI BT BT R,

POST hrrpsi/fadmin.cms.octavio.local:445/apifvl fturnServers Params
L] eaders (2) Body @
, Exp-E LAN1IP address )
form-data ® swww-form-urlencoded raw binary
serverAddress 172.16.85.168
clientAddress ‘|D.88.2—-15.155-{ Static NAT IP address j
username turnuser
password cisco This usermname
and password
ype standard has ta be
tcpPortMumberOverride 3478 configured on
Expressway E

HER3.EIBIE (T HAGETIRETURNM AR AR BB YR AE 18 HI A AR2FID, AAHERMIDM T BT R

o
GET httpsi/fadmin.cms.octaviolocak:445/apifvlfiurnServers P

Authorization ® He s (2)

Type Basic Auth

The authorization header will be generated and
Username admin added as a custom header
Password = | sesas Save helper data to request
Show Password

Body yokies Headers (10)

Pretty  F Previe XML =

1 <2?xml version="1.8"7>
2~ <turnServers totgl=silts
3~ <turnServer id="laalﬁccc—SFdl—4E£d—9u3d—3§EE?FZ3E433“}I
<serverAddress>1l/2. 1b. 85, 1b8<{/serverfiddress >
<clientAddress»18.88.246.156</clientiddress
{/turnServers:
</turnServers

o I O Y

SRAERAPIRSHEENID , RAERFEHAGETHZEMRIETURNMARESEEF , M TEM R

M REFATER T ARBHER,


https://%3ccms_web_admin_address%3e:%3cweb_admin_port%3e/api/v1/turnServers

hrrps:fadmin.cms.octavio.local: 445/api/vi/turnSe Neri."lam Brce-B7d1-424d-9d3d-3d007232435 I

GET
Authorization @ Headers (2] Pre-request Script Tests
Type Basic Autch
Usermame admin
Password
Show Password
Body Cookies Headers (10) Tests
Pretty Raw  Preview XML v
1 <?uml version="1.8"3%>»
2~ <turnServer id="2aaléccc-87d1-424d-0d3d-3d@@7f232433" >
3 ¢serverAddress»172,16.85.168< /serverAddress>

4
5
B
7
L]
9

¢clientAddress>1€.88.246.156</clientAddress?

¢numRegistrations»8</numRegistrationsy

<username>turnuser</username>

<typerstandard</types

<tcpPortNumberOverride»3478</ tcpPortNumberOverrides
</fturnServers

The authorization header will be generated and
added as a custom header

Save helper data to request

HERS R — Tsend LBV ARRME. HIBEER RS , M TER.

Params

d

Status: 200



GET hetpsi/fadmin.cms.octavio.local:445/api/vl/turnServers/2aal 6ooc-87d 1-424d-9d43d-3d Dﬂ?f232435;’5tatus|

Autharization @ eaders (2) Pre-request Sc
Type Basic Auth
) The authorization header will be generat
Username admin added as a custom header
Password Save helper data to request
Show Password
Body yokies Headers (10}
Prety  F Previe XML =3
1 <?xml version="1l.@"3»
2 = <turnServer»
3 <status:success</status>
4 <host>
5 <address»172.16.85.168</addressy
B <portNumber»3478«</portNumber:>

<reachablextrue</reachable?

8 <roundTripTimeMs>52< /roundTripTimeMs

G <mappedAddress»172.16.85.188</mappediddress
18 <mappedPortNumber>41574< /mappedPortMNumber:
11 </host>

12 <{/turnServer:

Expressway-C H1Ef: B

% E#1. Expressway-C 4478 B8 R E1F (octavio.local) , M Expressway-E 2 & fi & S\ 2B 15
(octavio.com) , I T BT Ro



e
CISCO Cisco Expressway-G

Status System Configuration Applications Users Maintenance
DNS
_| DN S settings
System host name lvesc | G
Domain name octavio.local | iy
DMS reguests port range | Use the ephemeral port range w | i)

Default DHS zervers Internal DNS sewerj

Address 1 172.16.85.162 | i

S ER2. W 7ATEExpressway CHIE ERAAMRA |, T B Ro

Unified Communications

[Contigaration

I I
Unified Communications mode Ugbie and remole access | 1

S ER3.fEExpressway-CHIEZ MR K —BAEREE , 10T BT



CISCO Cisco Expressway-C

Status System Configuration

Applications Users

Maintenance

Edit zone

_I Configuration

Name

Type

Hop count

_I Connection credentials

Username

Password

This credentials are
configured on Exp-E

* |UT Zone

|Unified Communications traversal |

* 15 f_.f.

I

* |Tuser

o |II'I-II-'

| sip

Port

Accept proxied registrations
ICE support

Multistream mode

5IP poison mode

Preloaded SIP routes support

SIP parameter preservation

»*
I
=
=1
=

iy

Alow | i
off | i
n ;_,
Off w| i
off | i

off | i

(=]
£

_| Authentication

Authentication policy

Do not check credentials » | @

Expressway-C Ly &

S EBR1.%EExpressway-C LB E A BB A/ , 0 B TR
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CISCO Cisco Expressway-C

Status System Configuration Applicat

Domains

pctavio.local

L]

gctavio.com

L]

SE BB EEEE, 8EEConfiguration > Unified Communications > Cisco Meeting
Server, £ "Guest account client URI ##{ £ 5% E 7\ ZPwebbridge URL , 20T B Ff 7K.

afrafn
CISCO Cisco Expressway-C

Status System Configuration Applications Users Maintenance
Cisco Meeting Server

| Meeting Server configuration !

Meeting Server Web Proxy L

* |c:n15w eb.octavio.com [

Guest account client URI

Save

Address
172.16.85.180

Name

cmsweb.octavio.com

BIEE : EFDNSHEAS S\ Zpwebbridge URL(cmsweb.octavio.com)f 4T £ R ZPCMS webbridge
P, EARBIF , IPR172.16.85.180,

Expressway-C L Z£ /A5 (SSH)RR B XA EEWEREB R THME , W TEFT.

el
CISCO  Cisco Expressway-C

Status System Configuration Applications Users Maintenance

Unified Communications SSH tunnels status

‘You are here: Siatus » Unified Communication:

¥Cse.octavio.com Active
Active

vese.octavio.com cmsweb.octavio.com
Active

octavio.com

octavio.local

vese. octavio.com

AR ARFLAREARFIBENCARE,

Expressway-E_t H &

S ER1. Expressway-EAHEBTURNRFAIFE |, 1K EFFRo



il
CISCO Cisco Expressway-E

Status System Configuration Applications Users Maintenance

Option keys
oo
7 Expressway Series Active
[T H323-SIP Interworking Gateway Active
[ Active
[ Active

S ER2 WA E SN EBIE B B Expressway-E , 81 EBIFT o

M
tl%ﬁg Cisco Expressway-E

Status System Configuration Applications Users Maintenance

DHS =zetting=
System host name |'.rn:,se | i
Domain name |ucta1.r'ru.|:um | ij

Default DNS servers

Address 1 [10.88.246.210 | G

Addrezs 2 | | dd

HER3. RTURNMARBR ML —EAFBERRUERE , WTEAT.

lllllllli
CISCO Cisco Expressway-E

Status System Configuration Applications Users Maintenance

Local authentication database
Records: 3

.1._. _E irm..
O admn View/Edd
[0 tunuser View/Edd
O Tuser View/Edd



FRABME-BAEBERSE , M TFEAFAR.

ITIr
CISCO Cisco Expressway-E

Status System Configuration Applications Users Maintenance

Edit zone
_I Configuration |

Name # |UT Zone
Type Unified Communications traversal
Hop court . i

_I Connection credentials

Username # (Tuser

Password AddiEdit local authentication database

| sip |

Port *

=4
[=1
=]
iy
-

=]
@
o
2
g
=
=
=3
B

TLS verify subject name #*

Accept proxied registrations Allow w1
ICE =upport Off w| | L
Muttistream mode 0 i
SIP poison mode Off | 1)
Preloaded SIP routes support Off | i@

SIP parameter preservation Off | | L)

=
£

S ER5. B BTURN{EARES. & & ZConfiguration > Traversal > TURN , 21T ElFT R,

MIZE : TURNE R A EEXT83478 , B AWebE A RTURNEZN IR,

],
CISCO Cisco Expressway-E

Status System Configuration Applications Users Maintenance

TURN

_I Server |

TURN services [

TURN reguests port : F [
| The one configured before L

Authentication realm * |1ern user

Media port range start # | 24000 i
Media port range end Ll I




HIR "Turmnup (BARR ) o & , MREBER Active (JE®) ) 4 , W TFEFR.

Status

Listening address 1 172.16.85. 16852 5]
Listening address 2 192.168.245 613475
Number of aclive TURN clents 0

Humber of active TURN relays (connected via TCP) 0

Number of aclive TURN relays (connected via UDP) 0

4 B%6.E i 2|System > Administrations WebRTCH Fisa k#8443 L8955 , EtkExpressway-
ENEEEXEFRAEMERE  EXRMIPHERERRI4S5 , WTEMR.

_‘ Web server configuration |

I
Redirect HTTP reguests to HTTPS i
HTTP Strict Transport Security (HSTS) i
Web administrator port i
Client certificate-based security | Not required wl I

S ER7. BExpressway-EE I EFE : webbridge URLAZEFTIE ARREIEFE LHSAN , I TNEFTT.

X509v3 Subject Alternative Mame:
DNS:vcse.octavio.com, DNS:vcsc.octavio.local, DNS:cmsweb.octavio.com, DNS:cmsweb.octavio.local, DNS:octavio.local, DNS:cms.octavio.local, DNS:octavio.com

B

ERAKERR , BEENEERT EEER,

HER1, 1BEIENWebBIE R A S\ EWebbridge URL , BA4EFR T —EEE , W FEAMTR

o

FisE : B EEE R BT ENBERNRANEE
. https://kb.acano.com/content/2/4/en/what-versions-of-browsers-do-we-support-for-
webrtc.html?highlight=htm1%5C-5%20compliant%20browsers#content



/content/2/4/en/what-versions-of-browsers-do-we-support-for-webrtc.html?highlight=html%5C-5%20compliant%20browsers#content
/content/2/4/en/what-versions-of-browsers-do-we-support-for-webrtc.html?highlight=html%5C-5%20compliant%20browsers#content

’M Welcome

e
(€ ) @& nitps//emoweb.octavio.com ¢ || Q Search

M

Meeting

Jain call

HER2.1#1EJoin call , ARBWALEENZEID , WTFER.

Enter Call ID

M

Meeting

100101

Passcode (If required)

L

Continue »

SB3.E—Tcontinued B A BN ERE , LFELEFINEMANZEEER , £EEERT , =M
EBREProxy webRTC, #&—TF "Joincally , A T~NEFR,



Proxy webRTC

Octavial

Joincall w

Or sign in and join

FRAMAZ—ERE , ELAFIMARETERTEE , MTEATR.

Participantes

REREGE R

RNEFRBVEF TR R ARRE TSR,



KRR TIARPM, B

E &R Webbridge HH K , & ® RJoin callizill ; EREACMSHER , EFIE_EALRTF
FRIRIVEEER , I TNETR.

Sign in

M

Meeting

Ll
&
1
5

Signin )

Fault conditions

Fault condition

2017-05-20 18:15:28.769 Web bridge connection to "cmsweb.cms.octavio.local" failed (connect failure)

EWebbridge & 4 B I B ERBAKRS L BB,

FRRAR
- BECMSEEBE L Webbridge URLR BB B ER ., ALt , 758 B Z Configuration >
General,

. WebbridgeMcallbridge A AR ILEE , FREGERABEE S HEEWebbridgeEL & , i T E
FTR:



M : SEREATIRTULERRES.

WebRTCEEMT MR R.

i - :

¥ A\ Bad Request * H

«— > | A Mot secure | b#05//cmsweb.octavio.com
BRI R

. B Expressway-C LB EEFHFIRFEFIKURI, At , FEMZIIEE-H—ER>BNE
RAABRER .
MBREFHERFEFIHURLPE B T AZBURL , Expressway-CHE BT A EBURL , E ADNSE RES
LB TR BENREERWebBIBERPHIR "HHERFER, #HRER. ELEs+d , A
URLERERFEREER , W TE R



araa]i.
Cl5€0 Cisco Expressway-C

Status System Configuration Applications Users Maintenance
Cisco Meeting Server

‘ \'«i— aISucoess:I he address cmsweb.cms.octavio local resolved successfully. The local cache has the following changes: Inserted: 172.16.85.180

Meeting Server configuration !

Meeting Server Web Proxy EI'.-‘

LN
Guest account client URI * |crnsweh.cms.nc13vin.lucal x’ :,_,

save]

Guest account chient URI resolved to the ling argets
Hame

Address
krnsweb.cms octavio.local 172.16.85.180 I

WebRTCE FiM T~ AR £ ER

rmsweb.octavio.com

M

Meeting

Join call

Sign in

fERF R

. REREEEN , EERARBIZTETIR. #&Expressway-ELNBEFTRAZENE=HEE
IR,

- &S EBWebbridge URLR B EASANFTIB ElExpressway-Effl [REZE S , W T EIFT o



/‘_’\‘, Welcome X\+

€ | O 8 https:/Jcmsweb. octavio.com & [|Qas

cse.octavio.com:445/viewcert cert= SER P ERTIFICATE

Digital Signature, Key Encip
X509v3 Extended Key Usage:

TL: ign, TLS We
X509v3 |Subject Alternative Hame:

DNS:vecse.octavio.com, DNS:vesc.octavio.local,
X509v3 Subject Key Identifier:

18:64:25:56:90:31:C7:58:0D:6A:13:5D:4F:7F:25:BA:AB:DE:3D:AC
X508v3 Authority Key Identifier:
keyid:DD:ES5:67:1E:8D:63:50:48:D5:7A:42:29:B3:C2:24:2B:2C:36:96:16

t Buthentication

IDNS :cmsweb. octavio. coml DNS:cmsweb.octavio.local, DNS:octavi

M

Meeting

Join call

Signin

WebRTCE S IEARE I RIEAR , A4 630 B Y

@. t-"' Share screen Leave

Another application may be using your camera or microphone

Connecting

Proxy webRTC

EiBAPITEexpressway-EE{CMSH$EREE T TURNA RSB EAE B BRZE, Bt BEETART
NHOEEER,



2017-05-20 | 19:43:14.133 Info web bridge link 3: hew guest login request|21 received

2017-05-20 | 19:43:14.133 | Info guest login request 21: passcode resolution scheduled

2017-05-20 | 19:43:14.133 | Info guest login request 21: resolution in progress

2017-05-20 | 19:43:14.135 | Info guest login request 21: credential storage scheduled (queue length: 1)
2017-05-20 | 19:43:14.135 | Info created guest account with user ID "guest3804072848@cms.octavio.local"
2017-05-20 | 19:43:14.135 | Info guest login request 21: credential storage executed

2017-05-20 | 19:43:14.135 | Info guest login request 21: credential storage in progress

2017-05-20 | 19:43:14.137 | Info guest login request 21: successfully stored credentials

2017-05-20 | 19:43:14.163 | Info web bridge link 3: guest login request 21: response written

2017-05-20 | 19:43:14.231 | Info successful login request from guest3804072848@cms.octavio.local

2017-05-20 | 19:43:14.930 | Info instantiating user "guest3804072848@cms.octavio.local"

2017-05-20 | 19:43:14.934 | Info new session created for user "guest3804072848@cms.octavio.local"
2017-05-20 | 19:43:18.805 | Info call 6: allocated for guest3804072848@cms.octavic.local "Web client” conference participation
2017-05-20 | 19:43:18.805 | Info call 6: setting up combined RTP session for DTLS (combined media and control)

SERB A LUBEIRE R A E RS, TIETWebRTCEFisPC LiE{TWireshark, REEE A%

, EBIRSTUNBEH T, BXEFIERFRIER.

1458 2817-85-20 19:52:48.704889  172.16.84.124 18.88.246.156 STUN 182 Bxledn (7754} Default Allscate Request UDP user: Eirogser reals: turnuser with nonce
1462 2017-85-20 19:52:48.714894  10.88.246.156  172.16.84.124 STUN 262 BxBabe (2748) Default Alloeate Error Response user: turnuser with nence reals:[Eurnuser UDP error-code: 431 [*Unknown error codet) Tntegrity Check Fallure]

PC&i%Allocate RequestiH & , Expressway NATH#EHE L, TERMBE LAY, HEBE,
RRAR
EEBIEER  FRAFEHAEIBNEE., VATREBTURNMERSSIB , B R

POST https:/fadmin.cms.octavio.local:445/apifv1/turnServers/2aal bocc-87d 1-4 24d-9d3d-3d007123243a/
® 25 s (2] Body @
form-data '® x-www-form-urlencoded raw binary
serverAddress 172.16.85.168
clientAddress 10.88.246.156
usernamse turnuser
password cisco
type standard
tcpPorthumberOverride 3478
e

CISCO Cisco Expressway-E

Status System Configuration Applications Users Maintenance
Local authentication database

_| Configuration

(1
Name * [turnuser [

Password ¥ |lssssssns ! 1
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