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) BVHERERRE) . MREHEEREFT | FRARCHEAET[AESTRERNTE,
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S8R 1.2 AGUL,

FR2MEALTREXENELY,

S BB 3.1#$EPacket Capture,

%‘] Cisco Secure Web Appliance Secure Web Appliance is getting a new look. Try it 1 @ Logged in as: admin on ironpart1.example.com
= S100v My Favorites - Options -  Support and Help - @
" Repaorting ‘Web Security Manager Security Services Network System Administration Help

Online Help

Suppert Partal

My-Dashboard New in this Release

‘WP Printable POF Technical Support

Contact Technical
Attention — b You can customize this "My Dashboard® page by adding report modules from different reports. Rn" “ e Suppoct

Some madules are added for you by default. The Overview page can be accessed from Reporting
OR ategorization Request

- 1
RR-ERIRHE

HR4. (TR ) EREERNARE , FEEEt Settings, ( BRABRHBRNFMEN , FEREX
fErhEy NiBIRER. &2 )

HER 5. FmmE,

Packet Capture

Current Packet Capture

No packet capture in progress
[ N 4_®
Manage Packet Capture Files

Delete Selected Files Download File

Packet Capture Settings

Capture File Size Limit: 200 MB
Capture Duration: Run Capture Indefinitely
Interfaces Selected: M1

Filters Selected: = (tcp port 80 or tcp port 3128)
| Edit Settings... | ——— @
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BRI OHEERA/PREHIA200MB, EERK/NEF200MBE | EREHEFL,

"TERERCHE BoETIENSRERE  2RERXPINEANBIREER,

Packet Capture

Success — Packet Capture has started

Current Packet Capture
Status: Capture in progress (Duration: 13s)
File Name: S100V-420DFA7B8265ED011535-71BAE3E9EQB4-20241006-122509.cap{(Size: 0B)

Current Settings:
Max File Size: 200MB
Capture Limit: No Limit

Capture Interfaces: M1
Capture Filter: (tcp port 80 or tcp port 3128)

Stop Capture




SRR 6 EFILETHENCHE  BFHEFLBE.

SHR7ETHEHTHERER , 5%Manage Packet Capture Files/FEHIBIEER , REER—T
Download File.

Manage Packet Capture Files

@—’L S100V-420DFA7B8265ED011535-71BAE3EQEN84-20241006-122509.cap (8K)

2 >
O Delete Selected Files || Download File |
4

R’ RMERMAEERR.
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It BhiEDelete Selected Files,

RECLIITER EHE
FHTALHCLIER AT SRR E S 2R
S8 1.2 AFICL.

S BB 2.8 Apacketcapture , AL Enter,

HER3. (B ) ERBEENBRREBISETUP, (BBBRIRNFME
E%J %Bi'l\o )

AERAXEF "B

%ﬂ

$ER 4 BIESTARTHKRHE,

SWA_CLI> packetcapture
Status: No capture running

Current Settings:

Max file size: 200 MB

Capture Limit: None (Run Indefinitely)
Capture Interfaces: Management

Capture Filter: (tcp port 80 or tcp port 3128)

Choose the operation you want to perform:
- START - Start packet capture.
- SETUP - Change packet capture settings.

HER5. (B ) BULUERBRESTATUSERRER T HEHMEE

Choose the operation you want to perform:
- STOP - Stop packet capture.

- STATUS - Display current capture status.
- SETUP - Change packet capture settings.
[1> STATUS

Status: Capture in progress

FiTle Name: S100V-420DFA7B8265ED011535-71BAE3E9E084-20241006-130426.cap
File Size: 0K

Duration: 45s

Current Settings:

Max file size: 200 MB

Capture Limit: None (Run Indefinitely)
Capture Interfaces: Management

Capture Filter: (tcp port 80 or tcp port 3128)
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Edit Packet Capture Settings

Packet Capture Settings

Capture File Size Limit: (2 [209 MB Maximum file size is 200MB

Capture Duration: | g5 capture Until File Size Limit Reached

(0 Run Capture Until Time Elapsed Reaches I (e.g. 120s, 5m 30s, 4h)

® Run Capture Indefinitely

The capture can be ended manually at any time; use the settings above to specify whether the capture
should end automatically.

Interfaces:
M1

Packet Capture Filters
Filters: | Al filters are optional. Fields are not mandatory.

) No Filters

_ | A
[ @ Predefined Filters (7 I* @
Ports: |so,3123

Client IP: | 10.20.3.15

Server IP: I

O Custom Filter (?) | (tcp port 80 or tcp port 3128)

Note: Packet capture settings will be available for use immediately when submitted. Commit changes to save these settings permanently for future use.

[ Cancel | [Suome
FR-FBBGUITEEZRBIERIZ T HIPERE
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HEB 5 BB,
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ELXGUIRERBERBRBNEECRIBEES , FRTUTRE .
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SR 2AENTHERRBFRIZAERBIRER.

SER 3 EEABRRIPH I Mhost %,

LT RIBERIRS B K ith Pzt 410.20.3. 1589 PT i & 1Y 28451

host 10.20.3.15
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Filters: | All filters are optional. Fields are not mandatory.
Mo Filters

Predefined Filters (7

Ports: I
Client IP: I
Server IP: I
[ ® Custom Filter (2 |host 10.20.3.15 or host 10.0.0.60 J

Note: Packet capture settings will be available for use immediately when submitted. Commit changes to save these settings permanently for future use.




TRAREREE,
HER 5. FHmiEE

\

\
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SR 1.2 AFICLL,

HER 2.8 Apacketcapture , ARAE L Enter,

SR I BiREERIRER , FRASETUP,

SR A4OEHE , EREIER A AR BENIBIRR

SR 5. LA UFEAEGUIRH B ERIBRFREENIBIRREFH,

LT RIBERIFES B i itIPAit %10.20.3.155,10.0.0.60K Ff & R EH & 45l

SWA_CLI> packetcapture

Status: No capture running (Capture stopped by user)

File Name: S100V-420DFA7B8265ED011535-71BAE3E9E084-20241006-130426.cap
File Size: 4K

Duration: 2m 2s

Current Settings:

Max file size: 200 MB

Capture Limit: None (Run Indefinitely)
Capture Interfaces: Management

Capture Filter: (tcp port 80 or tcp port 3128)

Choose the operation you want to perform:
- START - Start packet capture.

- SETUP - Change packet capture settings.
[1> SETUP

Enter maximum allowable size for the capture file (in MB)
[200]>

Do you want to stop the capture when the file size is reached? (If not, a new file will be started and
[N]>y

The following interfaces are configured:

1. Management

Enter the name or number of one or more interfaces to capture packets from, separated by commas:
[1]>

Enter the filter to be used for the capture.
Enter the word "CLEAR" to clear the filter and capture all packets on the selected interfaces.
[(tcp port 80 or tcp port 3128)]> host 10.20.3.15 or host 10.0.0.60
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Filters: | All filters are optional. Fields are not mandatory.

Mo Filters

[ @ predefined Fitters 2 | @
[Ports: [80,3128 ]1———@

Client IP: |

Server IP: I

() Custom Filter (? |

Note: Packet capture settings will be available for use immediately when submitted. Commit changes to save these settings permanently for future use.
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Filters: | All filters are optional. Fields are not mandatory.

Mo Filters

Predefined Filters (7

Ports:

Client IP:

|
|
Server IP: |
|

[ ® Custom Filter .2 |[port 53 ]

Note: Packet capture settings will be available for use immediately when submitted. Commit changes to save these settings permanently for future use.

[ Cancel [ Submit

AR MREEAport , AlLiBIRIRITIETCPHUDPE,

TRAREREE,
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S8 1. % AZICLI,

S BB 2.8 Apacketcapture , A& IREnter,

SR 3. EiRBERBIESR , FEASETUP,

SR IEEEE , EFEIER A ARBENBRES

SRS BRLEREGUIRH B ERIBRERERVIBRIEFH,
LT REIATCPFMUDPEIRBIRS B RIBR AN ERE -

SWA_CLI> packetcapture
Status: No capture running

Current Settings:

Max file size: 200 MB

Capture Limit: None (Run Indefinitely)
Capture Interfaces: Management

Capture Filter: (tcp port 80 or tcp port 3128)

Choose the operation you want to perform:
- START - Start packet capture.

- SETUP - Change packet capture settings.
[I> SETUP

Enter maximum allowable size for the capture file (in MB)
[200]>

Do you want to stop the capture when the file size is reached? (If not, a new file will be started and
[N]>

The following interfaces are configured:

1. Management

Enter the name or number of one or more interfaces to capture packets from, separated by commas:
[1]>

Enter the filter to be used for the capture.

Enter the word "CLEAR" to clear the filter and capture all packets on the selected interfaces.
[(tcp port 80 or tcp port 3128)]> port 53

EEREHIFFENSWARIBR

EEFABERAITBHSWARF |, WebREUBA I E(WCCP)EZFERE A KB E (GRE)RE , BAL
BEHSWARNE R R B ZIPib it 258 S8 IPi#h it FISWA IPhit .
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TR "ERCEHE, BEY , BERERE.
% BB 2.1EPacket Capture FiltersH1i21ZPredefined Filters,

HR 3 A UERFinIP A RERIPEE D &8 APt

Packet Capture Filters

Filters: | All filters are optional. Fields are not mandatory.
) No Filters

@ Predefined Filters (2

Ports: |
Client IP: |10.20.3.15
Server IP: | 10.0.0.60

() Custom Filter (2 [

Note: Packet capture settings will be available for use immediately when submitted, Commit changes to save these settings permanently for future use.
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Capture File Size Limit: 200 MB

Capture Duration: | Run Capture Indefinitely
Interfaces Selected: | P2

[ Filters Selected:

{{proto gre && ip[40:4) = 0x0a14030f) or (proto gre &6 ip[44:4] = 0x0a14030(1) or host 10.20.3.15 or {proto gre && ip[40:4) = 0x0a00003c) or (proto
gre B& ip[44:4] = 0x0800003c) or host 10.0.0.60)

Edit Settings.... |

ERGCUIER B ERIBIRR , FHTUTERE

FR1E TENCHE B, BERERE
SR2EENCHERRSET , REAERBIRS

SERIBEREMETSH  AREMNFAEETRFRRERNBIRR(FURER)



(proto gre && ip[40:4] = 0x0al4030f) or (proto gre && ip[44:4] = 0x0al4030f) or (proto gre && ip[40:4]

Blan |, REFTERERIPER10.20.3. 155 R FMNB080ETIBIE , RIFTMAERNTF&

(proto gre && ip[40:4] = 0x0al4030f) or (proto gre &% ip[44:4] = 0x0al4030f) or (proto gre && ip[40:4]

TRAREREE,
HER 5. FHmEE,

HESWARERZEHIHFECLIFBR

ERCLIBRBANREIE , FHATUATRE

S 1.2 AZICLIL

S ER 2.8 Apacketcapture , ARA%E L Enter,

SR 3 BiREENRIRER , FRASETUP,

SR 4 OEZHE , BEREIERAARNBERNBRESR

SR 5. B LUMERREGUITH A ERBIRRMERAIBIREERF S,

AT S AR KR EHIPER10.20.3. 15T E AR IB MR 5 FHNB080EITIRIE

SWA_CLI> packetcapture
Status: No capture running

Current Settings:

Max file size: 200 MB

Capture Limit: None (Run Indefinitely)
Capture Interfaces: Management

Capture Filter: (tcp port 80 or tcp port 3128)

Choose the operation you want to perform:
- START - Start packet capture.

- SETUP - Change packet capture settings.
[1> SETUP

Enter maximum allowable size for the capture file (in MB)
[200]>

Do you want to stop the capture when the file size is reached? (If not, a new file will be started and
[N1>

The following interfaces are configured:

1. Management

Enter the name or number of one or more interfaces to capture packets from, separated by commas:
[1]>



Enter the filter to be used for the capture.
Enter the word "CLEAR" to clear the filter and capture all packets on the selected interfaces.
[(tcp port 80 or tcp port 3128)]> (proto gre && ip[40:4] = 0x0al4030f) or (proto gre &% ip[44:4] = Ox0Oa

& F REIBRER

BT RS &R E RAVERR R

HH EnE
RIPH#h 3 %4 10.20.3.151B 8 src host 10.20.3.15
% B RIPH# 1% 10.20.3.158 dst¥#10.20.3.15

RIRIP#b %R 10.20.3.15H B FIPtb ik F R

e s .20.3. .0.0.60
10.0.0.60i45 B8 (src host 10.20.3.15)#(dst host 10.0 )

R B R IPi#h 3t %1 10.20.3.1518 & F#£10.20.3.15

BR B FIP# it FR10.20.3.15HF RN

10.0.0.60i8 38 host 10.20.3.155¢host 10.0.0.60

HTCPI2SE 2 FAB080E 17188 tcp#28080
HUDPE IR Z 531818 udp#£53
RZA51449 123888 ( TCPEUDP ) 8514
EiBRUDPE R udp
EBRICMPER S icmp

(proto gre && ip[40:4] = 0x0a14030f) = (proto gre
&& ip[44:4] = 0x0a14030f) = (proto gre &&
ip[40:4] = 0x0a00003c) = (proto gre && ip[44:4] =
0x0a00003c)
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Packet Capture

[

Error  —  Filter Error ]

Current Packet Capture

No packet capture in progress

[ Stot Capture |

Manage Packet Capture Files

S100V-420DFA7BB265ED011535-71BAE3E9E084-20241006-175543.cap (740B8)
S100V-420DFA7B8265ED011535-71BAE3E9EQ84-20241006-175404.cap (24B)

5100V-420DFA7BB265EDD11535-71BAE3SE9ED84-20241006-175955.cap (24B) l
5100V-420DFA7BB265ED011535-71BAE3E9ED84-20241006-175023.cap (24B)

Delete Selected Files Download File

Packet Capture Settings
Capture File Size Limit: 200 MB
Capture Duration: | Run Capture Indefinitely

Interfaces Selected: M1
[ Filters Selected: | ICMP ]

| Edit Settings...

WHERREEEERNBRERERER. ERHNRAF , ICMPRREREFEAXREFT. EREEKE
Filter ErrortV [R R, EfANERE , FEREBREFILEHicmpEHICMP,

MHEAE A

+ Cisco Secure Web Appliance - GD ( E# % E ) BAsyncOS 15.0F A F -0 Fikix......
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