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A8 AR AT 5% E A 5E BEHE#E Cisco Emergency Responder(CER) M B EE {8 I8 E @A E
(SNMP)ZE 3R,

DB R

B’R
SREBCBEUTEHE -

- BRESBEAEEE(CUCM)
. BRI 2 E EiR
- SNMPEAHE

BRA T
X PN ETRRIBA T R E AR -

- CUCM:11.5.1.14900-8
- CER:11.5.4.50000-6
. 2R WS-C3560CX-12PC-S
ANHNEARBBEREERTRRANKEMEL. XHEAINMERERRER/R (HK
) BVAAREREAE), MRENBEREEFER  FREACCHEBEAESUTRERNIE,
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Emergency Responderff ASNMPEERIE BRI HIEN &, —BEI T ILEH , CEREEEFA
ERAUBESRABRREEMBERL) , ALBESEEAS TR REREELIENEFE L EH
HERLA &L,

SNMP V3iRERERETEMY, BNREBFNMNFNEHMEZSINEE, LI, SNMP V3R H| 6 A &%
MIBH 45 E [E 15 HY 55 R o

Emergency ResponderfZBEISNMPEF , EFEREREARBBEE , RILERFEE
SNMPEE & F &

FECERAIZT IR IR R ML — LR

. CERFEEIR N HE . EFVLAN ( ERBMCAM) . Cisco Discovery Protocol(CDP)&#.

. CERf:CUCMEEGF M EFE,

- CERBRECUCMEBEM R EER , WIEEMACREBRIRMIE, WRKFIMAC , CERHE
AEFENENEERHEERE,

AXBME BSNMPFEEE | B4 78 AUnified Communications Managerfal iR 83 #it ESNMPF &,
Emergency Responder24ZE 8E £ &+ ¥ EFE 5 2B AT B Unified CM{aIBRESEITSNMPERH , T HEE
BREFEA

CERAIPLA10.0R10.1BHEMNHKERM T HEHESR | #/2010.0.*.*5£10.1.**, MRBREITSFIHE TREMN
oyt |, RILAGE A 748 %

CERE i
E7£Cisco Emergency Responderdt A EFERMAIESNMPV3 , FHITU TSR -

SEB1, MEFR , BARSNMPENRIE, CERMCiscoErEIRM 5|1 Z R SR E,



alhuali. Cisco Emergency Respond
CISER  fur Cisco Unified Communications Solutic

Took T SNUP T Sysiembontor T Systemlogs T

Control Center

Logged in as: administrator

-Contral Center Services

Start Stop Restart

HER2, BEREANZIZBRMCUCMEIERISNMPERE |, 78
SNMPEREETE, MENBLER , WTEAT.

SNMPV2/N3, & A BARRE

Start Steg Festart
Service Hama Shabus

} A Cisco DB Rephcatar » Started
O CER Provider > Started
) Cisce Audit Log Agert > Saarted
Y Cigen COP > Samrbed
I} Cisce COP Agent L Swrted
[} Cisco Certificate Expiry Manitor > Started
}  Cisco DRF Local > Started
) Cison DRE Master » Started
IG Cisco Emergency Responder » Started
) Ciseo DS F Sxarted
[ cisco phone Tracking Engine > Started
L} Cipen Tomest > Saartad
¥ Host Ressurces Agent > Started
L} mB2 agent > Started
}  Platform Administrative Web Service » Started
[} SMHS Master Agent Exarted
T} System Apglication Agent » Started

B'E ZCER Admin > Phone tracking >



rStatus

Please modify information for the selected SNMPv3 User

- Modify SNMPv3 User Details

~User Information

IF Address/Host Name ® 10.1.61.10
User Mame * .cersnmpqa

~Authentication Information

[ Authentication Required *
F‘ag.g_wurd.-ttn------laa--l-----nt Beantar F‘.’uwnr‘d.iilil-i-i-illllllllii-l-l-iilliii- Brotocal @ MDS D CHA,

- Privacy Information

= Privacy Required ®
Password ssssssssssssssssnsnnss Beanter Presword sssssssssssssssnssnnns Protocal li"'_. DES lﬂl AES128

~Other Information
Timeout (in seconds) ® .h.lll

Maximum Retry Attempts = '2

Update Cancel Changes

SHMPVZ Settings

Add New
P Address/ Host Name User Name Authenticaticn Privacy Timaout [in & d&) Maxi Ratry Attempts Dalete
| A0.1.61.10 cErsnmpyd MD5 DES Ao 2 ﬁ

FEARGIF |, 10.1.61.102IEEBIP , 10.1.61.158 2 I EERHIP, CERFHISNMPVIEE A
BFrRo

SNMPVD Settings
Add New
[P Addisenn/Hozt Narma Uzar Hame Authsntizaticn Brivacy Timaout (in peconds) i Eatry i Dalats
10.0.61,10 EErEnmoyd HO5 RES 10 2 i |
10,161,158 CUCEHTV.E MDE DES 10 ] 5 |

FisE ; BT LLTEIP Address/Hostname HRiEE****HEMBRAFZ T/EE , WMESESZERR
25, &8, AL B B4 EIPHEE,

HER3, BEELANKHSE FRRERMEEIP , 758 E ECER Admin > Phone tracking > LAN switch
detail > Add LAN Switch , 21 NEIFfR.



L swichpotalits ____________ Eummn

— Siabus

Hgare erter sy changs for the currgre LaN Santch

~LAN Swilch Delails

Swnbch Mot Nama i TP Addness ™ 10,061,010
D plian Emrchlab
Enable CAM Baged Phoee Tracking
Lise pori desonpbon as port kcation
Use SMHPVE for Disoovery ¥

Updata | Cancel Charges | Locetn Swabch-Ports

LAN Switchas
A4 LAH Swtich
Saitch Mot Rarrs [ [P Adirsun rda Dalaba
10.1.51.10 F g &
Add LaM Switch
EREESRARE

ECUCMH , SNMPE#R D AM{EMREI : SNMPEREFH Cisco CallManager SNMPRR %, 4BTEFRT
ﬁE‘.EﬁIFﬁCaIIManagerHﬁﬁ%E’Jﬁﬁ%EﬂF‘Eﬁﬁﬁ EMEMRTS. EBECisco Unified Communications
Managerfil k28 , BHITU TSR,

FB1, HEERECisco CallManager SNMP R ARRE | 558 M ZCisco Unified Serviceability >
Tools > Feature services. EiE{fkzs , L RCisco CallManager SNMPRRIEHRECA , AT
g

Frrwnr S M D ks T
Cmor Srweley gt degead ke - Miws il ] 8 L1 3 BN faryn T2 12 %
Crrr e TOT T Sereey frwmwd 0 ket =l Miows il ] M L1 DS BAIE W ey 121201

2, EERESNMPEREMMEE , F5EE ECisco Unified Serviceability > Tools > Network
services. ﬁ#ﬂﬁﬁ%ﬁﬁ%ﬁ%SNMPiﬁﬁﬂﬁiﬁ% S AN B PR R o

PPl oy i
A [T ] T i W
Firt b Ly = e g ST [ Vo el ] e 1 LR " a-| kP
s s b s Bl ] B B 1T R b dave
& e (i B pione L ] oy b 1 B - 18 HILE I gy ?I i
Y miia st uroas] B B T §odeye B

S BRI EECUCMAEESNMPV3 , 5581 ZECisco Unified Serviceability > SNMP > V3 > User, i#
BAREIREEAESH. SORBETANEBLEN , T EPRRo



RERSEUSG Y Cisco Unified Senaceabibty

aleal.  Cisco Unified Serviceability
CISC0 por Claco Unifled Communbcations Soluthons

administrator
B - Jradh » Tioll » Snmp » DHHOME v HHE -

SHHP User Conllgurathon

I L-] Save Chear Al & Cancal

Stalus
(D) Snatus : Resdy

Server® |

User Infonmation
Usar Mame™ CuCmsnmpyd

Authentlcation Information

F austhanticaten Ripjimrad
Dasswond seasemas Aagnitor Pagiwerd sesdases Protocod @ pOs SH&

Privacy Inlormation

A Pivay Riguangd
Passwond bl b Raamiter Password sessssss Profocol W DES MAESITE

Hosk IF Addresses Information

® Acoept SHMP Packets from any host AcCopt SHMP Paciats only from Chase hoats
Host [P Addrass Insart
Host [P Addrassas

Arccess Privileges
Access Privieges™ | ReadOnly

mw:hnl-.- AcCouss preatege & requned in order to configurs Motifcation Destinatons.

RMBRAERE

ATETMBBRIETE | BB HHSNMPE BXARECERARSFPHEEMATE, FREL®
THEX R,

snmp-server group <GroupName> v3 auth read <Name_of_View>

snmp-server user <User> <GroupName> v3 auth [sha/md5] <authentication_password> priv
[DES/AES128] <privacy_password>

snmp-server view <Name_of_View> iso included

g4 -

Swi t ch(confi g)#snnp-server group Grouptest v3 auth read Vi ewt est
Swi t ch(confi g)#snnp-server user cersnnpv3d Grouptest v3 auth nd5 ciscol23 priv des ciscol23
Swi t ch(confi g)#snnp-server view Viewest iso included

EERBENMERE | B MAshow run | s snmp , BRBIFF R,

Swi t ch#show run | s snnp
snnp-server group Grouptest v3 auth read Vi ew est
snnp-server view View est iso included



B

iE1TCisco CallManager R#EH BECUCMIZ L EEITSNMPIR#E ., WRAEEEHER , AIEREZ
— T Cisco Unified Communications Manager Listi#;E#% & , % EE ZIFTACallManagergi® , S B
BB BB switchport 1T IR it

T, EEBRBCUCMETHFE , 55EMZECER Admin > Phone tracking > Cisco Unified
Communications Manager. #&— T#iER , I FEFTT.

Cises Unified Communicatisns Manages Clusters

e

Plagse anber g0y change for the currest Cisod Undled Commantstans Mensger

-Hndl: Cinee Unilied Communications Manager Chuster

Chiexy Uil Communicatand Manager = 10161158 g Beafedd Communitataing Maraoerd Ligt

CTI Mansger ® P AT

ETE Manager Usar Masa * CER 1

OTT Mansger Pasewand TTITTIRLIRTTITT] ‘ Cisen E ¥ R dit Advniniitiation « Waclls Firnfox = (] o |

Baciip CTT Manager § 10.1.61.158 i

T @l Ftps 10061145 cerackmin/mrvet CERAdminServett: + @ & | S |

Tehephiry Pt Begen Aiires - - A
L — | aliale  Cisco Emergency Responder Ac

umber of Teleshosy Pesis 1 | 19 por cison unified Comemunications 5 0

rSecurn Far LY 1

List of Chsco Unilbed Comaunications Mansgers
Enabde Secure Conngchon =*

TFTP Gerver 1P Addrees ™™

TFTF Sarver Port ™ = ] 10.0.61.25
e L6311

Bupckup TFTP Sereer IP Address el

CARF Server DP Address Cloge

CAPF Server Pad ==

Inatasss 10 for Publuibesr®®

Secure Mutbantcabion SEnng ke Publsber **
Insterce 10 for Sebecrkar ==
Spcyre dathardcation Snng for Subponbes"

AL @

AKL iparnyme sdmrizirator

AL Peesward BEEEEESEEERE AR

AXL Pl Namber Bd4Y Tmst XL Conneciiity
SHMP s
[LWE'-S-“HW]-’OI' e ey |

TR EERABEARTBMIBERMETT | FEMFICER Admin > ERL Membership > Switchport >
Filter > , A% BiEFind, 4ZA%|HRBAN R BEIPIH U MNEFE , W TEMT.

Azgign ERL to Selecied Swach Parts Apgagn ERL | Search ERL Ednt Vg

Ewdtch |2 Addraaa n ERL Hama Switch 10 Add 19H. L 4 &h Extaraicn Ehara |2 Addrasa Bhora Typ

=[] 10.1.81.10

m 10.1.61.10 Git/1 yiew
. 10.1.62.10 G2 yigw
| 10.1.62.00 Gl ¥
C 10.1.61.10 Gitys view
10.1.80.10 Gil'S Wimw 100 10.1.81.24 Ciggo 9971
. 10.1.61.10 Gib/s yigw o
0 10.1.61.10 Gil/7 s
s 10.1.61.10 Gi/s g
] ERL_MEX £0.1.60.20 G W Hk 0.1.61.32 Cipgo G945
] 10, 0.60,00 LTl AR WiEw
[ E8L mEx 10.1.81.10 Gilfil Wi 197 10.1.41.26 Cizoo 0945
0 10.1.61.00 Gibf1z  yiew
m 10.1.61.10 GiOf13  yiew
10.1.62.10 Giofie  yigw
~ A



RER: AR

SNMP WalkiR 43

A THRFECUCMA M EEECER , B 7 LIfEFASNMP walk v3ii . BZEHIObject
|dentifier(OID)=&1.3.6.1.2.1.1.2.0 , BARBIFT o

. CERZICUCMKISNMP walkZE MR~ :

admn:utils snnmp wal k 3

Enter the user nane:: cucnsnnpv3

Enter the authentication protocol [SHA]::

Enter the authentication protocol [SHA]:: M5

Enter the authentication protocol pass phrase:: ****xx*x*

Enter the privacy protocol [AES128]:: DES

Enter the privacy protocol pass phrase:: ****xxxx*

Enter the ip address of the Server, use 127.0.0.1 for | ocal host.Note that you need to provide
the | P address, not the hostnane.:: 10.1.61.158

The Object ID(AD:: 1.3.6.1.2.1.1.2.0

Enter paraneter as "file" to log the output to a file. [nofile]::
This command may tenporarily inpact CPU performance.

Conti nue (y/n)?y

SNWMPv2- M B: : sysCbjectI D.O = O D: SNWPv2-SM ::enterprises.9.1.1348

R CERZIAZ A SNMP walkiR 23R4I :

adm n:utils snnp wal k 3

Enter the user nane:: cersnnpv3

Enter the authentication protocol [SHA]:: M5

Enter the authentication protocol pass phrase:: ****xx*x*

Enter the privacy protocol [AES128]:: DES

Enter the privacy protocol pass phrase:: *****xxx

Enter the ip address of the Server, use 127.0.0.1 for | ocal host.Note that you need to provide
the I P address, not the hostnane.:: 10.1.61.10

The Object ID(OD):: 1.3.6.1.2.1.1.2.0

Enter paraneter as "file" to log the output to a file. [nofile]::
This command may tenporarily inpact CPU perfornmance.

Conti nue (y/n)?y

SNMPv2- M B: : sysQhjectID.O = O D: SNWPv2-SM ::enterprises.9.1.2134

ECERH EERBEFEFF I #AYSNMP walk v37R4l :

snmpwal k -v3 -u <User> -1 authPriv —A <aut h_password> —a [ MD5/SHA] -x [DES/ AES128] -X
<Priv_password> | P_Devi ce <O D>

Hrp .

-u :@snmp V3EAE,

- : 2 B A5 FTE X [noAuthNoPriv|jauthNoPriv|authPriv].
A B REER,

-a = HHRFEHEIMDS|SHAL

x : R BEFLI% E[DES/AES128],

X 2B ERE,

Ba Hi AV B 6 IN B PR o



WMRBBIUTHR " EBRNBREZREZTEATR KRS, K FEAERAUTEE .

snmpwal k -v3 -1 authPriv -u <User> —a [ MD5/ SHA] —A <auth_password> -x [ DES/ AES128] - X
<Priv_password> | P_Device <O D>

BRFEERENOIDRE REHNMACEREBITRAFIENREZ—,

https://www.cisco.com/c/en/us/td/docs/voice ip comm/cer/11 5 1/english/release notes/quide/CE
R BK C838747F 00 cisco-emergency-responder-version-1151.htmI#CERO CN_SE55891C 00

CEREIA B FELOIDR :

- 1.3.6.1.2.1.1.1.0 - sysDescr

- 1.3.6.1.2.1.1.2.0 - sysObjectID

- 1.3.6.1.2.1.1.5.0 - sysName

- 1.3.6.1.2.1.1.3.0 - sysUpTime
CEREXZE|CUCMAE —LOIDZ -

- 1.3.6.1.4.1.9.9.156.1.1.2.1.7 - ccmEntry/ ccminetAddress
- 1.3.6.1.2.1.1.2.0 - sysObjectID
- 1.3.6.1.4.1.9.9.156.1.1.2.1.2 - ccmName

B
ENEHaORBURRHEFERUBELZEA , ELRECERTENEN SHENS R,

% B8 1.{F Futils network capture eth0 file ExampleName size all count 100065 % , EiBCLIFRE
I  HfExampleName2ER S HEN BT,

SR ERMEE (ZHI11MFI, SNMPEikE, SFEEMEHNE )
S ER3 A Ctrl+C 13 L T HEE
H B4 {F B dn$file list activivelog platform/cli/*TRS & ¥ a2 # M B fF1ECERF

S B85 1§ Fifile get activelog platform/cli/ExampleName.cap 15 S HEE T HEE ( EHSFTPRIRES
TREEHER) .

MACER® R HEE

E7£Emergency Responder Serverf B A B3 , 5FE M ZCER Admin > System > Server
Settings. MUAFMMBEEIN AR , TEYHRARSEEETAURBRE,


/content/en/us/td/docs/voice_ip_comm/cer/11_5_1/english/release_notes/guide/CER_BK_C838747F_00_cisco-emergency-responder-version-1151.html#CER0_CN_SE55891C_00
/content/en/us/td/docs/voice_ip_comm/cer/11_5_1/english/release_notes/guide/CER_BK_C838747F_00_cisco-emergency-responder-version-1151.html#CER0_CN_SE55891C_00

Server Settings For CERServerGroup

~Status
Ready
~-Select Server
D Publicher (primary)
ﬂ Subscriber{standby]
- Modify Server Settings
Server Name * | Publisher
Host Name mycerpubvictogut
—Debug Package List | Select All Clear All
[¥] CER_DATABASE [+ ceEr_sysaDMIN
[/l CER_REMOTEUPDATE [ cer_TELEPHONY
[¥] CER_PHONETRACKINGENGINE [¥] CER_AGGREGATOR
[¥] CER_ONSITEALERT [¥] cer_GROUP
| CER_CALLENGINE | CER_CLUSTER
[¥] CER_PROVIDER [¥] CER_ACCESSPOINT
] cer_aupIT [¥] CER_CREDENTIALPOLICY
—Trace Package List | Select All Clear All
[¥] CER_DATABASE [ cer_sysADMIN
[“| CER_REMOTEUPDATE [ cER_TELEPHONY
[¥] CER_PHOMNETRACKINGENGINE [¥] CER_AGGREGATOR
l¥| CER_ONSITEALERT l¥] cer_crRouP
[“| CER_CALLENGINE 4] ceEr_cLUSTER
[¥] CER_PROVIDER [¥] CER_ACCESSPOINT
E CER_AUDIT E CER_CREDENTIALPOLICY

[ [ P T B S Fo SR .

77 B RIS (CER > Admin > ERLE B R H&> Switch Ports) F AR B8R Y TR T IR FEHERR | 4%
AYTUT LR

1. Z£Admin > Phone tracking > LAN Switch details™ 52 fit & -

2. F£Admin > Phone tracking > SNMP v2 / v3F B il & .

3. 2% "Enable CAM based Phone Tracking, EREU7#. R ZIECiscoR s CDP#ZE
, 82 Enable CAM based Phone TrackingZR Bl 5 #.

4. BB FHSNMPELE



5. WEEEFERHE B 5o
MR BB RNMEBFEREET , AL AATUTIER

1. CERMIBEAEE R LAHSNMPEE,
2. #ECisco Unified Communications Manager F fE52IP/E#A .
3. ﬁEwuﬂiﬁﬁT\E’J%n EEEHAﬁEﬁnﬂ%IE%Eo
4. F S EBHEPWFTE CallManagerEi B E MBI M EISNMPAR# ( SNMP X 3E/CallManager
SNMPERF ) -
5. BiBSNMP walkFEFZ2CUCMEY A] ZE %,
6. WESFRRHE A,
CEREBFER M AFERHIN:

305: Jun 30 12:05:17.385 EDT % CER- CER_PHONETRACKI NGENG NE- 7- DEBUG SnnpSocket Reader -
47637: SnnpPri vacyPar am encr ypt DESPri vParam Excepti on thrown while encrypting DES paraneters
Cannot find any provider supporting DES/ CBC/ NoPaddi ng

BEMRE : SNMPV3REFAE FARL B 53R,
CEREFR Rt AR HI2:

Snnp exception while reading ccnVersion on <P address CCM Node>

AIEEMY R A : Cisco CallManager SNMPRIEE R ECUCMEI B H =,

R

https://www.cisco.com/c/en/us/td/docs/voice _ip_comm/cer/11_5_1/english/administration/quide/CE
R_BK_ROQOED2CO0_00_cisco-emergency-responder-administration-quide-
1151/CER_BK_ROOED2C0 _00_cisco-emergency-responder-administration-quide-

1151 _appendix_01101.htmI#CERO_RF_S51098E7_00

https://www.cisco.com/c/en/us/td/docs/voice ip_comm/cer/10_0 1/english/administration/quide/CE
RO BK CA66317A_00_cisco-emergency-responder-administration-

10 _0/CERO_BK CA66317A 00 cisco-emergency-responder-administration-

10_0 chapter 01100.pdf



/content/en/us/td/docs/voice_ip_comm/cer/11_5_1/english/administration/guide/CER_BK_R00ED2C0_00_cisco-emergency-responder-administration-guide-1151/CER_BK_R00ED2C0_00_cisco-emergency-responder-administration-guide-1151_appendix_01101.html#CER0_RF_S51098E7_00
/content/en/us/td/docs/voice_ip_comm/cer/11_5_1/english/administration/guide/CER_BK_R00ED2C0_00_cisco-emergency-responder-administration-guide-1151/CER_BK_R00ED2C0_00_cisco-emergency-responder-administration-guide-1151_appendix_01101.html#CER0_RF_S51098E7_00
/content/en/us/td/docs/voice_ip_comm/cer/11_5_1/english/administration/guide/CER_BK_R00ED2C0_00_cisco-emergency-responder-administration-guide-1151/CER_BK_R00ED2C0_00_cisco-emergency-responder-administration-guide-1151_appendix_01101.html#CER0_RF_S51098E7_00
/content/en/us/td/docs/voice_ip_comm/cer/11_5_1/english/administration/guide/CER_BK_R00ED2C0_00_cisco-emergency-responder-administration-guide-1151/CER_BK_R00ED2C0_00_cisco-emergency-responder-administration-guide-1151_appendix_01101.html#CER0_RF_S51098E7_00
/content/en/us/td/docs/voice_ip_comm/cer/10_0_1/english/administration/guide/CER0_BK_CA66317A_00_cisco-emergency-responder-administration-10_0/CER0_BK_CA66317A_00_cisco-emergency-responder-administration-10_0_chapter_01100.pdf
/content/en/us/td/docs/voice_ip_comm/cer/10_0_1/english/administration/guide/CER0_BK_CA66317A_00_cisco-emergency-responder-administration-10_0/CER0_BK_CA66317A_00_cisco-emergency-responder-administration-10_0_chapter_01100.pdf
/content/en/us/td/docs/voice_ip_comm/cer/10_0_1/english/administration/guide/CER0_BK_CA66317A_00_cisco-emergency-responder-administration-10_0/CER0_BK_CA66317A_00_cisco-emergency-responder-administration-10_0_chapter_01100.pdf
/content/en/us/td/docs/voice_ip_comm/cer/10_0_1/english/administration/guide/CER0_BK_CA66317A_00_cisco-emergency-responder-administration-10_0/CER0_BK_CA66317A_00_cisco-emergency-responder-administration-10_0_chapter_01100.pdf
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