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« Ansiblef@ k25 E BinternetiE4R,
« Ansible{dfRESREMEAFMC GUIBERLIHIEA (FMC GUIMTEERIE 2443 ) o
« FTDEIERIFEMEIFMC,

HBR 1. BBSSHE 2 FIEE R E|Ansible A BR2ZAICLI,

SR 2. 3B 1T T ansible-galaxy collection install cisco.fmcansiblebA EEAnsiblefil iR 8 £ R #FMCHIAnsblefE 4,

<#root>
cisco@inserthostname-here:~$

ansi bl e-gal axy collection install cisco.fntansible

S ER 3 E{T@ S mkdir /nome/ciscolfme_ansibleSAZE I —E#H ERRRFAFHEEER. £ARHF , B #&=2/homelciscol , FERKREZ
#Afmc_ansible,

<#root>
cisco@inserthostname-here:~$

nkdi r /home/ ci sco/ fc_ansi bl e

SER 4. BREIER K/ home/ciscolfme_ansible , BIBEVEERR., EARGIF , BERKS Ainventory.ini.

<#root>
cisco@inserthostname-here:~$

cd /honme/ ci sco/ f nt_ansi bl e/

ccisco@inserthostname-here:~/fmc_ansible$

I's

i nventory.ini

BULERE AR AR EUMRRER | ERERS BREXREBETRNIED .

<{froot>
[fmc]

10.0.5. 11



[fmc:vars]
ansible_user=

ci sco

ansible_password=

ci sco

ansible_httpapi_port=443
ansible_httpapi_use_ss1=True
ansible_httpapi_validate_certs=False
network_type=HOST
ansible_network_os=cisco.fmcansible.fmc

S EE 5. BB E R sk/homelciscolfme_ansible , i#iZEcreate variablefile, EARAIG | BEHE R Rfmc-configure-interface-varsymlo

<#root>
cisco@inserthostname-here:~$

cd /home/ ci sco/ f nt_ansi bl e/

ccisco@inserthostname-here:~/fmc_ansible$

I's

frc-configure-interface-vars. ym

inventory.ini

BULNEREABRYRE EUMHER | WERERSI BEXRHBTRHBS .

<#root>
user: domain: 'Global' onboard: acp_name: 'TEMPACP device_name: ftd1l: 'FTDA' ftd_data: outside_name: '

Cut si de

] A}

inside_name:

I nsi de

' dmz_name:

Dvz

outside_ip:
10.1.1.1

inside_ip:



10.1.2.1
" dmz_ip:
10.1.3.1
' mask24: '

255.255.255.0

%6 : B EIE R 5/homelciscolfme_ansible , B WEEE R, EARRHIF | HRFMEE Afme-configure-interface-playbook.yaml .

<#root>
cisco@inserthostname-here:~$

cd /hone/ ci sco/ f nc_ansi bl e/

ccisco@inserthostname-here:~/fmc_ansible$

I's

fc-configure-interface-pl aybook. yamn

fmc-configure-interface-vars.yml inventory.ini

BRI LERIN AR EUEER | S FERAERSIRERREERNES .
<#froot>

--- - name: Update FTD Interface IP Address hosts: fmc connection: httpapi tasks: - name: Task01 - Get User Domain cisco.fmcansible.fmc_configu

user . domai n

}}" register_as: domain - name: Task02 - Get Devices cisco.fmcansible.fmc_configuration: operation: ge
devi ce_nane. ftdl

}}" register_as: device_list - name: Task03 - Get Physical Interfaces cisco.fmcansible.fmc_configurati
ftd_dat a. out si de_nane

}}" dipv4: static: address: "{{ Outside_ip | default(
ftd_data.outside_ip
) }}" netmask: "{{ Outside_netmask | default(
ftd_data. mask24
) }}" MTU: 1500 enabled: True mode: NONE type: physicalinterface name:
G gabi t Et hernet 0/ 0

path_params: domainUUID: '{{ domain[0].uuid }}' containerUUID: '{{ device_list[0].id }}' objectId: '{{



ftd_dat a.insi de_nane

31" dpv4: static: address: "{{ Inside_ip | default(
ftd_data.inside_ip)

31" netmask: "{{ Inside_netmask | default(
ftd_dat a. rask24

) }3}" MTU: 1500 enabled: True mode: NONE type: physicalinterface name:
G gabit Et hernet 0/ 1

path_params: domainUUID: '{{ domain[0].uuid }}' containerUUID: '{{ device_list[0].id }}' objectId: '{{
ftd_data. dnmz_nane

331" dpv4: static: address: "{{ DMZ_ip | default(
ftd_data.dnme_ip
) }}" netmask: "{{ DMZ_netmask | default(
ftd_data. mask24
) }3}" MTU: 1500 enabled: True mode: NONE type: physicalinterface name:
G gabi t Et hernet 0/ 2

path_params: domainUUID: '{{ domain[0].uuid }}' containerUUID: '{{ device_list[0].id }}' objectId: '{{



AR EHEMFHRTRANEREEREE. ELERNHEBESREEEBERD,

SR 7. B E &R S/home/ciscofme_ansible , BT ansible-playbook -i <inventory name>.ini <playbook_name>.yaml -
e@"<playbook_vars>.yml" A3 i ansiblefE 35

EARRFIF | S Ransible-playbook -i inventory.ini fme-configure-interface-playbook.yaml -e@"fmc-configure-interface-vars.yml" o

<#root>
cisco@inserthostname-here:~$

cd /hone/ci sco/ fnt_ansi bl e/



cisco@inserthostname-here:~/fmc_ansible$

I's

fmc-configure-interface-playbook.yaml fmc-configure-interface-vars.yml inventory.ini

cisco@inserthostname-here:~/fmc_ansible$

ansi bl e- pl aybook -i inventory.ini fnc-configure-interface-playbook.yam -e@fnt-configure-i

PLAY [Update FTD Interface IP Address] Fedededehh NN NN h N hhfhfhffddddedededededededededhhhn

nterface-vars

TASK [Gathering Facts] B R R e o A R o A o A ok S o A o Sk A kS ik R T o S i e R Rk Sk S o S S S R R A Sk R Tk Sk o S o SR R R AR ok S e o SR T

ok: [10.0.5.11]

TASK [Task01 - Get User Domain] Fededededeh NN RN NN fhdddddddddeddeddededddh RN RN NN dddddedddededededededededededddn

ok: [10.0.5.11]

TASK [Taskoz - Get Devices] B R R A o A R ko A Rk A T ok L o S o R S Tk Sk o S S o A R R AR o S o S T e R T A

ok: [10.0.5.11]

TASK [Task03 - Get Physica] Interfaces] Fededef Sl dd e dhd ke dd Al Al Rl Al Al dd e f Sl ddddnk

ok: [10.0.5.11]

TASK [Task04 - Setup Outside Interface with static IP] *®¥wksdidkdkdniniminiiis
changed: [10.0.5.11]

TASK [Taskos _ Setup Inside Interface With Static IP] R R R R R o o R Ak R R R R R R

changed: [10.0.5.11]

TASK [Ta5k06 _ Setup DMZ Interface With Static] TeddehddhddfddNddhdd RS NdddNh S Ndd vl dh Nl Ndk

changed: [10.0.5.11]

TASK [Task07 - Get Dep10yab1e Devices] dededededeh e h NN h NN NN hhddddddddeddeddededededdh NN NN NN hdddedededededededd

ok: [10.0.5.11]

TASK [Task08 - Start Dep]oyment] Fededef Sl dd kel Al d S ddh el Al f AR dd Al Al dddddddn

changed: [10.0.5.11]

TASK [Wait for Dep1oyment Comp1ete] FTehdhh N hh R hffffffdddededededededededede NN h R h R hfffdddeddedededededededededdhn

ok: [10.0.5.11]

TASK [Taskog _ PO]] Dep10yment Status Unt11 Dep10yment Successfu1] dedededhdede N dedehddedhddehddefhddhdddhdddhdd

ok: [10.0.5.11]

TASK [Taskl0 - Stop The Playbook If The Deployment FaiTled] s ddsiddodiddoimiddomiddioidoiidoliiodoooooor

skipping: [10.0.5.11]

PLAY RECAP Tl Nl Nl Rl fdhddhfdhddhddRddNddhdd RSNl Rl RS Ndeh Nl Nl fdhddhddhdk

10.0.5.11 : ok=11 changed=4 unreachable=0 failed=0 skipped=1 rescued=0 ignored=0
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FRAREARS , BREHNEEREEEEERE.
FEBSSHRF LA EEEFTDAICLI , 1T show interface ip brief FHlshow running-config interface GigabitEthernet 0/X o

NEEE, IPHUNEEERER.

<ffroot>

> show interfaceip brief
Interface IP-Address OK ? Method Status Protocol

G gabitEthernet0/0 10.1.1.1
YES manual

up up

G gabitEthernet0/1 10.1.2.1
YES manual

up up

G gabitEthernet0/2 10.1.3.1
YES manual

up up

>

show runni ng-config interface G gabitEthernet 0/0

interface GigabitEthernet0/0
nameif

Qut si de

cts manual

propagate sgt preserve-untag
policy static sgt disabled trusted
security-level 0

ip address 10.1.1.1 255.255.255.0

>

show runni ng-config interface G gabitEthernet 0/1

!
interface GigabitEthernet0/1



nameif

I nsi de

cts manual

propagate sgt preserve-untag
policy static sgt disabled trusted
security-level 0

ip address 10.1.2.1 255.255.255.0

>

show runni ng-config interface G gabitEthernet 0/2

!
interface GigabitEthernet0/2

nameif

DvZ

cts manual

propagate sgt preserve-untag
policy static sgt disabled trusted
security-level 0

ip address 10.1.3.1 255.255.255.0

bad 3710

RERAENEA T ARG A RETREHDR,

EEWIRE S EREansbleBERIECEL |, &1 LAE A -vwwil {Tansible B B

cisco@inserthostname-here:~/fmc_ansible$ ansible-playbook -i inventory.ini fmc-configure-interface-playbook.yaml -e@"fmc-configure-interface-vars.yr

A
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https://github.com/CiscoDevNet/FMCAnsible/tree/main
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