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AT RABREEE 5

# configure SSH

hostname c8000v

ip domain name cisco.com

crypto key generate rsa

# optional - use ssh version 2

ip ssh version 2

# verify the SSH server 1is online

show 1ip ssh

# create a user with privilege level 15
username cisco privilege 15 password 0 cisco
# configure the vty Tline to use local login and allow ssh
Tine vty 0 4

login Tocal

transport input ssh

# Enable the SCP server

ip scp server enable



RBR EREARIEHESSHEENHEMEER.


https://www.cisco.com/c/en/us/td/docs/routers/ios/config/17-x/sec-vpn/b-security-vpn/m_sec-secure-shell-v2-0.html

MisE : ATLAEFaaafR B A1 & A,

BEXKE , B UEEE L FERATEENIPHINEBSSH/SCPEZRIEE,
ELnuxEE L | B UESEENIPHUFERALATHES

® sshcisco@192.0.2.1
* scpfileext cisco@192.0.2.1:file.ext


mailto:cisco@192.0.2.1

MIEE : FARREBERT , BREER Zbootflash,

o g gz |3
MRBFEE , FREUTEAR :
1.8 FixHOpenSSHAR A R9.0H E &R A

jeff@jeff-virtual-machine:~$ ssh -V
OpenSSH_9.0p1 Ubuntu-lubuntu7, OpenSSL 3.0.5 5 Jul 2022

2 EFInBRERRARE , REEMERIEREEH.



jeff@jeff-virtual-machine:~$ scp test.txt cisco@192.0.2.1:test.txt
(cisco0@192.0.2.1) Password:
scp: Connection closed

JERMR L , RIBFHERSSHERK Y , BREREREH.

*Mar 26 18:06:57.290: %SEC_LOGIN-5-LOGIN_SUCCESS: Login Success [user: cisco] [Source:

4. B8 LRAYSCPRABE KB REMER,

c8000v#debug ip scp
Incoming SCP debugging is on

5. %8 — viBHEWSCPEIREEASFTPF RRMWFAH B F.

scp -v test.txt cisco@192.0.2.1:test.txt

Executing: program /usr/bin/ssh host 192.0.2.1, user cisco, command sftp
OpenSSH_9.0p1 Ubuntu-lubuntu7, OpenSSL 3.0.5 5 Jul 2022

<snip>

debugl: Entering interactive session.

debugl: pledge: filesystem

debugl: Sending environment.

debugl: channel 0: setting env LANG = "en_US.UTF-8"

debugl: Sending subsystem: sftp

debugl: client_input_channel_req: channel 0 rtype exit-status reply O
scp: Connection closed

6.58 M a7 L W sshFRBERSSHEMSFTPF R , AR EEEAELR,

c8000v#debug ip ssh detail

ssh detail messages debugging is on

*Mar 24 14:25:05.074: SSH: MD5 compliance exception Registered
*Mar 24 14:25:05.074: SSH1: starting SSH control process

*Mar 24 14:25:05.074: SSH1: sent protocol version id SSH-2.0-Cisco-1.25

192.0.2.2] [Toca

*Mar 24 14:25:05.075: SSH1: protocol version id is - SSH-2.0-OpenSSH_9.0pl Ubuntu-lubuntu? <snip>

*Mar 24 14:25:07.370: %SEC_LOGIN-5-LOGIN_SUCCESS: Login Success [user: cisco] [Source: 10.10.10.10] [To



*Mar 24 14:25:07.379: SSH2 1: channel open request *Mar 24 14:25:07.389: SSH2 1: env request
*Mar 24 14:25:07.389: SSH2 1: subsystem request *Mar 24 14:25:07.389: SSH2 1: subsystem message receive
*Mar 24 14:25:07.389: SSH2 1: searching for subsystem sftp for vty

*Mar 24 14:25:07.490: SSH1: Session terminated normally

7.8&% , EA — OBEEMNSCPR I,

jeff@jeff-virtual-machine:~$ scp -0 test.txt cisco@192.0.2.1:test.txt
(cisco@192.0.2.1) Password:
test.txt 100% 28 2.7KB/s 00:00
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