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Decimal Drop Equivalent IP

DSCP Value |Value Meaning Probability Precedence Value
101 110 46 High Priority |N/A 1101 - Critical

Expedited

Forwarding

(EF)
000 000 0 Best Effort N/A 000 - Routine
001 010 10 AFI11 Low 001 - Priority
001 100 12 AF12 Medium 001 - Priority
001 110 14 AF13 High 001 - Priority
010 010 18 AF21 Low 010 - Immediate
010 100 20 AF22 Medium 010 - Immediate
010 110 22 AF23 High 010 - Immediate
011 010 26 AF31 Low 011 - Flash
011 100 28 AF32 Medium 011 - Flash
011 110 30 AF33 High 011 - Flash
100 010 34 AF41 Low 100 - Flash Override
100 100 36 AF42 Medium 100 - Flash Override
100 110 38 AF43 High 100 - Flash Override
001000 |8 Csl 1
010 000 16 CS2 2
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10.10.10.1/30
Eth1/1

10.10.10.2/30
Eth1/1

Eth1/3

Eth1/3

192.168.9.9/24

T
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Bl EREGRE LM QoSH B R AR EVLANKRE

R GREBZE,

GRE Tunnel 1

Eth1/3

Eth1/3

192.168.18.18/24

STEDSCP , FHEIFZEBNIK-EX1FINIK-EX22

Nexus$ &7 2 i§ HEXZIFREGREL , MAEE KL HIEVLANF BDSCPEF A QoSER
 EEEERT , DSCP AF-118{EARVLAN 9,

FEHA

interface Ethernet1/3
switchport
switchport access vlan 9
no shutdown

interface Vlan9

no shutdown
ip address 192.168.9.9/24

FHB

interface Ethernetl/3
switchport



switchport access vlan 18
no shutdown

interface Vlanl8
no shutdown
ip address 192.168.18.18/24

NIK-EX1/T HEL &

interface Ethernetl/1
ip address 10.10.10.1/30
no shutdown

interface Ethernetl/3
switchport

switchport access vlan 9
no shutdown

interface Tunnell

ip address 172.16.1.1/30
tunnel source Ethernetl/1
tunnel destination 10.10.10.2
no shutdown

interface Vlan9
no shutdown
ip address 192.168.9.1/24

NIK-EX1 B L &

ip route 0.0.0.0/0 Tunnel

NI9K-EX1 QoSHi &

HANXOSHHGREBENHEHAZEQOS , It EXLEEVLANE B fl & MEFARE R, W&
R, BABYACLULTEREMEE , REBQoSE EREAFTENDSCP , & F ARG KIBIE
AVLANE &,

ip access-Tist TAC-QoS-GRE

10 permit ip any 192.168.18.0/24

class-map type gos match-all CM-TAC-QoS-GRE
match access-group name TAC-QoS-GRE
policy-map type gqos PM-TAC-QoS-GRE

class CM-TAC-QoS-GRE

set dscp 10

vlan configuration 9
service-policy type qos input PM-TAC-QoS-GRE



NIK-EX27 T H EiL &

interface Ethernetl/1
ip address 10.10.10.2/30
no shutdown

interface Ethernetl/3
switchport

switchport access vlan 18
no shutdown

interface Tunnell

ip address 172.16.1.2/30
tunnel source Ethernetl/1
tunnel destination 10.10.10.1
no shutdown

interface Vlanl8

no shutdown
ip address 192.168.18.1/24

NIK-EX2& FfiL &

ip route 0.0.0.0/0 Tunnel

SR F AR
ELE
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&
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» show ip interface brief
» show interface tunnel 1 brief

BrRBEREERMA,

N9K-EX1# show ip interface brief

IP Interface Status for VRF "default" (1)
Interface IP Address Interface Status

V1an9 192.168.9.1 protocol-up/link-up/admin-up
Tunnell 172.16.1.1 protocol-up/Tlink-up/admin-up
Ethl/1 10.10.10.1 protocol-up/link-up/admin-up



N9K-EX1# show interface tunnel 1 brief

Interface Status IP Address
Encap type MTU

Tunnell up 172.16.1.1/30
GRE/IP 1476

M E a5

* show interface tunnel 1
« show interface tunnel 151288

BREUED , s nEanER .

N9K-EX1# show interface tunnel 1

Tunnell 1is up

Admin State: up

Internet address is 172.16.1.1/30

MTU 1476 bytes, BW 9 Kbit

Tunnel protocol/transport GRE/IP

Tunnel source 10.10.10.1 (Ethernetl/l), destination 10.10.10.2
Transport protocol is in VRF "default"

Tunnel 1interface is in VRF "default"

Last clearing of "show interface" counters never
Tx

3647 packets output, 459522 bytes

Rx

3647 packets input, 459522 bytes

N9K-EX1# show interface tunnel 1 counters

ts

47

ts

Port OutOctets OutUcastPk



47

ts

Tunnell --

NOK-EX1#

if

Ibiﬁﬁﬂy

\\_I

SPANH#EEL

TEFRTENIK-EX13c 14 F B\ EEthernet 1/31% B B EBARPE R, B EZ , KEN X
EBEEMFHMNDSCP (AF11) , R ABEBEIRENE AL,

Ethernet IT, Src: Cisco_fcida:3f (ad:e@:af:fcida:3f), Dst: Cisco_96:c9:ff (aB:@c:@d:96:c9:ff)
~ Internet Protocol Version 4, Src: 192.168.9.9, Dst: 192.168.1B.18

a1es .... = version: 4
«» 0101 = Header Length: 208 bytes (5)
Differentiated Services Field: @x@@ (DSCP: €S58, ECM: Not-ECT) —em
B0@8 @8.. = Differentiated Services Codepoint: Default (@)
vess 280 = Explicit Congestion Notification: Mot ECN-Capable Transport (@)
Total Length: 84
Identification: @xfefd (65133)
B@8. .... = Flags: Ax@
c+0 BOOD QROD ARG = Fragment Offset: @
Time to Live: 255
Protocol: ICMP (1)
Header Checksum: @x2@cf [validation disabled]
[Header checksum status: Unverified]
Source Address: 192.168.9.9
Destination Address: 192.168.18.18

TERER T ARPERIENIK-EX2 it FEthernet 1/1 M EHNEE BiEE., SKAUEIRECES
BEEFHMDSCP AF11{8, BERER  ZELRTHEMENexusz BB EPRE 1T E 8,



Ethernet II, Src: Cisco _O96:c9:ff (aB:0c:@d:96:c9:ff), Dst: Cisco_96:c9:bf (aB:0c:0d:96:c9:bf)
w Internét Protoc 4, 5rc: 19.10.19.1, Dst: 18.18.18.2

9188 .... = Version: 4
.as: 81081 = Header Length: 28 bytes (5]
Differentiated Services Field: 8x28 (DSCP: AF11, ECN: NOt-ECT) -
8018 18.. = Differentiated Services Codepoint: Assured Forwarding 11 (18)
= Explicit Congestion Motification: Mot EON-Capable Tramsport (@)
Total Length: 188
Identification: @x55aa (21930)
B8, .... = Flags: @x@
.o B BROS PRO8 090D = Fragment Offset: @
Time to Liwve: 255
Protocol: Gemeric Routing Encapsulation (47)
Header Checkswn: @x3d7a [validation disabled]
[Header checksum status: Unverified]
Source Address: 18.18.18.1
Destination Address: 18.19.18.2
Generic Routing Encapsulation (IP)
Flags and Version: 8x8eoe
Protocal Type: IP (@xBE08)
Internet Protocol Version 4, Src: 192.168.9.9, Dst: 192.168.1B.18 —
2188 .... = Version: 4
wane 8181 = Header Length: 28 bytes (5)
Differentiated Services Field: @x28 (DSCP: AF11, ECN: Not-ECT)
8018 18.. = Differentiated Services Codepoint: Assured Forwarding 11 {18)
...... @8 = Ewplicit Congestion Motification: Mot ECN-Capable Tramsport (@)
Total Length: Bd
Identification: @xfedd (65133)
800, .... = Flags: Bx@
«o @ DOO POOR A@EB = Fragment Offset: @
Time to Live: 254
Protocol: ICHP (1)
Header Checksun: 8x21a7 [validation disabled]
[Header checksum status: Unverified)
Source Address: 192.168.9.9
Destination Address: 192.168.18.18

—

Z BB RNIK-EX13X#2# FEthernet 1/3N H M & H A HEARPEZ, BU B RENEEFEE
FFMDSCP AF11{8, BRI  ERERHAEMENexus 2 BB BHPRE 1T,

te9:ff), Dst: Cisco_fc:da:3f (ad:ed:af:fcidardf)

Ethernet 11, Src: Cisco_96:c3:7f (af8:0c:8d:96

w Internet Protocal
8188 .... = Version: 4
sees 0101 = Header Length: 2@ bytes (5)
Differentioted Services Field: 9x28 (DSCP: AF11, ECN: Not-ECT)
di1@ 18.. = Differentiated Services Codepoint: Assured Forwarding 11 (1) el

vass +.08 = Explicit Congestion Motification: Not ECH-Capable Transport (@)
Total Length: &4
Identification: @xfebd (65133)
@88, .... = Flags: @xe
.« D000 Q000 2900 = Fragment Offset: @
Time to Live: 253
Protocal: ICHMP (1)
Header Checksun: Bx2287 [validation disabled]
[Header checkiwn status: Unverified]
Source Address: 192.168.18.18
Destination Address: 192.168.9.9

T BE#E RNIK-EX2R #i#  Ethernet 1/1 N H M & HFHEARPEZ ., BULUEIRENEEEE
FFMDSCP AF11{E, BERI  ZER BHEMENexus 2 BB BRPRE T,



Ethernet II, Src: Cisco_96:c9:bf (aB:Bc:@d:96:c9:bf), Dst: Cisco 96:cO:Tf (aB:@c:dd:96:cO:Tf]
« Internet Protocol Version 4, Src: 18.18.198.2, Dst: 18.18.18.1

@188 .... = Version: 4
saea @181 = Header Length: 28 bytes (5]
Differentiasted Services Field: @x28 (DSCP: AF11, ECN: Hot-ELT) -
8018 18.. = Differentiated Services Codepoint: Assured Forwarding 11 (18)
' «« B8 = Explicit Congestion Motification: Mot ECN=Capable Transpart (@)
Total Lemgth: 108
Identification: Bx55aa (21934)
@09, .... = Flags: @xd
o DO08 200D D00 = Fragment Offset: @
Time to Liwve: 255
Protocel: Generic Routing Emcapsulaticn (47)
Header Checksus: 8x3d7a [validation disabled]
[Header checksum status: Unwerified)
Source Address: 18.18.10.2
Destination Address: 18.18.18.1
Generic Routimg Encapsulatiom (IP) il
Flags and ¥ersion: @xapap
Protocal Type: IP (@x@gas)
Internet Protocol Version 4, Src: 192.168.18.18, Dst: 152.168.9.9 —
@188 .... = Version: 4
. 8181 = Header Length: 28 bytes (5)
Differentisted Services Field: @x28 (DSOP: AF11, ECM: Mot-ECT)
8018 18.. = Differentiated Services Codepoint: Assured Forwarding 11 (18)
' «« B8 = Explicit Congestion Motification: Mot ECN-Capable Transport (@)
Total Lemgth: B4
Tdentification: Bxfelf (65135)
@89, .... = Flags: @xd
o 0000 2000 D00 = Fragment Offset: @
Time to Liwe: 254
Protocel: TOMP (1)
Header Checksum: @x21a5 [validatiosn disabled)
[Header checksum status: Unwerified)
Source Address: 192.168.18.18
Destination Address: 192.168.9.9

HAFENR , EROHBETERHERNRBEIP , BANexusfERAYEREIP, EREMAGRERE
BENexustV HR1THR , RATMERAYEpEEER S,

ELAMIEEE

FENIKEX-2 L Ain-select 9 ELAMFE & 2R 2R S\ ZBI3FN A EPISERTE, ABIRFEMEHEIPETIEE

o

debug platform internal tah elam

trigger init in-select 9

reset

set inner ipv4 src_ip 192.168.9.9 dst_ip 192.168.18.18
start

report

B L ERENexus2EREBMTEHI/MBRER S, I, FEFINSFISHELEZEFENNEHNY
Pyt | MISAZPERBEER T AR EHEBIIP,

SUGARBOWL ELAM REPORT SUMMARY
slot - 3, asic - 1, slice - 0

Incoming Interface: Ethl/1

Src Idx : Ox41, Src BD : 4433

Outgoing Interface Info: dmod 2, dpid 10
Dst Idx : Ox3, Dst BD : 18

Packet Type: IPv4



Outer Dst IPv4 address: 10.10.10.2
Outer Src IPv4 address: 10.10.10.1
Ver = 4, DSCP = 10, Don't Fragment = 0
Proto = 47, TTL = 255, More Fragments
Hdr len = 20, Pkt len = 108, Checksum

0
0x3d7a

Inner Payload
Type: IPv4

Inner Dst IPv4 address: 192.168.18.18
Inner Src IPv4 address: 192.168.9.9

L4 Protocol : 47
L4 info not available

Drop Info:

LUA:
LUB:
LUC:
LUD:
Final Drops:

QoSHFEHERR

BRI LM EQOSEE , MEIFTR.

N9K-EX1# show running-config ipqos

!Command: show running-config ipqos
'Running configuration Tast done at: Thu Apr 4 11:45:37 2024
'Time: Fri Apr 5 11:50:54 2024

version 9.3(8) Bios:version 08.39

class-map type qos match-all CM-TAC-QoS-GRE
match access-group name TAC-QoS-GRE
policy-map type gos PM-TAC-QoS-GRE

class CM-TAC-QoS-GRE

set dscp 10

vlan configuration 9
service-policy type gos input PM-TAC-QoS-GRE

B AR IEEVLAN EELERYQoSKES | LA BB R EE MR AR B BRACLICEC Y BB 2o

N9K-EX1# show policy-map vlan 9

Global statistics status : enabled



Vlan 9

Service-policy (qos) input: PM-TAC-QoS-GRE
SNMP Policy Index: 285219173

Class-map (gos): CM-TAC-QoS-GRE (match-all)
Slot 1

5 packets

Aggregate forwarded :

5 packets

Match: access-group TAC-QoS-GRE
set dscp 10

&t ] A At B RN Y 8 BB BRQo SR FT B Flo

N9K-EX1# clear qos statistics

wER P REXREFTHACL,

N9K-EX1# show system internal access-Tist vlian 9 input entries detail

Flags: F - Fragment entry E - Port Expansion
D - DSCP Expansion M - ACL Expansion

T - Cross Feature Merge Expansion

N - NS Transit B - BCM Expansion C - COPP

INSTANCE 0x2

LBL B = 0x1
Bank 2
IPv4 Class

Policies: QoS

Netflow profile: 0
Netflow deny profile: 0
Entries:

[Index] Entry [Stats]

[0x0000:0x0000:0x0700] permit ip 0.0.0.0/0 192.168.18.0/24 [5]



BWERTERE PN ERETHIACL,

NIK-EX1# show hardware access-Tist vlan 9 input entries detail

Flags: F - Fragment entry E - Port Expansion
D - DSCP Expansion M - ACL Expansion

T - Cross Feature Merge Expansion

N - NS Transit B - BCM Expansion C - COPP

INSTANCE 0x2

LBL B = Ox1
Bank 2

IPv4 Class

Policies: QoS

Netflow profile: 0
Netflow deny profile: 0
Entries:

[Index] Entry [Stats]

[0x0000:0x0000:0x0700] permit ip 0.0.0.0/0 192.168.18.0/24 [5]

FRAUTHS , B LUERERVLANWIE, EAFF , ERVLANID9 , BERLUEEEHEFERAN
QoSEHE,

N9K-EX1# show system internal ipqos vlan-tbl 9

Vlan range asked: 9 - 9

Vlan: 9, pointer: 0x132e3eb4, Node Type: VLAN
IfIndex array:
alloc count: 5, valid count: 1, array ptr : 0x13517aac 0: IfI
ndex: 0x1a000400 (Ethernetl/3) PoTlicy Lists (1): Flags: 01
Type: INP QOS, Name: PM-TAC-QoS-GRE, Ghost Id: 0x45001c7, Real Id: 0x450
01c8

Defnode Id: 0x45001c9



NOK-EX1#
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