BEBRACIHERTEF199144, F93337.
F381328. F93241. F450296:TCA[E

H &%

B

B[S . F199144
RIE A PIAE RN  F199144
1.@3% show platform internal hal I3 routingthresholds
2.5 "show platform internal hal health-stats

#ig : F199144

B[S . F93337
IR BE ; : F93337
1.45% "moquery -d ‘comp/prov-VMware/ctrir-[ ]- /ym-vm- "
2.%5% "moquery -c compRsHv | grep 'vm-1071'

3.5 "moquery -c compHyv -f 'comp.Hv.oid=="host-1068"""

#ig: . F93337

HEE . F93241
A b : F93241
1.#5% "moquery -d 'comp/prov-VMware/ctrir-[ ]- /vm-vm- "

2.@5% "moquery -c compRsHv | grep 'vm-1071"
3.83 5" "moquery -¢ compHv -f 'comp.Hv.oid=="host-1068"""

#iE> . F93241

& . F381328

12 D . F381328

#ig . F381328
JPythoniE & : F381328

& . F450296

I 5 D . F450296

DD

1.3 % "show platform internal hal health-stats asic-unit all
BiE: : F450296

AN\
54
A EMBACIHERENISESER - F199144, F93337. F381328. F93241. F450296

db =2
B ==

MR EEEIntersight EARIACIRHSEME | BIgFRREBER —ERBEFER , UIEHEIntersightiELR
Y ACI 32 8 4B fei Hp 2% 35 b R B 9 3118



N

EREDACIERN—82 , HEEEEHREITER.
AXEMBEEUTHRENRESR

WEE : F199144

"Code" : "F199144",
"Description" : "TCA: External Subnet (v4 and v6) prefix entries usage current value(eqgptcapacityPrefix
"Dn" : "topology/pod-1/node-132/sys/eqptcapacity/fault-F199144"

BN FRFENENERARBEB9%N , BolREHERE, ERTEERRREENKAFTE

TEEER 4,
RIEAPIERREPE : F199144

1.45% "show platform internal hal I3 routingthresholds J

module-1# show platform internal hal 13 routingthresholds
Executing Custom Handler function

OBJECT O:

trie debug threshold

tcam debug threshold
Supported UC 1pm entries
Supported UC Tpm Tcam entries
Current v4 UC 1pm Routes
Current v6 UC 1pm Routes
Current v4 UC Tpm Tcam Routes
Current v6 UC Tpm Tcam Routes
Current v6 wide UC Tpm Tcam Routes
Maximum HW Resources for LPM
Current LPM Usage in Hardware
Number of times 1limit crossed
Last time Timit crossed

P
2.5

as s | show platform internal hal health-stats |

module-1# show platform internal hal health-stats
No sandboxes exist
| Sandbox_ID: 0 Asic Bitmap: 0x0

bds: 1 249

: 0

1 3072
1 14848
: 5632
: 19526
: 0

: 404

: 115

: 24

: 20480 < ——----- Maximum hardware resour
: 20390 < - Current usage in Hw

: 5198 < mmmmm e
: 2020-07-07 12:34:15.947

Number of times

Last oc


https://www.cisco.com/c/zh_tw/support/docs/cloud-systems-management/application-policy-infrastructure-controller-apic/217576-about-proactive-aci-engagements.html

12_total_host_entries_norm

L3 stats:

13_v4_local_ep_entries
max_13_v4_Tlocal_ep_entries
13_v4_local_ep_entries_norm
13_v6_local_ep_entries
max_13_v6_Tlocal_ep_entries
13_v6_local_ep_entries_norm
13_v4_total_ep_entries
max_13_v4_total_ep_entries
13_v4_total_ep_entries_norm
13_v6_total_ep_entries
max_13_v6_total_ep_entries
13_v6_total_ep_entries_norm
max_13_v4_32_entries
total_13_v4_32_entries
13_v4_total_ep_entries
13_v4_host_uc_entries
13_v4_host_mc_entries
total_13_v4_32_entries_norm
max_13_v6_128_entries
total_13_v6_128_entries
13_v6_total_ep_entries
13_v6_host_uc_entries
13_v6_host_mc_entries
total_13_v6_128_entries_norm
max_13_lpm_entries
13_Tpm_entries
13_v4_lpm_entries
13_v6_1pm_entries
13_Tpm_entries_norm
max_13_lpm_tcam_entries

max_13_v6_wide_Tpm_tcam_entries:
: 864
: 404
: 460
1 24
: 15

13_Tpm_tcam_entries
13_v4_lpm_tcam_entries
13_v6_1pm_tcam_entries

13_v6_wide_Tpm_tcam_entries

13_Tpm_tcam_entries_norm
13_v6_1pm_tcam_entries_norm
13_host_uc_entries
13_v4_host_uc_entries
13_v6_host_uc_entries
max_uc_ecmp_entries
uc_ecmp_entries
uc_ecmp_entries_norm
max_uc_adj_entries
uc_adj_entries
uc_adj_entries_norm
vrfs
infra_vrfs
tenant_vrfs
rtd_ifs
sub_ifs
svi_ifs

BELSBHE  F199144

: 250

: 150

: 40
1 12288

: 8192
1 221

1 24576
1 12288
1 49152
T 6294
1 221

: 6073
12

1 12288
17
17

: 20480
1 19528
1 19528

: 99

5632
1000

: 6090
: 6073
17

32768

: 8192
1 261

: 148

: 185

——————————— Maximum

Current L3 LPM entries



1RV BAERBMAERENREYEE  UENSATRBENEENTERY., BSELERKR TIE
7 14 38 M https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/4-x/verified-
scalability/Cisco-ACI-Verified-Scalability-Guide-412.html

EERBRAEFHNEZREREER
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/all/forwarding-scale-
profiles/cisco-apic-forwarding-scale-profiles/m-overview-and-guidelines.html

3.MBRL3OUtH #90.0.0.0/0 FHA A E L E P F /Y F 48
AMREEREIR  FREEREF1RARIIE2R , RAFE2 B /25F20,0002 R/ EBv4EE B

o

W FE : F93337

"Code" : "F93337",
"Description" : "TCA: memory usage current value(compHostStatsl5min:memUsagelast) value 100% raised abo
"Dn" : "comp/prov-VMware/ctrl1r-[FAB4-AVE]-vcenter/vm-vm-1071/fault-F93337"

EVMEEEENWGEREBANRER , A5 B IISERE, APICEIBVCenterEEfRiE LT 1,
Comp HostStats15m|nE B3 , RFWE 157 EBENREBERANSHRTERA. LESSpE
BH—

R B 48 B R LR« F93337

1.9 "moquery -d 'comp/prov-VMware/ctrir-[<DVS>]-<VCenter>/vm-vm-<3k B ¥ EA DN VM
ID>

o TRHEASZEERERNEN

# comp.Vm

oid : vm-1071

cfgdOs : Ubuntu Linux (64-bit)

childAction

descr :

dn : comp/prov-VMware/ctrlr-[FAB4-AVE]-vcenter/vm-vm-1071
ftRole ! unset

guid : 501030b8-028a-be5c-6794-0b7bee827557
id : 0

issues :

1cOwn : Tocal

modTs 1 2022-04-21T17:16:06.572+05:30
monPo1Dn : uni/tn-692673613-VSPAN/monepg-test
name : VM3

nameAlias

os

rn : vm-vm-1071

state : poweredOn


/content/en/us/td/docs/switches/datacenter/aci/apic/sw/4-x/verified-scalability/Cisco-ACI-Verified-Scalability-Guide-412.html
/content/en/us/td/docs/switches/datacenter/aci/apic/sw/4-x/verified-scalability/Cisco-ACI-Verified-Scalability-Guide-412.html
/content/en/us/td/docs/switches/datacenter/aci/apic/sw/all/forwarding-scale-profiles/cisco-apic-forwarding-scale-profiles/m-overview-and-guidelines.html
/content/en/us/td/docs/switches/datacenter/aci/apic/sw/all/forwarding-scale-profiles/cisco-apic-forwarding-scale-profiles/m-overview-and-guidelines.html

status :
template I no

type Tvirt
uuid : 4210b04b-32f3-b4e3-25b4-fe73cd3belca
2.%5% "moquery -c compRsHYv | grep 'vm-1071'4

R TREGEAEVMIN TN ER, I RFF | VMR host-347 &

apic2# moquery -c compRsHv | grep vm-1071
dn : comp/prov-VMware/ctrlr-[FAB4-AVE]-vcenter/vm-vm-1071/rshv-[comp/prov-VMware/ctrl1r-[FAB4-,

3. @5 "moquery -¢c compHyv -f 'comp.Hv.oid=="host-1068"""

e T REEHVFRER

apic2# moquery -c compHv -f 'comp.Hv.oid=="host-1068""'
Total Objects shown: 1

# comp.Hv

oid : host-1068

availAdminSt 1 gray

availOpersSt : gray

childAction :

countUplink : 0

descr :

dn : comp/prov-VMware/ctrlr-[FAB4-AVE]-vcenter/hv-host-1068
enteringMaintenance : no

guid : ble21bc1-9070-3846-b41f-c7a8c1212b35
id : 0

issues :

TcOwn : local

modTs : 2022-04-21T14:23:26.654+05:30
monPo1Dn : uni/infra/moninfra-default
name : myhost

nameAlias

operIssues

os :

rn : hv-host-1068

state : poweredOn

status :

type : hv

uuid :

BESBRWE : FO3337

1. BRI ER/VMS EHERER,



2NMRAFLEELER , EULEBRIGRENERERERRE , EMOHHE,
a. EVMMIEF T , BT SRR,

oe

i S Heitisry Renssce Parbed

c.Bhi#Monitoring object T HiE 28 3 fedit icon , WA E EE#ES (comp.Vm)EAEE BB REITRE,
RRX#% , RERERTHRERZEcompVmE R,

o9
e | ’ Ll TN o
AddiDelete Monitoring Object [+ ")
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[ree
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oscring | Seats -
Dt Liad
Gerarvslarity Adimin Siate Hatory Hetention Percd Confg Threaholdh
Edit Stats Type a

e At EAREA "THLRE, BT "REEIH, BT T+ YRANE, EER
RENERGCEREY  RRE-T "E#H. .



Granyarity

oo
# o

Hatory Retenton Period Contg Thisshokis

f.3% — T config threshold T By +5% , A% A& "memory usage maximum value. ¥Ti8 A B,

Prosgssity

g BEREERREHFEFEANRE.

=
=
=
-
=]
=

h HEPGE R B5 12 5k g

Create Stats Threshold

MY A ST vakie

St Fruet

Thresholds for Collection

15 Minute

# O

Hiytory Betention Pericd

—
Qe
# =
@ Cong Thessholds
o
a
}
ranhoid



2

| ERER K2R EARVM |, FFET "moquery -c compVm -f 'comp.Vm.oid = "vm-<vm-id>" |

apicl# moquery -c compVm -f 'comp.Vm.oid == "vm-1071""' | grep monPol1Dn
monPo1Dn I uni/tn-692673613-VSPAN/monepg-test <== Monitoring Policy test has been applied

W E : F93241

"Code" : "F93241",
"Description" : "TCA: CPU usage average value(compHostStatsl5min:cpuUsageAvg) value 100% raised above t
"Dn" : "comp/prov-VMware/ctrl1r-[FAB4-AVE]-vcenter/vm-vm-1071/fault-F93241"

EVMEHEENWCPUBIBRER , 5B ILSEHE, APICEIBVCenterEiRiELL EH#,
Comp:HostStats15min2 — 8% , R nEME157 BN EEBERANRFTRITERA. LLES5D
E%ﬁ- /Ao

1R 1K B 1R AR SR PE © F93241

1.9 "moquery -d 'comp/prov-VMware/ctrir-[<DVS>]-<VCenter>/vm-vm-<3k B ¥ EA DN VM
ID>

o TRHEASIZEEREENET

# comp.Vm

oid : vm-1071

cfgdOs : Ubuntu Linux (64-bit)

childAction

descr :

dn : comp/prov-VMware/ctrlr-[FAB4-AVE]-vcenter/vm-vm-1071
ftRole ! unset

guid : 501030b8-028a-be5c-6794-0b7bee827557

id : 0



issues

TcOwn : Tocal

modTs : 2022-04-21T17:16:06.572+05:30
monPo1Dn : uni/tn-692673613-VSPAN/monepg-test
name : VM3

nameAlias

os

rn : vm-vm-1071

state : poweredOn

status

template I no

type Tvirt

uuid : 4210b04b-32f3-b4e3-25b4-fe73cd3belca
2.7 % "moquery -c compRsHyv | grep 'vm-1071'

LR TREFEAEVMN TN ENR, I REF | VMR host-347 &

apic2# moquery -c compRsHv | grep vm-1071
dn : comp/prov-VMware/ctrlr-[FAB4-AVE]-vcenter/vm-vm-1071/rshv-[comp/prov-VMware/ctrl1r-[FAB4-,

3 A%u

an B "'moquery -c compHyv -f '‘comp.Hv.oid=="host-1068"""

e T REEHVFRER

apic2# moquery -c compHv -f 'comp.Hv.oid=="host-1068""'
Total Objects shown: 1

# comp.Hv

oid : host-1068

availAdminSt 1 gray

availOpersSt : gray

childAction :

countUplink : 0

descr :

dn : comp/prov-VMware/ctrir-[FAB4-AVE]-vcenter/hv-host-1068
enteringMaintenance : no

guid : ble21bc1-9070-3846-b41f-c7a8c1212b35
id : 0

issues :

TcOwn : local

modTs : 2022-04-21T14:23:26.654+05:30
monPo1Dn : uni/infra/moninfra-default
name : myhost

nameAlias

operIssues

os :

rn : hv-host-1068

state : poweredOn

status

type : hv



uuid

RETBRHIE : FO3241
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aEVMIFEE T |, BN ERERK,

0e

T S1a Heitisry Renssce Parbed

c.2hi#Monitoring object T~ #1188 5 fedit icon , WA E RS (comp.Vm)EAEBEH REITRE,
BR% , RERERTILEERRZEcompVmE R,

0e

L X
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| ERRREESEANVM |, FFETT "moquery -c compVm -f 'comp.Vm.oid = "vm-<vm-id>""

apicl# moquery -c compVm -f 'comp.Vm.oid == "vm-1071""' | grep monPol1Dn
monPo1Dn : uni/tn-692673613-VSPAN/monepg-test <== Monitoring Policy test has been applied

W FE : F381328

"Code" : "F381328",
"Description"” : "TCA: CRC Align Errors current value(eqptIngrErrPkts5Smin:crcLast) value 50% raised abov
"Dn" : "topology/

/sys/phys-<[interface]>/fault-F381328"



ENHE ELWCRCHREBRER , S5/RMRBERE. HEMER RAVCRCIHER — FCSHRM
CRC Stocked#fzi,. HREBRXREMEENCRCERZVMFCSEHERMNER. RAACIZEER
Rtk EEMKKREFBACIRRIEME , W ERMEIREFFHECRCER , BEEALFIRE
FIEEACRCERNNEHEHE, BEEBIICRCRILIEERBBERSFP/HAR/ M,

TRIE B A R RBPE - F381328

1. ERBAEEPERFREECRCIRAEENH

moquery -c rmonEtherStats -f 'rmon.EtherStats.cRCAlignErrors>="1"' | egrep "dn|cRCAlignErrors" | egrep
topology/pod-1/node-103/sys/phys-[ethl/50]/dbgEtherStats 399158
topology/pod-1/node-101/sys/phys-[ethl/51]/dbgEtherStats 399158
topology/pod-1/node-1001/sys/phys-[eth2/24]/dbgEtherStats 399158

2ERIREEPHERZHIFCS

moquery -c rmonDot3Stats -f 'rmon.Dot3Stats.fCSErrors>="1""' | egrep "dn|fCSErrors" | egrep -o "\S+$" |

BELSEBRHE  F381328

1.INRZREEERFEFCSIERS | I RIS,
2. MNRBIERIE EFECRCHE , T IE

IEREERTEIE[E.
VRENREHEBREZKRENRRE,

(i
3

g

o
=

WIS Pythonis =% : F381328

EEBE LA LAEApythonlE S BEHEI K. FSH
https://www.cisco.com/c/en/us/support/docs/cloud-systems-management/application-policy-
infrastructure-controller-apic/217577-how-to-use-fcs-and-crc-troubleshooting-s.html

W FE : F450296


https://www.cisco.com/c/zh_tw/support/docs/cloud-systems-management/application-policy-infrastructure-controller-apic/217577-how-to-use-fcs-and-crc-troubleshooting-s.html
https://www.cisco.com/c/zh_tw/support/docs/cloud-systems-management/application-policy-infrastructure-controller-apic/217577-how-to-use-fcs-and-crc-troubleshooting-s.html

"Code" : "F450296",
"Description" : "TCA: Multicast usage current value(eqptcapacityMcastEntrySmin:perLast) value 91% raise
"Dn" : "sys/eqptcapacity/fault-F450296"

EEEEESRBRMER | 2B ERE,
1R IR BR 4R R R B PE - F450296

1AA
. BE

as ™ show platform internal hal health-stats asic-unit all 4

module-1# show platform internal hal health-stats asic-unit all
|Sandbox_ID: O Asic Bitmap: 0x0

L2 stats:
bds : 1979
max_bds: : 3500
external_bds: : 0
vsan_bds: : 0
legacy_bds: : 0
regular_bds: : 0
control_bds: : 0
fds : 1976
max_fds : 3500
fd_vlans : 0
fd_vxlans : 0
vlans : 3955
max vlans : 3960
vlan_xlates : 6739
max vlan_xlates : 32768
ports 1 52
pcs 1 47
hifs : 0
nif_pcs : 0
12_local_host_entries : 1979
max_12_local_host_entries : 32768
12_local_host_entries_norm 1 6
12_total_host_entries : 1979
max_12_total_host_entries : 65536
12_total_host_entries_norm : 3
L3 stats:
13_v4_local_ep_entries : 3953
max_13_v4_local_ep_entries 1 32768
13_v4_local_ep_entries_norm 112
13_v6_local_ep_entries : 1976
max_13_v6_local_ep_entries : 24576
13_v6_local_ep_entries_norm : 8
13_v4_total_ep_entries : 3953
max_13_v4_total_ep_entries : 65536
13_v4_total_ep_entries_norm 1 6
13_v6_total_ep_entries : 1976
max_13_v6_total_ep_entries : 49152

13_v6_total_ep_entries_norm : 4



max_13_v4_32_entries
total_13_v4_32_entries

13_v4_total_ep_entries

13_v4_host_uc_entries
13_v4_host_mc_entries

total_13_v4_32_entries_norm

max_13_v6_128_entries
total_13_v6_128_entries

13_v6_total_ep_entries

13_v6_host_uc_entries
13_v6_host_mc_entries

total_13_v6_128_entries_norm

max_13_lpm_entries
13_Tpm_entries
13_v4_lpm_entries
13_v6_1pm_entries
13_Tpm_entries_norm
max_13_lpm_tcam_entries

max_13_v6_wide_Tpm_tcam_entries:
1 2689
1 2557
: 132

13_Tpm_tcam_entries

13_v4_lpm_tcam_entries

13_v6_1pm_tcam_entries

13_v6_wide_Tpm_tcam_entries :
13_Tpm_tcam_entries_norm
13_v6_1pm_tcam_entries_norm

13_host_uc_entries
13_v4_host_uc_entries
13_v6_host_uc_entries
max_uc_ecmp_entries
uc_ecmp_entries
uc_ecmp_entries_norm
max_uc_adj_entries
uc_adj_entries
uc_adj_entries_norm
vrfs
infra_vrfs
tenant_vrfs
rtd_ifs
sub_ifs
svi_ifs

Mcast stats:

mcast_count
max_mcast_count

Policy stats:

policy_count
max_policy_count
policy_otcam_count
max_policy_otcam_count
policy_label_count
max_policy_label_count

Dci Stats:

vlan_xlate_entries
vlan_xlate_entries_tcam
max_vlan_xTlate_entries
sclass_xlate_entries

sclass_xlate_entries_tcam

: 98304

35590
3953
37
31600
36

: 49152

3952

: 1976
: 1976

38912

: 9384

3940
5444
31

: 4096

1000

: 65

: 2013

37

: 1976

32768

1 8192
: 1033
;12

: 1806

: 1804

: 1978

31616
32768

: 127116
: 131072
1 2920

: 8192
: 0
: 0

[=NeNeNoNe)

<L



max_sclass_xlate_entries : 0

BEBLSEBWPE : F450296
1 ZEBDMHEBHREREHMREE,
ORRRBERAERBRRUESEERE, BS20ES

https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/all/forwarding-scale-
profiles/cisco-apic-forwarding-scale-profiles/m-forwarding-scale-profiles-523.html



/content/en/us/td/docs/switches/datacenter/aci/apic/sw/all/forwarding-scale-profiles/cisco-apic-forwarding-scale-profiles/m-forwarding-scale-profiles-523.html
/content/en/us/td/docs/switches/datacenter/aci/apic/sw/all/forwarding-scale-profiles/cisco-apic-forwarding-scale-profiles/m-forwarding-scale-profiles-523.html
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