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Nexus9000_A(config-if-range)# ethanalyzer Tocal interface inband
Capturing on inband

2020-02-18 01:40:55.183177 cc:98:91:fc:55:8b -> 01:80:c2:00:00:00 STP RST. Root = 32768/1/cc:98:91:fc:5
2020-02-18 01:40:55.184031 f8:b7:e2:49:2d:f2 -> 01:80:c2:00:00:0e LLC U, func=UI; SNAP, OUI 0x00000C (C
2020-02-18 01:40:55.184096 f8:b7:e2:49:2d:f5 -> 01:80:c2:00:00:0e LLC U, func=UI; SNAP, OUI 0x00000C (C
2020-02-18 01:40:55.184147 f8:b7:e2:49:2d:f4 -> 01:80:c2:00:00:0e LLC U, func=UI; SNAP, OUI 0x00000C (C
2020-02-18 01:40:55.184190 f8:b7:e2:49:2d:f3 -> 01:80:¢c2:00:00:0e LLC U, func=UI; SNAP, OUI 0x00000C (C
2020-02-18 01:40:55.493543 dc:f7:19:1b:f9:85 -> 01:80:c2:00:00:00 STP RST. Root = 32768/1/dc:f7:19:1b:f
2020-02-18 01:40:56.365722 0.0.0.0 -> 255.255.255.255 DHCP DHCP Discover - Transaction ID Oxc82a6d
2020-02-18 01:40:56.469094 f8:b7:e2:49:2d:b4 -> 01:80:c2:00:00:0e LLC U, func=UI; SNAP, OUI 0x00000C (C
2020-02-18 01:40:57.202658 cc:98:91:fc:55:8b -> 01:80:c2:00:00:00 STP RST. Root = 32768/1/cc:98:91:fc:5
2020-02-18 01:40:57.367890 0.0.0.0 -> 255.255.255.255 DHCP DHCP Discover - Transaction ID Oxc82a6d

10 packets captured

Nexus9000_A(config-if-range)# ethanalyzer Tocal interface mgmt
Capturing on mgmtO

2020-02-18 01:53:07.055100 cc:98:91:fc:55:94 -> 01:80:c2:00:00:00 STP RST. Root = 32768/46/84:8a:
2020-02-18 01:53:09.061398 cc:98:91:fc:55:94 -> 01:80:c2:00:00:00 STP RST. Root = 32768/46/84:8a:
2020-02-18 01:53:11.081596 cc:98:91:fc:55:94 -> 01:80:c2:00:00:00 STP RST. Root = 32768/46/84:8a:
2020-02-18 01:53:13.080874 cc:98:91:fc:55:94 -> 01:80:c2:00:00:00 STP RST. Root = 32768/46/84:8a:
2020-02-18 01:53:15.087361 cc:98:91:fc:55:94 -> 01:80:c2:00:00:00 STP RST. Root = 32768/46/84:8a:
2020-02-18 01:53:17.090164 cc:98:91:fc:55:94 -> 01:80:c2:00:00:00 STP RST. Root = 32768/46/84:8a:
2020-02-18 01:53:19.096518 cc:98:91:fc:55:94 -> 01:80:c2:00:00:00 STP RST. Root = 32768/46/84:8a:

8d:
8d:
8d:
8d:
8d:
8d:
8d:

7d:
7d:
7d:
7d:
7d:
7d:
7d:

2020-02-18 01:53:20.391215 00:be:75:5b:d9:00 -> 01:00:0c:cc:cc:cc CDP Device ID: Nexus9000_A(FD021512ZE
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2020-02-18 01:53:21.119464 cc:98:91:fc:55:94 -> 01:80:c2:00
2020-02-18 01:53:23.126011 cc:98:91:fc:55:94 -> 01:80:c2:00
10 packets captured

Nexus9000-A# ethanalyzer Tlocal interface front-panel ethl/1
Capturing on 'Ethl-1'

1 2022-07-15 19:46:04.698201919 28:ac:9e:ad:5c:b8 - 01:80:c2:

2 2022-07-15 19:46:04.698242879 28:ac:9e:ad:5c:b8 » 01:00:0cC:
3 2022-07-15 19:46:04.698314467 28:ac:9e:ad:5c:b8 » 01:00:0c:
4 2022-07-15 19:46:04.698386112 28:ac:9e:ad:5c:b8 -» 01:00:0c:
5 2022-07-15 19:46:04.698481274 28:ac:9e:ad:5c:b8 -» 01:00:0c:
6 2022-07-15 19:46:04.698555784 28:ac:9e:ad:5c:b8 » 01:00:0cC:
7 2022-07-15 19:46:04.698627624 28:ac:9e:ad:5c:b8 » 01:00:0c:
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Nexus9000_A(config-if-range)#

Capturing on inband

2020-02-18
2020-02-18
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2020-02-18
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2020-02-18
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Oe
Oe
Oe
00
Oe
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U, func=UI;
U, func=UI;
U, func=UI;
U, func=UI;
RST. Root =
U, func=UI;
U, func=UI;
U, func=UI;
RST. Root =
U, func=UI;
RST. Root =
RST. Root
U, func=UI;
U, func=UI;
U, func=UI;

interface inband 1limit-captured-frames 0

SNAP,
SNAP,

OUI 0x00000C (C
OUI 0x00000C (C
SNAP, OUI 0x00000C (C
SNAP, OUI 0x00000C (C
32768/1/dc:f7:19:1b: f
SNAP, OUI 0x00000C (C
SNAP, OUI 0x00000C (C
SNAP, OUI 0x00000C (C
32768/1/cc:98:91:fc:5
SNAP, OUI 0x00000C (C
32768/1/dc:f7:19:1b: f
32768/1/cc:98:91:fc:5
SNAP, OUI 0x00000C (C
SNAP, OUI 0x00000C (C
SNAP, OUI 0x00000C (C

e

BigaR. HEIRRARR ﬁﬁﬁﬁﬁLE%¢ﬁm%ﬁ#Emmm;ommHE

BREEPATEREELERNRE,

Nexus9000_B# ping 10.82.140.106 source 10.82.140.107 vrf management count 2
56 data bytes

PING 10.82.140.106 (10.82.140.106) from 10.82.140.107:

64 bytes from 10.82.140.106:
64 bytes from 10.82.140.106:

Nexus9000_A(config-if-range)# ethanalyzer local interface mgmt display-filter icmp

Capturing on mgmtO
2020-02-18 01:58:04.403295 10.82.140.107
2020-02-18 01:58:04.403688 10.82.140.106 ->
2020-02-18 01:58:04.404122 10.82.140.107
2020-02-18 01:58:04.404328 10.82.140.106 ->

4 packets captured

RETAMEAFAEAREREEN S , Y ERR
ﬁMﬁTuﬁﬁﬁﬂﬁﬁﬁﬁﬁﬁﬁmgmﬁﬁﬁ%oMm
NEZENBERER. F2

Lo i

BILLEEH :

->

->

10.82.140.106 ICMP Echo
10.82.140.107 ICMP Echo
10.82.140.106 ICMP Echo
10.82.140.107 ICMP Echo

e

icmp_seq=0 tt1=254 time=0.924 ms
icmp_seqg=1 tt1=254 time=0.558 ms

(ping)
(ping)
(ping)
(ping)

reply

reply

request

request

iE BEA IR TE Wireshark Y IR4EH 3£ 58

, NRE 2N

tu\JI:I /\\\lfé IJ

Nexus9000_A(config-if-range)# ethanalyzer Tocal interface mgmt display-filter icmp detail
Capturing on mgmt0O
Frame 2 (98 bytes on wire,

Arrival Time:
delta from previous captured frame:
delta from previous displayed frame:

[Time
[Time
[Time
Frame
Frame

98 bytes captured)
Feb 18, 2020 02:02:17.569801000

since reference or first frame:

Number:

2

Length: 98 bytes
Capture Length: 98 bytes
[Frame 1is marked: False]

0.075295000 seconds]

0.075295000 seconds]
0.075295000 seconds]



[Protocols in frame: eth:ip:icmp:data]
Ethernet II, Src: 00:be:75:5b:de:00 (00:be:75:5b:de:00), Dst: 00:be:75:5b:d9:00 (00:be:75:5b:d9:00)
Destination: 00:be:75:5b:d9:00 (00:be:75:5b:d9:00)
Address: 00:be:75:5b:d9:00 (00:be:75:5b:d9:00)
.0 ... IG bit: Individual address (unicast)
O O LG bit: Globally unique address (factory default)
Type: IP (0x0800)
>>>>>>>0utput Clipped

{5 FiEthanalyzer , &A1 -

B (PCAPER ) EASEREERRKLNIEERERAMR : bootflash, logflash,
USB%,

RE , BULERENERERZTEBNI , WIRIBEERE Wireshark P #15,
fEbootflashFEEUVE R E K im FHR, RBREZMCPUNEBI—# , MRFEHdetailEBEF
BB BERTEENERSTEN.

WMERENERFRMNGE HEE |, F2EAUTEHA

Nexus9000_A# ethanalyzer local interface mgmt capture-filter "host 10.82.140.107" write bootflash:TEST.
Capturing on mgmtO
10
Nexus9000_A# dir bootflash:
4096 Feb 11 02:59:04 2020 .rpmstore/
4096 Feb 12 02:57:36 2020 .swtam/
2783 Feb 17 21:59:49 2020 09b0b204-a292-4f77-b479-1calc4359d6f.config
1738 Feb 17 21:53:50 2020 20200217_215345_poap_4168_init.Tlog
7169 Mar 01 04:41:55 2019 686114680.bin
4411 Nov 15 15:07:17 2018 EBC-SC02-M2_303_running_config.txt
13562165 Oct 26 06:15:35 2019 GBGBLD4SLO1DRE0001-CZ07-
590 Jan 10 14:21:08 2019 MDS20190110082155835.T1ic
1164 Feb 18 02:18:15 2020 TEST.PCAP
>>>>>>>0utput Clipped

Nexus9000_A# copy bootflash: ftp:

Enter source filename: TEST.PCAP

Enter vrf (If no input, current vrf 'default' is considered): management
Enter hostname for the ftp server: 10.122.153.158

Enter username: calo

Password:

#*%%% Transfer of file Completed Successfully #**¥¥*

Copy complete, now saving to disk (please wait)...

Copy complete.

Nexus9000_A# ethanalyzer local read bootflash:TEST.PCAP

2020-02-18 02:18:03.140167 10.82.140.107 -> 10.82.140.106 ICMP Echo (ping) request
2020-02-18 02:18:03.140563 10.82.140.106 -> 10.82.140.107 ICMP Echo (ping) reply
2020-02-18 02:18:15.663901 10.82.140.107 -> 10.82.140.106 ICMP Echo (ping) request
2020-02-18 02:18:15.664303 10.82.140.106 -> 10.82.140.107 ICMP Echo (ping) reply
2020-02-18 02:18:15.664763 10.82.140.107 -> 10.82.140.106 ICMP Echo (ping) request
2020-02-18 02:18:15.664975 10.82.140.106 -> 10.82.140.107 ICMP Echo (ping) reply
2020-02-18 02:18:15.665338 10.82.140.107 -> 10.82.140.106 ICMP Echo (ping) request
2020-02-18 02:18:15.665536 10.82.140.106 -> 10.82.140.107 ICMP Echo (ping) reply
2020-02-18 02:18:15.665864 10.82.140.107 -> 10.82.140.106 ICMP Echo (ping) request
2020-02-18 02:18:15.666066 10.82.140.106 -> 10.82.140.107 ICMP Echo (ping) reply



RTP-SUG-BGW-1# ethanalyzer local interface front-panel ethl-1 write bootflash:el-1.pcap
Capturing on 'Ethl-1'
10

RTP-SUG-BGW-1# ethanalyzer local read bootflash:el-1.pcap detail
Frame 1: 53 bytes on wire (424 bits), 53 bytes captured (424 bits) on interface Ethl-1, id O
Interface id: 0 (Ethl-1)
Interface name: Ethl-1
Encapsulation type: Ethernet (1)
Arrival Time: Jul 15, 2022 19:59:50.696219656 UTC
[Time shift for this packet: 0.000000000 seconds]
Epoch Time: 1657915190.696219656 seconds
[Time delta from previous captured frame: 0.000000000 seconds]
[Time delta from previous displayed frame: 0.000000000 seconds]
[Time since reference or first frame: 0.000000000 seconds]
Frame Number: 1
Frame Length: 53 bytes (424 bits)
Capture Length: 53 bytes (424 bits)
[Frame 1is marked: False]
[Frame 1is 1ignored: False]
[Protocols in frame: eth:Tlc:stp]
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Nexus9000_A (config-monitor)# monitor session ?

*** No matching command found in current mode, matching in (config) mode ***
<1-32>
al All sessions

Nexus9000_A (config)# monitor session 10
Nexus9000_A (config-monitor)# ?
description Session description (max 32 characters)
destination Destination configuration
filter  Filter configuration
mtu Set the MTU size for SPAN packets

no Negate a command or set its defaults

show Show running system information

shut Shut amonitor session

source  Source configuration

end Go to exec mode

exit Exit from command interpreter

pop Pop mode from stack or restore from name

push Push current mode to stack or save it under name

where Shows the cli context you arein

Nexus9000_A (config-monitor)# description Monitor_Port_el/1
Nexus9000_A (config-monitor)# source interface ethernet 1/1
Nexus9000_A (config-monitor)# destination interface ethernet 1/10
Nexus9000_A (config-monitor)# no shut

A RGIERERBNSPANEICPUBREELE , AR FAEthandyzer B ERE -

<tfroot>
N9000-A#

show run nonitor

monitor session 1

source interface Ethernetl/7 rx

destination interface sup-ethO << this is what sends the traffic to CPU
no shut

RTP-SUG-BGW-1#

et hanal yzer local interface inband mirror limt-c O

Capturing on 'ps-inb'
2020-02-18 02:18:03.140167 10.82.140.107 -> 10.82.140.106 ICMP Echo (ping) request
2020-02-18 02:18:15.663901 10.82.140.107 -> 10.82.140.106 ICMP Echo (ping) request

Dmirror

Dmirror & & A BroadcomfINexusF & FISPANEICPUEFER Al HBEZEBESPANZICPUMR , BEiEREREIA50 pps ( BHEHIE ) .
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i A " Nexus 7000 - MUM2BYELAM ( Eureka¥ & )

o fEHA® S show modulet 2R 4R 5%
o {EFMINKRAAXE INBIEAE | HEhxRERRE

« fFAd$show hardwareinternal dev-port-map# & REFASICHER , WARZEL 2L KPFIL3LKP,
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<#root>
Nexus7000(config)#

show nodul e

Mod Ports Module-Type Mode Status
1 0 Supervisor Module-2 N7K-SUP2E active *
2 0 Supervisor Module-2 N7K-SUP2E ha-standby
3 48 1/10 Gbps Ethernet Module N7K-F248XP-25E ok
4 24 10 Gbps Ethernet Module N7K-M224XP-23L ok
Nexus7000(config)#
attach nodule 4
Attaching to module 4 ...
To exit type 'exit', to abort type '$.'
Last login: Fri Feb 14 18:10:21 UTC 2020 from 127.1.1.1 on pts/0
module-4#
show hardware internal dev-port-nap
CARD_TYPE: 24 port 10G
>Front Panel ports:24
Device name Dev role Abbr num_inst:
> Skytrain DEV_QUEUEING QUEUE 4
> Valkyrie DEV_REWRITE RWR_O 4
> Eureka DEV_LAYER_2_LOOKUP L2LKP 2
> Lamira DEV_LAYER_3_LOOKUP L3LKP 2
> Garuda DEV_ETHERNET_MAC MAC_O0 2
> EDC DEV_PHY PHYS 6
> Sacramento Xbar ASIC  DEV_SWITCH_FABRIC SWICHF 1
et e L e e +
e e LT +++FRONT PANEL PORT TO ASIC INSTANCE MAP++4+------------ +
et e L e e +
FP port | PHYS | SECUR | MAC_O | RWR_O | L2LKP | L3LKP | QUEUE |SWICHF

1 0 0 0 0,1 0 0 0,1 0

2 0 0 0 0,1 0 0 0,1 0

3 0 0 0 0,1 0 0 0,1 0

4 0 0 0 0,1 0 0 0,1 0

5 1 0 0 0,1 0 0 0,1 0

6 1 0 0 0,1 0 0 0,1 0

7 1 0 0 0,1 0 0 0,1 0

8 1 0 0 0,1 0 0 0,1 0

9 2 0 0 0,1 0 0 0,1 0

10 2 0 0 0,1 0 0 0,1 0

11 2 0 0 0,1 0 0 0,1 0

12 2 0 0 0,1 0 0 0,1 0

13 3 1 1 2,3 1 1 2,3 0

14 3 1 1 2,3 1 1 2,3 0

15 3 1 1 2,3 1 1 2,3 0

16 3 1 1 2,3 1 1 2,3 0

17 4 1 1 2,3 1 1 2,3 0

18 4 1 1 2,3 1 1 2,3 0

19 4 1 1 2,3 1 1 2,3 0

20 4 1 1 2,3 1 1 2,3 0

21 5 1 1 2,3 1 1 2,3 0



22 5 1 1 2,3 1 1 2,3 0

23 5 1 1 2,3 1 1 2,3 0

24 5 1 1 2,3 1 1 2,3 0
e e e +
e e e +

 HE, CREMELINERS, WRHAEIBREITER, Al FRELAKPHIRY  SEEEREHRHASICHIR
o

o TR, &HFER LS dam asic eurekainstance xwhere x2ASICHIE#RSE , It BDBUSHRBUSEL B HK FIky 53288, fF
A SstatusiEMERESMME | WHRREE B/,

<#root>

modul e-4(eureka-elam)#

trigger dbus dbi ingress ipv4 if source-ipv4-address 192.0.2.2 destination-ipv4-address 192.0.2.4 rbi-cc
module-4(eureka-elam)#

trigger rbus rbi pbl ip if cap2 1

module-4(eureka-elam)# status

Slot: 4, Instance: 1

EU-DBUS: Configured

trigger dbus dbi ingress ipv4 if source-ipv4-address 192.168.10.1
EU-RBUS: Configured

trigger rbus rbi pbl ip if cap2 1

o FERADTsatBABRSR  FABOausREBRIROMRE | UREEREFCER,

<#root>

module-4(eureka-elam)# start
module-4(eureka-elam)# status

Slot: 4, Instance: 1
EU-DBUS:

Ar med

<L L L L L <L
trigger dbus dbi ingress 1ipv4 if source-ipv4-address 192.168.10.1
EU-RBUS:

Ar med

<L L L L L L L L
trigger rbus rbi pbl ip if cap2 1



—BERERTEREXCEMBRE  EUMKER. K, EXAEBEXRE , YBRXREMRA
REEERBR,

, AR B AR AV AR B

4

<#root>
module-4(eureka-elam)#

stat us

STot: 4, Instance: 1
EU-DBUS:

Triggered <<<<<<<<<<

trigger dbus dbi ingress ipv4 if source-ipv4-address 192.168.10.1
EU-RBUS:

Triggered <<<<<<<<<<

trigger rbus rbi pbl ip if cap2 1

o BBC® FREbusiidusVERBFFIH  UHETCHREHE TR -ERE, EEB® Fshow dbusFER | iFF
5l ; show rbus|i seqo ZRFFISRICE , BI AT AR dousFrbustI AR . IRTEE , FEMETHE , EFEABEHERNE
*SI’@O

% AR RTRBERMY , BHRRZINETELAMUEREREE,

o BT LUE A d - show dbusHishow rbuski R rbusfldbusti A B . B EEE AR F 555 (sequence H AR/ B EXK B,
Dbus&FNERE| , CEREEKERTNIE, RousETRENSERIWENBZERS|, I, HETLURTENEZ
IPIMACHE3E AR VLANE .

« BTRRSIMBEERS (BBALTLES ) , EALUMER S show system internal pixm info Itl #1% 2 BB K 51 EAR R

E A M Nexus 7000 - MM 2B9ELAM ( LamiraZE4 )

LamiraF SR REE—&% , BEthE—LERE .

o fERE#EF Lamiraclam asic lamirainstance xiE{TELAM,

o HARBBELAMBGSAE :

<ttroot>



module-4(lamira-elam)#

trigger dbus ipv4d if source-ipv4-address 192.0.2.2 destination-ipv4-address 192.0.2.4

module-4(lamira-elam)#

trigger rbus <ifelofe>ip if elammtch 1

o BEAsatus TRERE , YRREMHEEXERRZEA "Armed) XEBERE KB,

. R, BRI LUERdbusHshow bust#a i |, H 75 B Eurekay BR B L,

& FA ¥ Nexus 7000 - F2/F2ERIELAM ( Clipper®E & )

B, BEEAUN K RAEBBREAZLE, PBERNT

o I&{EFARAEF Clipperelem asic clipper instance X TELAM , I8 EF 2B R HEIBER.

<tfroot>

nmodul e-4# elam asic clipper instance 1 nodul e-4(clipper-elam# <layer2/Layer3>

o ARBBELAMABSOT :

<ffroot>

modul e-4(clipper-12-elam)#

trigger dbus ipv4 ingress if source-ipv4-address 192.0.2.3 destination-ipv4-address 192.0.2.2

module-4(clipper-12-elam)#

trigger rbus ingress if trig

o BEMAsatus TRERE , URRCHEEZERNRZABAmMd , YERERE 2RI,

o R, BELAEERE dbusHishow bustyEs i, E 5N EEEurekalfV BER N1

&AM Nexus 7000 - F3RIELAM (AIEF &)



B, BEMELC  RERRETE. PHERNOT :

. {EAREFFanker dam asic flanker instance XE{TELAM Y IEEE 2B R EIBER,

module-4# elam asic flanker instance 1
module-4(flanker-elam)# <layer2/Layer3>

. FBRBBELAMHSSOT :

<#root>

module-9(fIn-12-elam)#

trigger dbus ipv4 if destination-ipv4-address 10.1.1.2
module-9(fln-12-elTam)#

trigger rbus ingress if trig

« ZERtatus BERERE , YRREMEEXERRZARAmM , WEHBEERRZ REBR,

o R, B LA ELUAEurekaly 15 = B dbusHirbushy & .

58 FA F*Nexus 9000BIELAM ( Tahoe®FE& )

TENexus 90007 , iBFEEENexus 700088 E R E, ¥ Nexus 9000 , 552 B Nexus 9000E RIEASIC (Tahoe) NX-OS EL AM - B R} §8E%

o HE4& , EAshow hardwareinternal tah interface #in TR ENE YR, EHPHREENEHARASICH, Slice #Hlsource
ID (srcid) #o

o kAL, BRI LUE Ashow system internal ethpm info interface #f S F MM ELER | oo BRTHEIIHENEN , LEN
EEEEESdpidMdmodE.

o fEM & show moduletR Z=E AR 5%
+  {#Mattach module xIE#REIEME , HPx2RAERE
o fEA &S module-1# debug platform internal tah elam asic #£ 548 FiE{TELAM

- REEHEHRERR(L2, L3, HENRE (HIWGRERVXLANE ) , BEAIBR/NIPEES


https://www.cisco.com/c/en/us/support/docs/switches/nexus-9000-series-switches/213848-nexus-9000-cloud-scale-asic-tahoe-nx-o.html#anc4
https://www.cisco.com/c/en/us/support/docs/switches/nexus-9000-series-switches/213848-nexus-9000-cloud-scale-asic-tahoe-nx-o.html#anc4
https://www.cisco.com/c/en/us/support/docs/switches/nexus-9000-series-switches/213848-nexus-9000-cloud-scale-asic-tahoe-nx-o.html#anc4
https://www.cisco.com/c/en/us/support/docs/switches/nexus-9000-series-switches/213848-nexus-9000-cloud-scale-asic-tahoe-nx-o.html#anc4

<#root>

Nexus9000(config)#

attach nodule 1

module-1#

debug platforminternal tah elamasic O
module-1(TAH-elam)#
trigger init asic # slice #

lu-a2d 1 in-select 6 out-select O use-src-id #
moduTle-1(TAH-eTam-insel6)#

reset

moduTle-1(TAH-eTam-insel6)#

set outer ipv4d dst_ip 192.0.2.1 src_ip 192.0.2.2

o EREBEERE  FAsart SRBELAM , FEEERR , YEFEAreport v RERE, RENBHERTEHNEANE
A Rvlan 1D, JRH B #ZIPIMACHE L,

<tfroot>

SUGARBOWL ELAM REPORT SUMMARY
dot-1,asic-1,dice-1

Incoming Interface:

Et h1/ 49

Src Idx : Oxd, Src BD :
10

Outgoing Interface Info:
drod 1, dpid 14

Dst Idx : 0x602, Dst BD : 10

Packet Type: IPv4

Dst MAC address: CC:46:D6:6E:28:DB
Src MAC address: 00:FE:C8:0E:27:15
.1g TagO VLAN:

10

, cos = 0x0
Dst IPv4 address: 192.0.2.1
Src IPv4 address: 192.0.2.2



Ver = 4, DSCP = 0, Don't Fragment = 0
Proto = 1, TTL = 64, More Fragments = 0
Hdr len = 20, Pkt len = 84, Checksum = 0x667f

5B M Nexus 9000M9ELAM ( NorthStarFE& )

NorthStar'F & HiBEE Tahoe F 5 4[E , HE—WWERIREEAELAMEKERE , £/ T E&Fnsf T =2tah :

<ffroot>

nodul e- 1# debug platforminternal ns elamasic 0

NO9K Packet Tracer

Nexus 9000 Packet Tracer TE A AR ERBHER , HREN RERIHERBFERABEARBE/ T2 REEAEINESETER
o ETCAMERERFELETHMIENERT , BEEEM. A, LI EELHBEARPHRE , YATERERETARE (W
Wireshark ) BYREHEE R

it B Packet Tracer , B EAUTH S

<#root>
NOK-9508#
test packet-tracer src_ip <src_ip> dst_ip <dst_ip>
<==== provide your src and dst ip N9K-9508#
test packet-tracer start
<==== Start packet tracer N9K-9508#
test packet-tracer stop
<==== Stop packet tracer N9K-9508#
test packet-tracer show

<==== Check for packet matches

BRIGHBER | 2RI M Nexus 9000 : Packet Tracer T E A1 #8- Cisco

TracerouteflPing

ELHTRMESEANGT , TARREREEZRBE,

Pingi4E{E A InternetiZ2 #5H E HE(CMPHSICMPEIEE B EE IR ERE , Y EEHXEENICMPEEES, NREHMENERET


https://www.cisco.com/c/en/us/support/docs/switches/nexus-9000-series-switches/210592-Nexus-9000-Packet-Tracer-tool-explained.html?referring_site=RE&pos=1&page=https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/6-x/troubleshooting/guide/b_Cisco_Nexus_9000_Series_NX-OS_Troubleshooting_Guide/b_Cisco_Standalone_Series_NX-OS_Troubleshooting_Guide_chapter_010000.html
https://www.cisco.com/c/en/us/support/docs/switches/nexus-9000-series-switches/210592-Nexus-9000-Packet-Tracer-tool-explained.html?referring_site=RE&pos=1&page=https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/6-x/troubleshooting/guide/b_Cisco_Nexus_9000_Series_NX-OS_Troubleshooting_Guide/b_Cisco_Standalone_Series_NX-OS_Troubleshooting_Guide_chapter_010000.html
https://www.cisco.com/c/en/us/support/docs/switches/nexus-9000-series-switches/210592-Nexus-9000-Packet-Tracer-tool-explained.html?referring_site=RE&pos=1&page=https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/6-x/troubleshooting/guide/b_Cisco_Nexus_9000_Series_NX-OS_Troubleshooting_Guide/b_Cisco_Standalone_Series_NX-OS_Troubleshooting_Guide_chapter_010000.html
https://www.cisco.com/c/en/us/support/docs/switches/nexus-9000-series-switches/210592-Nexus-9000-Packet-Tracer-tool-explained.html?referring_site=RE&pos=1&page=https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/6-x/troubleshooting/guide/b_Cisco_Nexus_9000_Series_NX-OS_Troubleshooting_Guide/b_Cisco_Standalone_Series_NX-OS_Troubleshooting_Guide_chapter_010000.html

EERBRERE , BRI ABREERE , pingRERT, BERERT , pingfe S EX5x ICMPEIEHE S ( MBS KM%

) WR—ETEE , BALERSX ICMPEIERES, BF , EXBHEE MU BITHEARP)BREBEBAMACH IR | FIIEEFE
BREAM, MRZEINERETping, ITEHBRHRpingE K. A, BAUFEAUTHEEFREngX . EREXD. R
RN ENEEERE

<#root>
F241.04.25-N9K -C93180-1#
pi ng 10.82.139.39 vrf managenent

PING 10.82.139.39 (10.82.139.39): 56 data bytes

36 bytes from 10.82.139.38: Destination Host Unreachable
Request 0 timed out

64 bytes from 10.82.139.39: icmp_seq=1 tt1=254 time=23.714 ms
64 bytes from 10.82.139.39: icmp_seq=2 tt1=254 time=0.622 ms
64 bytes from 10.82.139.39: icmp_seq=3 tt1=254 time=0.55 ms
64 bytes from 10.82.139.39: icmp_seq=4 tt1=254 time=0.598 ms

F241.04.25-N9K-C93180-1#

ping 10.82.139.39 ?

<CR>

count Number of pings to send

df-bit Enable do not fragment bit in IP header

interval Wait interval seconds between sending each packet
packet-size Packet size to send

source Source IP address to use

source-interface Select source interface

timeout Specify timeout interval

vrf Display per-VRF information

Traceroute M PR ER T ERZEEN AR BHEER, ER—EFRFEENTE  RATHEIRBEREMEHLIER, Lt
ALEERE, RRARRNERTHIERFHEEREM !

<tfroot>
F241.04.25-N9K -C93180-1#

traceroute 10.82.139.39 ?

<CR>

port Set destination port

source Set source address in IP header
source-interface Select source interface

vrf Display per-VRF information

Nexus_1(config)#

traceroute 192.0.2.1

traceroute to 192.0.2.1 (192.0.2.1), 30 hops max, 40 byte packets
1 198.51.100.3 (198.51.100.3) 1.017 ms 0.655 ms 0.648 ms
2 203.0.113.2 (203.0.113.2) 0.826 ms 0.898 ms 0.82 ms



3 192.0.2.1 (192.0.2.1) 0.962 ms 0.765 ms 0.776 ms

PACL/RACL/VACL

FREEFBEEACLR—EEEIR , AFLRBHBEERNEEBRRE, EACLHEATARGNEER , THUEACREEA
WHRHERE, ACLW—EEE S EREARMRERFTETNFTEET, MEPACL/RACL/IVACLERIEEEACLNEEER , ©AK
BERACLEBAEGARMNBENHRTE , B RARBEEBEREE K. UTHENRBIELMNEE

o IEFREFIEE(PACL) : BB EEATIL2RBREIZ/NHEES , BB ERAPACL,

o IRHSRIMESIEE(RACL) S BEEERIILBEHE/NEE , XEEERBABRACL,

+  VLANEGEEHEIFE(VACL) : BALUMSVACLEEAEARERESEHEVLANREVLANABENMEER 2,

VACLEBARZEREBREBIAEEENIFHEYENE. VACLTEHAE ( AORHO ) EXEM,

TREHACLIRA ZEHY LB

ACLERl  |[PACL RACL VACL
Thig BRELNELEREORR |\ e o) 30 m i 7B (B IBVLANT B
_VLANAE.
- L2 T E /R,
= %IEL:'}fI\Eo _
- L2 EEN . EAF# , ACLASFER 23X
EAR -L3FT A, VLANHFFrEIE ( 3
- R RS wm ) |
,ACLISIBRZHPRIE A |- L3B@EENE
ntFE’JFﬁﬁVLANJ:ElJIJILEo
EEAE.
ERAMNFE {ER A, AVhER H Uk -

LTRETNMEREZECEENES, SREMET , 552 B Cisco Nexus 9000% FINX-0SZ 4 fi B 5 9. 3(x) AR-FLE|I1P ACL

<#froot>

Nexus93180(config)#
ip access-list <Nane_of ACL>

Nexus93180(config-acl)# ?


https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/93x/security/configuration/guide/b-cisco-nexus-9000-nx-os-security-configuration-guide-93x/b-cisco-nexus-9000-nx-os-security-configuration-guide-93x_chapter_01010.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/93x/security/configuration/guide/b-cisco-nexus-9000-nx-os-security-configuration-guide-93x/b-cisco-nexus-9000-nx-os-security-configuration-guide-93x_chapter_01010.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/93x/security/configuration/guide/b-cisco-nexus-9000-nx-os-security-configuration-guide-93x/b-cisco-nexus-9000-nx-os-security-configuration-guide-93x_chapter_01010.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/93x/security/configuration/guide/b-cisco-nexus-9000-nx-os-security-configuration-guide-93x/b-cisco-nexus-9000-nx-os-security-configuration-guide-93x_chapter_01010.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/93x/security/configuration/guide/b-cisco-nexus-9000-nx-os-security-configuration-guide-93x/b-cisco-nexus-9000-nx-os-security-configuration-guide-93x_chapter_01010.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/93x/security/configuration/guide/b-cisco-nexus-9000-nx-os-security-configuration-guide-93x/b-cisco-nexus-9000-nx-os-security-configuration-guide-93x_chapter_01010.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/93x/security/configuration/guide/b-cisco-nexus-9000-nx-os-security-configuration-guide-93x/b-cisco-nexus-9000-nx-os-security-configuration-guide-93x_chapter_01010.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/93x/security/configuration/guide/b-cisco-nexus-9000-nx-os-security-configuration-guide-93x/b-cisco-nexus-9000-nx-os-security-configuration-guide-93x_chapter_01010.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/93x/security/configuration/guide/b-cisco-nexus-9000-nx-os-security-configuration-guide-93x/b-cisco-nexus-9000-nx-os-security-configuration-guide-93x_chapter_01010.html

<1-4294967295>

deny
fragments
no

permit
remark
show
statistics
end

exit

pop

push
where

Nexus93180(config)# int el/1

Sequence number
Specify packets to reject

Optimize fragments rule installation
Negate a command or set its defaults

Specify packets to forward
Access Tist entry comment
Show running system information

Enable per-entry statistics for the ACL

Go to exec mode
Exit from command interpreter

Pop mode from stack or restore from name

Push current mode to stack or save it under name
Shows the c1i context you are in

Nexus93180(config-if)# ip port access-group <NAME_of_ACL> ? >>>>>> When you configure ACL 1like this, it
in Inbound packets

Nexus93180(config-if)# ip access-group <NAME_of_ACL> ?
in Inbound packets

out Outbound packets

LOGFLASH

>>>>>> When you configure ACL Tike this, it

LogFlash@NexusF & LR — KA BEERA , T RAESNGREICERR. USBRE S Supervisor P R A Bk, MRHEMM
Mk RS EHMBHMEAERDLogFlash, LogflashZREEEIE L REFEELER , WRERAR, RREFER. BEAMAR
EHEEREEM)BEL, AXBEBTREEM, BAUEANTHHRELogFashIRA :

<#root>
Nexus93180(config)#
dir |ogflash:

0
20480
24

24
4096
4096
4096
4096
1323008
4096
4096
1024
32768
129984
4096
16384
4096
4096

Usage for logflash:
1103396864 bytes used
7217504256 bytes free

Nov
Feb
Feb
Feb
Feb
Sep
Aug
Feb
Feb
Feb
Feb
Oct
Jan
Jan
Feb
Feb
Aug
Feb

14
18
20
20
18
11
15
02
18
17
02
30
17
17
14
02
09
18

04:
13:
20:
20:
17:
01:
03:
05:
19:
06:
05:
17:
11:
11:
13:
05:
20:
13:

13:
35:
43:
36:
24:
39:
28:
21:
20:
35:
21:
27:
53:
53:
44
21:
38:
40:

21
07
24
52
53
04
05
47
46
36
47
49
23
23
00
44
22
36

//sup-Tlocal

2019
2020
2019
2019
2020
2018
2019
2018
2020
2020
2018
2019
2020
2020
2020
2018
2019
2020

.gmrée_pTlus

ISSU_debug_logs/

arp.pcap

capture_SYB010L2289.pcap

command/
controller/
core/
debug/
debug_logs/

evt_log_snapshot/

generic/
icamsql_1_1.db

icamsql_1_1.db-shm
icamsql_1_1.db-wal

log/
Jost+found/
old_upgrade/
vdc_1/



8320901120 bytes total

NRERAEEHFBRARE  IERERNE-SHMRABTEHRRA , MIEARFEABKER, HEERERT , LogFlashATRAEE
B8, SALBRELERNUEERENTRER. ER  ERBETE-—IHIRAE , UBRERLARRE , #MREHE-LRR

, EFCMRBRBELENS  FESKRMAE,

BRNAERE L ElogflashV & |

OBFL

R # # PR FC 8% (OBFL) @Nexus Top of Rack MR (L I ER A AV K AR F R B, BELogFlash— 4 , EEHMBAKER , EALER
#. OBFLEREFAMANRAEREEN. EARFANEMAME , BLT ENexus 93108F S 1898 Rl ( BMER —EEHER

EEHAE ) -

<tfroot>

Nexus93180(config)#

552 B Nexus 7000 H 550 82 M BE- Cisco o

show | oggi ng onboard nodule 1 ?

Feden

JOROR

<CR>
> Redirect it to a file
>> Redirect it to a file in append mode

boot-uptime
card-boot-history
card-first-power-on
counter-stats
device-version
endtime
environmental-history
error-stats
exception-Tog
internal
interrupt-stats
obf1-history
stack-trace

Boot-uptime

Show card boot history

Show card first power on information
Show OBFL counter statistics
Device-version

Show OBFL Togs till end time mm/dd/yy-HH:MM:SS
Environmental-history

Show OBFL error statistics
Exception-Tlog

Show Logging Onboard Internal
Interrupt-stats

ObfT1-history

Stack-trace

starttime Show OBFL logs from start time mm/dd/yy-HH:MM:SS

status Status

| Pipe command output to filter
Nexus93180(config)#

show | oggi ng onboard nodul e 1 status

OBFL Status
Switch OBFL Log: Enabled
Module: 1 OBFL Log: Enabled
card-boot-history Enabled
card-first-power-on Enabled
cpu-hog Enabled
environmental-history Enabled

error-stats

Enabled

o

* No matching command found in current mode, matching in (exec) mode ***


https://www.cisco.com/c/en/us/support/docs/interfaces-modules/nexus-7000-series-supervisor-1-module/116138-technote-log-00.html
https://www.cisco.com/c/en/us/support/docs/interfaces-modules/nexus-7000-series-supervisor-1-module/116138-technote-log-00.html
https://www.cisco.com/c/en/us/support/docs/interfaces-modules/nexus-7000-series-supervisor-1-module/116138-technote-log-00.html

exception-Tlog Enabled
interrupt-stats Enabled
mem-1eak Enabled
miscellaneous-error Enabled
obfl1-log (boot-uptime/device-version/obfl-history) Enabled
register-log Enabled
system-health Enabled
temp Error Enabled
stack-trace Enabled

B, EEAENEENBALELHABRENBANSHMENBALER , LEFAWFEERH, EEBERT , OBFLEAH
HERRFHAEREMBEME. fdshow logging onboard2 —ERIFHES. BREE  BUARBHERARAMEN , TecMEEE
ENMERS. BEREHshow logging onboard module xBRattach mod x ; show logging onboard,

EHRCHE

EHBEFITHEIRMERANIEZ — , CAUALRREHREMENusLETHEERENSESHNERA, ROER , ENexusFA L
EBTHESELESEERAETHNSHELRE  URFABREESESHNER (K EMRABRETHNAER ) . ELSHEH
RIFKAMN , WEAESFHAALERFFNAMELEANEEL. ELRARERENEEL EHZREZETHEDRE | BT
IEEEM, flm, MREMHOSPFEEHIGERAEER TIE , &7 LA A BEOSPFEIBIMN B4+ B S S8R RFEEOSPRE IR B = BRI (L B

o B LA BIEENexusE & LR TS EHTE ( ICDPISTP, UDLD. LACP/OSPF, EIGRP/BGP% ) BB E4E S iotk.

ERLBEEASRAMNRBERENSHLENSTR. SEEEREZEER , ALFELA ? REERT TANSERE,

<#root>
Nexus93180(config)#

show <Process> internal event-history ?

Nexus93180# show ip ospf event-history ?

adjacency
cli

event
flooding

ha

hello

Tdp

1sa

msgs
objstore
redistribution
rib

segrt

spf
spf-trigger
statistics
te

Nexus93180#

show spanni ng-tree interna

all

Adjacency formation logs

Cli logs

Internal event logs

LSA flooding logs

HA and GR Tlogs

Hello related logs

LDP related logs

LSA generation and databse Togs
IPC logs

DME OBJSTORE related logs
Redistribution logs

RIB related logs

Segment Routing logs

SPF calculation logs

SPF TRIGGER related logs

Show the state and size of the buffers
MPLS TE related Togs

event - history ?

Show all event historys

deleted Show event history of deleted trees and ports



errors Show error logs of STP

msgs Show various message logs of STP

tree Show spanning tree instance info

vpc Show virtual Port-channel event Tlogs
st

FARAENX-OSHIRERAN TR | AFFGETRREEHREA LS ETHKIERIECLIPET, BARBREKEHR HLHIE
R, BAELRHEESIYECPUNEE. HCLI LERETRECH , FBLEE,

FREREALRERBEAEMEER  YERSHEREANREEERTERRERNTAFARFET. ERERBEBNEAER

PRI ARETE.
HEHBRFEE—F B ANexusE B FHEETRRE ( ZICDP/STP, UDLD, LACP/OSPF, EIGRP/BGP% ) E{THAE.

REBRHUTERAKRENGR. SELEBESEREE  DLFEER ? REER T JANSERE,

fﬁ'lll

<#root>

Nexus93180# debug <Process> ?

Nexus93180# debug spanning-tree ?
al  Configureal debug flags of stp
bpdu_rx Configure debugging of stp bpdu rx
bpdu_tx Configure debugging of stp bpdu tx
error  Configure debugging of stp error
event Configure debugging of Events
ha  Configure debugging of stp HA
mcs  Configure debugging of stp MCS
mstp  Configure debugging of MSTP
pss Configure debugging of PSS
rstp  Configure debugging of RSTP

PS

Configure debugging of Set Port state batching

timer Configure debugging of stp Timer events
trace Configure debugging of stp trace
warning Configure debugging of stp warning

Nexus93180#

debug ip ospf ?

adjacency Adjacency events
all ATT OSPF debugging
database OSPF LSDB changes

database-timers
events

flooding
graceful-restart
ha

hello
1sa-generation
Tsa-throttling
mpls
objectstore
packets

OSPF LSDB timers

OSPF related events

LSA flooding

OSPF graceful restart related debugs
OSPF HA related events

Hello packets and DR elections
Local OSPF LSA generation
Local OSPF LSA throttling

OSPF MPLS

Objectstore Events

OSPF packets



policy

redist
retransmission
rib

segrt

snmp

spf
spf-trigger

=hE

OSPF RPM policy debug information

OSPF redistribution

OSPF retransmission events

Sending routes to the URIB

Segment Routing Events

SNMP traps and request-response related events
SPF calculations

Show SPF triggers

BEEE  BRARLYE(GOLD)BEARKRBRARE , YARRERREAEENER, REMEANFTLETTEERLURA
 HP-ERARHEEREY M5 - LARANTERREN, ELRLARTIAUTEE

- BAMDH  ELRFREEENREERTHER. tfERESESIZBNEEBNERY , SEFMEASICHERZ
P HE 2 EEEE M. ManagementPortl oopback H1IEOBCLoopback &858 & b i , ™ OBFLAUSBAIE Bl &,

o EBURIETRREZRDE  ELAHREEREKEETRENET. ELAHARETEN , IERAET , URRE
BHBEM, BUURBEESHRBUESRE A FRELAH.

o FEEPE . LRMERAESTMEERNT , UEEBLERE,

FEAUTSHS , TURERRE A ANSERBINR LR

Nexus93180(config)# show diagnostic content module all
Diagnostics test suite attributes:

B/C/* - Bypass bootup level test / Complete bootup level test / NA
P/* - Per port test / NA

M/S/* - Only applicable to active / standby unit / NA

D/N/* - Disruptive test / Non-disruptive test / NA

H/O/* - Always enabled monitoring test / Conditionally enabled test / NA
F/* - Fixed monitoring interval test / NA

X/* - Not a health monitoring test / NA

E/* - Suptolinecardtest/ NA

L/* - Exclusively runthistest / NA

T/* - Not an ondemand test / NA

A/l* - Monitoring is active / Monitoring is inactive / NA

Module 1: 48x10/25G + 6x40/100G Ethernet Module (Active)

Testing Interval

ID Name Attributes  (hh:mm:ss)

1) USB > CH*N**X**T*  -NA-

2) NVRAM > xkrxNFrrxxrx A (00:05:00
3) RealTimeClock----------------- > xxxNFrrxxx A (00:05:00
4) PrimaryBootROM---------------- > xxxNFrrxxx A (00:30:00
5) SecondaryBootROM-------------- > RERENrxxEEEA - 00:30:00
6) BootFlash--------------------- > FERENrxxEER A 00:30:00
7) SystemMgmtBus----------------- > **MN****** A 00:00:30

8) OBFL > CFFNF*X**T*  -NA-




9) ACT2 > FrENFEEERR A 00:30:00

10) Console > FrRRNrrEkxkr A 00:00:30
11) FpgaRegTest------------------- > RERNFrEEEXA 00:00:30
12) Mce > FRxNFrEExx A (01:00:00
13) AsicMemory-------------------- > CH*D**X**T*  -NA-
]_4) Pcie > CrRNFRX**RT* -NA-

15) PortLoopback------------------ > *PEN*FEXEF** -NA-

16) L2ACLRedirect----------------- > *PRN***EF*A - 00:01:00
17) BootupPortL oopback------------ >  CP*N**XE*T* -NA-

BEBERER7TREYENER | BUUERALGT

<#root>
Nexus93180(config)#

show di agnosti c description nodule 1 test all

USB :
A bootup test that checks the USB controller initialization
on the module.

NVRAM :
A health monitoring test, enabled by default that checks the
sanity of the NVRAM device on the module.

RealTimeClock :
A health monitoring test, enabled by default that verifies
the real time clock on the module.

PrimaryBootROM :
A health monitoring test that verifies the primary BootROM
on the module.

SecondaryBootROM :
A health monitoring test that verifies the secondary BootROM
on the module.

BootFlash :
A Health monitoring test, enabled by default, that verifies
access to the internal compactflash devices.

SystemMgmtBus
A Health monitoring test, enabled by default, that verifies
the standby System Bus.

OBFL :
A bootup test that checks the onboard flash used for failure
Togging (OBFL) device initialization on the module.

ACT2
A Health monitoring test, enabled by default, that verifies
access to the ACT2 device.

Console :

A health monitoring test,enabled by default that checks health
of console device.



FpgaRegTest :
A health monitoring test,enabled by default that checks read/write
access to FPGA scratch registers on the module.

Mce :
A Health monitoring test, enabled by default, that check for
machine errors on sup.

AsicMemory :
A bootup test that checks the asic memory.

Pcie :
A bootup test that tests pcie bus of the module

PortLoopback :
A health monitoring test that tests the packet path from
the Supervisor card to the physical port in ADMIN DOWN state
on Linecards.

L2ACLRed1irect :
A health monitoring test, enabled by default, that does a
non disruptive loopback for TAHOE asics to check the ACL Sup
redirect with the CPU port.

BootupPortLoopback :

A Bootup test that tests the packet path from the Supervisor
card to all of the physical ports at boot time.
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https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/92x/system-management/b-cisco-nexus-9000-series-nx-os-system-management-configuration-guide-92x/b-cisco-nexus-9000-series-nx-os-system-management-configuration-guide-92x_chapter_01101.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/92x/system-management/b-cisco-nexus-9000-series-nx-os-system-management-configuration-guide-92x/b-cisco-nexus-9000-series-nx-os-system-management-configuration-guide-92x_chapter_01101.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/92x/system-management/b-cisco-nexus-9000-series-nx-os-system-management-configuration-guide-92x/b-cisco-nexus-9000-series-nx-os-system-management-configuration-guide-92x_chapter_01101.html
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https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/92x/system-management/b-cisco-nexus-9000-series-nx-os-system-management-configuration-guide-92x/b-cisco-nexus-9000-series-nx-os-system-management-configuration-guide-92x_chapter_01101.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/92x/system-management/b-cisco-nexus-9000-series-nx-os-system-management-configuration-guide-92x/b-cisco-nexus-9000-series-nx-os-system-management-configuration-guide-92x_chapter_01101.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/92x/system-management/b-cisco-nexus-9000-series-nx-os-system-management-configuration-guide-92x/b-cisco-nexus-9000-series-nx-os-system-management-configuration-guide-92x_chapter_01101.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/92x/system-management/b-cisco-nexus-9000-series-nx-os-system-management-configuration-guide-92x/b-cisco-nexus-9000-series-nx-os-system-management-configuration-guide-92x_chapter_01101.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/92x/system-management/b-cisco-nexus-9000-series-nx-os-system-management-configuration-guide-92x/b-cisco-nexus-9000-series-nx-os-system-management-configuration-guide-92x_chapter_01101.html
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