BEREPEAE Nexus 7000 RIIZREBE RHENRSE
RiERA

B &

&
RS RE : SpineControlBusiff&
R R

RI5E : ENVRAMF B IR 3T 15
B8 : EiHIREISC RS S
R : N7K-M132XP-12{& =383 @B S i

B : N7K-M132XP-12#2 <1 #H-4-MOD WARNING
R TT B

RARE : N7TK-M224XP-23LEFiE (Al 25 B 5 & sk En
BRI =

RBIRE : N7K-F248XP-25% 5|3 EROMA & B 5| EROM I i fE
BRI =

REE . B E ORI S E

BRI

FARE : Xbar$E53/C7010-FAB-1E A B EAREE

BRI

BIRE : N7K-C7010-FAN-FEE B & 4R

BRI B

B2 : %PLATFORM-2-PS CAPACITY CHANGEZEZ3R
BRI =

PS8 - %PLATFORM-5-PS STATUS:PowerSupply X PS FAILZ3R
RF R

B . FEXLHEIRERE

BRI B

I8 : N7K-AC-6.0KWERRE Sk fE
BRI B

BERE  SEHEEE

BRI B

B8 : USER-2-SYSTEM MSG FIPS BRI & R AR 8558
R TT B

L bl




AN HEERBEHIT Cisco NX-OS RiEEE A Cisco Nexus 7000 K7z L K ERENEERN
HEEE, WRHERAS R,

BHEE : AXERRNRFEAFAEEENRE X TERETRE, LECBURRE
Supervisor Engine £ #11THYEXBE AR AR,

B : SpineControlBus B

Nexus 7000 Supervisorfy 3 &2 #3815 K BY

Nexus7000# show module internal exceptionlog module 5

System Errorcode : 0x418b0022 Spine control test failed
Error Type : Warning

PhyPor t Layer : 0x0

Port(s) Affected : none

Error Description : Mdule 10 Spine Control Bus test Failed

11) Spi neControl Bus E

Error code ------------------ > DI AG TEST ERR DI SABLE

Total run count ------------- > 1597800

Last test execution tine ----> Mon May 27 21:57:17 2013
First test failure tine ----- > Sun Nov 20 00:30:55 2011
Last test failure time ------ > Mon May 27 21:57:17 2013
Last test pass time --------- > Mon May 27 21:56:47 2013
Total failure count --------- > 33

Consecutive failure count --->1

Last failure reason --------- > Spine control test failed

BRI R

I REEECiscoss 21D CSCuc724640E8, 552 B Nexus 7000% R RIRE : E SpineControlBusiflE %k
B | BRI B 2 .

B8 : ZENVRAMA 33 1

P EHT HBENVRAMEES -

Nexus7000#show diagnostic events

1) Event:E_DEBUG |ength:97, at 9664 usecs after Wed Dec 5 01:03:42 2012
[103] Event ERROR: Test Name- >NVRAM Test i ngType->heal th noni tori ng nmodul e->5

Resul t->fail Reason->

#show di agnostic result nodule 5 test NVRAM det ai l

4) NVRAME - - - - - - e e > E
Error code ------------------ > DI AG TEST ERR DI SABLE
Total run count ------------- > 52596
Last test execution tine ----> Wed Dec 5 01:03:41 2012
First test failure tine ----- > Tue Dec 4 23:28:45 2012
Last test failure time ------ > Wed Dec 5 01:03:42 2012
Last test pass time --------- > Tue Dec 4 23:23:41 2012

Total failure count --------- > 20


https://tools.cisco.com/bugsearch/bug/CSCuc72466
/content/en/us/support/docs/ios-nx-os-software/nx-os-software/116258-qanda-spinecontrolbus-00.html
/content/en/us/support/docs/ios-nx-os-software/nx-os-software/116258-qanda-spinecontrolbus-00.html
/content/en/us/support/docs/ios-nx-os-software/nx-os-software/116258-qanda-spinecontrolbus-00.html

Consecutive failure count ---> 20
Last failure reason --------- > Bad bl ocks found on nvram

ETRERTEERIRE, Supervisor5| B E ERRERE,

BRAR

1. EFMETNVRAMAIH R ERBARK. BMAN T S AZALEMBADE R ( met
HREEAESRM T RHl ) - EMPEEEEASRENVRAMY B B R B MAASRIBENVRAME A
show diagnostic result module 5 test NVRAM detail @ 5 SA B R testin T I EE R,

2. MENVRAMBIFEBIXR KN , BEMIKFAEEHS. B show diagnostic result module 5F1show
moduleds T R

. MRBHEBRAY , BELEBENEETOEIERLEERE(RMA)BER,

B : SRERAAR MR

£ Supervisor 2/Supervisor 2E L AT A BRI T —BRFAAEAR :

HERER ¢
DEVI CE_TEST- 2- COMPACT_FLASH FAIL: Mdule 5 has failed test ConpactFl ash
20 times on device Conpact Flash due to error The conpact flash power test failed.

CEERERE,

- DETRIE KR
Test results: (. = Pass, F = Fail, | = Inconplete,
U= Untested, A = Abort, E = Error disabl ed)
7) Conpact Fl ash E

Error code ------------------ > DI AG TEST ERR DI SABLE

Total run count ------------- > 23302

Last test execution tine ----> Sun Apr 13 10:07:30 2014

First test failure tine ----- > Sun Apr 13 00: 37:41 2014

Last test failure tinme ------ > Sun Apr 13 10:07:40 2014

Last test pass time --------- > Sun Apr 13 00:07:41 2014

Total failure count --------- > 20

Consecutive failure count ---> 20

Last failure reason --------- > The conpact flash power test
failed

Next Execution time --------- > Sun Apr 13 10:37:30 2014

BEER

% —fXNexus 7000 SupervisorMff R EE R AeUSBEI & , ABRUtR, PIEREHTAR
bootflash, ELEMEMIEEENNFEEFEE, EMEN RS EHE E A B LR T EAESI(RAID)1FE
5, LEHRRIPMR, 7T, Supervisorf AEE R H b — BRI (ETAERBELRRE ) B
BN TEIT.
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RS R
ERUATTR K BPRERTBRERREE
1. R AT8E , EFHA B BB Supervisor,



2 MREENHARRREE , CEEFBRER,
3. MREFBAMRTY BE , AIRAREELEBHEERID CSCus228054HE

B : N7TK-M132XP-124% 288 [o] 8l 5, 5 fE

A #EPortLoopback AlFA & B , B FEEB10ORBREZH K] -

DI AG_PORT_LB- 2- PORTLOOPBACK _TEST_FAIL Mdul e: 16 Test: Port Loopback
failed 10 consecutive tinmes. Faulty nodul e: Modul e 16 affected ports:5,7
Error: Loopback test failed. Packets lost on the LC at the Queuei ng engi ne ASIC

MODULE- 4- MOD_WARNI NG Mbdul e 16 (serial: XXXX) reported warning on
ports 16/5-16/5 (Ethernet) due to Loopback test failed.

Packets lost on the LC at the Queueing engine ASIC in device 78
(device error 0x41830059)

BEERR
ER—MHREEHE  EAZBERTRAEFERREE,
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BRI =R

B EMEBREEERID CSCtn8109M BRISEERID CSCti95293 , AAIE WAL R E BRI E.

BAEFHEEENEFRVRCFEEMETRBERER AR, NRDEAEDABERE—FH
HIE , MRS

EHRENFKERENEAF , IREATHTH@EL

- show logging log
- show module
- show diagn result module all detail

HE , CAREMETZHEEANR K MEFEFHAF, WRHIBETRER6:

show di agnostic result nodule 16

di agnostic clear result nodul e al

(config)# no diagnostic monitor module 16 test 5
(config)# diagnostic monitor module 16 test 5

di agnostic start nodule 16 test 5

show di agnostic result nodule 16 test 5

B : N7K-M132XP-12{f <1##-4-MOD_WARNING

RSB RATHER , YEARSEMHAER

2013 Mar 27 00: 40: 23 DC3- 7000- PRODD2- A23  MODULE- 4- MOD_WARNI NG
Modul e 9 (serial: XXX) reported warning on ports 9/1-9/3 (Unknown)
due to BE2 Arbiter experienced an error in device 65 (device error 0xc410f613)

BAER


https://tools.cisco.com/bugsearch/bug/CSCus22805
https://tools.cisco.com/bugsearch/bug/CSCtn81109
https://tools.cisco.com/bugsearch/bug/CSCti95293

ERBHFFENTERBRERIEREBES BN EREE.

BRI =R

1. REUTHHE L . BRRAshow system reset-reason module Xshow logging onboard
internal reset-reasonshow module internal event-history module Xf = B &

2. (NREMCisco NS-OXIRAE B RIRA4.2 | FBHBEFTRA , UFRRES T ¢H¥ELHBERE
WIEE ( R/MEBBRERIERMATRENM ) - BREEFRID CSCs072230 L1 DIREXE B A8541
CPURFE , HIRL1 DIRENFERERIERERIEEFRID CSCsro0831 — BHA 7 L1 DIRENAI8541
CPURRE , Y HHIEL1 DIREVHEIA TF B R ER

3. MRIEREBEHH | FEF KB FNE R,

4. MRERNEEER , FEBBEEEE.

H 1t B A ik

B R$EERID CSCth98876

PR : N7K-M224XP-23L B RIREEE 5 & K 558

BHE P HIR LT 8RR ¢

9%VODULE- 4- MOD_WARNI NG Mbdul e # (Serial nunber: XXXX) reported warning
Et hernet#/# due to chico serdes sync |l oss in device DEV_SKYTRAIN
(device error 0xc9003600)

BEERR
E L FHRRREB#MXbar/ASICZ BFERS EREE. EXAZBERT , REREANERHIE

° f"|||

MR EHICisco NS-OXIRARR6.1(4) , BESER R BEEETR , AITsEE F 2CiscofhFRID
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DEEETRE,

BRAR
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- show module
- show run
- show module internal event-history module X
- show module internal activity module X
- show module internal exception-log module X
- show module internal event-history errors
- show logging last 200
- show logging nvram

18 R FHR FINS-OXIRA6.1(4) HE S RA , AEERRBHIYREE,


https://tools.cisco.com/bugsearch/bug/CSCso72230
https://tools.cisco.com/bugsearch/bug/CSCsr90831
https://tools.cisco.com/bugsearch/bug/CSCtb98876
https://tools.cisco.com/bugsearch/bug/CSCud91672
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1. BEEEEBREREPN S —EAZREE.
2. MRBREARE , FRERARBENEED,
3. MRESBNEARBINR  FHREACEEFRELRE.,

B8 : N7K-F248XP-25% 5| @ROMA % By 5| MROMRU G FE

EAEN7K-F248XP-25%E PrimaryBootROM#ISecondaryBootROMIEI 52 15 & B -

show nodul e internal exceptionlog nodule 1 | i Error|xception
*xxxkxkkx Exception info for nodule 1 **x***xx

exception information --- exception instance 1 ----

Error Description : Secondary BootROM test failed

exception information --- exception instance 2 ----
Error Description : Primary BootROMtest failed

BRARRE
EEE RHEMNBIOSERBENRE FRESIENH.
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BRI =

BRWIEID CSCuf82089%T A , METRNEBUENENESHAMET , MEETEEND
o Bl , ERTFHNREREMENTH , MARENAZMNE.

EREERT  BELHAEHELMWBIOSEES|IEZ/ ., & Ainstall module X bios forced @i & LA fi# R
WREE, B3I S P RSFERE. ERETHERRAINT.

SEREAT &5 BRED A R IR FE 28

1. ZHEHEEIR B I & Ainstall module X bios forced#r S 1A ATRERI SR 5 3%, EEMHERRET A
s, LB R BENRESE,

2. MRS RIEARNELZAMIRERTEHBLRE K FEREQR, LRUBEERTABNE
B

Nexus7000# install module 1 bios forced

Warning: Installing Bios forcefully...!

Warni ng: Pl ease do not renmove or power off the nmodule at this tine

Upgradi ng primary bios

Started bios programming .... please wait

[# 0% ]

BIOS install failed for nodule 1, Error=0x40710027(BICS flash-type verify fail ed)
BIOSis K ...

Pl ease try the command again. ..

IR : B BRI BR i B

FERHBRUTHE


https://tools.cisco.com/bugsearch/bug/CSCuf82089

YPLATFORM 4- MOD_TEMPFAI L: Mdul e-2 tenperature sensor 7 failed

BAER

HRABFASICER , E—EFRHT , ASICHIEE/ERRE —AEBMEEE. BRHEERID
CSCtw79052% R th B R E H R K o

ERBNEBEHFHASICEAFRETIRERNER cBNTREE, BER , B UH12(8
ClipperfI ERR I EM —EETHRE, LEAEIFHERERE  WAREHIEN, LEETSHE
%, ARERRERNBEFERE K FEERIEAPETESER,

BRAR
WEELTHSNEL , YiEBREEERID CSCtw79052:

- AR

- BRRRARE

- show sprom module <module #>

- Nexus#E{RE#H<module #>

- <module#>#show hardware internal sensor event-history errors

B : Xbar§&RR/C7010-FAB-1 & 1A Hi AR RE

C7010-FAB-1ERREBRAAREE , HIRLA T E#EER

YPLATFORM 3- EJECTOR_STAT_CHANGED: Ejectors' status in slot 13 has changed,
Left Ejector is OPEN, Right Ejector is CLOSE

YPLATFORM 3- EJECTOR_STAT_CHANGED: Ejectors' status in slot 13 has changed,
Left Ejector is OPEN, Right Ejector is OPEN

YPLATFORM 2- XBAR_ REMOVE: Xbar 3 renpved (Serial number XXX)

Xbar Ports Modul e- Type Model St at us

3 0 Fabric Mdul e N A power ed- dn
?

Xbar Power - Status Reason

3 power ed- dn failure(powered-down) since maxi mum nunmber of bringups were exceeded

& , H¥xbar ASICEEES :

9%VODULE- 4- MOD_WARNI NG Mbdul e 15 (serial: XXX) reported warning due to
X-bar Interface ASIC Error in device 70 (device error 0xc4600248)

%0C_USD- SLOT15- 2- RF_CRC: OC2 recei ved packets with CRC error from MOD 15
t hrough XBAR slot 3/inst 2

BERE
LA ERBARXbarR BN ERLZRETE , REFHERE.


https://tools.cisco.com/bugsearch/bug/CSCtw79052
https://tools.cisco.com/bugsearch/bug/CSCtw79052
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1. REUTHTHEE . BRR4show moduleshow loggingshow logging nvramshow module
internal exception-logshow module internal event-historyf& = #%/U>show system reset-
reasoniE IR |#Exbar show system internal platform internal event-history xbar XZxbar
#show system internal xbar-client internal event-history errorsshow system internal xbar
allshow system internal xbar event-history errors

2. $ixbarR B FTEEF BB L REAEE,

3. MREFKAEA , BES —EEME R xbarsl A 5 — ExbartE 8 RIF [E — A& AR
BEE,

4. RIBSBR2MN3PHTHAHEREHRENER,

B : N7K-C7010-FAN-F# B =L s 1848

BEILUT —EAxZERBHEER

YPLATFORM 5- FAN_STATUS: Fan nodul e 3 (Serial nunber XXX)
Fan3(fab_fanl) current-status is FAN_FAIL

Nexus 7000#show envi ronnment fan
Fan3(fab_fanl) N7K-C7010- FAN-F
Fan4(fab_fan2) N7K-C7010- FAN-F

Failure (Failed Fanlets: 2 6 7 8 9 10 14 15)

1.1
1.1 (©

#show hardware

Fan3(fab_fanl) failed
Model nunber is N7K-C7010- FAN-F

BARE
EASBERT  EEASRSEEEHE,

BRITR
1. REUTHSHEDE . MTRZshow modulef R EFM T HiEshow log nvrami@ R IR ELE

2. £5 —EFE#ABPRFELEN7K-C7010-FAN-F,
3. RBFBRMN 2N ERER AR,

& : %PLATFORM-2-PS_CAPACITY_CHANGEE R &R

HERRARERLNESR , ARFEEEE,

YPLATFORM 2- PS_CAPACI TY_CHANGE: Power supply PS2 changed its capacity.
possibly due to On/ O f or power cable renpval/

2013 Cct 17 17:06:40 ... |last nmessage repeated 14 tines



BEERRE
LR A ERRSE R FRERNERBEE R

BRI =R

K& show env power detailis TV |, IR ERMRE, FR RO LS , MEMZEBER , B
F_ENMZBERRE1200WHAEE , MAR3000W , it B EEAMN7K-AC-6.0KW L2200V
Mo BRBAFEE, ERER,

PS 2 total capacity: 4200 W Vol t age: 50Vchord 1 capacity: 3000 Wchord 1
connected to 110v AC chord 2 capacity: 1200 Wchord 2 connected to 220v AC

B : %PLATFORM-5-PS_STATUS:PowerSupply X PS_FAILT
H

LEERBEREFAS L

YPLATFORM 5- PS_STATUS: Power Supply 3 current-status is PS FAIL

%LATFORM 2- PS_FAIL: Power supply 3 failed or shut down (Serial number Xxxxx)

BERRE
LEREARERESEREFEER , RERHE,

BRI R

1. REUATHTHEL . BAAREERFARARRIE®

2. EXNTRARHENER. ERTHKRERUABRERTERER,

3. RXEFRMRMA, ERATHEFRAERERT SR,
SERH

Cisco Nexus 7000& 5 EREHE

B : FEXENBIREE

FEXERSHBEUTER :

YSATCTRL- FEX104- 2- SOHVS_DI AG ERROR:  FEX- 104 Modul e 1: Runtinme diag detected nmjor event:
Vol tage failure on power supply: 1

YSATCTRL- FEX104- 2- SOHVS_DI AG_ ERROR:  FEX- 104 System mi nor al arm on power

supply 1: failed


//www.cisco.com/en/US/prod/collateral/switches/ps9441/ps9402/ps9512/Data_Sheet_C78-437761.html

YSATCTRL- FEX104- 2- SOHMS_DI AG_ ERROR:  FEX- 104 Recovered: System minor al arm
on power supply 1: failed

BRIR
WEERNERHE. NREEKEME  MERER | BREROTRE
RIS L R M 77 A B

1. EMHGEFEXER, EATRERABRERTERELR,
2. RRFEXERKRMA, EATHERUERERT SRR,
UE_EERESELSER,

WRWEZLUTREE , AEPERRBER

1. 6§V EAFEXERZIZE ?
2. HRBHMNER  CREXBRTAANER , EREBELETHARE?
3. RABHMFEXERHLIRERE?
4. BRABHMHEBERNE ?
5. BEMERZETIE?
6. REPREEERRERHE ?
WEELmTHNEL , UREHE
- show sprom fex 100 all
- show logging log | FE %
. show tech fex 100 | FE %
- attach fex 100
- show platform software satctrl trace

EHIK MRS

B RI$5351D CSCtr77620

BIFE : N7TK-AC-6.0KWB R & & &

EmersonZEJRN7K-AC-6.0KW#Rk&r A& "Fail/Shut ( #FE/EERR ) o , EXMBETIEE , BHBEREE
VERHERIFOER@ L,

BEEHE

EERAYBREATBRENERL K E@AE15VRNERR. ENEGENBEXERE , ERAUEE
RBHFE  NX-OSTLEERERARENE, £ —ESHE+d ZEEMERANHESLE B
BR— B AW ZF 15202307, SRTAESHEIMERERNIBHEER , NX-OSHE EFR HBEHE,
BRIEEERID CSCty78612¥f EIREE LV R E 1T E AR R RE,

BRIEEERID CSCucB86262%718 7 EXi8 18 sHIhaE , LMERELHBRHEFER., ]RE , NX-OSTTEH
B ERMESRPSUME , EFMBRENRETERERRERSCERABENME,

BRI R


https://tools.cisco.com/bugsearch/bug/CSCtr77620
https://tools.cisco.com/bugsearch/bug/CSCty78612
https://tools.cisco.com/bugsearch/bug/CSCuc86262

& Ashow env power detailin S B B H | AR HEISHE

Nexus7000# show env power

Power Suppl y:

Vol tage: 50 Volts

Power Actual Total

Supply Model Qutput Capacity Status
(Watts ) (Watts )

1 N7K-AC-6.0KWO WO W Shut down
2 N7K- AC- 6. OKW 3888 W 6000 W Fai | / Shut

BARA/BARIPSURT , B/ RREAERAY TR RUBARA L ARRE,
BRIEERRID CSCty78612%PSU L MBI EEHEIT T El, EiBiBCiscofrzRID CSCuc86262 X i 1

17718 MRETHERETER , ZXHERDFE B EERVRIREEIRN KBY/EEEREA.,
NX-OSKRZA<5.2(9). 6.1(3). 6.2(2)% E S4B H 0 # & RMAM R IhAL,

B : NN aRR

EHABHN T EERDRENTUN PHORERER | RERRNS ADHE,

BAARE

ERRMTA. ERGUINPENENEEARENERENE LREOMIUR | REBILE

BEEAIEE S RNEHTFE. ENX-0S413RESHRAF , EXRFIF[EARLEITAERS
o EFRBERT , LEZRARRAS500 pps.

BRI R

i€ B CiscoftiZ2ID CSCsu01048 By — @ & FNEREE HR A,

B : USER-2-SYSTEM_MSG FIPS B RI& i Rt 85 2R

# T~ "TUSER-2-SYSTEM_MSG FIPS self-test failure in DCOS_rand - netstacks ( USER-2-
SYSTEM_MSG FIPS#EDCOS_rand - netstack BB sk B ) $535,

BAR

BEEERREE , REBHEBELRCRNGHREATEARE. MRAHLRK , ASLERKH
WHE ., ERERMAEFREFREFIPS)ERETH, ER K AREREBRER , BItHZE

=EEN.
NX-OSH A M 2 5l Ky FEH B & A 25 (RNG):

. FIPS RNG , ffopenssIZiEEHEE

. 3EFIPS RNG , Elllinux RNG
RIEFIPS , FTERNGEB A ESIT IR FEM B £ 25 I (CRNGT). X RIEAS B B £ B A P B e
F—EREMEE TR, MREFHEE , IERRFKBAFEE L AR —EL EHRERE,


https://tools.cisco.com/bugsearch/bug/CSCty78612
https://tools.cisco.com/bugsearch/bug/CSCuc86262
https://tools.cisco.com/bugsearch/bug/CSCsu01048

TRIEARREHEE -1, AREFEXRR  FLRBHESE

BRI =R

WHEHRRRERSE, fECisco NX-OSHRAS.2xRESRAE , HEMNBREMHE2ET , IJtI:TE
£ AR A ﬁnﬂﬁiﬁﬂgéﬂﬁ . B SRR R ST IAM | R T T ALHY U EINX-OS B R B —

iE B Cisco$ts2ID CSCtn70083 % Hy & £NELBE TR A,


https://tools.cisco.com/bugsearch/bug/CSCtn70083
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