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ACLE R == =4l

HEE =B FIRERAACLAAEATCAM, L4AOPFIVCU,

145 1.1Pv4 TCAM

access-1list 101 permit ip any 10.1.1.0 0.0.0
access-1list 101 permit ip any 10.1.2.0 0.0.0
access-1list 101 permit ip any 10.1.3.0 0.0.0.255
access-1list 101 permit ip any 10.1.4.0 0.0.0
access-1list 101 permit ip any 10.1.5.0 0.0.0

TCAM{%E| L4OP VCU

HE 5 0 0

#if5 2.IPv4 TCAM/L4OP/NVCU

ip access-list extended TEST

permit tcp 192.168.1.0 0.0.0.255 any

ne 3456

permit tcp 10.0.0.0 0.255.255.255 any
permit tcp 172.16.0.0 0.0.255.255 any

range 3000 3100

range 4000 8000

permit tcp 192.168.2.0 0.0.0.255

gt 10000

<tfroot>

ip access-Tlist extended TEST
10 permit tcp 192.168.1.0 0.0.0.255 any

neq 3456

<-- 1 L40P, 1 VCU

20 permit tcp 10.0.0.0 0.255.255.255 any

any eq 20000 4—‘

Each range L40Ps
consume two VCUs

Source and destination

—— L40OPs consume
separate VCUs



range 3000 3100 <-- 1 L40P, 2 VCU

30 permit tcp 172.16.0.0 0.0.255.255 any

range 4000 8000 <-- 1 L40P, 2 VCU

40 permit tcp 192.168.2.0 0.0.0.255
gt 10000
any

eq 20000 <-- 2 L4CP, 2 VCU

TCAM{%E| L4OP VCU

HE 4 5 7

&35 3.1IPv6 TCAM/L40OP/VCU

IPv6 ACEEARETCAMIKE , MAR—EIPv4iRB . EAHIF , MEACEEIE/\ETCAM , mMA
= m1E,

<#root>

ipv6 access-1ist v6TEST

sequence 10 deny ipv6 any 2001:DB8:C18::/48 fragments

sequence 20 deny ipv6 2001:DB8::/32 any

sequence 30 permit tcp host 2001:DB8:C19:2:1::F host 2001:DB8:C18:2:1::1

eq bgp <-- One L40OP & VCU

sequence 40 permit tcp host 2001:DB8:C19:2:1::F
eq bgp
host 2001:DB8:C18:2:1::1

<-- One L40P & VCU

TCAMf%E| L4OP VCU

HE 8 2 2

hE



9300 VLAN 10 SVIRRRAIFER T BRFERER , FALERAIRHMEIPHE L2 —,
9300 9500H

Gi1/0/1 (L2) Twe1/0/1 (L2)

SVI10: 10.1.1.1 SVI10:10.1.1.2

OR
SVIi10: 10.1.1.3

MAC: 0000.0000.0002

R EMERFE
ARG K AE I h WACLIZ SRS A H e TR
=4 1.PACL(IP ACL)

PACLIE D BRI SE2/8 /T H .-

- TEEBR EFHVLAN

- Wit SB2BNE

« FE:AASEBEA (—X—1@)

- XEMACLESR : MAC ACLHIP ACL ( BEHEE )

fEFHIP ACLELEPACL

<#root>
9500H(config)#
ip access-list extended TEST <-- Create a naned extended ACL

9500H(config-ext-nacTl)#
permt ip host 10.1.1.1 any
9500H(config-ext-nacTl)#

permt udp host 10.1.1.1 eq 1000 host 10.1.1.2



9500H#

show access-lists TEST <-- Display the ACL configured

Extended IP access Tist TEST
10 permit ip host 10.1.1.1 any
20 permit udp host 10.1.1.1 eq 1000 host 10.1.1.2

9500H(config)#

interface twentyFiveG gE 1/0/1 <-- Apply ACL to Layer 2 interface

9500H(config-if)#

ip access-group TEST in

9500H#

show runni ng-config interface twentyFiveG gE 1/0/1

Building configuration...
Current configuration : 63 bytes

!
interface TwentyFiveGigEl/0/1

i p access-group TEST in <-- Display the ACL applied to the interface

end

EaEPACL

WA EEABAYIF_ID,

<ffroot>
9500H#

show platformsoftware fed active ifminterfaces ethernet

Interface

IF_ID

Twent yFi veG gE1/ 0/ 1

0x00000008

READY



<-- IF_ID value for Twl/0/1

EBEBEDIF_IDHEHEID(CG ID),

<{froot>

9500H#

show platform software fed active acl

interface 0x8 <--

g

#it##H### #it#HH RS
#H#H##HH Printing Interface Infos H#H AR AR HHHRH AR
#it##H### #it#HH RS

g

INTERFACE:

Twent yFi veG gE1/ 0/ 1

MAC 0000.0000.0000

<--

g g

intfinfo: 0x7f8cfc02de98
Interface handle:

Interface Type: Port

if-id: 0x0000000000000008

Input IPv4: Policy Handle:

Pol i cy Narme: TEST

CGID 9

CGM Feature: [0] ac

Bind Order: 0

EACG IDEFERAYACLE FA.

<ttroot>

0x7e000028

<-- Type: Port

<-- IF_ID Ox8 is correct

0x5b000093

<-- The nanmed ACL bound to this interface

<-- Cass Goup ID for this entry

<-- Feature is ACL

IF_IDwith | eading zeros onitted

Confirms the interface matches the IF_ID

i ndi cates Layer 2 interface



9500H#

show pl atform software fed active acl info acl-cgid 9 <-- The CG 1D associated to the ACL TEST

HARARARARARBRHR IR B R R R B R R R R R R R F A A AR

#ARARAAAH HARARARRRRRRHH R R A
#ERRRAHH Printing CG Entries HAFHHHAAHAAAA AR
#ARARAAAH HARARARRRRRRHH R R A

HARARARARARBRHR IR B R R R B R R R R R R R F A A AR

ACL CG (acl/9): TEST type: |Pv4d <-- feature ACL/CG ID 9: AC nane TEST : ACL type |IPv4

Total Ref count 1

1 Interface

<-- ACL is applied to one interface

region reg_id: 10
subregion subr_id: 0
GCE#:1

#flds: 2

14:N
matchall:N deny:N

<-- #flds: 2 =tw fields in entry | 14:N (no Layer 4 port match)

Result: 0x01010000

i pv4d_src: val ue

0x0a010101

mask = Oxffffffff

<-- src 0x0a010101 hex = 10.1.1.1 | mask Oxffffffff = exact host match

i pv4_dst: val ue

0x00000000, mask = 0x00000000



dst & mask = 0x00000000 = natch any
GCE#:1 #flds: 4
14:Y

matchall:N deny:N

<-- #flds: 4 = four fields in entry | 14:Y (ACE uses UDP port

Result: 0x01010000

L4 mat ch)

ipvd_src: value = 0x0a010101, mask = Oxffffffff <-- Exact match (host) 10.1.1.1

i pv4d_dst: val ue = 0x0a010102, mask = Oxffffffff <-- Exact match (host) 10.1.1.2

ip_prot: start = 17, end = 17 <-- protocol 17 is UDP

I4_src: start = 1000, end = 1000 <-- matches eq 1000 (equal UDP port 1000)
BRECG IDU KR BLESNHEAEACG IDH R E .

<#root>

9500H#

show pl atform software fed active acl policy 9 <-- Use the CG I D val ue

g g

HA#HH##HH HAHARRRAHAHHHR R
HA####RE Printing Policy Infos HHARBHBHHAHHHRRAAH
HA#HH##HH HAHARRRAHAHHHR R

g g

| NTERFACE: Twent yFi veG gE1/0/ 1

MAC 0000.0000.0000
i
intfinfo: 0x7f8cfc02de98
Interface handle: 0x7e000028
Interface Type: Port

<- -

Interface with ACL applied

if-id: 0x0000000000000008 <-- The Interface |IF_ID 0x8



Direction: |nput <-- AC is applied in the ingress direction

Protocol Type:|Pv4 <-- Type is IPv4d

Policy Intface Handle: 0x880000cl
Policy Handle: 0x5b000093

HARARARARARBRHRRR R R R R R H R HHH R FFFAAA AR

T T 33

TR PoTlicy information A

T T 33
e g g g g g g g

Policy handle : 0x5b000093

Pol i cy nane . TEST <-- ACL Nane TEST

1D 9 <-- CGIDfor this ACL entry
Protocol : [3] IPv4

Feature . [1] AAL_FEATURE_PACL <-- ASIC feature is PACL
Number of ACLs 1

g
## Complete policy ACL information
g

Ac1l number 01
Acl handle : 0x320000d2
Acl flags : 0x00000001

Nunber of ACEs

3

<-- 3 ACEs: two explicit and the inplicit deny entry

Ace handle [1] : 0xb700010a
Ace handle [2] : 0x5800010b

Interface(s):

Twent yFi veG@ gE1/ 0/ 1 <-- The interface ACL is applied

HHARHHHHHHBHBHRHHH AR R R AR AR R AR AR AR HRH R ARG AR AR H R AR AR AR A
##H#HH#H# A HH##HHHHBHBHAHH SR
#HHH##E  Policy instance information ########HHHHHHY
##H#HH#H# A HH##HHHHBHBHRHH SR
HHARHHHHHHBHBHRHHH AR R R AR AR R R AR AR HRH R ARG AR AR R HH AR AR A
Policy intf handle : 0x880000c1

Policy handle : 0x5b000093



ID 9

Protocol : [3] IPV4

Feature : [1] AAL_FEATURE_PACL
Direction : [1] Ingress

Number of ACLs 1

Number of VMRs D3
BRPACLIEEE,

% Bﬁ%‘f . %ﬁ&ﬁﬁl show ip access-lists privileged EXEC ﬁ%ﬁ% ) 5@/1_'\5’9 IEEE%%’F%%%EE%EFEEF&E
HEER D, fFHshow platform software feed switch {switch_num|active|standby}acl
counters hardware privilegedEXECH = Al BB R A A H I — L EXRERACLAITE R

o

<tfroot>

### Ping originated from nei ghbor device with source 10.1.1.1 ###

C9300#

ping 10.1.1.2 source g 1/0/1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.1.2, timeout is 2 seconds:

Packet sent with a source address of 10.1.1.1 <--- Ping source is pernmitted and f

Success rate is 100 percent (5/5), round-trip mn/avg/max = 1/1/1 ms <-- 100% pi ng success

### Ping originated from nei ghbor device with source 10.1.1.3 ###

C9300#

ping 10.1.1.2 source g 1/0/1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.1.2, timeout is 2 seconds:

Packet sent with a source address of 10.1.1.3 <-- Ping source is denied (inplicit

Success rate is 0 percent (0/5) <-- 0% pi ng success

### Confirm PACL drop ###

9500H#

show access-1lists TEST



Extended IP access 1list TEST

10 permt ip host 10.1.1.1 any <-- Counters in this comand do not
20 permt udp host 10.1.1.1 eq 1000 host 10.1.1.2

9500H#

show platform software fed active acl counters hardware | i PACL Drop

I ngress | Pv4 PACL Drop (0x77000005) : 11 franes <-- Hardware | evel comrand di spl ays
Ingress IPv6 PACL Drop (0x12000012): 0 frames

<...snip...>

24| 2.PACL(MAC ACL)

PACLE 2 BRI SE2/E N .

RZ4&BR  BHVLAN

M4 - 2B AW

FmE o AO=HEO (—&X—1@)

S EMACLES] : MAC ACLHIP ACL ( BERER )

fEAMAC ACLELEPACL

<#froot>
9500H#

show run | sec mac access-1li st

mac access-1list extended

MAC- TEST <-- MAC ACL naned MAC- TEST
permt host 0001. aaaa. aaaa any <-- permt host MAC to any dest MAC
9500H#

show access-1ists MAC- TEST

Extended MAC access 1list MAC-TEST
permit host 0001.aaaa.aaaa any

9500H#

show runni ng-config interface twentyFiveG gE 1/0/1



Building configuration...
interface TwentyFiveGigEl/0/1

switchport access vlan 10
switchport mode access

mac access-group MAC-TEST in <-- Applied MACL to layer 2 interface

EEPACL

WFRENHEABAYIF_ID,

<tfroot>

9500H#

show platform software fed active ifminterfaces ethernet

Interface

IF_ID

Twent yFi veG@ gE1/ 0/ 1

0x00000008
READY

<-- |F_ID value for Twil/0/1

B B 2IF_IDRYEAEID(CG ID),.

<tfroot>

9500H#

show platformsoftware fed active acl interface 0x8 <-- IF_IDwth |l eading zeros omtted

HARARARARARRRRRHR R R R R R R R R R R F A A A A AR

###HHHRY HERHHHRBHHHRAH SRR
#######  Printing Interface Infos #####H RSB R R R R
###HHHRY HERHHHRBHHHRAH SRR

HARARARARARRRRRHR R R R R R R R R R R A FAAA AR

| NTERFACE: Twent yFi veG gE1/0/ 1 <-- Confirns the interface matches the IF

MAC 0000.0000.0000



HBRAHBRAHBBRHHBRAHBBAH BB BHHBBAH BB RHHRRAH BB AHH B RHH B RAH S HH
intfinfo: 0x7f489404e408
Interface handle: 0x7e000028

Interface Type: Port <-- Type: Port indicates Layer 2 interface

i f-id: 0x0000000000000008 <-- IF_ID Ox8 is correct

Input MAC: Policy Handle: Oxde000098

Pol i cy Nanme: MAC- TEST <-- The naned ACL bound to this interface
CGID 20 <-- Cass Goup IDfor this entry
CGM Feature: [0] acl <-- Feature is ACL

Bind Order: 0

EACG IDEBE#AYACLE .

<#froot>
9500H#

show platform software fed active acl info acl-cgid 20 <-- The CG ID associated to the AC MAC TEST

g

HA#HH##HH HAHARRRAHAHHHR R
HA####RE Printing CG Entries HHARBHBHHAHHHRRAAH
HA#HH##HH HAHARRRAHAHHHR R

g g

ACL CG (acl/20): MAC- TEST type: MAC <-- feature ACL/CG ID 20: ACL name MAC- TES

Total Ref count 1

1 Interface <-- Applied to one interface

region reg_id: 3
subregion subr_id: 0
GCE#:1 #fl1ds: 2 14:N matchall:N deny:N
Result: 0x01010000



mac_dest: val ue = 0x00, mask = 0x00 <-- Mac dest: hex 0x00 mask 0x00 is "any desti nat

mac_src: val ue = Oxlaaaaaaaa

mask = Oxffffffffffff

<-- Mac source: Oxlaaaaaaaa | hex with |l eading zeros onmitted (0001l. aaaa. aaaa) & nmask Oxffffffffffff is f

BRICG IDUAKR BFLES T HFERACG IDERBEE F-

<{froot>
9500H#

show pl atform software fed active acl policy 20 <-- Use the CG I D val ue

g g

HA#HH##HH HAHARRRAHAHH R R
HA####RE Printing Policy Infos HHARBHBHHAHHHRRAAH
HA#HH##HH HAHARRRAHAHH R R

g g

| NTERFACE: Twent yFi veG gE1/0/ 1 <-- Interface with ACL applied

MAC 0000.0000.0000
i i
intfinfo: 0x7f8cfc02de98
Interface handle: 0x7e000028
Interface Type: Port

if-id: 0x0000000000000008 <-- The Interface |F_ID 0x8
Direction: |nput <-- AC is applied in the ingress direction
Protocol Type: MAC <-- Type is MAC

Policy Intface Handle: 0x30000c6
Policy Handle: 0xde000098

g

HA#HH##HH HAHARRRAHAHHRRRAAH
HA####RE Policy information HHARBHBHHAHHHRRAAH
HA#HH##HH HAHARRRAHAHHRRRAAH

HAHHRBBHHAAAH BB R R R R AR BRI
Policy handle : 0xde000098



Pol i cy name : MAC- TEST <-- ACL name is MAC TEST

1D : 20 <-- CGIDfor this ACL entry
Protocol : [1] MAC

Feature : [1] AAL_FEATURE_PACL <-- ASIC Feature is PACL
Number of ACLs 1

HAHHRBRHHAAAH BB RR AR BRI AR R R AR R RS R
## Complete policy ACL information

HAHHRBRHHAAAH BB RR AR BRI AR R R AR R RS R
Acl number : 1

Acl handle : 0xd60000dc
Acl flags : 0x00000001
Nunmber of ACEs : 2 <-- 2 ACEs: one pernit, and one inplicit deny

Ace handle [1] : 0x38000120
Ace handle [2] : 0x31000121

Interface(s):

Twent yFi veG gE1/ 0/ 1 <-- Interface the ACL is applied

g

H### SRR HAHHRBRAHH AR RS
#H#H#H##E  Policy instance information #######HHHHHHHHY
H### SRR HAHHRBRAHH AR RS
HAHHRBBH R R BB RR AR R AR R AR RS RS
PoTlicy intf handle : 0x030000c6

Policy handle : 0xde000098

ID 1 20

Protocol : [1] MAC

Feature : [1] AAL_FEATURE_PACL

Direction : [1] Ingress

Number of ACLs 11

Number of VMRs D3
HWERPACLIELEE :

« MACL{E A 5FR#3£0001.aaaa.aaaa.
« HRIERMAC ACL , Rtk EZEIFIP ARPERE , MEBpingk ¥,

<{froot>

### Ping originated from nei ghbor device w th Source MAC 0000. 0000. 0002 ###



C9300#

ping 10.1.1.2 source vlan 10

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.1.2, timeout is 2 seconds:
Packet sent with a source address of 10.1.1.1

Success rate is 0 percent (0/5)

C9300#

show ip arp

Protocol Address Age (min) Hardware Addr Type Interface
Internet 10.1.1.2 0
Inconpl ete

ARPA

<-- ARP is unable to conplete on Source device

### Monitor capture configured on Tw 1/0/1 ingress ###
9500H#

nonitor capture 1 interface TwentyFiveG gE 1/0/1 in match any

9500H#
show nonitor cap
Status Information for Capture 1

Target Type:

Interface: TwentyFiveG gE1/0/1, Direction: IN

9500H#sh nonitor capture 1 buffer brief | inc ARP

5 4.767385 00:00:00:00:00:02 bAFAR

ff:ff:ff:ff:ff:ff ARP 60 Who has 10.1.1.2? Tell 10.1.1.1

8 8.767085 00:00:00:00:00:02 bAFAR ff:ff:ff:ff:ff:ff ARP 60 Who has 10.1.1.27 Tell 10.1.1.1
11 10.767452 00:00:00:00:00:02 bAFAR ff:ff:ff:ff:ff:ff ARP 60 Who has 10.1.1.27 Tell 10.1.1.1
13 12.768125 00:00:00:00:00:02 bAFAR ff:ff:ff:ff:ff:ff ARP 60 Who has 10.1.1.27 Tell 10.1.1.1

<-- 9300 (10.1.1.1) sends ARP request, but since there is no reply 4 nore ARP requests are sent

9500H#
show platform software fed active acl counters hardware | inc MAC PACL Drop
I ngress MAC PACL Drop (0x73000021): 937 frames <-- Confirmed that ARP reqt

Egress MAC PACL Drop (0x0200004c): 0 frames



<...snip...>

=4l 3.RACL

RACLD B4R EEIE T E , FIHISVISEEEN T,

ZEBR TR T

Mt . 3T E

5@ : IngresszEgress

ZEMACLAER : IPACL ( EERIER )

Bt ERACL

<#root>
9500H(config)#

ip access-list extended TEST <-- Create a nanmed extended ACL

9500H(config-ext-nacl)#
permit ip host 10.1.1.1 any
9500H(config-ext-nacl)#

permt udp host 10.1.1.1 eq 1000 host 10.1.1.2

9500H#

show access-lists TEST <-- Display the ACL configured

Extended IP access 1ist TEST
10 permit ip host 10.1.1.1 any
20 permit udp host 10.1.1.1 eq 1000 host 10.1.1.2

9500H(config)#

interface Vlan 10 <-- Apply ACL to Layer 3 SVI interface

9500H(config-if)#

ip access-group TEST in

9500H#

show runni ng-config interface Vlan 10

Building configuration...

Current configuration : 84 bytes
!



interface VlanlO

i p access-group TEST in <-- Display the ACL applied to the interface

end

R ERACL

WA EEABAYIF_ID,

<#froot>

9500H#

show pl atform software fed active ifmmappings |3if-le <--

Mappings Table

L3IF_LE Interface

Retrieve the IF_ID for a Layer 3 SVI type pc

0x00007f8d04983958

VI anl10

0x00000026

SVI_L3_LE

<-- |F_ID value for SvVI 10

EBEBEDIF_IDHEHEID(CG ID),

<{froot>

9500H#

show platformsoftware fed active acl interface 0x26 <--

g

#it##H### #it#HHH RS R R
#H#H##HH Printing Interface Infos H#H AR AR HHRH AR
#it##H### #it#HHH RS

g g

I NTERFACE: VI anl0

MAC 0000.0000.0000

i i
intfinfo: 0x7f8cfc02de98
Interface handle: 0x6e000047

IF_ID for SVI Vian 10 with | eading zeros omitt

<- -

Confirms the interface matches the I F_II



Interface Type: L3 <-- Type: L3 indicates Layer 3 type interface

if-id: 0x0000000000000026 <-- |F_ID 0x26 is correct

Input IPv4: Policy Handle: 0x2e000095

Pol i cy Name: TEST <-- The named ACL bound to this interface
CGID 9 <-- Cass Goup ID for this entry
CGM Feature: [0] acl <-- Feature is ACL

Bind Order: 0

EACG IDEBE#AYACLE .

<#root>
9500H#
show platform software fed active acl info acl-cgid 9 <-- The CG ID associated to the ACL TEST

g g

HA#HH##HH HAHARRRAHAHHHR R
HA####RE Printing CG Entries HHARBHBHHAHHHRRAAH
HA#HH##HH HAHARRRAHAHHHR R

g

ACL CG (acl/9): TEST type: |Pv4

<-- feature ACL/CG ID 9: AC nane TEST : AC type |Pv4

Total Ref count 2

2 Interface <-- Interface count is 2. Applied to SVI 10 and as PACL to Twl/ 0/

region reg_id: 10
subregion subr_id: 0
GCE#:1

#flds: 2



14:N
matchall:N deny:N

<-- #flds: 2 =tw fields in entry | 14:N (no Layer 4 port match)

Result: 0x01010000

i pv4d_src: val ue

0x0a010101

mask = Oxffffffff

<-- src 0x0a010101 hex = 10.1.1.1 | mask Oxffffffff = exact host match

i pv4_dst: val ue

0x00000000, mask = 0x00000000

dst & nask = 0x00000000 = match any
GCE#:1 #flds: 4

14:Y

matchall:N deny:N

<-- #flds: 4 = four fields in entry | 14:Y (ACE uses UDP port L4 match)

Result: 0x01010000

Oxffffffff

A\

i pv4d_src: value = 0x0a010101, mask -- Exact match (host) 10.1.1.1

i pv4_dst: value = 0x0a010102, mask oxffffffff <-- Exact match (host) 10.1.1.2

ip_prot: start = 17, end = 17 <-- protocol 17 is UDP

14 src: start = 1000, end = 1000 <-- matches eq 1000 (equal UDP port 1000)



BRICG IDLAKR BRLES T HFERACG IDERBEE R

<#root>
9500H#
show pl atform software fed active acl policy 9 <-- Use the CG I D Val ue

e g g g

HERHRHRHAH HARHRRRR RS
HERHRRHY Printing Policy Infos HHAHHHHHHHHRH AR
HERHRHRHAH HARHRRRR RS

e g g g

| NTERFACE: VI anl10 <-- Interface with ACL applied

MAC 0000.0000.0000

HAHBABHH R AR HH R AR HHRHHRHR AR AR HH B AR AHR AR H R AR AR AR AR 1H
intfinfo: 0x7f8cfc02de98
Interface handle: 0x6e000047
Interface Type: L3

if-id: 0x0000000000000026 <-- Interface |IF_ID 0x26
Direction: |nput <-- ACL applied in the ingress direction
Protocol Type:|Pv4d <-- Type is |Pv4d

Policy Intface Handle: 0x1c0000c2
Policy Handle: 0x2e000095

HERHRHRRRBRRRR IR RRRRRRHRHAAAHA AR

A HHH AR R R R R R R # 3

#H#H#AHH Policy information HAHHAAAAAAAA

A HHH AR R R R R R R # 3
g

Policy handle : 0x2e000095

Pol i cy name : TEST <-- ACL name TEST
I D 9

<-- CGIDfor this ACL entry

Protocol : [3] IPV4

Feat ur e © [27] AAL_FEATURE_RACL <-- ASIC feature is RACL

Number of ACLs 1



g
## Complete policy ACL information
g
Ac1 number 1

Acl handle : 0x7c0000d4
Acl flags : 0x00000001
Nunber of ACEs 5

Ace handle [1] : 0x0600010f
Ace handle [2] : 0x8e000110
Ace handle [3] : 0x3b000111
Ace handle [4] : Oxeb000112
Ace handle [5] : 0x79000113

Interface(s):

VI an10

HARARARARRRBRHRRR R R R R R H R R R R FFFAAA AR

#A# B HAHBHBHH R AR H RS 1 H
Y Policy instance information ########HHHHHHHY
#A#H B HAHBHBHH R AR H RS 1 H
BAHBHBHHR AR H R AR R AR HHRHRHHRHRHH B AR RH R AL R HRA LR HRHR BB 1H
Policy intf handle : 0x1c0000c2

Policy handle : 0x2e000095

ID 9

Protocol : [3] 1IPV4

Feature : [27] AAL_FEATURE_RACL

Direction : [1] Ingress

Number of ACLs 1

Number of VMRs R et e
BERACLIEEE,

<-- 5 Aces: 2 explicit, 1 inplicit deny, 2 ?7?°

<-- The interface the ACL is applied

% Bﬁ%‘f . %ﬁ&ﬁﬁl show ip access-lists privileged EXEC ﬁ%ﬁ% ) 5@/1_'\5’9 IEEE%%’F%%%EE%EFEEF&E
I ERED. FAshow platform software fed switch{switch_num|active|standby}aclit B 25 &

BEEBRANRAH N - EEARERACLETER.

<tfroot>

### Ping originated from nei ghbor device with source 10.1.1.1 ###

C9300#

ping 10.1.1.2 source g 1/0/1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.1.1.2, timeout is 2 seconds:

Packet sent with a source address of 10.1.1.1

<--- Ping source is pernmtted and y



Success rate is 100 percent (5/5), round-trip mn/avg/max = 1/1/1 ms <-- 100% pi ng success

### Ping originated from nei ghbor device with source 10.1.1.3 ###
C9300#

ping 10.1.1.2 source g 1/0/1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.1.2, timeout is 2 seconds:

Packet sent with a source address of 10.1.1.3 <-- Ping source is denied (inplicit

Success rate is 0 percent (0/5) <-- 0% pi ng success

### Confirm RACL drop ###

9500H#

show access-1lists TEST

Extended IP access 1list TEST

10 permt ip host 10.1.1.1 any <-- Counters in this comand do not
20 permt udp host 10.1.1.1 eq 1000 host 10.1.1.2

9500H#
show platform software fed active acl counters hardware | i RACL Drop
I ngress | Pv4 RACL Drop (0xed000007) : 100 franes <-- Hardware |evel command di spl ay

<...snip...>

=45 4. VACL

VACL# 53 B 2| 552/ VLAN,

Z2IBR  AVLANAREVLAN

R4 : VLAN/VLANY BR

« Direction : — X A H

SEMACLES] : MAC ACLAIIP ACL ( BERER )

i iEVACL

<#root>



ip access-list extended TEST

10 permit ip host 10.1.1.1 any
20 permit ip any host 10.1.1.1

ip access-list extended ELSE
10 permit ip any any

vl an access-map VACL 10
match ip address TEST
action forward

vl an access-map VACL 20

match ip address ELSE
action drop

vlian filter VACL vlan-list 10

9500H#
sh vl an access-map VACL

Vlan access-map "VACL" 10
Match clauses:
ip address: TEST

Acti on:

f orward

Vlan access-map "VACL" 20
Match clauses:
ip address: ELSE

Acti on:

dr op

9500H#
sh vlan filter access-map VACL

VLAN Map VACL is filtering VLANs:

10



BB VACL

WA HEIBAYIF_ID,

<#froot>
9500H#

show platformsoftware fed active ifminterfaces vlan

Interface

IF_ID

VI an10 0x00420010

READY

BB TIIF_IDAYEAEID(CG ID),

<tfroot>
9500H#

show pl atform software fed active acl interface 0x420010

HARHRARARARBRRR R R B R R R R R R R B R A AAA A

###HHHRY HERBHHRRHH RSB
#######  Printing Interface Infos ####H# RSB R R BB RH
###HHHRY HERBHHRRHH R SRR

HARHRARARARBRRR R R R R R R R R R R B R A A AA AR

I NTERFACE: M anl0

MAC 0000.0000.0000
HHBHHH#HBHBHBHRHHHHBHBHBH BB R R HBHBHRHH B R R AR R R R R RS AR AR
intfinfo: 0x7fc8cc7c7f48
Interface handle: 0xf1000024
Interface Type: Vlan
if-id: 0x0000000000420010

I nput | Pv4:

Policy Handle: 0xd10000a3

<-- VACL has both Ingress and Egress actions

<-- |IF_IDfor the Vlan

<-- Can be L2 only,

Pol i cy Nanme: VACL <-- Nane of the VACL used

with no vlan interfe



CG ID 530 <-- Class Goup ID for entry

CGM Feature: [35] acl-grp

Bind Order: 0

Qut put | Pv4:
Policy Handle: 0xc80000a4

<-- VACL has both Ingress and Egress actions

PoTlicy Name: VACL
CG ID: 530
CGM Feature: [35] acl-grp
Bind Order: 0

EACGHAIDEIBFIACLE Ao

B — @& & VACLKEE F A TMEACL , 2 HE R tacli

<#froot>

9500H#

<- -

show pl atform software fed active acl info acl-grp-cgid 530

g

HA#HH##HH HAHABHRHHAHHHRHRAH
HA#####Y Printing CG Entries HHAAAHARRRHHAHHRHH
HA#HH##HH HAHABHRHHAHHHRHRAH

g

ACL CG (acl-grp/530): VACL type: |Pv4

Total Ref count 2

region reg_id: 12
subregion subr_id: 0
GCE#:10 #flds: 2 14:N matchall:N deny:N
Result: 0x06000000

i pv4_src: value = 0x0a010101, mask = Oxffffffff

<- -

Feature is ACL group, versus AC

<-- use the group-id command versus gc |ID

<-- feature acl/group I D 530: nanme V/

<-- Ingress and egress ACL direction

permit fromhost 10.1.1.1 (see PACL exanpl



i pv4_dst: val ue = 0x00000000, mask = 0x00000000

GCE#:20 #flds: 2 T4:N matchall:N deny:N
Result: 0x06000000

i pv4_src: value = 0x00000000, mask = 0x00000000

i pv4_dst: val ue = 0x0a010101, mask = Oxffffffff

GCE#:10 #flds: 2 T4:N matchall:N deny:N
Result: 0x05000000

i pv4_src: value = 0x00000000, nmask = 0x00000000

i pv4_dst: val ue = 0x00000000, mask = 0x00000000

BRCG IDLAR B HFERACG IDMRBEE

<tfroot>

9500H#

<-- to any other host

<-- permt from any host

<-- to host 10.1.1.1

<-- This is the ACL naned 'ELSE' which is per

<-- with VACL, the logic used was "per

show platform software fed active acl policy 530 <-- use the acl-grp ID

HARARARARARRRRRIR R R R R R R R R R R A FAAA AR

#AHRARAAAH HARARARARHRRHH AR #H
#AR#RAHH Printing Policy Infos RERRRARBRBHHR AR HH
#AHRARAAAH HARARARARHRRHH AR #H

HARARARARARRRRRH R R R R R B R R R R B R R FAF A A AR
INTERFACE: Vl1anl0
MAC 0000.0000.0000
HARARARARARRRRRHR R R R R B R R R B R R F A A A AR

intfinfo: 0x7fal5802a5d8
Interface handle: 0xf1000024

Interface Type: Vlan <--

i f-id: 0x0000000000420010 <--

Di rection: |nput

Interface type is the Vlan, not a specific ir

the Vian I F_ID matches Vlan 10

<-- VACL in the input direction



Protocol Type:IPv4
Policy Intface Handle: 0x44000001
PoTlicy Handle: 0x29000090

HARARARARARBRHR IR B R R R B R R R R R R R F A A AR

#A# B HAHBHBHH R AR H RS 1 H
#AH##HAH Policy information HARHHBHH R AR HHRASH
#A# B HAHBHBHH R AR H RS 1 H
BAHBHBHHR AR HR AR R HRHHRHRHH R AR R B AR R R AL R H R AL R HRHR R RS2 H
Policy handle : 0x29000090

Pol i cy nane : VACL

ID : 530

Protocol : [3] IPv4

Feat ure : [23] AAL_FEATURE_VACL

Nunber of ACLs 2

g
## Complete policy ACL information
g
Acl number : 1

Acl handle : 0xa6000090

Acl flags : 0x00000001

Number of ACEs : 4
Ace handle [1] : 0x87000107
Ace handle [2] : 0x30000108
Ace handle [3] : 0x73000109
Ace handle [4] : 0xb700010a

Ac1l number : 2

Ac1l handle : 0x0f000091
Acl flags : 0x00000001
Number of ACEs : 1
Ace handle [1] : 0x5800010b

Interface(s):

V1anl0
HHARHHHHBHBHBHRH R AR HRHRHRH R AR AR AR HRH ARG AR AR H R HH AR AR A
##H#HH#H# A HH##HHHHBHBHAHH SR
Y Policy instance information ########HHHHHHY
##H#HH#H# A HH##HHHHBHBHAHH SR
HHARHHHHHHBHBHRHHH AR HRHRHRHHH AR AR AR HRH A HR AR AR H R HH AR AR A
Policy intf handle : 0x44000001
Policy handle : 0x29000090
1D . 530
Protocol : [3] IPv4
Feature : [23] AAL_FEATURE_VACL
Direction : [1] Ingress

Number of ACLs A

<-- the VACL policy is nanmed ' VACL'

<- -

<- -

<- -

<- -

ASIC feature is VACL

2 ACL used in the VACL

530 is the acl group ID

I ngress VACL direction

"TEST & ELSE"



Number of VMRs I ittt
Direction: Output
Protocol Type:IPv4
Policy Intface Handle: 0xac000002
Policy Handle: 0x31000091

HARARARARARBRHR IR B R R R B R R R R R R R F A A AR

H#H#HHH# A HH#HHBHBHBHRH AR
###H#H##HH Policy information H##BHBHBHAH AR AR HH
##H#HHH A HH#HHBHBHBHRH AR
HHARHHHHHHBHBHRHHH AR R R AR HRHHH R AR AR HRH R R R ARHRH R HH AR AR A
Policy handle : 0x31000091

PoTlicy name : VACL

ID : 530

Protocol : [3] 1IPV4

Feature : [23] AAL_FEATURE_VACL

Number of ACLs 12

g
## Complete policy ACL information
g
Ac1 number 1

Acl handle : 0xe0000092
Acl flags : 0x00000001
Number of ACEs : 4
Ace handle [1] : 0xf500010c
Ace handle [2] : 0xd800010d
Ace handle [3] : 0x4c00010e
Ace handle [4] : 0x0600010f

Ac1l number 12
Acl handle : 0x14000093
Acl flags : 0x00000001

Number of ACEs : 1
Ace handle [1] : 0x8e000110

Interface(s):

V1anl0
HHARHHHHHHBHBHRH R AR AR AR HRH R AR AR AR HRH ARG AR AR R HH AR AR A
##H#HH#H# A HH#HHHHBHBHRHH SR
#HHH##E  Policy instance information ########HHHHHHHH
##H#HH#H# A HH##HHHHBHBHAHH SR
HHARHHHHHHBHBHRH R AR HRHRHRH R AR AR AR HRH ARG AR AR R HH AR AR A
Policy intf handle : 0xac000002
Policy handle : 0x31000091
I D . 530
Protocol : [3] IPv4
Feature : [23] AAL_FEATURE_VACL
Direction : [2] Egress
Number of ACLs : 2

Number of VMRs R P

<- -

<- -

530 is the acl group ID

Egress VACL direction



ZVACLIEIEE,

- HIEPEBREEPACLMRACIER DM E. ARIpingAIANFMER , F2EUT S,
« #£10.1.1.3%10.1.1.281Tping R EW FE I MACLR IR IE /B,
« H&Eplatform dropas .
<#root>
9500H#
show pl atform software fed active acl counters hardware | inc VACL Drop
I ngress | Pv4 VACL Drop
(0x23000006) :
1011 frames <-- Hardware | evel command di spl ays drops agai nst VACL

<...snip...>

=1 5.848/1E A E iwACL(DACL)

#H/EFIRACLIRIREREERNEFEFRN S OBDERAIEAER, ELRARFHBBEARADACL,

- RELEBR EFiR (FEFHRNAEEK )

- i BEEF®AE

« Direction : E# A

. TEHMACLEEI : MAC ACLHIIP ACL ( ZETIER )

Bt EGACL

<#root>
Cat9400#
show run interface gigabitEthernet 2/0/1

Building configuration...

Current configuration : 419 bytes
!

interface GigabitEthernet2/0/1
switchport access vlan 10
switchport mode access
switchport voice vlan 5

ip access-group ACL-ALLOWIin <-- This is the pre-authenticated ACL (deny ip any any)

authentication periodic
authentication timer reauthenticate server



access-session control-direction in
access-session port-control auto

no snmp trap link-status

mab

dotlx pae authenticator
spanning-tree portfast

service-policy type control subscriber ISE G2/0/1

end

Cat9400#
show access-session interface gigabitEthernet 2/0/1 details

Interface: GigabitEthernet2/0/1

I1F-1D 0x1765EB2C <-- The IF_ID used in this exanple is dynanic

MAC Address: 000a. aaaa. aaaa <-- The client MAC

IPv6 Address: Unknown
IPv4 Address: 10.10.10.10
User-Name: 00-0A-AA-AA-AA-AA

Status: Authorized <-- Authorized client

Domain: VOICE
Oper host mode: multi-auth
Oper control dir: in
Session timeout: 300s (server), Remaining: 182s
Timeout action: Reauthenticate
Common Session ID: 27B17A0A000003F499620261
Acct Session ID: 0x000003e7
Handle: 0x590003ea
Current Policy: ISE_Gi2/0/1

Server Policies:
ACS ACL:
X ACSACLX- | P- MAB- FULL- ACCESS- 59f b6e5e

<-- The ACL pushed from | SE server

Method status Tist:

Method State

dotlx Stopped
nab Aut hc Success <-- Authenticated via MAB (Mac aut hent
Cat9400#

show i p access-1ists XACSACLXx- | P- MAB- FULL- ACCESS- 59f b6ebe

Extended IP access Tist xACSACLx-IP-MAB-FULL-ACCESS-GOOD-59fb6e5e



1 permt ip any any <-- | SE pushed a pernit ip any ar

MWERGACL

R&Rif-idRYHECG ID,

<tfroot>

Cat9400#

show pl atform software fed active acl interface 0x1765EB2C <-- The IF_ID fromthe acces:

HARARARARARBRHRBR R R R R R R R R R R R FFFAAA AR

###HHHRY HEBUHHRBHH A SRS
#it#i#t### Printing Interface Infos HAHHHHH
###HHHRY HEBUHHRBHH A SRS

HURUHHRBHH BB RS RRAH R BRI
INTERFACE: Client MAC
000a. aaaa. aaaa
<-- Cient MAC matches the access-session out put

MAC
000a. aaaa. aaaa

B
intfinfo: 0x7f104820cae8
Interface handle: 0x5a000110

Interface Type: Goup <-- This is a group ident

II'F ID: 0x1765eb2c

Input IPv4: Policy Handle: 0x9d0001le

Pol i cy Name: ACL- ALLOW XACSACLX- | P- MAB- FULL- ACCESS- 59f b6e5e

<-- DACL nane matches

CG I D 127760 <-- The ACL group ID
CCGM Feature: [35]
acl -grp

Bind Order: 0



E2{HGC IDBABEAYACLE A

<{froot>
Cat9400#

show platform software fed active acl info acl-grp-cgid 127760

e g g g

HERHRHRHAH HARHRRRR RS
HERHRRHY Printing CG Entries HHAHHHHHHHHRH AR
HERHRHRHAH HARHRRRR RS

e g g g

ACL CG (

acl -grp/ 127760

):

ACL- ALLOW xACSACLX- | P- MAB- FULL- ACCESS- 59f b6e5e
: type: IPv4

<-- Goup ID & ACL nane are correct

Total Ref count 1

region reg_id: 1
subregion subr_id: 0
GCE#:1 #f1ds: 2 T14:N matchall:N deny:N
Result: 0x04000000

i pv4_src: val ue = 0x00000000, mask = 0x00000000
i pv4_dst: val ue = 0x00000000, mask = 0x00000000

GCE#:10 #flds: 2 T4:N matchall:N deny:N
Result: 0x04000000
ipv4_src: value
ipv4_dst: value

0x00000000, mask
0x00000000, mask

0x00000000
0x00000000

22| 6.ACLEC %

<-- the CGID

<- -

<o

Permts

KERRUURAABFRLEPHEBSEAFIIEBNENTNRK AT EE . FMEACLTENE
HEHSEREFEERTNEF BFHREERTIREE, THRIEFIEAESRBIH B FEEIER

FRRBERFHEND D

o BAEEEIR O R EE(URPF)—REEAPVACLAXEACLAFRHEE ., EXERACL,

c REEERFFEHERNEHZ I ER G RINVACLER,

- RHAEWEEPTR , WEAKE , Hit , MR KXEE R IE T Elogkeywordfypermitshdeny



ACE[THED , RIS B8 M AR iE B R IR IR R ILl |, W B LR AT EER S,

- BEACLHNE—EERNSISIHNERBFHEE K REBEHESEHRARHEK AL EARM
R, ZBFEHEBEFBFERS. EREIREANERKIERE. ERENIRIPH AR
ERISHEERARRATIIEENERTH.

- BEBAACLBFTANRFINTEFMEN  F2REBEAT T PRANMEENRZLEEIE™E
Cisco 10S XE,

A& R~ FIPACL:

I EHIEREERI , HPACL typeHlogEaRF e —E£EM,

<tfroot>

9500H#

show access-1lists TEST

Extended IP access Tist TEST
10 permit ip host 10.1.1.1 any

| og <-- Log keyword applied to ACE entry

20 deny ip host 10.1.1.3 any

| og

9500H(config)#
interface twentyFiveG gE 1/0/1
9500H(config-if)#

ip access-group TEST in <-- apply | ogged ACL
Switch Port ACLs are not supported for LOG <-- nmessage indicates this is an unsupported conbi nat

B RBIRACL ( E#8 ) :

<tfroot>

9500H#

show access-1lists TEST

Extended IP access Tist TEST
10 permit ip host 10.1.1.1 any

| og <-- Log keyword applied to ACE entry

20 deny ip host 10.1.1.3 any

| og



9500H(config)#

interface vlan 10

9500H(config-if)#
ip access-group TEST in <-- ACL applied to SV
### Orginate |CWP from10.1.1.3 to 10.1.1.2 (denied by ACE) ###

C9300#

ping 10.1.1.2 source vlan 10 repeat 110

Type escape sequence to abort.

Sending 10, 100-byte ICMP Echos to 10.1.1.2, timeout is 2 seconds:
Packet sent with a source address of 10.1.1.3

Success rate is 0 percent (0/110)

9500H#

show access-|ist TEST

Extended IP access 1ist TEST
10 permit ip host 10.1.1.1 any log

20 deny ip host 10.1.1.3 any log (110 matches) <-- Matches increnent in show access-list conmand

9500H#

show platform software fed active acl counters hardware | inc RACL

Ingress IPv4 RACL Drop (0xed000007): 0 frames

Ingress I Pv4 RACL Drop and Log (0x93000009): 110 franes <-- Aggregate command shows hits on

USEC- 6- | PACCESSLOGDP: |ist TEST denied icnp 10.1.1.3 -> 10.1.1.2 (8/0), 10 packets <-- Syslog nessage

H & R BIRACL(Permit):
ElogE A ARpermitiE A , BT HENmPHEREEZNERTHEME.

<tfroot>

C9300#

ping 10.1.1.2 source vlan 10 repeat 5 <-- 5 | OW Requests are sent

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.1.2, timeout is 2 seconds:
Packet sent with a source address of 10.1.1.1



Success rate is 100 percent (5/5)
, round-trip min/avg/max = 1/1/1 ms

9500H#

show access-1lists TEST

Extended IP access 1ist TEST
10 permit ip host 10.1.1.1 any log (10 matches) <-- Hit counter shows 10

20 deny ip host 10.1.1.3 any Tog (115 matches)

%S HEAE
ACL#EET&RA
HERRACLAIERS , S AR EE NN BACLASHERAR LB,

ACLIEFTEAER SMRBINE , MARESMBEACERBIMKE.
ER TR A SEACERBEACLEETEA.

* Deny. LogHMCPUBRERTEHMTEFASEWE,

MAC. IPv4FIPv6ER BT EARERBWNEN,

* show platform software fed switch active acl counters hardware A ARBERRERITEA

BBRACLERET & A

HFEACLEER , BREZBACLATBSRUERSHTNERTBESHEAMEL.

- ERELH T ALUSREBMERACLA BSRRFET.
« BACLICEL/ar P EAHETHIEHERRE: | BBFRMEBEACLIAK R S SARRIRY EARITE

<#root>
clear platformsoftware fed active acl counters hardware
(clears the hardware matched counters)

clear ip access-list counters

(clears the software matched counters - IPv4)

clear ipv6 access-list counters



(clears the software matched counters - IPv6)

ACL TCAMA RS BT EBR ?

« ACLIARIERAEETCAM, MR EREENACLEEHATCAM |, BIFFACLE ZE BN
FENFIEACLEIR.

- MEREERTCAMBHIEBACL , ISEZCMESNNEANIEERS,

- EHEPREACLHVIRERABRETE,

- BEERTAR  XBEMESEHESRSACLERNRIEE S, MERI) , ACLSHIH XTI FE
- BEERENACLERRETEITCAMT A IRIER AReloading.

« PACL, VACL, RACLFIGACLAI ARG It fRBR L&/ EFE A

ACL TCAM#E&:E

- ERFEBACLHNHEEERERTH MRBERES.
« GACLEAEmEE AUnAuthiR R,

VCU# &

- —HHEBLAOPRHHEIRVCU , MERHITACLIER I EVHHWACEMRE , MEEREH
VCURTER T HITERIRE,
- —HEB4EEEIFRN , TCAMAREERELHBHIKE PES,

ACL A% H 5688 ER

NRBERLACLERAT , REFMEEKSYSLOGHEER ( /ME. VLAN, EERZF  EAURE
) o

ACL E E’h‘iﬁ/%\ EE% 'W@ﬁ%#

%ACL_ERRMSG-4-UNLOADED : B8R ACLEMRRZE o " -
#1 : A E<interface> L KB A<ACL>RBRR | (REE KT ﬁﬁ;éngfi‘féLﬂﬂiﬁﬂjﬁﬁ
ArRERT | WERBRER, )  FREEAIRXA °

%ACL_ERRMSG-6-REMOVED: 121E% : 2 |fKRETHEN _
— 7N EEE‘ 1 ;T%
¥ E B <label>asic<number>MBR /T E ACLELEREN ACLEMER , MESTEMRIE




<interface> LB A<ACL>W B BEREZHEE., |EMER
%ACL_ERRMSG-6-RELOADED: 1E2###5 : o - .
, ACLIREE X% ACLWEEREESEERBPHER
HE<interface> LB A<ACL>IREE B AE! 1E T8 5722 5,17 4T 4B A
asic<number>_EZE & <label>H EREH, = P T -
HaE BIAY
%ACL_ERRMSG-3-ERROR: 1 fed : RIZE#E e X
JI&F <number>7E <interface>_t f& F & A <ACL> ACLERER (iﬁlJZ:Ztﬂ ﬁwg\zfi%ACL%ﬂE AR
dotix ACLZ# [TCAMEREBHRE
IP ACL <NAME>EiL &, B )

%ACL_ERRMSG-6-GACL_INFO : X#a #1189
RO/0 : B 1R : GACLA X E A0,

GACLELE T H
ET3E ]

GACLA X E R, EGACLH
MR BFEED.

%ACL_ERRMSG-6-PACL_INFO : #1189
RO/O : £&i% : PACLF X & A #o

PACLELE T B
I8

PACLAX#EB7%, REPACLH M
BRE B,

%ACL_ERRMSG-3-ERROR : 3 #1#1

RO/0 : BE&% : 8 AIPVABACLEE R IE/E (dot1X)ACLE# |FESI 2B XIEACLERE , UK
. <name> : BLBEREAREFIRMAC FEAZIEEE [TCAMREHBEHBRE
0000.0000.0000,
ERMEFR R ERE

=4 1. ACLE MRE R

o ACLARZE I I FEFA MM EHVLAN,

- R "TERTE, B ( HIWTCAMFES
), BEXM.

« ACLHREBACET LR ERETEITCAMA,
ACL{EE A UNLOADED#REE,

« EUNLOADEDMEET |, FIERE ( 2IFEH
BRae)#eEEMELEE  BEXEESIE

R

EMERETACLUARETCAMBY R A &,

=Pl 2. ACL#mEE

B R E

- RFEET —EACLYSEERINE , XA
SRLACLRFHIESACERE , BRFEL

EMERETACLUARETCAMBY R A &,




HEERRNE,

- MRTCAMEREER , RliREIRIEXK,

« ACLHREBACET LR ERETETCAMA,
ACL{BRBEEFAUNLOADEDREE,

« FEUNLOADED#EEF , FRERE ( SEEH
HE ) HBLRENTDLORE , EFREEBRR
Ak,

- BEWACLERtEEUNLOADEDARRET %k
B, BRRRILERE,

=06l 3 ACLEFBE

1R A

« ACL Re-bindZASACLKINZINTE , REER
—{EIACLF i Z & — ST M A 20 B 28 — 18
ACLHYERE,

« F—{EACLEEM I K IhELRF,

- BEV—EEBTEBBAHE(Pv4/IPV6)E
BEHREARACL , WAAHBERIE—ENEH,

. HEERIDBE —FEACLI ERHEEFTACLEKE AN
Eltrm,

- MRTCAMEEER , EMBERKRES LR,
« ACLHRBACET LUERERETEITCAMA,
ACL{AEFRUNLOADEDARAE,

« EUNLOADEDMEET , FRIERE ( BIEEH
ERa ) HEENHLEE , BEXRESEIR
Ho

EMERETACLUARETCAMBY R A &,

R 4. BHZ=(Null)ACL

W18 R4

« BYREACEEMACLI A& EM MBI E,

« RIEERRFT TEMACE) EARASEIMILL

ACL , IS ELERBIER PR TE ( FULLIRE
TRAMABERE )

- RE , EAMEENBBRRIRASACERR B #
BEACLF, #FIEEMEACER , RiteH
TCAM#E TR ERET.

- MREFBACENRE RTCAMEIRFESE | Al
ACL## ZEUNLOADED#REE,

« HUNLOADEDHRET , FiBERE ( 2ERH
ERa ) HEENEHLERE  EXHESIRE
Ro

- BENACLER B EEUNLOADEDARRE T %
B, BRIFRILEE,

BEMERETACLURETCAMB R A,




BWERACLIRE
AHNBAREEACLEEMTCAMABAEN G,

FMANTZHUEERE

HEEEERENACLMBEACLIHACERR,

<{froot>
9500H#

show pl atform software access-list fO summary

Access-|i st
Index Num Ref

Num ACEs

<-- ACL TEST contains 2 ACE entries

ELSE 2 1 1
DENY 3 0 1
ACLA% :

<#root>

9500H#

show pl atform software fed active acl usage

G g i

#it###### #it##t# R AR R R R ##

#it##### Printing Usage Infos #H###H B R B R B R R B R R

#it###### #it##t# R AR R R R ##

HAHHHARARARBRBRBRBRBRRRR A

#it###

ACE Software VMR max: 196608 used: 283 <-- Val ue/ Mask/ Result entry usage

G g i

Feature Type



ACL Type

Entries Used

VACL IPV4

Ingress

VACL

<-- Type of ACL Feature, type of ACL, Direction ACL applied,

name of ACL,

4

and nunber of TCAM entries cor

Feature Type ACL Type
RACL IPV4

TCAMBERER(17.X):

TCAM usage® S E16.xM17 xR EEEEEEE,

<#froot>

9500H#

Dir
Ingress

Name
TEST

show pl atform hardware fed active fwd-asic resource tcamutilization

Codes: EM - Exact_Match,
I - Input

O - Qut put

, I0 - Input & Output, NA - Not Applicable

CAM Wilization for ASIC [O0]

Table Subtype
Dir
Max
Used
%sed
V4 V6 MPLS  Other

Entries Used
5



Security ACL |pv4

TCAM
|
7168

16
0.22%

16 0 0 0
Security ACL Non Ipv4  TCAM I 5120 76 1.48% 0 36
Security ACL Ipv4 TCAM

@]
7168 18 0.25% 18 0 0 0

Security ACL Non Ipv4  TCAM 0 8192 27 0.33% 0 22

<...snip...>

<-- Percentage used and ot her counters about ACL consunption
<-- Dir = ACL direction (Input/Qutput AC)

TCAMERA1ER(16.X):

TCAM usage® S E16.xM17 xR EEEEEEE,

<#froot>
C9300#

show pl atform hardware fed switch active fwd-asic resource tcamutilization

CAM Utilization for ASIC [0]

Table Max Values
Used Val ues

Security Access Control Entries 5120

126 <-- Total used of the Maximm

<...snip...>

HEZSDM#ENR ( TCAMEH 2B )

5 FCisco 10S XE Bengaluru 17.4.1, & 7] LAfE FA SDMAE AR sdm prefer custom acl 38 o

R UE EMERFILLIIEEMFMEN K F2RRAEEER EEF(Cisco I0S XE Bengaluru

40
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17.4.x (_Catalyst 950033 #2# ) ),
RENBE—LELRBEEMNRE.
B E B HISDMIER :

<ffroot>
9500H#

show sdm prefer

Showing SDM Template Info

This is the Core tenplate.

Security Ingress | Pv4 Access Control Entries*:

Security Ingress Non-IPv4 Access Control Entries¥:

Security Egress IPv4 Access Control Entries®:

Security Egress Non-IPv4 Access Control Entries*:

<...snip...>

9500H#
show sdm prefer custom user-input

Custom Template Feature Values are not modified

<-- No custom zation to SDM

1& 0 E BT Y SDMAEAR

« 9500H(config)#sdm/E % & A B T acl

7168

5120
7168
8192

<- -

(current) - 7168 (proposed) <--

(current) - 5120 (proposed)
(current) - 7168 (proposed)
(current) - 8192 (proposed)

9500H(config-sdm-acl)#acl-ingress 26 priority 1 < — FEFHTHI26KE, ( EEREBIEETEH

BEIERF)

9500H(config-sdm-acl)#acl-egress 20 priority 2

9500H(config-sdm-acl)#exit

{88 F3 show sdm prefer custom DERFEZNEN sim prefer custom commit LMEZEBLCLIER "view the

changes. o
- BEYHSDMEERRNEN,

* 9500H#show sdm prefer custom

FRSDMIEMREF :

ERBERRREEFHEN.
AAREFHEEHHRE*: 12288 (
H AR &3 REEHIRE *: 15360 (

ok Mk

Bl ) — 26624 (EE ) <— ERIMERER (EHE26K)
Bl ) — 20480 ( & )

Core SI

| Pvd A
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/content/en/us/td/docs/switches/lan/catalyst9500/software/release/17-4/configuration_guide/sys_mgmt/b_174_sys_mgmt_9500_cg/configuring_sdm_templates.html

9500H#show sdm prefer custom user-input

ACLIREE R BB A
EREHAE

reRBELIERF BIE

AOZEHEEEEE © 126%1024 < — AFEAEW AL HNAE26 x 1024(26K)
H O &£ FhRIRHIE:2 201024 < — HEAEBW A B 420 x 1024(20K)

- KEHNEANSDMEERER.,
+ 9500H(config)#sdmBE BB ERER
HEFETHSDMEEEMPNESREREFETIR , LETRAENHEABRLER. <— EFMR
A# , ACL TCAM# 7 Eiis B ERE,
H—SEE
ACLEEESS :

ACLEY BRI IE =2 e 2R R 2 B #9 3t

‘I VACL ]
G Ingress PACL ) _4 ‘I Ingress RACL D)
4 _4

m
o
|
m
&
@
=
=
(=]
=
\
-

" VACL
‘I EgressPACL) ~

HEPER{LWACL:

« FBEMBRIACL ( HIZVACL. RACL ) EERIIEMXRMBFLHNRE L MASEHRBHHFT
Bxgs LR,

- ERRRBACLERANERELNRE  BEHHEAMTEN B ETERXRG
« ACLHEBIRBMIENRGT  BREBARKER R,
- EERMVRAABRANEMITERER , HIANISSU/SVL,



ACLIER :

s ACLIEER R4 EHEMFLIOP, LablessVCURr, ZEENAE N ZEEEBHACEFEET K
FEREIAYEEE |, 3 H ERIEFMFBTCAM,

o #i## LAOPTERIR LIEE |, LLACLE M A##
9500H(config)#ip access-list extended TEST
9500H(config-ext-nacl)#permit tcp 10.0.0.0 0.255.255.255 any gt 150 < — EEE151RES
hixZ<

HH VAR L ER A Z @ EAL4OPHIACE #itt

9500H(config-ext-nacl)#permit tcp 10.0.0.0 0.255.255.255 any eq 151
9500H(config-ext-nacl)#permit tcp 10.0.0.0 0.255.255.255 any eq 152
9500H(config-ext-nacl)#permit tcp 10.0.0.0 0.255.255.255 any eq 153
9500H(config-ext-nacl)#permit tcp 10.0.0.0 0.255.255.255 any eq 154

TCAMEENEZERHLA -
- SEACLEKBEHEREAZSIAH,

- HSACLXKHE ( R£ACL , lIGACL, PACL, VACL, RACL ) ERZIZ@EMTEHKVLANE |, ©
£ AR RR,

« MA/BMEACLERTENERZH,
« IPv4, IPv6FIMAC ACLEREMERZR,

- HHREIPACLEERAR N HANB AN EHANSE H, TCAMFPEMEPACLAIE , SEFIEEE
—EE—N A QMY OER.

- MR EBLIOPHHEEBEPACLIEERARESERZ L LEENZSERANE , AIETCAMHENRE
HYE —PACLEMEHIE , EZ% O —1E.

VMRIER :

ACEETCAMAEI#MERRATA "VMR, |, BBA "Ey . "8, . "HR. . SEACERES
AIEAVMRIE B A AEARVCU,



———————————————————————————————————————————————————————————

E | Mask | Value | | Result | i ACE ENTRY #1
E | Mask | Value | | Result | i ACE ENTRY #2
E | Mask | Result | i ACE ENTRY #3
—> Mask Result |1 ACE ENTRY #n
access-list 101 [permit fip| 10.1.1.1/{0.0.0.255
ACLAI#ET 1 -
ZEACLERERANZEACL, EHTEREEMINgEHRA,
ACL Cisco | Cisco Cisco Catalvst Cisco | Cisco
TCAMZE| Catalyst [Catalyst 9400 y Catalyst |Catalyst
i 9600 9500 9300 9200
C95005
B
Egress: C9300: C9300B:
=G 9 ]
IEI:VA"T ﬁgooo* 09500:18OOO*$_€I1A2000*18000* C9300X:80
™ : 15000* : 5000 18000
O
: 15000*
IPvA{E
Ik
'gVB‘* PVABE I —%  [IPvaliE 9 — % BE— [PvafRE B —%
¥
—E® C95005
A ap C9300: .
B9 12000 C9500:18000 SRE 18000 C93008 : Fe C9300X:8000
IPv4 5000 18000
15000




ACL1{%F
B &g
Bl

— @

ballJ: ) C9500&
IPV6 C9500:

sSh&ak -
6000 S - 9000 |2500/9000/4000

BT 7500
ichic]

L4OP/#&
®

A

VCU 192 192 192 192

Lo

VCU 96 96 96 96

MEAE A

- Z2FEBE1ER . Cisco 10S XEF#Hi 4 fHiR17.3.x ( Catalyst 920033 {54 )
- Z2FEER . Cisco I0S XERHET%EfHiR17.3.x ( Catalyst 93003t )
- Z2EBE1ER . Cisco 10S XEM#HT4EfHiR17.3.x ( Catalyst 940038154 )
- R2FEIEF . Cisco I0S XEMBHET4F 3 HR17.3.x ( Catalyst 950034 )
- Z2FEIEE | Cisco |0S XERIHT4SAR17.3.x ( Catalyst 9600331t )
- RIREWEEIEE . Cisco |I0S XE Bengaluru 17.4.x ( Catalyst 950033 a4 )

BRI EETE

DebugMTrace®i &
" o fE

1 show platform hardware fed [switch] active fwd- EEASICAIIREE L iy BESHHNEE,

asic drops exceptions asic <0>

B SENZERF A S EEACLAHBERAUR N EHM

2 |show platform software fed [switch] active acl s =
=
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show platform software fed [switch] active acl

tean s RSN B RE18RIE T, B LA ftan T2REUL R

3 policy 18 B&ID,

4 [Fhow platform softwarefed [sitch] active ad Lo S ERBAEEE ( pacl/vacl/racl/gacl/sgaclZ ) FIED
interface intftype pacl EBACLHERA.
how pltfor softwre fed [switcH] acive a HaESERBNAEEB ( pacl/ivacliracl/gacl/sgaclZ ) 5 E

W | 1V St = = P Y T
° interf::eintft e pacl acltypeipv4 ﬁ@ﬁACLE’\JﬁEﬂ ’ ﬂﬁgﬁiﬁﬁﬂfﬁmﬁﬂ'@dg
ypepact acypetp (ipva/ipvé/mac ) .

6 .show plat.form software fed [vaitch] active acl JH_', o 5'] Eﬂ ﬁEﬁ E E’J ﬁ-ﬂ;o
interface intftype pacl acltype ipv4

. show platform software fed [switch] activeadl  [BL AR B4R IEIIF-ID ( @55 from 6 ) FIENFENHE LEAKACLE
interface Ox9 %ﬁﬁ%ﬂo

3 show platform software fed [switch] activeac (ML AR R ASHIEN BRI L B EMNACLR EFERCGDHHE
definition o

9 :i(;wozlgatform software fed [switch] active acl n|:| S *EJ%”F |D§|J Eﬂ EJ:F&FH E’JACLE’Jn¥%ﬂi§Eﬂo
show platform software fed [switch] active acl AA. 26 7 - =

10 e Lo SRR RE R B 5 EN B EACLER KN VMREE,

14 [frow platform software fed [switch] active ad o SSRBNEER ( pacl/ivacl/racl/gacl/sgacl® ) B1&
policy intftype pacl vcu Eﬁiﬁ,ﬁﬂﬁ%ﬂ*ﬂvcu ﬁ%ﬂo

1o [show platform software fed [switch] active ad bt S BRBNAERA ( pacl/ivalc/racl/gacl/sgaclss ) BIER
policy intftype pacl cam {/\ﬁEgCAM VMRV R BE E ARG E

13 sRh;\;vripelfatform software interface [switch] [active] up 4 j%«m?m{ Tﬁgg_#ﬂit Eﬂﬁﬁ?‘fﬂﬁﬁﬂo

14 :xi)\(/jv:Iatform software fed [switch] active port Jttﬁ‘%*ﬁ%| IF-I DEU EI] iEE’J §¥:%H§§ﬂo

15 |show platform software fed [switch] activevian  |ItL#R4 ZI ENE BBVLAN 30RYEFHHE FA




30

16

show platform software fed [switch] active acl

camasic0

R SEEEEFEAMNASIC 0LFEIZEACL cam,

17

show platform software fed [switch] active acl

counters hardware

it an = S ENREBE AV AT B ACLET BER.

18

show platform hardware fed [switch] active fwd-

asic resource tcam table pbr record O format 0

S ENPBREF S IR B B , AIABACLMCPPERE RS 18
EMAZPBR,

19

show platform software fed [switch] active punt
cpuqg [1]2]3 ...]

RTRERBECPURKYI LRES |
RELUETTHRR.

SR T BUR BB R B

20

show platform software fed [switch] active ifm

mappings gpn

A IIF-IDFIGPNFI EN 4\ T 4 A

show platform software fed [switch active ifm if-

JIMNEBENEEEMEASICHEBNER. Lt HER

21 |i
. BEASICHICOREH /M E.
set platform software trace fed [switch] active

22 |acl/asic_vmr/asic_veulcgacl/sgac [debuglerror 5% EFED H 43 E T 8ERY 3R Bt .
o]

23 |request platform software trace rotate all FEBRBRHETE,

24 show platfo.rm software trace message fed J-.ETE §|J El] FED EI’J EEM,%ET =,
[switch] active

o5 set F)Iatform .software trace forwarding-manager F1ER A FMANER &L,
[switch] [active] fO fman [debuglerror ...]

26 show plf';\tform softwaret'race mes§age .I—.EEEJ ED EMAN H’Jﬂﬂm,%?ii =,
forwarding-manager [switch] [active] fO

27 |debug platform software infrastructure punt detail | FEPUNT L 5% E A o




28

debug ip cef packet all input rate 100

CEFERERE R,




BARS LLEMRE
BRI EERABRMAIRNEESX G, RUHFRNERAEEANECH
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