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https://%20https://www.cisco.com/c/en/us/buy/licensing.html
https://%20https://www.cisco.com/c/en/us/buy/licensing.html
https://community.cisco.com/t5/smart-licensing-enterprise/software-on-demand-training-resources-for-customers/ta-p/3639797
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-9300-series-switches/216545-smart-licensing-using-policy-on-catalyst.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-9300-series-switches/216545-smart-licensing-using-policy-on-catalyst.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-9300-series-switches/216545-smart-licensing-using-policy-on-catalyst.html
https://community.cisco.com/t5/cisco-software-documents/get-smart-with-cisco-smart-accounts-nbsp-customer-smart-account/ta-p/4094690
https://software.cisco.com/software/company/smartaccounts/home#accountcreation-account
https://software.cisco.com/#module/SmartLicensing
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https://www.cisco.com/c/dam/en/us/td/docs/switches/lan/smart_call_home/user_guides/SCH_Ch4.pdf
https://software.cisco.com/download/home/286285506/type/286285517/os/Linux/release/
https://software.cisco.com/software/csws/ws/platform/home?locale=en_US
https://software.cisco.com/software/csws/ws/platform/home?locale=en_US

BMEREUHERIFAIRERAERFTRE , fINERAERTU)HERMASR(PAK). AREE
BEMLELSEZNFAES  F2RERERNKENARRTRAN/NEEEM,

FEiBEE L edE#(DLC)HITHE IR
- HBledEBRDLCO)R—E—XMAZE, BRNERUELSEZPHREELFANFIRE , I HIE

MR FEARNEEHEEER(CSSM) LNHELEEIRF+, DLC BFREEEIBRY
ERREENTDHNE (CLI) #1T.

+ DLC 2FfEXE Catalyst 3650/3850 MFMERERHRF B, HRISENRBRENR , F2H
BEFAEREEENZRITRA. &A BT Fuji 16.9.x lRA 2 Catalyst 3850 #Y DLC £ ¥,

' A r
Catalyst 3650/3850 or ISR/ASR Ensure correct Right-To-Use Register and Verify device goes s,:;g::::ﬂfgggﬁ:;;”;gmg
Upgraded from pre-16.9/16.10 to and/or PAK Licenses are properly REGISTERED and d
Smart Licensing enabled version configured OUT OF COMPLIANCE (OOC) Lan
L ‘show license status'

#EiB Cisco Smart Software Manager (CSSM) SRIREFT MM A O {8 (LRP) #TE R

Cisco Smart Software Manager (CSSM) J53% :
ABREEHBEE S (CSSM) , 8t Bhttps:/software.cisco.com/,
2 BB EERBI - B A8 B,
3. BIEEIRPAKSR BRI,

Cisco Software Central > Smart Software Licensing glish [ Change | & _ Il TAC Cisoo Systems, Inc

Smart Software Licensing Feedback Support Help
. - Pap—— Prafareneas Sataliites Activit Juestions About Licensing?

y | Convertto SmartLicensing  Reports references | Satellites civity e — @

License Conversion
Convert PAKs Convert Licenses
The Product Activation Keys {PAKs) below contain licenses that can be used for tradifional licensing or Smart Software Licensing. To add some or all of them to a Virtual Account as Smart

Software Licenses, use the 'Convert to Smart Licenses' action in the table below.
If you do not see a PAK you expect to see in the table, ensure that it has been assigned to your Smart Account in the Product License Registration Portal.

4. BEIMPAKEF AR |, BRI RPHOFFAIE, EERIFPAKFIAR  FEA TEER
BELRSESEE,

Btk SRR 2 A PAK RV B



https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst3850/software/release/16-9/configuration_guide/sys_mgmt/b_169_sys_mgmt_3850_cg/m-169-sm-smart-licensing-cg.html#id_75699
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst3850/software/release/16-9/configuration_guide/sys_mgmt/b_169_sys_mgmt_3850_cg/m-169-sm-smart-licensing-cg.html#id_75699
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst3850/software/release/16-9/configuration_guide/sys_mgmt/b_169_sys_mgmt_3850_cg/m-169-sm-smart-licensing-cg.html#id_75699
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst3850/software/release/16-9/configuration_guide/sys_mgmt/b_169_sys_mgmt_3850_cg/m-169-sm-smart-licensing-cg.html#id_75699
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst3850/software/release/16-9/configuration_guide/sys_mgmt/b_169_sys_mgmt_3850_cg/m-169-sm-smart-licensing-cg.html#id_75699
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst3850/software/release/16-9/configuration_guide/sys_mgmt/b_169_sys_mgmt_3850_cg/m-169-sm-smart-licensing-cg.html#id_75699
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst3850/software/release/16-9/configuration_guide/sys_mgmt/b_169_sys_mgmt_3850_cg/m-169-sm-smart-licensing-cg.html#id_75699
https://software.cisco.com/

License Conversion

Convert PAKs Convert Licenses Conversion History

The Product Activation Keys (PAKs) below contain licenses that can be used for traditional licensing or Smart Software Licensing. To add some or all of them to a Virtual Account as Smart
Software Licenses, use the 'Convert to Smart Licenses' action in the table below.

n Portal.

If you do not see a PAK you expect to see in the table, ensure that it has been assigned to your Smart Account in the Product License Registrat

© The Smart Account administrator may be able to more easily convert the licenses based on the automatic conversion settings.
Last Updated : 2019-Apr-17 05:30:35 @
3

PAK SKUs Order Number Order Date Virtual Account Status Actions

C1-ISE-PLS-T (25) 2018-May07 > CORETAC Convertlo

C1-ISE-BASE-T (25) 2018-May-07 CORE TAC Convert to Si

C1-ISE-BASE-T (25) 2018-May-07 CORE TAC Convert to Smart Licen

TRESINEE  BEVE .

Cisco Software Central > Smart Software Licensing English [ Change ] TAC Cisco Systems, Inc.

Smart Software Licensing Feedback Support Help

Alerts Inventory Convert to Smart Licensing Reports Preferences Satellites Activity > Lic ) @
ual Assistan

License Conversion

Convert Licenses Conversion History

The table below contains devices in your Smart Account that are using traditional licenses that can be converted to Smart Software Licenses. If you do not see a device you expect to see in

the table, ensure that it has been assigned to your Smart Account in the Product License Regisiralion Perial. You can also try entering the device information in the License Cenversion

wizard

Last Updated : 2018-Nov-14 10:31:53 @

& Sea

Device Identifier Product Family Eligible SKUs Virtual Account Actions

Iddery tual Account Q,

No Records Found

No Records to Display

5REFFENFFIRNERES,
6.%% (£ "H#FL T )  BRABEF,

License Conversion

Convert PAKs Convert Licenses Conversion History Event Log

The Product Activation Keys (PAKs) below contain licenses that can be used for traditional li ing or Smart Soft L ing. To add some or all of them to a Virtual Account as Smart
Software Licenses, use the 'Convert to Smart Licenses' action in the table below.

If you do not see a PAK you expect o see in the lable, ensure thal it has been assigned to your Smart Account in the Product License Registratior

i The Smart Account administrator may be able to more easily convert the licenses based on the automatic conversion settings.

Last Updated : 2019-Apr-16 09:30:49 @

> Search PAK, SKU, Virual Accc

PAK SKUs Order Number Order Date Virtual Account Status Actions
C1-ISE-PLS-T (25) 2018-May-07 CORE TAC i} ‘_':_,DTEED Snm_c_EE
C1-ISE-BASE-T (25) 2018-May-07 CORE TAG Convert to Smart Licen...
C1-ISE-BASE-T (25) 2018-May-07 CORE TAC Convert to Smart Licen..,
C1-ISE-BASE-T (25) 2018-May-07 CORE TAC Convert to Smart Licen

7TREERIRSE., AR, RARE-TT—%,



I Convert to Smart Software Licenses l

1 ree 2

Select Licenses

Select the licenses you want to convert to Smart Software Licenses and the Destination Virtual Account to contain them. If the PAK allows partial fulfilment, you will be able to choose the
number of licenses to convert, otherwise all licenses in the PAK will be converted.

PAK Details:
PAK Numbar: I
Partial Fulfillment: Mot Allowed
PAK Virlual Account; CORE TAC
Destination Virtual Account CORE TAG —
SKUs
SKU Licenses Type Expiration Date Available to Convert Cuantity to Convert
C1-ISE-PLS-T ISE_PLUS (ISE Plus License) 1.0 Tarm 2023-Jul-06 25 25

Cancel Back Next

8.EERE , RRER—TEBREHE,

m
Convert to Smart Software Licenses

v =2

Select Licenses Review and Confirm
PAK Details:
PAK Number: _
Partial Fulfilment: Not Allowed
PAK Virtual Account: CORE TAC
Destination Virual Account CORE TAC

SKUs to Convert
SKU Licenses Type Expiration Date Available to Convert Quantity to Convert

C1-ISE-PLS-T ISE_PLUS (ISE Plus License) 1.0 Term 2023-Jul-06 25 25

o Since all of the licenses are being converted to Smart Licensing, they will no longer appear in the Product License Registration application.

Cancel Back @

RESTMAOMBI (LRP) B3% :
1.2 AFFAIREFMAF(LRP)

https://slexui.cloudapps.cisco.com/SWIFT/LicensingUl/Home/a>

2BMERE-HMEE,

SWMAEEMNERRIIMME —LEZRAFHRUDNERIDRFHIH , ARZ—THRE,
UDIE A 1] LA CiscoZt & K show version= & 51/ (CLI) EE A show inventoryEEY,


https://slexui.cloudapps.cisco.com/SWIFT/LicensingUI/Home

PAKSs or Tokens Licenses Devices ran

Add Device
Get Licenses v Move Licenses v Agd Devices
Device Virtual Accod Vit Account CSR1000v v Regquired with Smart Account
Product Famiy Cloud Services Router -
CSRN000V
UDI Product ID-=CSR 1000V
Device o
I [E——
Ui PID CSR1000V

.
csoor | ooy

UDI Product ID-CSR 1000V

I .
Cancel oK
ABEEMNEBEV ST IRERAEEE,
PAKs or Tokens Licenses Devices Transactions History
Get Licenses Move Licenses v Add Devices Download Licenses Email Selected Licenses
Device Virtual Account Family
@ Cloud Services Router
Download license...
UDI Product ID:CSR1000V Email i
maill license...
Rehost license...
3s Router

Rehost license from failed device (RMA)...

Assign to Smart Account...
UDI Product ID:CSR1000V

UDI Serial Numbe _ Convert licenses to Smart Licensing...

Get device information...

5. 7B E/ERMNERIRS  EREEBRNFGAUR K RARE-TREX.



Convert to Smart Entitlements

Device I1D: UDI Product ID:CSR1000V,UDI Serial Number

Product Family: Cloud Services Router

Smart Account: cisco.com
Virtual Account: CSR1000v -
SKU Type Term Date Quantity Available  Quantity to Convert
¥ L-CSR-5G-SEC= Perpetual - 1 1

“ Once these entitiements have been converted they will no longer appear in this portal.

Cancel Submit

S BR HALUEALRPTAEPAKR S M ER L EHHTRER R, BEPAKSIES B
T HAEI 1ZZEConvert to Smart Licensing :

PAKs or Tokens | Licenses | Devices | Transactions History

Get Licenses « Add Mew PAKs/Tokens Smart Accounts + Manage Paks « Exportto CSV Show Filter

Licenses
PAK/Token Virtual Account Order Number Product Status Used Available
DEFAULT : Y
Family: ASR1001 SKU: ASR1_MFGINSTALL CONVERTED 1 0
Cisco ASR 1000 Advanced IP._.
SKU: SLASR1-AIS CONVERTED 4 0
’_) NX-OS Advantage license for...
DEFAULT £
Family: Cizco Mexus 9000 5.. SKU: NXOS-AD-XF2 UIAIAIEY C L
Get Licenses... NX-OS Advantage license for... . -
Family: Cizco Mexus 90! Assign to Smart Account... SKU: NXOS-AD-XF2
f i MNX-05 Advantage license for...
Convert to Smart Licensing b UNFULFILLED 0 1
Family: Cisco Mexus 30! SKU: NXOS-AD-XF2
Get PAK or Token Information... TG . ;
A g’ vantage license for... .\ e\ FiLLeD 0 1

Family: Cizco Nexus 8000 5... - SKU: NXOS-AD-XF2

B B R4 BRI AEE (GLO) SR P i 17 8 1% 3 B2 HL B A%
EAEB IR RS HRE R DO S RB L ELBPIBE.
Catalyst 9500 &3 AERI SRR 16.9 = 16.12.3 R ITAEE

mEH A Catalyst 9000 &% | Catalyst 9500 3 AEH &% B Cisco IOS XE 16.9 lx R 5215 2 B A
BERREINEE, AT , HA Catalyst 9500 & ’“‘il‘ﬁ‘ i%)’éu , ISERREEHERNRERERE
B, #R , ERATHEERBRERL —CI500F A REER., Jtl:ﬁ%mﬂilﬁ? C9500 E3XEEEENIT A
, REAEREFEE , URFEABEA C500 &FH#.

TANEEZMELUTREPER T K


https://globalcontacts.cloudapps.cisco.com/contacts/contactDetails/en_US/c1o2

a) B %I5£58 |D CSCvp30661

b) BRI$EEE ID CSCvt01955

UTREREHRZHMZECIS00S R EMFIFEX :
Cisco 10S XEhxZ4516.11.x & KRR A=

BECOSMEHESE ACHERERR,

ik R

C9500 32C NW Essentials

C9500 32C NW Advantage

C9500-32C
C9500 32C DNA Essentials
C9500 32C DNA Advantage
C9500 32QC NW Essentials
C9500 32QC NW Advantage
C9500-32QC

C9500 32QC DNA Essentials

C9500 32QC DNA Advantage

C9500 24Y4C NW Essentials
C9500 24Y4C NW Advantage
C9500-24Y4C
C9500 24Y4C DNA Essentials

C9500 24Y4C DNA Advantage

C9500 48Y4C NW Essentials
C9500 48Y4C NW Advantage
C9500-48Y4C
C9500 48Y4C DNA Essentials

C9500 48Y4C DNA Advantage

~ EE : Cisco I0S XEhx2~16.12.1F116.12.2%8 Cisco bug ID CSCvp30661FCisco bug ID
CSCvi01955fR 8, ELERRIEBTE16.12.3a R E SRR S E/ER,



https://tools.cisco.com/bugsearch/bug/CSCvp30661
https://tools.cisco.com/bugsearch/bug/CSCvp30661
https://tools.cisco.com/bugsearch/bug/CSCvt01955
https://tools.cisco.com/bugsearch/bug/CSCvt01955
https://tools.cisco.com/bugsearch/bug/CSCvp30661
https://tools.cisco.com/bugsearch/bug/CSCvt01955
https://tools.cisco.com/bugsearch/bug/CSCvt01955

Cisco 10S XE 16.12.3 hix fE #T k2

Catalyst 9500 REEFL A REFEABABEITF TR ERNEBHNDNAFTFIRER., TxRERCisco
|0S XEfRA<16.12. 3R EE AP R EB RN EREX

Eitho R

C9500 Network Essentials

C9500 Network Advantage

C9500-32C
C9500 32C DNA Essentials
C9500 32C DNA Advantage
C9500 Network Essentials
C9500 Network Advantage
C9500-32QC

C9500 32QC DNA Essentials

C9500 32QC DNA Advantage

C9500 Network Essentials
C9500 Network Advantage
C9500-24Y4C
C9500 24Y4C DNA Essentials

C9500 24Y4C DNA Advantage

C9500 Network Essentials
C9500 Network Advantage
C9500-48Y4C
C9500 48Y4C DNA Essentials

C9500 48Y4C DNA Advantage

N 5 - #Cisco 10S XERRA16.12.15116.12. 23 T FHR IS R L A BB, #Cisco 10S
XERRZAS16.9.x, 16.10.x. 16.11.xF4kZE[16.12.3 [ H{BREF A FEE,

C9500 BMEEHRBEE REE

1. ERNEEFAREREENRRITTRRE , ATEENIE S EBAMERETIR?



REERUBEAGERMANREENHRENGRR. WILREE Cato500 ¥ A ERAENER
, MIFERIFE CI500 BMAER M, HRARASBHEREBEARERETNBERARE
HERKESFREFERZ 16.12.3 RETHNREESEEEEARERR,

2. RMTEEREEERIRFTETRERREER ?

BITARRREEEER , BEREUTREALZEEBRESENERREERINSHRE,
HRERESHEREREARERETNERARE  AHERREEBRESR ZERRE
B EEEEARERE,

1HRE

EXEE

EHENMMEEEEFTNETBE K B2EBEREK/TEN (RREBEEREERM) -

BEBIHER : Cisco I0S XE Fuji 16.9.x ( Catalyst 9300 XX#:i85 ) RiFiHRER EIEE
EMER/EE ID R

HMEECH , EELAKTHE., SEMSE (HBAEEIDSE ) RRUSERNEETIMEEESE
IRER  REEFUMAFIENEEHREERSAHERNKE —TE., REBEEVHEFmEANSH
, ERER T AR EERES,

s, FIREMEAREKENE  TEFTERMER  BAESRHEAGERE , AEXBR BN KRR
B YREZEENESEIRF, #ECiscoRBrifiR , THFEXTH,

EEEMORREERSRNHMET,  BiE—THEABN—RIEH, NEHAEN  BSEEE

BREENBERERERE.
AL AR AR &

EHBNRESTEHRTE , ENELEETREERSENRE, BBRENELEEGSYINE (CL)ESF
show license all = show license status , Bl A B/RIE LEARRE,

LT3 HAARERERHA
APE ( RER ) AR

- FHMERKREERMBFNERRE.

- BE  ERNKEHAREEFFF UM ERMRSE | g HRILRE,

- HURET  FRAZHEES A , RE W LA B E XTI RRE

- EREENRBBRER  NEEANGH. ERET  KETSERETERA,

- WEHEBIROOREAE L MARMEHER, —BFMHHBH  mXKETEEE.

- BERER—EFMLY  mMTRSERNERE — @S,

- EFffABAEORGERISEIH , REAEAFTLIHEN, B2 , IEEFRIAR , haEtd
TeSILEYPE. B, HARERE[RERE.


https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/16-9/configuration_guide/sys_mgmt/b_169_sys_mgmt_9300_cg/configuring_smart_licensing.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/16-9/configuration_guide/sys_mgmt/b_169_sys_mgmt_9300_cg/configuring_smart_licensing.html
https://www.cisco.com

- EEFHBEE  XRREDSHLRAIEE,

- MREBHACENIMEREARENBIHERBUTREHEE |, BIFERFFEE -
1. RIhE EFMER,
2. ERIIREFRRINEFE,

Bk &

« RegisteredZ B Ih 5T B & 2 & #Y FEEAAR RE,

o WARBRABNESBCLEENEIRNEZIRSKINBALEM,

- EEWFERBAE—FHNIDRE , ARKRWBEA.

- HEMCSSMEEFER , UREEE L FEFANFAIENRE,

- IRIRCSSMEE K LEERHEA "ORE, B "FEH1 &,

- ZID BRESET—FEREBIEH, ~NMEAR , BRAEEELEAENIE. MRAgentEE
EICSSMEA , cEREEREMDRESE , EFEHBR (—F ). —F& , EEHEERET "X
B, MBI ERBMA ") B, CSSMERENEBRERBTEE.

EREMRE

* Authorized REXEBfAREENERE (BETE ) RNEHKE,

- WREERCSSMENERIRFERERNFFIREMUE  UREFEHLEENFTATE,
- 30K#% , REKMCSSMEXEMTEAFFER.

- WARENREEER/IOR, I0KRE (MRRKIIEH )  BRESEARBBHIKE,

THEREME

- TERARKEEEEAREETHESEHA N (AYE ) BRRE.

- ERENHEERIKRS (ANKEETNERERFHAEMNIKRS ) P T EFTRANRER
, RSB RILAREE,

- BEASRM/RERE , ELASERNFFIZHENEBEMIERIRS,

- BEREER "TER) REE , cESRXABEERERITFER.

- FFARMIIERKEREET , EASEREMRTE,

REC R MRE

- BREBHELESFRAEE , BEIOXRUU EEEEBAHN EREEIRSEEARNMRE,

« WMRCisco B E K BFR AR B EV A& &L E R Ftools.cisco.com , BEEHERIL
AREE,

- BERARENBREAFESERBRNEBEDE 90 RKEA—X , LUBRERIAREE,

« CSSMILEBWFIEFAPRFUTRREN , RATEIORANREZLEBHETEMBEHR.

- FHRET K HEBSBREERS ) BBIEERLUEFRERNZE  EZEME (IDEE ) B,

- MRHBAEHEHENEFRUBAL K EZESE K , IS EERERBILEADE IR
Bz —,

ZENIEEE

7£16.9.163%R ( BRI ) M16.10.16% ( HREEHSR ) , BEKB BCiscoTAC-1y AR Call-



homeBlBfER , AEHBBERINESFT, FARERT  MEEERRAEREFBHEREN.

<#froot>

#show cal | -horme profile G scoTAC 1

Profile Name: CiscoTAC-1

Profile status: ACTIVE

Profile mode: Full Reporting

Reporting Data: Smart Call Home, Smart Licensing

Preferred Message Format: xml

Message Size Limit: 3145728 Bytes

Transport Method: http

HTTP address(es): https://tools.cisco.com/its/service/oddce/services/DDCEService
Other address(es): default

<snip>

FIA Cisco Smart Software Manager AEZBE B RIREEEF , TEEHMAERETH B A bzt A8 [ A
TEHHN (BHKRNE! )

<#froot>

(config)#call-home
(cfg-call-home)#profile "CiscoTAC-1"
(cfg-call-home-profile)#destination address http https://

<I P/ FQDN>

/Transportgateway/services/DeviceRequestHandler

fRHT tools.cisco.com A DNS, MERDNSHIREFESRZEVRFH | FFEREZ T ERNEN
EMVRF :

Global Routing Table Used:
(config)#ip domain-lookup [source-interface <INTERFACE>]
(config)#ip name-server <IP>

VRF Routing Table Used:
(config)#ip domain-lookup [source-interface <INTERFACE>] <<-- "ip vrf forwarding <VRF-NAME>" define
(config)#ip name-server vrf <VRF-NAME> <SERVER-IP>



HE , WRDNSTHA , TLAFREE B AtDNSEIPH IR ( ERKIREE A ARt DNSHRAT
) , BEHcall-homeBl EHHIDNSEBER AP, BRAEZEENE , F2ETOIERARE
MESHRBEESS  BFEHBCSHDNSE B IFtools.cisco.com) :

(config)#ip host tools.cisco.com <X.X.X.X>

MRFZRBFEVRF ( flaoMgmt-vrf ) B EI N E 2 Fltools.cisco.comBVBER , Al X ARLE Ltk
CLI :

(config)#ip http client source-interface <VRF_INTERFACE>

RBEEREENHARE  TUAFERATRINRERE , Hla01EStackWises StackWise Virtual P E11TH
Catalyst X #2285 :

BB RIS ( HlaCatalyst 9300FR 5! ) -
BRI HBPEARBRMER 1@ IR

DNAGT A& : #HBHEAXBMER1EFFIE
EARCER ( HlanCatalyst 9400FK 51 ) -

BT . MEPSREEESIZBERA1EF TR
DNAGF A& : SREBEEA 1B IR
EEHENERZEREEE ( flCatalyst 9500K 51 )
BT  HBPEARMMER 1@ IE
DNAGFAI & : #HEBRESARMMEER1EFFIE

- ER—EXrBERRERUHHEEAREREER

- REESEREHEIIRERER,

- AEESHITEENEREKEXACALRNRREBMNBHETERE , UBEREMAEMEENR
RESRFERRS., IRRANELEENFBAUBAER , AEETESHELETM. XEFHRE
RIE BN BB ENTP) R EREEGEPTP)EHHEA R ERERE, FHERELE
WAENRULTR  F2REEENRENEEESE.

- MRFMEREBHREFECiscoEBTMBREPERN LN BERREPK)EHE |, AIXNEREX
iR, MRELEBELFBEPKIESH , AIGEERRFKEAR , B TREEBcopy running-config

startup-configgiwrite memory@ S EFE &,
- MRBBEEN PKI /B ELERRET , AIRERETESERERELENTARER,



- EFEAE=AREBHETHTTPSRES XK , BRERT , EEFTFXIXEHTTPSKESSLE
ERB., EEXENIIEE , EBTEH Proxy LB SSL & , SILFBHH X EAK Proxy Eix

YASAZ o

<ffroot>

How to Manually Inport Certification as a TrustPoint:

The certificate will need be in a BASE64 format to be copied and pasted onto the device as a TrustPoint
The following example shown below uses "LicRoot" as the TrustPoint name, however, this name can be chan

Device#conf t

Device(config)#crypto pki trustpoint LicRoot
Device(ca-trustpoint)#enrollment terminal
Device(ca-trustpoint)#revocation-check none
Device(ca-trustpoint)#exit

Device(config)#crypto pki authenticate LicRoot

Enter the base 64 encoded CA certificate.

End with a blank 1ine or the word "quit" on a line by itself

Certificate has the following attributes:
Fingerprint MD5: XXXXXXXX
Fingerprint SHAL: XXXXXXX
% Do you accept this certificate? [yes/no]: yes
Trustpoint CA certificate accepted.
% Certificate successfully imported

FEREHRBEHTTPRER , IPAUE &4 Eftools.cisco.comB & BProxy , #1LL T EHIFFR

4,

1t
B 9 #sikhttp https:// tools.cisco.com/its/service/oddce/services/DDCEService

2EL
B #Z #b it hitp https:/<TransportGW-
IP_Address> : <port_number>/Transportgateway/services/DeviceRequestHandler

BREBEZE HTTP R E , ¥EEERMEHEE GUI LM HTTP iR URL T , BNa ik I{E@mEE
IP {41t

EEFHEN , F2RLLEN CiscoFmfBER EiEmM.
B DE R

KERKEBEERI X ERENTHNHKEIRAE  SulERALREEEEE=EH EZ(EEEHH
. HTTPSREMENABEERREER)N —MRIER.

ARABEHEETERECKBRANEES (73
BWE138).

2% E 2 Cisco I0S XE RA&F

%


https://www.cisco.com/c/dam/en/us/td/docs/switches/lan/smart_call_home/user_guides/SCH_Ch4.pdf

Configure or Verify ( Enter Token using

Call-home profile P 'license smart register
for Smart Licensing idtoken <token=" on device
v \ J l
¥ Device goes Device goes
Device fails to register REGISTERED and REGISTERED and OUT OF
Configure or Verify Layer 3 AUTHORIZED COMPLIANCE (OOC)
and DNS connectivity to
tools.cisco.com
h 4 l
Possible causes of failure and sugaested remedies: Possible reasons why for 0OC State:
» Check connectivity with a ping to tools.cisco.com. If «» IDToken was generated from wrong Smart Account
the ping fails, check layer 3 and DNS configuration or Virtual Account. Need to confirm correct Account
« Check call-home profile is fully configured. Not was used.
h 4 missing a VRF? Correct Profile Active? « There is not enough licenses in Account. Need to
» Has the HTTPS certificate expired? Try renewing confirm on portal licenses are available for use.
Navigate to CSSM or with ‘license smart renew auth' » Wrong license is being used on device. Need to
On-premise Server and « 5till seeing issues? - See "Commaon Failure confirm license is set correctly.
generate |DToken Scenarios" Section Below « License subscription has expired and needs to be
renewed.

ELHEHRSRET R B REFMRBBER.
5 EIR M

VIRRER , EERAEERRKRE , BIEMR ( R CSSM/Cisco Smart Software Manager AZBEE
ELE ) FESEB CLIREE LFM -

Ticense smart register idtoken <TOKEN>

HWEBMEEELEUTEN

<tfroot>

I Smart licensing process starts

Registration process is in progress. Use the 'show license status' command to check the progress and re

I Crypto key is automatically generated for HTTPS comuni cation



Generating 2048 bit RSA keys, keys will be exportable... [OK] (elapsed time was 1 seconds)
%CRYPTO_ENGINE-5-KEY_ADDITION: A key named SLA-KeyPair has been generated or imported by crypto-engine

%PKI-4-NOCONFIGAUTOSAVE: Configuration was modified. Issue "write memory" to save new IOS PKI configur

! Call-hone start registration process

%CALL_HOME-6-SCH_REGISTRATION_IN_PROGRESS: SCH device registration is in progress. Call-home will poll

! Smart Licensing process connects with CSSM and check entitlenment.

%SMART_LIC-6-EXPORT_CONTROLLED: Usage of export controlled features is allowed
%SMART_LIC-6-AGENT_REG_SUCCESS: Smart Agent for Licensing Registration with the Cisco Smart Software Ma

%SMART_LIC-4-CONFIG_NOT_SAVED: Smart Licensing configuration has not been saved

YSMART LI C-5-1 N COWPLIANCE: All entitlenents and licenses in use on this device are authorized

%SMART_LIC-6-AUTH_RENEW_SUCCESS: Authorization renewal with the Cisco Smart Software Manager or satelTli

EREFIUESEE , FETUTCL
<{froot>

#show cal | -hone profile all

Profile Name: CiscoTAC-1

Profil e status: ACTIVE



Profile mode: Full Reporting

Reporting Data: Smart Call Honme, Smart Licensing

Preferred Message Format: xml

Message Size Limit: 3145728 Bytes

Transport Method: http

HTTP address(es): https://tools.cisco.comits/servicel/oddce/services/ DDCEService

Other address(es): default

Periodic configuration info message is scheduled every 1 day of the month at 09:15

Periodic inventory info message is scheduled every 1 day of the month at 09:00

Alert-group Severity
crash debug
diagnostic minor
environment warning
inventory normal
Syslog-Pattern Severity
APF-.-WLC_.* warning
major

EREEEHRE | FHEITICL :

<{froot>

#show | i cense sunmary



Smart Licensing is ENABLED

Registration:

St atus: REGQ STERED

Smart Account: TAC Cisco Systems, Inc.
Virtual Account: Krakow LAN-SW
Export-Controlled Functionality: ALLOWED
Last Renewal Attempt: None

Next Renewal Attempt: Nov 22 21:24:32 2019 UTC

License Authorization:

Status: AUTHORI ZED

Last Conmuni cation Attenpt: SUCCEEDED

Next Communication Attempt: Jun 25 21:24:37 2019 UTC

License Usage:

License Entitlement tag Count Status
C9500 Network Advantage (C9500 Network Advantage) 1 AUTHORIZED
C9500-DNA-40X-A (C9500-40X DNA Advantage) 1 AUTHORIZED

P HEELTM ( BMBHREED IE REGISTERED ) , BIRH AR ERERIEHE CSSM HIFIE
(Hlm , BEEEBRIRFPEXRIRE )., TEENYHE (BFIRER , RRERATREEREIREVER
, EEERURIEMHEARE ) &,

EFLUTEE :
1. RERERENE RBERR,



ASHSE 218, ATHREFRERERESR, A, FREESHD , RETRSBERINERYE

iﬁ,\o

2 BEEAREREMY,
ERREBREAB LG ( XITRITCPIE ) tools.cisco.com ( EEEFHEKIER T ) HCisco Smart

Software Manager on-premise server :

<tfroot>

#show run all | in destination address http

destination address http

https://tool s.cisco.com
/its/service/oddce/services/DDCEService

I check connectivity

#tel net tools.cisco.com443 /source-interface gi0/0

Trying tools.cisco.com (x.x.x.x, 443)... Open

[Connection to tools.cisco.com closed by foreign host]

ML TTERER , FAlRERARA., RAEM ABRE.



EE  HTTP (TCP/80)EEH , BEMIGERHTTPS (TCP/443),

BB, AXNEDNEIEEEMES | UEANMAEEDNSHHTTPHMEANE —FIERE,
SRR EEHUERE,
WELTEEAR :

#show tech-support Ticense

RERFTWREMNERE/CE ( MRERERR Cisco TAC RAE—FRE , FHMLBLHAR ) .
4 AR
BACERFAANERRERFTIRENEMER,



AR BMARARR  KFERBEIARTIORA , BREFZSEBCLIZEME

#debug call-home smart-Ticensing [all | trace | error]

#debug ip http client [all | api | cache | error | main | msg | socket]

FEETAEMESE , FRAEEN T EMER

! enable debug

#set platform software trace ios [switch] active RO infra-s1 debug
!

! read binary traces infra-s1 process logs

#show platform software trace message ios [switch] active RO



ERWERR
AEHMBERNKEEMPESI R TEGEIN —EEREERR
FEHA  RBMER TRBERER  EREEEM
"show license all; BIERARA :
aLf
Ak#8 : UNREGISTERED - REGISTRATION FAILED
[E th 42 HIhae : FAFF
MMAEEMAE - 20185 10H22H14:25:31 EST
AMER : EmCEaE
TXREFMER : 2018F10A22H14:45:34 EST
®RELR
- HABIREEMCiscoR B,

- MR ECSSMHE FCiscoE & , Al XA MEAforces| & ( Bllicense smart register idtoken
<TOKEN> force ) »

N o sREEETUERS
- KBREE : A&udiSerialNumber : <SerialNumber> , udiPid : <Product>H & G <X>H]
sudi2 5F .
-KMER  BEERBTEBEESFERE , HEFEEAFalse
FRH2  RIBMTM "ARER : BNBERBEELIERE, BFEH.
Fshow license ally BIERAZA :
R
AREE . IEEREM-IEFEEEM
PE IR H|ThEE : TARF
WEFFMREL - 2018F10H24H15:55:26 EST
KMER : SN ERBEEIERE, FER

TREMES : 20185FE10824H16:12:15 EST



BESR
- BASASRRINTAR , WEERA BRI REE,
- EEERFEMN CSSM PEAFNER , RABBRER.
RBIH3 . KRR "#E HHI1526135268653 %818 LT L =R &
Fshow license all; BIEVAZA :
S
AREE  EFEEEM-IE1ESEM
B BIThEE - TR
MAEEMAE - 2018511 H1117:55:46 EST

KRR : {"timestamp" : ['& & HHA'1526135268653' REEREIB T AFHNEE=RE,
"I}

TREME : 20185F11H11H18:12:17 EST
A REFE /RAYRC R

%PKI-3-CERTIFICATE_INVALID_NOT_YET_VALID : HEHEEE LM, BE(SN:
XXXXXX) s REM. BMHARB R 2018-12-12:43Z

®mESR
- BB Ciscot & 2 R /R 1Y = IE /Y BF Rl (show clock)o
- MRWEE , BEREEBHENTP)ARRGEREER,

- MREEEITINTP , FRBFHREMNRE ( HEER ) 245 EH(show clock) , IiFE1BE 5
FESHEE T clock calendar-valid Rl & A Z 5 £ 1Y R R

N B EBBRT | REBETFSEE. SABClock calendar-valide

B a#4 . RIPKEEM "Failure Reason : Communication Transport Not Available |

"show license all; BIERARA :
A ARRE | REEM-REMARM
BHEFIThEE : TAFF
R AR - 20193 H9H21:42:02 CST



AURR  BAEWT AT,
o] BERE R RV RO SR

%CALL_HOME-3-CALL_HOME_FAILED_TO_ENABLE : % #tSmart AgentB A AR EF
Ay Call-home : T THRBEEEZEBHEAEEERERME LA Smart Call home, MR
EBEACiscoTAC-EERRUNANEAERERREERNEEZZ BN PHSCHFIRSS |, 57
£ B &R REX T8 Areporting smart-licensing-data ABL EZ BB ERETEENT, B
EASCHME Z & , R http://www.cisco.com/go/

%SMART _LIC-3-AGENT_REG_FAILED : M BN E S EESSEHEETHFVEMNE
ERELAHK . BAEBTITH,

%SMART_LIC-3-COMM_FAILED : EERREEHREESIEHEENEA LY . BAE@T
A,

®RIELR
- Ea ¥ R B B 1ECiscoE B Yshow running-confighal i A1 i&EBservice call-homef{ A
- R ERNEIDBRIEEERF.
- BER A EEHCal-homefl EE R T ELE T & Smart-licensing-data.

FEHS BT ERE TRBER | #EBIXCall Home HTTPHEEL o

Fshow license all; BIERAZR :
RERE
AREE - &R (7H26H09:24:09 2018 UTC)
EPRBAER : W8H2H2018 UTC 14:26:23%k B
KRR : A EFiXCall Home HTTPE R,
TRBAER : 8H42H14:26:53 2018 UTC
BAELERS : HRHFHE10825H090521038%
Al RERE RVRC 8%

%CALL_HOME-5-SL_MESSAGE_FAILED : EZASEEH EEEEE
https://<ip>/its/service/oddce/services/ DDCEService ( ERR 205 : s8R EF 1k )

%SMART_LIC-3-COMM_FAILED : EEERIEEHBEEBRNEEBA LN | EEEFEiECall
Home HTTPB &,

%SMART_LIC-3-AUTH_RENEW FAILED : A RN E SRR EESEREFEHETIHERET
- udi PID : XXX, SN : XXXRY@BE H B EiksgEsa

®RELSR


http://www.cisco.com

- B8 ¥ CiscoZE & = & fEpingi&tools.cisco.com,

- R KR EEDNS , 55 Btools.cisco.comky A inslookup IPELEDNSEI RS ip hostEE Al
- ER#®Ciscot BtelnetE TCP#E443 L Hitools.cisco.com ( HTTPSEAKE ) .

- B3 HTTPS AF MR EERERIER .

- B R B B 7ECisco & L iEiBshow call-home profile all IE#EER ECall homeEL B R F 1Y
URL/IP,

- B85 P BEEE M T — B EREEER.

- BAREREE, Smart Call Homefl iR EH BRI EEHBEE SRFon-prem (FHE ) £
K TCPIE443 K #EFH 1E .

- #{R1ECall-home T EL & IE AV IE HE% A M E B (VRF)BIIR ( IREA ) -

ROl#e - KBEE "RDICBRRFERA  RORBRBEFHEEN  XBENEBE
TRF. FoER

10 BRYREID CSCyra 13935 Ak |, A MR BBMICSSMADAMER | SEHREE
BR. EREHATA , RABEAHCSSMABRARNSNEHLTE | LS L ST AEME
Bt RERSHE.,

Fshow license all; BITELARA :

SE
AREE : REF
BEIRE . ROEIKRS
EHEEIThEE - AFF
BERE
AREE : ST HHER
FIEAST(LER - 65K, 18/°BE, 43488, O
AJREEE RV RC &% ¢

#Eshow loggingZishow license eventlog T B R ItLEEER -
SAVET_DEREGISTER_STATUS msgStatus="LS_INVALID_DATA" error="Missing Id cert

serial number field ; Missing signing cert serial number field ; Signed data and certificate
does not match"

REITER -

-BREERHEBEER CSSM AEPEREBMMARETH IP ELRRES.
-WRMER HTTPS , ERRESEHERBEFHEHE CNAME EEFEH.
- MMEDNSHRFE LBV ECER | FBELEFEip hostFE A R E R A MIPH# ik,

- 258 CSSM AERERE A ARRH BRMRENE .


https://tools.cisco.com/bugsearch/bug/CSCvr41393
https://tools.cisco.com/bugsearch/bug/CSCvr41393

- MRCSSMA M EE DB |, B M EBHEEID CSCvrd1393

N EE ERERT | HTTPSESSLEFBMSTARESHRE | LBBURLRIPREEM
REFIRMMBEMEE, WREMBEH IP A/, MEA IP a3k DNS B B IEEIE
AERE, WREEFEADNSE#FAEip hostiE A , AIEE A& http secure server-identity-checkig
EAEALEBERE,

FEHAT . RPHEFFTEERRE TRURR  FEEE.

Fshow license ally BIERAZA :

RERRE

REE - FEHR (7H26H09:24:09 2018 UTC )
B&—RBAE : UTC8A2H14:34:51 PENDING
AURR  EEFOE

TXRBEAES : 8A2H14:53:58 2018 UTC

B LR - R HFAR108 2580985219 39%

o] RERE R RV RO SR

%PKI-3-CRL_FETCH_FAIL : CRL fetch for trustpoint SLA-TrustPoint failed R X : #%iE
BEET, §K 5 (ERER)
%PKI-3-CRL_FETCH_FAIL : CRL fetch for trustpoint SLA-TrustPoint failed & & : f&3%&
BEEY, 8 5 (EHER)

®RELR
- ERORIEERE | BWATETEE TH#SLA-TrustPoint & Anone
show running-config
<omitted>
crypto pki trustpoint SLA-TrustPoint
revocation-check none
fH/E=2 CRL?

BRMIGFE (CRL) AEHBECBENEE. CRLEHARKRBITERENBRERESEN (CA) &
VMBUEE. CRLEESESEABERITNIMHN B, MFHE CRLNFMES , F2H
i)

BR#8  IURER "TE8 ., RE

Cshow license all; BITHLAZA :

RERE


https://tools.cisco.com/bugsearch/bug/CSCvr41393
https://tools.cisco.com/bugsearch/bug/CSCvr41393
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_pki/configuration/xe-3s/sec-pki-xe-3s-book/sec-cfg-auth-rev-cert.html

AREE - AR (7H26809:24:09 2018 UTC)

B#%—XBIAER : UTC8H2H14:34:51 PENDING

SHBERR : £E#EE

TRBIAER : 8H42H14:53:58 2018 UTC

BAB SR ; HRHFEE1082580905214 398
Al BEFE RV RC 8%

%SMART_LIC-3-OUT_OF_COMPLIANCE : —As ZERFERFTEH.
#RESR .

-RERSEFEARBEEREEERIIRFAN DM,

-BRBELETANRERE.
FER#  RPMWFraREE "RRER  ERNES T
Cshow license ally BIEVAR :

RERRE
AREE : FRAERFR : 3A12H09:17:45 2020 R E S
ERBAER - M3A12H09:17:45 2020 R EBE B K BX
KBRRE  ERMEE T T
TRBAER : 3A12009:18:15 2020 R EPE T BF R
BEB LB : 20205 A9 A21:22:43 R EE S K

A RERE RAVACER
%SMART_LIC-3-AUTH_RENEW_FAILED : £ BRI S BH B EEEE(CSSM)ETREE
R EEHMEEERBEWEER | ERAES Hudi
PID : C9000 , SN : XXXXXXXXXXX 7 LE

BRIBELSR
- (£ T A % & B HUH R M R EUE 2 M 34
- REME A ST AT E S B i Midtoken <TOKEN> 5 il 5 33 #a4.

1) Cisco Smart Licensing BB

2) BRI A - BRI



https://software.cisco.com/#SmartLicensing-Inventory
https://www.cisco.com/c/en/us/buy/licensing.html
https://www.cisco.com/c/en/us/buy/licensing.html
https://community.cisco.com/t5/smart-licensing-enterprise/software-on-demand-training-resources-for-customers/ta-p/3639797

3) BERRS - EE A DM : Smart Software Licensing
4) BERIRE - BYFRE : BEERIRE

5) #AREEREHS R ( #Ef ) - Cisco I0S XE Fuiji 16.9.x ( Catalyst 9300 323285 ) REFIHREELFIER



https://software.cisco.com/#module/SmartLicensing
https://software.cisco.com/software/company/smartaccounts/home#accountcreation-account
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/16-9/configuration_guide/sys_mgmt/b_169_sys_mgmt_9300_cg/configuring_smart_licensing.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/16-9/configuration_guide/sys_mgmt/b_169_sys_mgmt_9300_cg/configuring_smart_licensing.html

BARS LLEMRE
BRI EERABRMAIRNEESX G, RUHFRNERAEEANECH
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EEERLENE.
EMERBLEMEEE, DRNUEBEMBONEER, Cisco Systems, Inc. HHELEBILE

BEHSIEE, TES—RERRAERXXNG (REHES) .



