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XENFREMAXE-ER
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TEMAER ISSU X &

1T ISSU Z B B9 LM im R4+

S B EE : A48 3R b Y ) B A SR E A& Stackwise-Virtual B9 Cisco Catalyst 950033 #2285, B L ER
BRAREREEES|ZHCat400 / Cato600 L #EFE , tiE AR EL & & Stackwise-Virtual#y
Catalyst 3850 / Catalyst 90002¢ &,

ATHREENBEDPEREMERS , ISSUEEEEGHTRKREZANEHESRMETTER.
HRBAEEFEA , AEFEEECMACEETYE  SUBRARENEREES AL,

1. EF BRE B

<{froot>

C9500#show version | in 10S XE

Cisco IOS XE Software, Version 16.09.02

2. EEREEN
H & Stackwise Virtual BRI E R REFEBE ZHE R P RAENBFF 8 ISSU,

<tfroot>

C9500#show ver | in I NSTALL

150 C9500-40X
2 50 C9500-40X

CATOK_TIOSXE INSTALL
CATOK_TIOSXE INSTALL

O O
NN

On Catal yst 9400, the above output is not available. Check if the switch booted from packages.conf file

C9400#show version | in System image
System image file is "flash:packages.conf"

MRBBEUAEHERXRE , AIFXE ISSU, EXBRBEAEEHEXATHTER , MREERANT
ISSU , REE FILiReR.


https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst_standalones/b-in-service-software-upgrade-issu.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst_standalones/b-in-service-software-upgrade-issu.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst_standalones/b-in-service-software-upgrade-issu.html

<ffroot>

*Nov 13 14:55:57.338: %INSTALL-5-INSTALL_START_INFO: Chassis 1 R1/0: install_engine: Started install on
ERROR: 1install_add_activate_commit: One-Shot ISSU operation is

not supported in bundle boot node

FAILED: install_add_activate_commit exit(1l) Tue Nov 13 14:56:03 UTC 2018

3. EERANEEERERARTEN WA CIERE

<{froot>

C9500#dir flash: | in free
11353194496 bytes total (8565174272 bytes free)
C9500#dir stby-flash: | in free

11353980928 bytes total (8566865920 bytes free)

BEVENRAGEREBERED 1 GB NRFZEE , MREFNREGE. NRZHILE , FEEEN

LHE R | WFE A install remove inactive i

4. EERBBREBRERN SSO BR

<ffroot>

C9500#show r edundancy

Redundant System Information :

Available system uptime = 4 minutes
Switchovers system experienced = 0
Standby failures = 0
Last switchover reason = none

Hardware Mode = Duplex

Confi gured Redundancy Mdde = sso

Oper ati ng Redundancy Mdde = sso

Maintenance Mode Disabled
Communications = Up

Current Processor Information :



slot 1
ACTIVE

Active Location =
Current Software state =
Uptime in current state = 30 minutes
Image Version = Cisco I0S Software
Technical Support: http://www.cisco.com/techsupport
Copyright (c) 1986-2018 by Cisco Systems, Inc.
Compiled Mon 05-Nov-18 19:32 by mcpre

BOOT = fl ash: packages. conf;

CONFIG_FILE =

Configuration register = 0x102
Peer Processor Information :
Standby Location = slot 2
Current Software state = STANDBY HOT
Uptime in current state = 26 minutes

Image Version = Cisco I0S Software
Technical Support: http://www.cisco.com/techsupport
Copyright (c) 1986-2018 by Cisco Systems, Inc.
Compiled Mon 05-Nov-18 19:32 by mcpre

BOOT = fl ash: packages. conf;

CONFIG_FILE
Configuration register

0x102

5. EREHBRMBNRERECERA

<tfroot>

C9500#show boot system

Current Boot Variables:
BOOT variable = flash:packages.conf;

Boot Variables on next reload:
BOOT variable = flash:packages.conf;

Manual Boot = no <<<<< Manual

Enable Break = no
Boot Mode = DEVICE

[Fujil, Catalyst L3 Switch Software (CAT9K_IOSXE),

[Fujil, Catalyst L3 Switch Software (CAT9K_IOSXE),

Boot should be set to "no"



iPXE Timeout = 0

Current Boot Variables:
BOOT variable = flash:packages.conf;

Boot Variables on next reload:
BOOT variable = flash:packages.conf;

Manual Boot = no

Enable Break = no
Boot Mode = DEVICE
iPXE Timeout = 0

MRKREA "TEBRME . | TUBRBRUTANEE

Xa
wit

<#froot>

C9500( confi g)#no boot manua

6. EF B AIM ISSU R EARRE



BEE : WP ERIFEREE |

<#froot>

C9500#show i ssu state detail

--- Starting Tocal Tock acquisition on switch 1 ---
Finished Tocal Tock acquisition on switch 1

No | SSU operation is in progress <<<<<<<<< |f see anything el se, abort |SSU before proceeding.

Check on how to nmanual |y abort | SSU.

C9500#show i nstal |l sunmary



[ Switch 1 2 ] Installed Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

IMG C 16. 9. 2. 0. 2433 <<<<<<<< State should be Activated & Conmtted for current version al one

If not clear install state before proceeding. Check on howto clear install state.

Auto abort timer: inactive

7. ERBIHG AR/ AR Y T AR AR
REETEMBEERIIER DM (£A Stackwise ) , REATEESR (A Cat9400 #
SUP ) B[,

<#root>
C9500#copy tftp: bootflash:

Address or name of remote host []? X.X.X.X
Source filename []? cat9k_iosxe.16.09.02.SPA.bin
Destination filename [cat9k_iosxe.16.09.02.SPA.bin]?

ISSU TERE - ERHK

— B AMBIRERRR  SETREETERAREEATHIES—ELE

 E-SRIFERE (E—REFR, EFAXEER)
- ZHSRIERRE (G2 3ASR  LXXEELAMBER )

BE-SRIERE

L TEREESR—EFR , XERBIR&E.



Gk

MEE : AR , RAFRERBRER, REBEER , FREET 3 PRIERE,

<#froot>

/1 This exanple has SW2 as Active and Sw1 as Standby before starting | SSU

C9500#i nstall add file flash:cat9k_i osxe. 16.09.02. SPA. bin activate issu conmt

install_add_activate_commit: START Fri Feb 8 10:07:51 jst 2019
*Feb 8 10:07:52.456 jst: %INSTALL-5-INSTALL_START_INFO: Switch 2 R0O/0: install_engine: Started install

--- Starting initial file syncing ---

[2]: Copying flash:cat9k_iosxe.16.09.02.SPA.bin from switch 2 to switch 1

[1]: Finished copying to switch 1

Info: Finished copying flash:cat9k_iosxe.16.09.02.SPA.bin to the selected switch(es)
Finished initial file syncing

--- Starting Add ---



Performing Add on all members
[1] Add package(s) on switch 1
[1] Finished Add on switch 1
[2] Add package(s) on switch 2
[2] Finished Add on switch 2

Checking status of Add on [1 2]

Add: Passed on [1 2]
Finished Add

install_add_activate_commit: Activating ISSU

Going to start Oneshot ISSU install process

STAGE 0: Initial SystemLevel Sanity Check before starting | SSU

--- Verifying install_issu supported ---

--- Verifying standby is in Standby Hot state ---
--- Verifying booted from the valid media ---

--- Verifying AutoBoot mode is enabled ---
Finished Initial System Level Sanity Check

STAGE 1: Installing software on Standby

--- Starting install_remote ---

Performing install_remote on Chassis remote
[1] install_remote package(s) on switch 1
[1] Finished install_remote on switch 1
install_remote: Passed on [1]

Finished install_remote

STAGE 2: Restarting Standby

--- Starting standby reload ---

Finished standby reload

--- Starting wait for Standby to reach terminal redundancy state ---

<<<<< Standby (Sw 1) reloads here!!!

<<<<<<<< After Standby (Sw 1) cones up >>>>>>>>>>>

*Feb 8 10:19:10.223 jst:
*Feb 8 10:19:48.421 jst:

*Feb 8 10:19:49.422 jst:

*Feb 8 10:21:02.975 jst:

%REDUNDANCY-3-IPC: IOS versions do not match.

%HA_CONFIG_SYNC-6-BULK_CFGSYNC_SUCCEED: Bulk Sync succeeded

%RF-5-RF_TERMINAL_STATE: Terminal state reached for (SSO) <<<<< Standby (Sw

%PLATFORM-6-HASTATUS_DETAIL: RP switchover,

received chassis event became act



<<<<<<<< After new Standby (Sw 2) comes up >>>>>>>>

*Feb 8 10:27:09.715 jst: %HA_CONFIG_SYNC-6-BULK_CFGSYNC_SUCCEED: Bulk Sync succeeded

*Feb 8 10:27:10.717 jst: %RF-5-RF_TERMINAL_STATE: Terminal state reached for (SSO).

<<<< | SSU conmit starts after this automatically..

*Feb 8 10:28:27.302 jst: %INSTALL-5-INSTALL_START_INFO: Switch 2 R0O/0: install_engine: Started install

% OSXEBOOT- 4-1 SSU_ONE_SHOT: (rp/0): 1SSU finished successfully

*Feb 8 10:29:32.127 jst: %INSTALL-5-INSTALL_COMPLETED_INFO: Switch 2 RO/0: install_engine: Completed i

£ ISSU TR BB ETT,
=ESBTIERRE

- WIERBSE=ELR . #8. MANRR. ERA%R , IEXREHE A REFHVEER
R (KREBDRUHWEERA ) , TBEAEIEB install commit @55 FEHIT

- WHZENEBHRER , RETUERZE LA EERAE,

- MRERFTRR|IKREL , AIRKEEBHER , X EA install auto-abort-timer stop = install
commit WHMREFRFTRRFEL , AIFHNERBRATUERE LIFERTEERB , RARE
R ZE F /T AR

95’%1 .ﬁgaddo

HHTERREETREMBIREALER X AEMMERRESR L MRS,

<#froot>

/1 This exanple has SW1 as Active and Sw2 as Standby before starting | SSU

C9500#install add file flash:cat9k-universalk9.SPA.16.09.03.BETA.E1.SSA.bin.bin
install_add: START Fri Feb 8 09:22:00 jst 2019

*Feb 8 09:22:02.055 jst: %INSTALL-5-INSTALL_START_INFO: Switch 1 RO/0: install_engine: Started install

--- Starting initial file syncing ---

[1]: Copying flash:cat9k-universalk9.SPA.16.09.03.BETA.EL1.SSA.bin.bin from switch 1 to switch 2

[2]: Finished copying to switch 2

Info: Finished copying flash:cat9k-universalk9.SPA.16.09.03.BETA.E1.SSA.bin.bin to the selected switch(
Finished initial file syncing

--- Starting Add ---



Performing Add on all members
[1] Add package(s) on switch 1
[1] Finished Add on switch 1
[2] Add package(s) on switch 2
[2] Finished Add on switch 2

Checking status of Add on [1 2]

Add: Passed on [1 2]

Finished Add

SUCCESS: install_add Fri Feb 8 09:26:26 jst 2019 <<<< Wait until install_add says SUCCESS. If fails,

B2 REKRA
- BEBTHGTE  EEANIEFRERE

() BERETREME. WRERTFHEY , RESERE ISSU Bz EEMRE, EFR
£ A install auto-abort-timer stop Sl , BRI FILEE. EEFEA install abort
issutn TR , ERER ISSU,

(i) o RMBEUFNREME L MASEAFTNRBIREEFREA. EF  FRAPHX
BBESUHNRBMELERRA, FAFRGENSTORBRIRESGHA/FERAPRME ,
ERER PRI A TR,

BIEFERE , MEXRSFBEUMNREBREENT.

<#root>
C9500#i nstal |l activate issu

install_activate: START Fri Feb 8 09:28:27 jst 2019
install_activate: Activating ISSU

*Feb 8 09:28:28.905 jst: %INSTALL-5-INSTALL_START_INFO: Switch 1 RO/0: install_engine: Started install
Going to start Activate ISSU install process

STAGE 0: Initial System Level Sanity Check before starting ISSU
--- Verifying install_issu supported ---

--- Verifying standby is in Standby Hot state ---

--- Verifying booted from the valid media ---

--- Verifying AutoBoot mode is enabled ---

Finished Initial System Level Sanity Check

STACGE 1: Installing software on Standby

--- Starting install_remote ---
Performing install_remote on Chassis remote

*Feb 8 09:28:31.880 jst: %INSTALL-5-INSTALL_AUTO_ABORT_TIMER_PROGRESS: Switch 1 R0/0: rollback_timer:

[2] install_remote package(s) on switch 2
[2] Finished install_remote on switch 2
install_remote: Passed on [2]

Finished install_remote



STAGE 2: Restarting Standby

--- Starting standby reload ---
Finished standby reload--- Starting wait for Standby to reach terminal redundancy state ---

<<<<<<<< Standby (Sw-2) reloads here!!!*Feb 8 09:35:16.489 jst: YREDUNDANCY-3-1PC. |1CS versions do not

*Feb 8 09:36:00.238 jst: %HA_CONFIG_SYNC-6-BULK_CFGSYNC_SUCCEED: Bulk Sync succeeded
*Feb 8 09:36:01.240 jst: %RF-5-RF_TERMINAL_STATE: Terminal state reached for (SS0)

<<<< At this point, Standby (Sw2) conmes up with new code and joins as Hot Standby
Fi ni shed wait for Standby to reach term nal redundancy state

STAGE 3: Installing software on Active

--- Starting install_active ---

Performing install_active on Chassis 11] install_active package(s) on switch 1
[1] Finished install_active on switch 1

install_active: Passed on [1]

Finished install_active

Chassis 1 reloading, reason - Non participant detected

STAGE 4: Restarting Active (sw tchover to standby) <<<<<<<< At this point, there is a sw tchover ar

--- Starting active reload ---
New software can load after reboot process is completed
SUCCESS: 1install_activate Fri Feb 8 09:37:14 jst 2019

BB R |, S8R E ISSU AREE,

<#root>
C9500#show i ssu state detai

--- Starting local lock acquisition on switch 2 ---
Finished local lock acquisition on switch 2

Operation type: Step-by-step ISSU
Install type : Image installation using ISSUCurrent state : Activated state
Last operation: Switchover

Conpl et ed operati ons:

Operation Start tinme

Activate location standby Chassis 2 2019-02-08: 09: 28: 32
Activate location active Chassis 1 2019-02-08:09: 36:03
Swi t chover 2019- 02- 08: 09: 37: 16

State transition: Added -> Standby activated -> Active switched-over



Auto abort timer: automatic, remaining time before rollback: 01:43:55
Running image: flash:packages.conf
Operating mode: sso, terminal state reached

<<<<< WAit until SSO ternminal state before proceeding to comit.

S B2 3. Install commit,

commit W EHTHENFE , EHKBRAKARAK ( BERERKE ) |, WEILERFRSR, &
ro R & |, ERTERTRUEER AT LAGE A AT ER R R ED

<ffroot>

C9500#i nstal |l conm t

install_commit: START Fri Feb 8 09:45:22 jst 2019
install_commit: Committing ISSU

*Feb 8 09:45:23.533 jst: %INSTALL-5-INSTALL_START_INFO: Switch 2 R0/0: install_engine: Started install
Going to start Commit ISSU install process

STAGE 0: Initial System Level Sanity Check before starting ISSU

--- Verifying install_issu supported ---

--- Verifying standby is in Standby Hot state ---
--- Verifying booted from the valid media ---

--- Verifying AutoBoot mode is enabled ---

Finished Initial System Level Sanity Check

--- Starting install _comit_2 ---

Performing install_commit_2 on Chassis 2
[2] install_commit_2 package(s) on switch 2
[2] Finished install_commit_2 on switch 2
install_commit_2: Passed on [2]

Finished install_commit_2

STAGE 1: Dispatching the commit command to remote

--- Starting install _comit_renote ---

Performing install_commit_remote on Chassis 1
Feb 8 09:48:33.364: %INSTALL-5-INSTALL_START_INFO: RO/0: 1install_engine: Started install commit

*Feb 8 09:48:33.352 jst: %INSTALL-5-INSTALL_START_INFO: Switch 1 R0/0: install_engine: Started install

Feb 8 09:51:27.505: %INSTALL-5-INSTALL_COMPLETED_INFO: R0O/0: install_engine: Completed install commit
[1] install_commit_remote package(s) on switch 1

[1] Finished install_commit_remote on switch 1

install_commit_remote: Passed on [1]

Finished install_commit_remote



SUCCESS: 1install_commit Fri Feb 8 09:51:27 jst 2019

1T ISSU RN BERE
ISSU JEFRI5 R |

- EREMERREEBEUATRESEIT,

- BEFEEFEM show issu state detail B |, 3 B S BB RMEMETHH ISSU,

« && show install issu history & H LAFE4R ISSU /EZER TN ( dp S 1ERR 16.10.1 AREEE AR A T]
A).

. HEEBAEAFINAECE , BEREEHTEEZANAEER,

ISSU 5k BR B BREREV 1T

- MR ISSU &H , HHEBFILTIETUBRKERAVBNRE (BRREE ), T8, m
RERELZAE , FHSHTHENFBER,

- EFHERHE  FREEAPESHTERBEETHDATERREGE (NRTR , BFERMERI#
)

- EREEREREDNTERMEGER , 35317 install remove inactive A BRIEIRE A K
MEEEH,

- MEKESRATERRER  FBFHEE ISSU EXNFIERIIRE, (S ILLEBEA MM
SEE R ISSU HREE )

ik ISSU

- E3ISRTHERENRA ISSUEBFETHE , MRPIUFKI[BY , RKSAFP LI @
B GE.



MEE : MRBAREETLBBARESSSO , AIFEFBP I, I, MREMEFERE

, BREEBREFHIE ISSU, AIEFBH L,

<#root>
EXAMPLE : During install add, we notice these erro
rs:

C9400#i nstall add file flash: cat9k _iosxe.16.09. 02. SPA. bi n
install _add: START Tue Nov 13 20:47:53 UTC 2018

*Nov 13 20:47:54.787: %INSTALL-5-INSTALL_START_INFO: Chassis 1 R1/0: install_engine:

--- Starting initial file syncing ---

[1]: Copying flash:cat9k_iosxe.16.09.02.SPA.bin from chassis 1 to chassis 2

[2]: Finished copying to chassis 2

Info: Finished copying flash:cat9k_iosxe.16.09.02.SPA.bin to the selected chassis
Finished initial file syncing

Started install ad



--- Starting Add ---
Performing Add on all members
[1] Add package(s) on chassis 1
[1] Finished Add on chassis 1
[2] Add package(s) on chassis 2
cp: cannot stat '/tmp/packages.conf': No such file or directory
[2] Finished Add on chassis 2
Checking status of Add on [1 2]
Add: Passed on [1]. Failed on [2]
Finished Add

FAILED: install_add exit(1l) Tue Nov 13 20:51:58 UTC 2018 <<<<<< install _add failed. If see any such e

C9400#i nstal | abort issu

install_abort: START Tue Nov 13 20:57:40 UTC 2018

install_abort: Abort type ISSU subtype NONE smutype NONE

*Nov 13 20:57:41.759: %INSTALL-5-INSTALL_START_INFO: Chassis 1 R1/0: install_engine: Started install ab
NOTE: Going to start Abort ISSU install process

STAGE 0: Initial System Level Sanity Check before starting ISSU

--- Verifying install_issu supported ---

--- Verifying booted from the valid media ---
--- Verifying AutoBoot mode is enabled ---
Finished Initial System Level Sanity Check

FAILED: ABORT operation is not allowed in ADDED state
ERROR: install_abort exit(2 ) Tue Nov 13 20:57:49 UTC 2018

*Nov 13 20:57:49.756: %INSTALL-5-INSTALL_COMPLETED_INFO: Chassis 1 R1/0: install_engine:

Conpl eted install abort 1SSU

JEIE ISSU ARKE

MR ISSU AB/REMR/FPIL/BBPIERE , AIFEFBFE ISSU ABFREE,

<#root>
C9400#sh issu state detai

--- Starting local lock acquisition on chassis 1 ---
Finished local lock acquisition on chassis 1

Operation type: One-shot ISSU
Install type : Image installation using ISSU

Current state : Added state
Last operation: Activate location standby Chassis 2 <<<< Previous Add is still pending. This needs to

Completed operations:

Operation Start time



Activate location standby Chassis 2 2018-11-13:16:26:34
State transition: Added

Auto abort timer: inactive
Running image: flash:packages.conf
Operating mode: sso, terminal state not reached

Enabl e Service Internal before you run this commuand

C9400#cl ear install state

clear_install_state: START Tue Nov 13 17:05:47 UTC 2018
--- Starting clear_install_state ---
Performing clear_install_state on all members

[1] clear_install_state package(s) on chassis 1

[1] Finished clear_install_state on chassis 1
Checking status of clear_install_state on [1]
clear_install_state: Passed on [1]

Fi ni shed clear _install _state

C9400#sh issu state detai

--- Starting local lock acquisition on chassis 1 ---
Finished local lock acquisition on chassis 1

No | SSU operation is in progress
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