PERRCatalyst 9000 DHCPF

B EDHCP#h B

il

E601: ICMPE#HE [
i VS
EH12:ICMPE X 3%
i VS

=63 : BIBICMP TTL
i VS

HHEEEFA

masr

AR AE

 F SRS

S S ER BR TN R SRE A DHCP R 2 MY Catalyst 9000 R B i F VIS RB REF M BiFE

(DHCP)ith 11t 77 g =% E BX 4 DHCPith sit 75 B B F=

HE G
BXR
BRERBCBAEL T M |

- DHCPFIDHCPH#E {38

- MR FIFASEAWE (ICMP)

- $5 5 P& B E Wl (CoPP)

JRATH

AXFHEARBIRIU T RENERIRA

. Catalyst 9000 R %I #1585

. Cisco 10S XE®hxA<16.xF17.x

ANHFHNEARBBBEERETREANEEMEL. XPEAZNAMBERELRERER (HER
) BHEREREE ., MREHBEEFT , FEARECEAEAESTRERNTE,

ARER



A tE AR A T RE R SRR MR A

. X FCisco I0S XE® 16.x#JCatalyst 3650/3850% 3l X #2285
L =
TREA

122 %Il B B ' 1 (CoPP) ShBE Al iR ECPUR R N A B AR B MEE R (DoS) B , KMRRSEEE L
MZet, CETUREZZFHRENEERE SHAXEGSEXIEFRESERNREZREN
B/ 40

L — )

THREEE2A=BRFETE , SEATYTEREEBECHER

- ERTE, ARERERS,

- BEYE, AREERBER,

- EEYHE, AREERAK TR,
WA LAEFACoPPIREAZSECPUERIRE  YHEAKBEEBEMS, MEMHMNENTEE, REE
K2 , B L{EHCoPPRECPURZDoSIE,
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CPUBKH, Hlan , EA LSS ECPURKSI ( RERE] ) WERERER  HEABEERINRESRE
MEEEER,

HARRMEBERRTET TEKE , (BCoPPAERECPUNABENEN FEAMEE, ERHRERH
TEECPUNERITHE A CPUEHEZIRG ., EENESFHRETRNENTH R ISR
EXENBAENERR (RERTHEAERE ) .
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BN ERSVILE Eip helper-address @ B , Catalyst 90003 i #fit & ADHCPH R 12,
EEEPENMUNNEBEER TERE FinNERMER. AEXBEEEEFIRRMARKINN
DHCPH &R , ©X4HREAEIE ADHCPREER ., ERERMMIZWDHCPER LKL ER T
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BENERRERTERENDHCPEEERZHRZIHEICMPE R ( WIICMPEEMZ®ICMPH
EEZIERE ) NEEMENZIEEICPUNFRERE, WITATRRBATFREEZRER
DHCPEEUPitHE , EEZETHDHCPOEI A, EREBEF K TR ESRNWELIFEEHE
BiTh , IR E ST R AFIEE T/ERRE,
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{5 Fshow platform hardware fed switch active qos queue stats internal cpu policerdn #2437
CoPPE IRzt &M,



ICMPE#TE@1{T5 ( {756 ) IBROADCASTTS| ( 175112 ) £ AMEE#PIcldx ( 0L T E HIZFER
5l). ERXRTEMEEHEECPURENERRE ( HIMNDHCPHRIE ) HAZEEE Nt BICMPEE [
B%|FEBECPUNRERA., EVASERFHIEINMERE , EPDHCPEHKHMAICMPEE [ B
REXZTEHBROADCASTEIIBRKEHNRE , *MERESLEBERNITREE,

9300-Switch#show platform hardware fed switch active gos queue stats internal cpu policer

CPU Queue Statistics

(default) (set) Queue Queue
QId PlcIdx Queue Name Enabled Rate Rate Drop(Bytes) Drop (Frames)

0 11 DOT1X Auth Yes 1000 1000 0 O

1 1 L2 Control Yes 2000 2000 0 O

2 14 Forus traffic Yes 4000 4000 0 O

3 0 ICMP GEN Yes 600 600 0 O

4 2 Routing Control Yes 5400 5400 0 O

5 14 Forus Address resolution Yes 4000 4000 0 O

6 0 ICMP Redirect Yes 600 600 0 0 <-- Policer
Index O

7 16 Inter FED Traffic Yes 2000 2000 0 O
8 4 L2 LVX Cont Pack Yes 1000 1000 0 O

9 19 EWLC Control Yes 13000 13000 0 O

10 16 EWLC Data Yes 2000 2000 0 O

11 13 L2 LVX Data Pack Yes 1000 1000 0 O
12 0 BROADCAST Yes 600 600 0 0 <-- Policer
Index O

13 10 Openflow Yes 200 200 0 O

14 13 Sw forwarding Yes 1000 1000 0 O

15 8 Topology Control Yes 13000 16000 0 O
16 12 Proto Snooping Yes 2000 2000 0 O

17 6 DHCP Snooping Yes 500 500 0 0

18 13 Transit Traffic Yes 1000 1000 0 O
19 10 RPF Failed Yes 250 250 0 O

20 15 MCAST END STATION Yes 2000 2000 0 O
<snip>

HiBCoPPRIHRREBHE00ENBERNREBHERECPUZRIEER.

9300-Switch#show platform hardware fed switch active gos queue stats internal cpu policer

CPU Queue Statistics

(default) (set) Queue Queue

QId PlcIdx Queue Name Enabled Rate Rate Drop (Bytes) Drop (Frames)

0 11 DOT1X Auth Yes 1000 1000 0 O

1 1 L2 Control Yes 2000 2000 0 O

2 14 Forus traffic Yes 4000 4000 0 O

3 0 ICMP GEN Yes 600 600 0 O

4 2 Routing Control Yes 5400 5400 0 O

5 14 Forus Address resolution Yes 4000 4000 0 O

6 0 ICMP Redirect Yes 600 600 3063106173577 3925209161
<-- Dropped packets in queue

7 16 Inter FED Traffic Yes 2000 2000 0 O

8 4 L2 LVX Cont Pack Yes 1000 1000 0 O

9 19 EWLC Control Yes 13000 13000 0 O

10 16 EWLC Data Yes 2000 2000 0 O

11 13 L2 LVX Data Pack Yes 1000 1000 0 O

12 0 BROADCAST Yes 600 600 1082560387 3133323
<-- Dropped packets in queue



13 10 Openflow Yes 200 200 0 O

14 13 sw forwarding Yes 1000 1000 0 O

15 8 Topology Control Yes 13000 16000 0 O
16 12 Proto Snooping Yes 2000 2000 0 O

17 6 DHCP Snooping Yes 500 500 0 O

18 13 Transit Traffic Yes 1000 1000 0 O
19 10 RPF Failed Yes 250 250 0 O

20 15 MCAST END STATION Yes 2000 2000 0 0
<snip>

2401: ICMPEF ¥ [
HAZE—ESS  EEEUTHRE:

Catalyst 9300

Router
Vlan 10 IP: 10.10.10.15/24
L2 Swu.r:h ; / 10.10.10.1/24

-~

l—l VLAN 10 Trunk VLAN 10,20,30 <] Trunk VLAN 10,20,30 )
|\ _ - L

1P:10.10.10.100/24
Gateway: 10.10.10.15 ip route 0,0.0.0 0.0.0.0 10.10.10.1

EXMIEFRINT

1.10.10.10.100 LB E & A2 B2 E 10.100.100.100 ( EIHAIE ) BtelnetiELR,

2.BNIPHRATEN R+ , AtERSHEEEIFERENTERIEEE10.10.10.15,

3.ECatalyst 9300 E t H TESTHEHE , CERZHIEEEHCPUNELICMPEHEM,

ZFJ’TL;{E@CMPE%)?EH =R% , %9300?&#%&&’3%&%%,Zzu%%naﬂ*lﬁﬂ%l_ﬁﬂﬁﬁtimﬁ
014#101010150%%% *&ﬁﬁﬁm , ABERER , ©E2Catalyst 9300l T~ — &% , B

EFE%LLHMEHE’JVLANEFO

BEAER , EERESHECPULEE , RATCHSICMPENEOF4t. MRHMEZEEHEENKE

HEICMPEFEMES , BT SHBMKERETLAFIRNCPU , ETHELE
BROADCAST{T3I , RA A AR—ECoPPEHIER.

FARICMPLURBEICMPE E [ R4k B 5.

9300-Switch#debug ip icmp <-- enables ICMP debugs

ICMP packet debugging is on

9300-Switch#show logging | inc ICMP

*Sep 29 12:41:33.217: ICMP: echo reply sent, src 10.10.10.15, dst 10.10.10.100, topology BASE,
dscp 0 topoid 0

*Sep 29 12:41:33.218: ICMP: echo reply sent, src 10.10.10.15, dst 10.10.10.100, topology BASE,
dscp 0 topoid 0

*Sep 29 12:41:33.219: ICMP: echo reply sent, src 10.10.10.15, dst 10.10.10.100, topology BASE,
dscp 0 topoid 0

*Sep 29 12:41:33.219: ICMP: echo reply sent, src 10.10.10.15, dst 10.10.10.100, topology BASE,
dscp 0 topoid 0

*Sep 29 12:43:08.127: ICMP: redirect sent to 10.10.10.100 for dest 10.100.100.100, use gw
10.10.10.1

*Sep 29 12:50:09.517: ICMP: redirect sent to 10.10.10.100 for dest 10.100.100.100, use gw
10.10.10.1

*Sep 29 12:50:10.017: ICMP: redirect sent to 10.10.10.100 for dest 10.100.100.100, use gw



10.10.10.1 <-- ICMP Redirect to use 10.10.10.1 as Gateway

*Sep 29 12:50:14.293: ICMP: redirect sent to 10.10.10.100 for dest 10.100.100.100, use gw
10.10.10.1

*Sep 29 12:50:19.053: ICMP: redirect sent to 10.10.10.100 for dest 10.100.100.100, use gw
10.10.10.1

*Sep 29 12:50:23.797: ICMP: redirect sent to 10.10.10.100 for dest 10.100.100.100, use gw
10.10.10.1

*Sep 29 12:50:28.537: ICMP: redirect sent to 10.10.10.100 for dest 10.100.100.100, use gw
10.10.10.1

*Sep 29 12:50:33.284: ICMP: redirect sent to 10.10.10.100 for dest 10.100.100.100, use gw
10.10.10.1

AE  HRBRERAK , BRERAICMPRERE 2 sl A 2618 B 5 MR m e,

Catalyst 9300 CPU LR A R BIEEE RCPU L TelnetEARNFRTCP SYN , AREAR
ICMPE#HE M,

N ipaddr==10.10.10.100

Mo, Time Delta Source Destination Protocol  Length  Timetolive ~ Asival Time Port Identification Differenti nfa
206 L] L5 B8 198.19.18.188  18.108.180.180 TCP B4 258 Sep 29, 202 44718 - 23 [5YH] Seq=8 Win:
TH ] g 8. 18 T 8 255,255 Sep 29, 202 edir [

79 19.10.18.15 18.10. 16,100 _ Redirect Redi

ICMPE £ 6 ¥ #2JR B Catalyst 9300 VLAN 10/MH , Bt AR Sk | HhaQSEXICMPEER
BERENREERNSERE,

v Internet Protocol Version 4, Src: 10.18.18.15, Dst: 18.19.10.12@8
@198 .... = Version: 4
«sss @101 = Header Length: 2@ bytes (5)
p Differentiated Services Field: @x@® (DSCP: CS@, ECN: MNot-ECT)
Total Length: 56
Identification: @x13c9 (5865)
» Flags: 0x@800
Time to live: 255
Protocol: ICMP (1)
Header checksum: @x7f75 [validation disabled]
[Header checksum status: Unverified]
Source: 19.10.18.15
Destination: 10.10.18.164a
v Internet Control Message Protocol
Type: 5 (Redirect)
Code: @ (Redirect for network)
Checksum: @x2bec [correct]
[Checksum Status: Good]
Gateway address: 18.18.18.1
v Internet Protocol Version 4, Src: 10.10.10.108, Dst: 19.100.100.1080
8188 .... = Version: 4
«vss 0101 = Header Length: 28 bytes (5)
¢ Differentiated Services Field: @xc® (DSCP: CS&, ECN: Not-ECT)
Total Length: 44
Identification: @x5fdb (24539)
» Flags: @x@@oo
Time to live: 255
Protocol: TCP (6)
Header checksum: @xd7fa [validation disabled]
[Header checksum status: Unverified]
Source: 18.19.16.108
Destination: 10.100.180.100
p Transmission Control Protocol, Src Port: 44718, Dst Port: 23



BRIE

EWRFIH , TeESHLEHIEXZICPU , EHEFLICMPEHRSRHINEL.

BREXRMTAEAICMPEERDEE , Hib4ERK, BENREELENEMENERL T MR
B LCPUBRMBMERA.

gE , BEREEOERARRMEE10.10.101 , B EREVRREERRMFE , L BFEERXL
BHNREEZA,

REAno ip redirects CLIZAICMPEE M,

9300-Switch#conf t

Enter configuration commands, one per line. End with CNTL/Z.
9300-Switch(config) #interface vlan 10

9300-Switch(config-if) #no ip redirects <-- disable IP redirects
9300-Switch(config-if) #end

RENELRBZEMATICMPEEM,

9300-Switch#show ip interface wvlan 10
Vlanl0 is up, line protocol is up
Internet address is 10.10.10.15/24
Broadcast address is 255.255.255.255
Address determined by setup command

MTU is 1500 bytes

Helper address is not set

Directed broadcast forwarding is disabled
Multicast reserved groups joined: 224.0.0.102
Outgoing Common access list is not set
Outgoing access list is not set

Inbound Common access list is not set
Inbound access list is BLOCK-TELNET

Proxy ARP is disabled

Local Proxy ARP is disabled

Security level is default

Split horizon is enabled

ICMP redirects are never sent <-- redirects disabled
ICMP unreachables are never sent

ICMP mask replies are never sent

IP fast switching is enabled

IP Flow switching is disabled

IP CEF switching is enabled

IP CEF switching turbo vector

<snip>

BREICMPEER N HEERKENFMER , FHRUTERS

: https://www.cisco.com/c/en/us/support/docs/ip/routing-information-protocol-rip/13714-43.html

RH2:ICMPEZLB)E

BEEELUT#H#E : 10.10.10.100 LMY E A& 2 5110.100. 100 TelnetiE#R . E—)X , FEVLAN 10
SVILEHEE T Lt telnetEAR N FHRBE,



/content/en/us/support/docs/ip/routing-information-protocol-rip/13714-43.html

Catalyst 9300

Vlan 10 IP: 10.10.10.15/24 ey
L2 Switch _ 10.10.10.1/24

l-' VLAN 10 Trunk VLAN 10,20,30 Trunk VLAN 10,2030 ==
)\ _ ” u_

IP: 10.10.10.100/24
Gateway: 10.10.10.15 ip route 0.0.0.0 0.0.0.0 10.10.10.1

9300-Switch#show running-config interface vlan 10
Building Configuration..

Current Configuration : 491 bytes

1

interface Vlanl0

ip address 10.10.10.15 255.255.255.0

no ip proxy-arp

ip access-group BLOCK-TELNET in <-- inbound ACL
end

9300-Switch#

9300-Switch#show ip access-list BLOCK-TELNET

Extended IP access list BLOCK-TELNET

10 deny tcp any any eq telnet <-- block telnet
20 permit ip any any

9300-Switch#

SHNIEFNOT

1.10.10.10.100 LAY £ A & 2% 32 225 & 10.100. 1008 telnetiE#R

2. BHIPRTEN FES  RitEeHaBEiERERRAE
3.ECatalyst 9300 E| b H B fF , ERBEAACLFT AT AL EH K,

4AHRBIENE  BENE LA TIPEEZER  RtHESWEERICPU ,, UMEXRERMUEL
ICMP B /9 it 5% E%‘idﬁ@o

FARICMPLARRICMP B R E L R ZEMN R B 5.

9300-Switch#debug ip icmp <-- enables ICMP debugs
ICMP packet debugging is on
9300-Switch#show logging | include ICMP

<snip>
*Sep 29 14:01:29.041: ICMP: dst (10.100.100.100) administratively prohibited unreachable sent to
10.10.10.100 <-- packet blocked and ICMP message sent to client

AR ARKRERK , ERERMAICMPHEE < s R 26 B iR s MK m e,

Catalyst 9300 CPU L #R A R H S HEEUEERCPU L TelnetEBEH W ATCP SYN |, AR B
ICMP B #9 ith 8 55E 4R

106 0. 015805 0015825 10.10.50.160  10.100. 10d.100 TCP E4 255 W l’; JH21 10: #1279 041105088 EOT @xSlea (2122 Gxcl 28767 - 23 [SYN] Seqed Wine4128 Len=@ MES=536
187 0.088150 0.000150 10.10.19.1%  10.10.18. 109 1CHP i 255,295 Sep 29, 2021 10:91:29.041308099 0T 0x1088 (6XB0. 0x09,3. Destination unreschable [Communicatios sdainistrat

ICMP B 1t #5558 18 31 2R B A EEE £ Z i Catalyst 9300 VLAN 10+ H , IS E2ICMPH S
A B it RAH TEE,



» Internet Protocol Version 4, Src: 18.108.18.15, Dst: 16.10.10.1080
¥ Internet Control Message Frotocol

Type: 3 (Destination unreachable)

Checksum: @xT3f6 [correct]

[Checksum Status: Good]

Unused: Q90000008

v Internet Protocol Version 4, Src: 10.10.10.100, Dst: 10.100.100.1080

2108 .... = Version: 4
«v.. 8101 = Header Length: 20 bytes (5)

¢ Differentiated Services Field: @xc® (DSCP: CS&6, ECN: Mot-ECT)
Total Length: 44
Identification: @x52ea (21226)

» Flags: @x@000
Time to live: 255
Protocol: TCP (6)
Header checksum: @xedeb [validation disabled]
[Header checksum status: Unverified]
Source: 18.16.18.1880
Destination: 10.108.100.100

» Transmission Control Protocol, Src Port: 28767, Dst Port: 23

BRITR

EHRFT  FREFWACLHENBHHINITA , MEELICMPE ML ERERAS.
Catalyst 90003 5 32 #1285 | AV B& FA /7 [ TR AR RUF IP SR B AR T BE

9300-Switch#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
9300-Switch(config) #interface vlan 10

9300-Switch(config-if) #no ip unreachables <-- disable IP unreachables

RERBCANHEEAELINEE,

9300-Switch#show ip interface vlan 10
Vlanl0 is up, line protocol is up
Internet address is 10.10.10.15/24
Broadcast address is 255.255.255.255
Address determined by setup command

MTU is 1500 bytes

Helper address is not set

Directed broadcast forwarding is disabled
Multicast reserved groups joined: 224.0.0.102
Outgoing Common access list is not set
Outgoing access list is not set

Inbound Common access list is not set
Inbound access list is BLOCK-TELNET

Proxy ARP is disabled

Local Proxy ARP is disabled

Security level is default

Split horizon is enabled

ICMP redirects are never sent

ICMP unreachables are never sent <-- IP unreachables disabled
ICMP mask replies are never sent

IP fast switching is enabled

IP Flow switching is disabled



IP CEF switching is enabled
IP CEF switching turbo vector
<snip>

=413 : BiBICMP TTL

ZEIMELSRFFERANLERE. E—X, UM10.10.10. 100N EAEER BB I EEEH
&R, EIt , Catalyst 9300 LT Eﬁﬁ)ﬂﬁ’*%"“ﬁt&“ﬂ%ﬂdsm%avmm BR  BHEBINAEER
RERRH 7&%Ha¢ar10atalyst9soOVLAN1o HER LB T — Bk,

HR Catalyst 9300 T B ELL A , Rt EFSBENAERKER , MI3008K CRB I/ ERBNE
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HITAEEAEEFNEREN192.168.10.0/241th 3t FE PN E RS MR P SIARBIRE., &
9300 R 2 EERZAI 2 , BERTTLREIAA L.

Catalyst 9300

Router
Vlan 10 IP: 10.10.10.15/24
L2 Swn;ch r \ / 10.10.10.1/24

l—‘ VLAN 10 Trunk WLAN 10,20,30 Trunk VLAN 10,20,30 = -
IP: 10.10.10.100/24
Gateway: 10.10.10.15 ip route 0,0.0.0 0.0.0.0 10.10.10.1

1. EAEEHERT192.168.10/24 @B PN E IR
2.3 ‘@M Catalyst 93008 , WM EH T —ERRAYFAKIEM10.10.10.1 , REBRTTL 1,

MBI ERE , WRERAK , BEUFEREES T —810.10.10.150 H, SATTUER
1, WA H SR HEF9300,

4. Catalyst 9300 ZIZE RS , X HXAAHIKAHE10.10.10. 1A TTLR 21,

HEAFEEHNT , ERIP TTLERE.

Catalystft Z/IP TTL = 1V H I , S HTEIXEICPULELEICMP TTL-ExceedediA R
ICMPERIBREEA11, ERBA0 (TILEE@BETBH ) . EEEBCLIGSEALEN TR

EJH:’*E@JEF DHCPREREMRKREEER A RAXENHIERTEREMNERENE , HitE
ICMPE%ﬁ%ﬂo

REAEEEINERSURICMPEERNZE, EIRFIT , DHCPRERBEZ R
BROADCASTRAFIH#:&, EREE  MRECHIHREBNENABE  LiENS T,

£1E# , BiB1000)Xping 192.168.10.0/24#8 8 BE/RCoPPE 2 |, §)Xping2 BB A0,
9300J:E’JCOPP%.:‘|‘§EHH-:H/EF? I B fE EiE plngZHuJ«J\ELLE%E%ﬁo

9300-Switch#clear platform hardware fed switch active gos statistics internal cpu policer
<-- clear CoPP stats

9300-Switch#show platform hardware fed switch active gos queue stats internal cpu policer i
Redirect |Drop <-- verify 0 drops
QId PlcIdx Queue Name Enabled Rate Rate Drop (Bytes) Drop (Frames)



6 0 ICMP Redirect Yes 600 600 O 0 <-- bytes dropped 0
<snip>

£/ E iR B EE T ERERE.

User#ping 192.168.10.10 timeout 0 rep 1000 <-- User sends 1000 pings
Type escape sequence to abort.
Sending 1000, 100-byte ICMP Echos to 192.168.10.10, timeout is 0 seconds:

Success rate is 0 percent (0/1000)

ICMPRREE THARBRBEEMNEERMTTLE HRFKBF.

9300-Switch#debug ip icmp

ICMP packet deubgging is on

*Sep 29 16:33:22.676: ICMP: redirect sent to 10.10.10.100 for dest 192.168.10.10, use gw
10.10.10.1 <-- redirect sent

*Sep 29 16:33:22.678: ICMP: time exceeded (time to live) sent to 10.10.10.100 (dest was
192.168.10.10), topology BASE, dscp 0 topoid 0 <-- TTL exceeded observed

*Sep 29 16:33:22.678: ICMP: time exceeded (time to live) sent to 10.10.10.100 (dest was
192.168.10.10), topology BASE, dscp 0 topoid 0

*Sep 29 16:33:22.678: ICMP: time exceeded (time to live) sent to 10.10.10.100 (dest was
192.168.10.10), topology BASE, dscp 0 topoid 0

<snip>

9300-Switch#show platform hardware fed switch active gos Qqueue stats internal cpu policer

CPU Queue Statistics

(default) (set) Queue Queue
QId PlcIdx Queue Name Enabled Rate Rate Drop(Bytes) Drop (Frames)
11 DOT1X Auth Yes 1000 1000 0 O
1 L2 Control Yes 2000 2000 0 O
14 Forus traffic Yes 4000 4000 0 O
0 ICMP GEN Yes 600 600 0 O
2 Routing Control Yes 5400 5400 0 O
14 Forus Address resolution Yes 4000 4000 0 O
0 ICMP Redirect Yes 600 600 15407990 126295 <=--
drops in redirect queue
7 16 Inter FED Traffic Yes 2000 2000 0 O
8 4 L2 LVX Cont Pack Yes 1000 1000 0 O

A Ul W NP O



<snip>

BRFR

LREIPWEARLRRERICMPE#HER , BEHIMEE. BEREL2E[BE  CRESREN
BB EE @ TS

ETTLA16 , B =EIXICMP TTL-ExceededHa , B EELHAFEAT RN CoPPEHIZEZES| , EF
2 HEBROADCASTH AT , HtDHCPREFTEZEFE,

HREM#Ano ip redirects CLIZBICMPEE[],

9300-Switch#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
9300-Switch(config) #interface vlan 10

9300-Switch(config-if) #no ip redirects <-- disable IP redirects
9300-Switch(config-if) #end

MR

-EBEEHARXERTHEHE
. BRERICMPE 3 E [
- i X B X - Cisco Systems



/content/en/us/td/docs/switches/lan/catalyst9300/software/release/17-3/configuration_guide/nmgmt/b_173_nmgmt_9300_cg/configuring_packet_capture.html
https://www.cisco.com/c/zh_tw/support/docs/ios-nx-os-software/nx-os-software/213841-understanding-icmp-redirect-messages.html
https://www.cisco.com/c/zh_tw/support/index.html
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