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BRERQoSHBN R A

MREQoSHENERAE , AIRMEMSYSLOGHE. :

BQoSHBIN R BARHE E% a4
%FED_QOS_ERRMSG-4- .

oS o BREEBBYZENERE, ;
TCAM_OVERFLOW : Zit#1 a8 10 7 o ik or BAS
RO/0 - BRIt - ME7E RQoSERREMNER(TCAMZR , REARXENHAN D , B8R

GigabitEthernet1/0/10 L & SR B& ¥
ingress_pmap2f2 X 55T TCAM,

%FED_QOS_ERRMSG-3-
QUEUE_SCHEDULER_HW_ERROR

HJ{;FE

RPN ERRER AR |, LU
18 B f6E A Rl AT REBREAY iR D 45 5

RECHRBERERXE , m1
F & M EBMRA I QoSEL B 5
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BWIREBERIEEEEID CSCvs49401

show platform hardware fed switch active fwd-asic resource tcam utilization

AR BRALSTHESFHMEN , F2

16.X versions:
CAM Wilization for ASIC [0]
Tabl e

Max Val ues

Used Val ues

Uni cast MAC addr esses

L3 Multicast entries

L2 Multicast entries

Directly or indirectly connected routes
QoS Access Control Entries
Security Access Control Entries
I ngress Netfl ow ACEs

Pol i cy Based Routing ACEs
Egress Netfl ow ACEs

FI ow SPAN ACEs

Control Plane Entries

Tunnel s

Li sp I nstance Mapping Entries
SGT_DGT

CLI ENT_LE

16384/ 256
1024/ 256
1024
8192/ 3072
1024

1408

128

512

128

256

512

128

128
2048/ 256
2048/ 64

40 <<< QoS Entries
125
8
9
8
13
211
17
3
0/1
0/0


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvz54607
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvz76172
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvs49401

I NPUT_GROUP_LE 1024 0
QUTPUT_GROUP_LE 1024
Macsec SPD 128 2

o

17 .x Versions:

Codes: EM - Exact_Match, | - lnput, O- CQutput, 10 - Input & Qutput, NA - Not Applicable CAM
Utilization for ASIC [0] Table Subtype Dir Max Used %Jsed V4 V6 MPLS Other ---------------------
--------------------------------------------------------------------------------- Mac Address
Table EM| 16384 17 0.10%0 0 0 17 Mac Address Table TCAM| 256 21 8.20%0 0 0 21 L3 Milticast
EM1 1024 0 0.00% 0 0 0 O L3 Multicast TCAMI 256 9 3.52% 3 6 0 O L2 Multicast TCAM| 1024 11
1.07%3 8 0 0 I P Route Table EM1 4096 3 0.07% 2 0 1 O IP Route Table TCAM | 2048 19 0.93% 6 10

2 1 QOS ACL TCAM IO 1024 85 8.30% 28 38
0 19 <-- QoS Entries

Security ACL TCAM |10 1408 129 9.16% 26 58 0
45

Net f | ow ACL TCAM I 128 6 4. 69% 2 2 0
2

PBR ACL TCAM I 512 9 1.76% 3 6 0
0

Net f | ow ACL TCAM (@] 128 6 4. 69% 2 2 0
2

Fl ow SPAN ACL TCAM (O] 256 13 5. 08% 3 6 0
4

Control Pl ane TCAM I 512 262 51.17% 114 106 0
42

Tunnel Term nation TCAM | 128 18 14. 06% 8 10 0
0

Li sp I nst Mappi ng TCAM I 128 1 0.78% 0 0 0
1

CTS Cell Matrix/ VPN

Label EM (@] 2048 0 0. 00% 0 0 0
0

CTS Cell Matrix/ VPN

Label TCAM (@] 256 1 0. 39% 0 0 0
1

Client Table EM I 2048 0 0. 00% 0 0 0
0

Client Table TCAM I 64 0 0. 00% 0 0 0
0

I nput Group LE TCAM I 1024 0 0. 00% 0 0 0
0

Qut put Goup LE TCAM (@] 1024 0 0. 00% 0 0 0
0

Macsec SPD TCAM I 128 2 1.56% 0 0 0
2

RETERTEOHIRET QoSKE, BARKES/VALIDMSET_INHW, REFERBHYWENE
"B . EXfasH B stackwise-virtual , EAXBSERENEA/MEAEN | SIERRREESR
IR TR,

C9200( confi g) #policy-map egress_pmap
C9200( conf i g- pmap) #interface gi2/0/9
C9200(confi g-if)#service-policy output egress_pmap

C9200#show platform software fed switch 2 gos policy target status <-- switch 2 is used
because the interface in question is Gi2/0/9 which is on switch 2

TCG status sunmmary:
Loc Interface I1F-1D Dir State:(cfg,opr) Policy

<sni p> L: 0 G gabitEt hernet2/0/9 0x00000000000010 OUT VALID, SET_INHW egress_pmap <-- VALID /



SET INHW indicates the policy is understood by software and installed to hardware successfully

MBERFEEYRBRESR , MAEEENEHNVALID / SET_INHW |, FHREQoSEKIBIZIREM
B, EERFEBANAE, ANERMNIBOFHFMRE T BB R T AERNER,

C9200#show run policy-map egress_pmap
Current configuration : 624 bytes
1
pol i cy-map egress_pmap
cl ass COS_DSCP6
priority level 1
queue-buffers ratio 5
cl ass COS_DSCP5
bandw dt h remai ni ng percent 10
queue-buffers ratio 5
<snip...>

C9200#show run class-map COS_DSCP6
Current configuration : 66 bytes

!

cl ass-map mat ch-any COS_DSCP6
match ip dscp ef

!

BRFQoSEMEIRRY E AR AR

& FI R 41(9200L 17.3.4)

C9200#show platform hardware fed switch active fwd-asic resource tcam utilization | i
Codes |ASIC|-|Qo0S

Codes: EM - Exact_Match, | - Ilnput, O- Qutput, 10 - Input & Qutput, NA - Not Applicable CAM
Utilization for ASIC [0] Table Subtype Dir Max Used %Used ‘2 vé MPLS Other
QCs ACL TCAM 10 1024 85 8.30% 28 38 0

19 <-- Baseline utilization with minimal configuration

B 30 P ANZE A SR BE AR — 7 Ik SR B S BR o R P LM AT BR | R SRR BRI R

C9200( confi g) #policy-map egress_pmap
C9200( conf i g- pmap) #interface gil/0/9
C9200( confi g-if)#service-policy output egress_pmap

C9200#show platform hardware fed switch active fwd-asic resource tcam utilization | i
Codes |ASIC|-|QO0S

Codes: EM - Exact_Match, | - Input, O- CQutput, 10 - Input & Qutput, NA - Not Applicable CAM
Utilization for ASIC [0] Table Subtype Dir Max Used %Used V4 V6 MPLS
Other

QS ACL TCAM 10 1024 89 8.69% 29 40 0

20 <-- 4 additional entries consumed

FOER , BMEER T FREMHCHITERE  DEER4EERIKE , ELMREEV4. V6HMOtherz
Fﬂ?ﬁ

ELRFIH BT —EZANEE. EEFEBRT , lmatch-any3 ¥ BRAS 7o 3 T 2 2 B /Y
DSCP, CoSHIPPEH., BREAHS  REFUIFAE Rt EERFETREEIARE.



C9200( confi g) #class-map match-any TEST CLASS
C9200( confi g- cnmap) #policy-map egress_pmap
C9200( confi g- pmap) #class TEST CLASS

C9200#show platform hardware fed switch active fwd-asic resource tcam utilization | i

Codes |ASIC|-|Qo0S

I nput & CQut put,
%Used v4

NA - Not Applicable CAM
Other

Codes: EM - Exact_Match, | - Input, O- CQutput, 10 -
Utilization for ASIC [0] Table Subtype Dir Max Used
QCs ACL TCAM 10 1024

20 <-- 3 additional entries consumed

OIS, RIS EMINE , BMERBEATERNEFER

v6ik B K B4R,
6 AR matchFE A8 , EEAHEMKRE

C9200( confi g) #class-map match-any TEST CLASS
C9200( conf i g- cmap) #match precedence 0

C9200( conf i g- cmap) #do show platform hardware
Q0S ACL TCAM (NO)
21 <-- 4 additional entries

C9200( conf i g- cmap) #match precedence 1
C9200( conf i g- cmap) #do show platform hardware
Qs ACL TCAM (O]

21 <-- 3 additional entries

C9200( confi g- cmap) #match cos 1
C9200( confi g- cmap) #do show platform hardware
Qs ACL TCAM (O]

22 <-- 1 additional entry

C9200( confi g- cmap) #match dscp 21
C9200( confi g- cmap) #do show platform hardware
Qs ACL TCAM (O]

22 <-- 3 addditional entries

C9200( confi g- cmap) #match dscp 22
C9200( conf i g- cmap) #do show platform hardware
Qs ACL TCAM (O]

22 <-- 0 additional entries

C9200( confi g- cmap) #match dscp 23
C9200( conf i g- cmap) #do show platform hardware
Qs ACL TCAM (O]

22 <-- 3 additional entries

C9200( confi g- cmap) #match dscp 31
C9200( confi g- cmap) #do show platform hardware

Q0S ACL TCAM 1O
22 <-- 3 additional entries

fed switch
1024

fed switch
1024

fed switch
1024

fed switch
1024

fed switch
1024

fed switch
1024

fed switch
1024

92 8.92%

2

fin
&

%

ac fwd resource
96 9.38%

ac fwd resource
99 9.67%

ac fwd resource
100 9.77%

ac fwd resource
103 10.06%

ac fwd resource
103 10.06%

ac fwd resource
106 10.35%

ac fwd resource
109 10.64%

v6 MPLS
30 a2
SHFE —{Ev4k B AW 1E

tcam utilization
31 44

tcam utilization
32 46

tcam utilization
32 46

tcam utilization
33 48

tcam utilization
33 48

tcam utilization
34 50

tcam utilization
35 52

QO0S

QO0S

QO0S

QOS

QOS

QOS

QOS



C9200( confi g- cmap) #match dscp 32

C9200( confi g- cmap) #do show platform hardware fed switch ac fwd resource tcam utilization | i QOS
QOS ACL TCAM 10 1024 109 10.64% 35 52 0
22 <-- 3 additional entries

C9200( confi g- cmap) #match dscp 33

C9200( confi g- cmap) #do show platform hardware fed switch ac fwd resource tcam utilization | i QOS
QOS ACL TCAM 10 1024 112 10.94% 36 54 0
22 <-- 3 additional entries

AR, REBRT , EffmatchFATELHAE-SHNKRE . E—FSEES , BRAmatchFE L
RZERE

HEREENERRE 2  FEMINRARRE , SEHTBEPETREL.

X HAQoSHEBMNERAAR  BRMEABRYTHEREAmatchiB AR B HEFE
(ACE)ETT— ¥ —IER. FRBRBEBBERIVMRET, EELERT , TEEEZE
VMRRE£ 2 EERACEFMAENEREE, Catalyst 9000FR IR UADPRFIASICEE
ARBREIELEFSNER  fIAREEERESHEER(LIOP)WACE , LBV EXNE
=,

TE A A =R R B

FBoNMESEREERNREBEANSS , UAEYRABESSNHE,

. £H — C9200L-48T-4X
. Cisco IOS®-XE 17.3.4

FRBRREVE SRR

- REEF ARIIEAE D ERE B/ NERE

- —EAERE , AREBNARIMEAYAENKE
- EREAR KBRS AR R

- BERERHR

R : QoS TCAMBRELHET

AR BERAERENERENACL, HREFVHAREANBRFHEFE. efXE
TEERESHELINTCAM, ik , EFR—EELEEBEILHAERX , URRERFTEN
, ACETRERRIFERNERLFE.

tEfERAMARIERYE. EHRYRA., IPHBBENERTCP/UDPER THE,

HR4E FERAHRENBERER HHR R
object-group network ip access-list extended class-map match-any policy-map
RFC1918-Private-IPv4 APP_1_PORTS_1 BigClass ingress_pm:
10.0.0.0 255.0.0 10 permit udp any object-group .

match access-group name #&BigClass

172.16.0.0 255.240.0.0 app_ﬁ range 1433 1434 APP 1 PORTS 1 set dscp cs



20 permit udp object-group app_1
range 1433 1434 any

192.168.0.0 255.255.0.0 30 permit tcp any object-group
app_1 range 1433 1434

object-group network 40 permit tcp object-group app_1
app_1 range 1433 1434 any
group-object RFC1918- 50 permit tcp any object-group
Private-IPv4 app_1 range 14300 14400

60 permit tcp object-group app_1
range 14300 14400 any

BEEX , TEHRBEEBRFC1918-Private-IPv4 B 31EF#

obj ect-group network app_1
group- obj ect RFC1918-Private-IPv4d

obj ect-group network RFC1918-Private-IPv4d
10.0.0.0 255.0.0.0

172.16.0.0 255.240.0.0

192.168.0.0 255.255.0.0

L4 | ip access-list extended APP_1_PORTS_1%i22 &6{EmatchzE A,

ip access-list extended APP_1 PORTS 1

10 permit udp any object-group app_1 range 1433 1434 <-- permits any source, to group app_l on
UDP ports 1433 - 1434

20 pernit udp object-group app_1 range 1433 1434 any <-- reverse of previous line, reminder
that app_1 is made up of RFC1l918-Private-IPv4, which is 3 separate subnets

30 pernit tcp any object-group app_1 range 1433 1434

40 permit tcp object-group app_1 range 1433 1434 any

50 pernit tcp any object-group app_1 range 14300 14400

60 pernmit tcp object-group app_1 range 14300 14400 any

object-group network app_1#%object-group network RFC1918-Private-IPv4 H §) & &% B FEH Rip
access-list extended APP_1_PORTS_1/H 8= E1% 5

EEEFRERR , ABYEMRAPP_1_PORTS_ 19K E{EACE , ©5lB THRiapp_1 , ZERMEX
5 R &XRFC1918-Private-1Pv4 # 9 3{&E it iNIACE

EARE Y B A SR BE B BREE | ip access-list extended APP_1_PORTS_1H# K| HRLFHES :
APP_16EF6:Xx 3HRIEACE = 18

BRARBIBERTCAMAIAR

C9200#show platform hardware fed switch 2 fwd-asic resource tcam utilization | i Codes|ASIC|-
| Qos

Codes: EM - Exact_Match, | - lnput, O- Qutput, 10 - Input & Qutput, NA - Not Applicable CAM
Utilization for ASIC [0] Table Subtype Dir Max Used %Used V4 V6 MPLS O her
QCs ACL TCAM 10 1024 85 8.69% 29 40 0

20 <-- baseline utilization

C9200( confi g- pmap) #interface gil/0/9
C9200( config-if)#service-policy input ingress_pmap



C9200#show platform hardware fed switch active fwd-asic resource tcam utilization | i

Codes |ASIC|-|Qo0S
Codes: EM - Exact_Match, |

- Input, O -

Utilization for ASIC [0] Table Subtype Dir Max Used

QOs ACL

20 <-- 22 entries consumed

BE

TCAM 10 1024

Qutput, 10 - Input & CQutput,

V4 V6 MPLS

- AREREMNFENE  ACLEBRTHRE , ELUREBERAFER18EENEE
- FERRIER T |, SRR A48 % B
- EAFEE EA22E#%E

/R . QoS TCAMB MM ( KEB )

RROIR E—ROIVER , e —EERNERE, E&K 7 LUHE NAREEZEXETCAM,

HKEE:

Hail

object-group network
experimental_1
240.1.192.0
255.255.192.0

240.2.96.0 255.255.224.0
240.3.160.0
255.255.240.0

240.4.32.0 255.255.224.0
240.5.160.0
255.255.224.0
240.6.192.0
255.255.224.0
240.7.128.0
255.255.128.0

240.8.0.0 255.255.0.0
240.9.128.0
255.255.192.0
240.10.224.0
255.255.224.0

240.11.0.0 255.255.240.0
240.12.160.0
255.255.224.0
240.13.192.0
255.255.224.0
240.14.192.0
255.255.240.0
240.15.128.0
255.255.224.0
object-group network

£ FIE RABRRH R EE

ip access-list extended
APP_1_PORTS_1

10 permit udp any object-group

app_1 range 1433 1434

20 permit udp object-group app_1

range 1433 1434 any
<IEH417>

ip access-list extended
APP_1_PORTS_2

10 permit udp any object-group

app_1 range 7750 7759

20 permit udp object-group app_1

range 7750 7759 any
<EH1817>

ip access-list extended
APP_1_PORTS_3

10 permit udp any object-group

app_1 range 22030 22031

20 permit udp object-group app_1

range 22030 22031 any
<IEH61T>

ip access-list extended
APP_2_PORTS_1

10 permit udp any object-group

app_2 range 6000 9291

20 permit udp object-group app_2

range 6000 9291 any
ip access-list extended
APP_3_PORTS_1

|Hm

class-map match-any
BigClass_1

match access-group name
APP_3_PORTS_2
class-map match-any
BigClass_2

match access-group name
APP_4_PORTS_1
class-map match-any
BigClass_3

match access-group name
APP_1_PORTS_2

match access-group name
APP_3_PORTS_3

match access-group name
APP_2_PORTS_1
class-map match-any
BigClass_4

match access-group name
APP_1_PORTS_3

match access-group name
APP_3_PORTS_4
class-map match-any
BigClass_5

match access-group name
APP_1_PORTS_1

match access-group name
APP_3_PORTS_1

NA - Not Applicable CAM

O her

SRAE SR

policy-map
big_ingress.

p
¥BigClass
set dscp cs
¥BigClass
set dscp af
¥BigClass
set dscp cs
¥BigClass
set dscp af
¥BigClass
set dscp cs
class class:
default



experimental_2
241.0.0.0 255.255.192.0
241.4.0.0 255.252.0.0
241.8.0.0 255.252.0.0
F#241.12.1.1
F#241.13.1.1
F#241.141.1
F#241.151.1
241.16.0.0 255.252.0.0
F#241.20.1.1
F#241.21.1.1
F#241.22.1.1
F#241.23.1.1
object-group network
RFC1918-Private-IPv4
10.0.0.0 255.0.0
172.16.0.0 255.240.0.0
192.168.0.0 255.255.0.0

object-group network
app_1

group-object RFC1918-
Private-IPv4

object-group network
app_2

group-object RFC1918-
Private-IPv4

object-group network
app_3

group-object RFC1918-
Private-IPv4
object-group network
app_4

group-object RFC1918-
Private-IPv4
group-object
experimental_1
group-object
experimental_2

10 permit tcp any object-group
app_3 eq 7563

20 permit tcp object-group app_3
eq 7563 any

<EH417>

ip access-list extended
APP_3_PORTS_2

10 permit udp any object-group
app_3 eq 554

20 permit udp object-group app_3
eq 554 any

<EB217>

ip access-list extended
APP_3_PORTS_3

10 permit udp any object-group
app_3 eq 22331

20 permit udp object-group app_3
eq 22331 any

<EB217>

ip access-list extended
APP_3_PORTS_4

10 permit tcp any object-group
app_3 eq 5432

20 permit tcp object-group app_3
eq 5432 any

<EH61T>

ip access-list extended
APP_4_PORTS_1

10 permit udp any object-group
app_4 range 1718 1719

20 permit udp object-group app_4
range 1718 1719 any

<1417>
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