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Catalyst 6500

Console (enable) set system name Cat6K

System name set.

| J—

Sets the hostname for the switch. Cat6K> (enable)

set localuser user admin password cisco

Added local user admin.

Cat6K> (enable) set localuser authentication enable
LocalUser authentication enabled

| J—

Uses local user authentication to access the

switch. Cat6K> (enable) set vtp domain cisco
VTP domain cisco modified

| J—

Domain name must be configured for VLAN

configuration. Cat6K> (enable) set vlan 2 name VLAN2
VTP advertisements transmitting temporarily stopped,

and will resume after the command finishes.

Vlan

| J—

2 configuration successful

VLAN should be existing in the switch !--- for a
successsful authentication. Cat6K> (enable) set vlan 3

VLAN3

name

VTP advertisements transmitting temporarily stopped,

and will resume after the command finishes.

Vlan

| J—

3 configuration successful
VLAN names will be used in RADIUS server for VLAN

assignment. Cat6K> (enable) set vlan 4 name
AUTHFAIL_VLAN
VTP advertisements transmitting temporarily stopped,

and will resume after the command finishes.

Vlan

| J—

4 configuration successful
A VLAN for non-802.1x capable hosts. Cat6K>

(enable) set vlan 5 name GUEST_VLAN
VTP advertisements transmitting temporarily stopped,

and will resume after the command finishes.

Vlan

| J—

4 configuration successful
A VLAN for failed authentication hosts. Cat6K>

(enable) set vlan 10 name RADIUS_SERVER
VTP advertisements transmitting temporarily stopped,

and will resume after the command finishes.

Vlan

| J—

10 configuration successful
This is a dedicated VLAN for the RADIUS Server.

Cat6K> (enable) set interface sc0 10 172.16.1.2
255.255.255.0
Interface scO0 vlan set, IP address and netmask set.

| J—

Note: 802.1x authentication always uses the !---

sc0 interface as the identifier for the authenticator !-

-- when communicating with the RADIUS server.

Catb6K> (enable) set wvlan 10 3/1

VLAN
VLAN
VLAN

10

| J—

10 modified.

1 modified.

Mod/Ports

3/1
Assigns port connecting to RADIUS server to VLAN

10. Cat6K> (enable) set radius server 172.16.1.1 primary
172.16.1.1 with auth-port 1812 acct-port 1813
added to radius server table as primary server.

| J—

Sets the IP address of the RADIUS server. Cat6K>

(enable) set radius key cisco

Radius key set to cisco

| J—

The key must match the key used on the RADIUS

server. Cat6K> (enable) set dotlx system-auth-control
enable




dotlx system-auth-control enabled.
Configured RADIUS servers will be used for dotlx

authentication.
!--- Globally enables 802.1x. !--- You must specify at
least one RADIUS server before !--- you can enable

802.1x authentication on the switch. Cat6K> (enable) set
port dotlx 3/2-48 port-control auto

Port 3/2-48 dotlx port-control is set to auto.

Trunking disabled for port 3/2-48 due to Dotlx feature.
Spantree port fast start option enabled for port 3/2-48.
!--- Enables 802.1x on all FastEthernet ports. !--- This
disables trunking and enables portfast automatically.
Cat6K> (enable) set port dotlx 3/2-48 auth-fail-vlan 4
Port 3/2-48 Auth Fail Vlan is set to 4

!--— Ports will be put in VLAN 4 after three !--- failed
authentication attempts. Cat6K> (enable) set port dotlx
3/2-48 guest-vlan 5

Ports 3/2-48 Guest Vlan is set to 5

!--—- Any non-802.1x capable host connecting or 802.1x !-
-- capable host failing to respond to the username and

password !--- authentication requests from the
Authenticator is placed in the !--- guest VLAN after 60
seconds. !--- Note: An authentication failure VLAN is
independent !'--- of the guest VLAN. However, the guest
VLAN can be the same !--- VLAN as the authentication
failure VLAN. If you do not want to !--- differentiate

between the non-802.1x capable hosts and the !---
authentication failed hosts, you can configure both

hosts to !--- the same VLAN (either a guest VLAN or an
authentication failure VLAN). !--- For more information,
refer to !--- Understanding How 802.1x Authentication

for the Guest VLAN Works. Cat6K> (enable) switch console
Trying Router-16...

Connected to Router-16.

Type ~C~"C"C to switch back...

!--- Transfers control to the routing module (MSFC).
Router>enable

Router#conf t

Enter configuration commands, one per line. End with
CNTL/Z.

Router (config) #interface vlan 10

Router (config-if) #ip address 172.16.1.3 255.255.255.0
!--- This is used as the gateway address in RADIUS
server. Router (config-if)#no shut

Router (config-if) #interface vlan 2

Router (config-if) #ip address 172.16.2.1 255.255.255.0
Router (config-if) #no shut

!--- This is the gateway address for clients in VLAN 2.
Router (config-if) #interface vlan 3

Router (config-if) #ip address 172.16.3.1 255.255.255.0
Router (config-if) #no shut

!--- This is the gateway address for clients in VLAN 3.
Router (config-if) #exit

Router (config) #ip dhcp pool vlan2_ clients

Router (dhcp-config) #network 172.16.2.0 255.255.255.0
Router (dhcp-config) #default-router 172.16.2.1

!--— This pool assigns 1ip address for clients in VLAN 2.
Router (dhcp-config) #ip dhcp pool vlan3_clients

Router (dhcp-config) #network 172.16.3.0 255.255.255.0
Router (dhcp-config) #default-router 172.16.3.1

!--— This pool assigns 1ip address for clients in VLAN 3.
Router (dhcp-config) #exit

Router (config) #ip dhcp excluded-address 172.16.2.1
Router (config) #ip dhcp excluded-address 172.16.3.1
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!--- In order to go back to the Switching module, !---
enter Ctrl-C three times. Router# Router#7C Cat6K>
(enable) Cat6K> (enable) show vlan VLAN Name Status
IfIndex Mod/Ports, Vlans ---- ————--—-————-—————-— ———————

————————————————————————————————— 1 default
active 6 2/1-2

3/2-48

2 VLAN2 active 83
3 VLAN3 active 84
4 AUTHFAIL_VLAN active 85
5 GUEST_VLAN active 86
10 RADIUS_SERVER active 87
3/1

1002 fddi-default active 78
1003 token-ring-default active 81
1004 fddinet-default active 79
1005 trnet-default active 80
!--- Output suppressed. !--- All active ports will be in

VLAN 1 (except 3/1) before authentication. Cat6K>
(enable) show dotlx

PAE Capability Authenticator Only
Protocol Version 1
system-auth-control enabled

max-req 2

quiet-period 60 seconds
re-authperiod 3600 seconds
server-timeout 30 seconds
shutdown-timeout 300 seconds
supp-timeout 30 seconds
tx-period 30 seconds

!--- Verifies dotlx status before authentication. Cat6K>
(enable)
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e O WINDDWS, system 32 cmd.exe
C:xDocuments and Settings“Administrator>ipconfig

Vindows IP Configuration

Ethernet adapter Wirelessz Network Connection:
Media State . . . . - . . . . . . = Media disconnected
Ethernet adapter Local Area Connection:
Connection—specific DNS Suffix
IP Address. . - . . . - . . . .

Subnet Mask . . . . . . . . . .
Default Gateway . . . . . . . .

172.16.2.2
255,255 .255.8
172.16.2.1

C:xDocuments and Settings“~Administrator>ping 1Y2.16.2.1
Pinging 172.16.2.1 with 32 hbhytes of data:

172.16.2.1: bytes=32 time<lms TTL=255
172.16.2.1: bytes=32 time<lms TTL=255
172.16.2.1: bytes=32 time<lms TTL=255
172.16.2.1: bytes=32 time<ims TTL=255

Ping statistics for 172.16.2.1:

Packets:- Sent = 4, Received = 4, Lozt = 8 (Bx loss).
Approximate round trip times in milli—seconds:

Minimum = Bmz, Maximum = Bmz, Average = Bns

C:xDocuments and Settings“~Administrator>ping 17Y2.16.1.1
Pinging 172.16.1.1 with 32 hytesz of data:

172.16.1.1: bytes=32 time<{ims TTL=127
172.16.1.1: bytes=32 time<{ims TTL=127
172.16.1.1: bytes=32 time<{ims TTL=127
172.16.1.1: bytes=32 time<{ims TTL=127

Ping =statistics for 172.16.1.1:

Packets:- Sent = 4, Received = 4, Lost = 8 (Bx loss).
Approximate round trip times in milli—seconds:

Minimum = Bmz, Maximum = Bmz, Average = Bns

C:xDocuments and Settings“~Administrator>ping 1Y2.16.3.2

Pinging 172.16.3.2 with 32 hytesz of data:

172.16.3.2: bytes=32 time<{ims TTL=127
172.16.3.2: bytes=32 time<{ims TTL=127
172.16.3.2: bytes=32 time<{ims TTL=127
172.16.3.2: bytes=32 time<{ims TTL=127

Ping statistics for 172.16.3.2:

Packets:- Sent = 4, Received = 4, Lozt = 8 (Bx loss).
Approximate round trip times in milli—seconds:

Minimum = Bmz, Maximum = Bmz, Average = Bns

C:sJocuments and Settings“~Administratop>
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i) Local Area Connection %]
Windows was unable to log you on to the network

W 5:25PM
Catalyst 6500
MRRBNEAESBER , FEFEIHEE EAN802. 18R 88,
1. Eﬁ'—j&,a‘%a—_\authorizedﬂgﬁﬁbiigﬂﬁﬁﬁo
Cat6K> (enable) show port dotlx 3/1-5
Port Auth-State BEnd-State Port-Control Port-Status
3/1 force-authorized idle force-authorized authorized

!--- This is the port to which RADIUS server 1s connected. 3/2 authenticated
auto authorized

3/3 authenticated idle auto authorized
3/4 authenticated idle auto authorized
3/5 authenticated idle auto authorized
Port Port-Mode Re-authentication Shutdown-timeout

3/1 SingleAuth disabled disabled

3/2 SingleAuth disabled disabled

3/3 SingleAuth disabled disabled

3/4 SingleAuth disabled disabled

3/5 SingleAuth disabled disabled

B 7% A Th R HEREVLANARRE

Cat6K> (enable) show vlan

VLAN Name Status IfIndex Mod/Ports, Vlans

1 default active 6 2/1-2
3/6-48

2 VLAN2 active 83 3/2-3

3 VLAN3 active 84 3/4-5

4 AUTHFATIL_VLAN active 85

5 GUEST_VLAN active 86

10 RADIUS_SERVER active 87 3/1

1002 fddi-default active 78

1003 token-ring-default active 81

1004 fddinet-default active 79

1005 trnet-default active 80

I -—— Output suppressed.

ESRRERIE | fER A (MSFC)BRBDHCPEE IR A,

Router#show ip dhcp binding

IP address Hardware address Lease expiration Type

172.16.2.2 0100.1636.3333.9c Feb 14 2007 03:00 AM Automatic
172.16.2.3 0100.166F.3CA3.42 Feb 14 2007 03:03 AM Automatic
172.16.3.2 0100.145e.945£.99 Feb 14 2007 03:05 AM Automatic
172.16.3.3 0100.1185.8D9A.F9 Feb 14 2007 03:07 AM Automatic

SR AR

idle



B Bl SE A A AR Ry R SR SR E A

HEE

. JE1TCisco |IOSEX iy Catalyst 6500/60008YIEEE 802.1x 5 1282 5% 7= fi
. CatalystRX R HIACSERE SR

- RFC 2868:ik i 1A & & i §A th & X S RADIUS Il 1+

- BEE802.1x B PR

- LAN ERFEEM

- LAN XM EEM

. Fi il s7 B 4 - Cisco Systems



//www.cisco.com/en/US/products/hw/switches/ps708/products_configuration_example09186a00801d11a4.shtml?referring_site=bodynav
//www.cisco.com/en/US/products/sw/secursw/ps2086/products_white_paper09186a0080088890.shtml?referring_site=bodynav
http://www.ietf.org/rfc/rfc2868.txt?referring_site=bodynav
//www.cisco.com/en/US/docs/switches/lan/catalyst6500/catos/7.x/configuration/guide/8021x.html?referring_site=bodynav
//www.cisco.com/en/US/products/hw/switches/tsd_products_support_category_home.html?referring_site=bodynav
//www.cisco.com/en/US/tech/tk389/tsd_technology_support_category_home.html?referring_site=bodynav
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav

	運行CatOS軟體的Catalyst 6500/6000的IEEE 802.1x身份驗證配置示例
	目錄
	簡介
	必要條件
	需求
	採用元件
	慣例

	背景資訊
	設定
	網路圖表
	配置Catalyst交換機以進行802.1x身份驗證
	設定RADIUS伺服器
	將PC客戶端配置為使用802.1x身份驗證

	驗證
	PC客戶端
	Catalyst 6500

	疑難排解
	相關資訊


