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lcp scheduleﬁ@jﬂ%' , EH%*UFHFEEEIFH EI}”EIEH%'FEﬁo 1E , %L*EEF’EEJEIE%%HTFﬂHT , 1cp
schedul B AMERBHERKE, EBCPUERRBETEXNERRNNRE. REBRIEFRS
WERTTEMEAREANCPUER , REER /L AELEH,

DFC#show process cpu

PID Runtime (ms) Invoked uSecs 5Sec 1Min 5Min TTY Process

22 0 1 0 0.00% 0.00% 0.00% 0 SCP ChilisLC Lis

23 0 1 0 0.00% 0.00% 0.00% 0 IPC RTTYC Messag

24 0 9 0 0.00% 0.00% 0.00% 0 ICC Slave LC Req

25 0 1 0 0.00% 0.00% 0.00% 0 ICC Async mcast

26 0 2 0 0.00% 0.00% 0.00% 0 RPC Sync

27 0 1 0 0.00% 0.00% 0.00% 0 RPC rpc-master

28 0 1 0 0.00% 0.00% 0.00% 0 Net Input

29 0 2 0 0.00% 0.00% 0.00% 0 Protocol Filteri

30 8 105 76 0.00% 0.00% 0.00% 0 Remote Console P

31 40 1530 26 0.00% 0.00% 0.00% 0 L2 Control Task

32 72 986 73 0.00% 0.02% 0.00% 0 L2 Aging Task

33 4 21 190 0.00% 0.00% 0.00% 0 L3 Control Task

34 12 652 18 0.00% 0.00% 0.00% 0 FIB Control Task

35 9148 165 55442 1.22% 1.22% 1.15% 0 Statistics Task

36 4 413 9 0.00% 0.00% 0.00% 0 PFIB Table Manag

37 655016 64690036 10 75.33% 77.87% 71.10% 0 lcp schedular
762 0.00% 0.00% 0.00% 0 Constellation SP
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Supervisor Engine 188 X #128,0001E {5k B MR RELR. B2 , RIFMBEEEZNRER | BLEMK
B &8 E #£32,000%/120,000, TESupervisors5|Z2 | FIB%?&EEXI&‘EM EIPFCH, ZRETEZ
$256 000fE{% B ., ¥EEPFC3- BXLE’JSuperwsor%Ii?ZOiﬁﬂi?ﬂ 000,000fE=%= xR, —HEH 1tz
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Router#show processes cpu
CPU utilization for five seconds: 99.26%
one minute: 100.00%
five minutes: 100.00%

PID Runtime(ms) Invoked uSecs 5Sec 1Min 5Min TTY Process

1 0 0 0 0.74% 0.00% 0.00% -2 Kernel and Idle
2 2 245 1000 0.00% 0.00% 0.00% -2 Flash MIB Updat
3 0 1 0 0.00% 0.00% 0.00% -2 L2L3IntHdlr

4 0 1 0 0.00% 0.00% 0.00% -2 L2L3PatchRev

5 653 11737 1000 0.00% 0.00% 0.00% -2 SynDi

!I'-—- Output is suppressed. 26 10576 615970 1000 0.00% 0.00% 0.00% O L3Aging 27 47432 51696 8000
0.02% 0.00% 0.00% O NetFlow 28 6758259 1060831 501000 96.62% 96.00% 96.00% 0 Fib

29 0 1 0 0.00% 0.00% 0.00% -2 Fib_bg_task
I-—— Output is suppressed. CATOS% show mls cef
Total L3 packets switched: 124893998234
Total L3 octets switched: 53019378962495
Total route entries: 112579
IP route entries: 112578
IPX route entries: 1
IPM route entries: 0
IP load sharing entries: 295
IPX load sharing entries: 0
Forwarding entries: 112521
Bridge entries: 56
Drop entries: 2

I0S% show ip cef summary
IP Distributed CEF with switching (Table Version 86771423), flags=0x0
112564 routes, 1 reresolve, 0 unresolved (0 old, 0 new)
112567 leaves, 6888 nodes, 21156688 bytes, 86771426
inserts, 86658859
invalidations
295 load sharing elements, 96760 bytes, 112359 references
universal per-destination load sharing algorithm, id 8ADDA64A
2 CEF resets, 2306608 revisions of existing leaves
refcounts: 1981829 leaf, 1763584 node
I-—— You see these messages if the TCAM space 1is exceeded: $MLSCEF-SP-7-FIB_EXCEPTION: FIB TCAM
exception, Some entries will be software switched $MLSCEF-SP-7-END_FIB_EXCEPTION: FIB TCAM
exception cleared, all CEF entries will be hardware switched
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Router#show mls rate-limit
Rate Limiter Type Status Packets/s Burst
MCAST NON RPF Off - -
MCAST DFLT ADJ On 100000 100
MCAST DIRECT CON Off - -
ACL BRIDGED IN Off - -
ACL BRIDGED OUT Off - -
IP FEATURES Off - -
ACL VACL LOG On 2000 1
CEF RECEIVE Off - -
CEF GLEAN Off - -

MCAST PARTIAL SC On 100000 100

IP RPF FAILURE On 500 10

TTL FAILURE Off - -
ICMP UNREAC. NO-ROUTE On 500 10
ICMP UNREAC. ACL-DROP On 500 10

ICMP REDIRECT Off - -
MTU FAILURE Off - -
LAYER_2 PDU Off - -

LAYER_2 PT Off - -
IP ERRORS On 500 10
CAPTURE PKT Off - -
MCAST IGMP Off - -

Router (config) #mls rate-limit ?

all Rate Limiting for both Unicast and Multicast packets
layer2 layer2 protocol cases
multicast Rate limiting for Multicast packets
unicast Rate limiting for Unicast packets
~ = .
LA 2 &4 -

Router (config) #mls rate-limit layer2 1l2pt 3000

& ERFMACEFEEN B IRRREIFIMSFC , FREUATEHAPHRT

Router (config)#mls ip cef rate-limit 50000
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Router (config) #mls rate-limit all ttl-failure 15
! --- where 15 is the number of packets per second with TTL=1. !--- The valid range is from 10 to
1000000 pps.

fltn , iE=2netdr capturedV i it , HHEERIPv4 TTLA1:

Source mac 00.00.50.02.10.01 3644
Dest mac AC.A0.16.0A.B0.CO 4092
Protocol 0800 4094
Interface Gil/8 3644
Source vlan 0x3FD(1021) 3644
Source index 0x7(7) 3644
Dest index 0x380(896) 3654
L3

ipv4 source 211.204.66.117 762
ipv4d dest 223.175.252.49 3815
ipvd ttl 1 3656
ipv6 source - 0
ipv6e dest - 0
ipv6e hoplt - 0
ipve flow - 0

ipv6e nexthdr

SCPUt AT # %E%&EEUCPUE’JTTL =1MERE, ATRFIBREICPUNERTHE |, BEE
WRERRRFIEE. ERRFFTURHFHRERERCRRIUBENRBNERNTNRR, ER
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limit all ttl-failurem S ELEH -
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(S, Q) , METLUSERRERXNER RS EINetflowH/sFIBER B, EEBFERTNMHEELIE
RPF#& , EMSFC CPU ( £ 5 ) EEPIMEIS# 5, TR K BERESHREERERER
B (BERERPFNE LR R EERIERRE )

HERLEREF |, EATTERMN Catalyst 65007 BEFEZRMEEIERPFRE. WRIERPFRE , JTEREE
HEBERFBEREC.G)H(S, e , AtELEVERIBBRESAREZRENT, SEEREE
MK AHMSFCIRHERERERRE , EEEBACPUTEIRE, HNEIEERIRNERE—
fEEEHBRAYZ @ T E/VLAN |, BETERMSFCRICPURYSERPEREM B M A "Ny FRIRRIFERR
(HP "N, REHSBRTHRERNLANEE ), WRIRPFRENEXBBRENESEE , BT
REEEHCPURARS. BERRZVNZEBBEIRE.,



http://www.cisco.com/en/US/tech/tk365/technologies_tech_note09186a00809d16f0.shtml
http://www.cisco.com/en/US/tech/tk365/technologies_tech_note09186a00809d16f0.shtml
http://www.cisco.com/en/US/docs/ios/12_3t/12_3t14/feature/guide/gt_bnht.html
http://www.cisco.com/en/US/docs/ios/12_3t/12_3t14/feature/guide/gt_bnht.html

£ Catalyst 65007 , H—ERFABESIZE , AFFURBETRRE. EREBRT , WHEATARE
HEERGE BN ERPFRE, EREERIES TROME, TEAERACLINE . | HHR
BT EER AR (MAARAEIRES ) o tESh , A Catalyst 65000 BRI E B RS RETH
MSFCEEE AL B, BRIEERID CSCdr74908({”ﬁE“£HH§JE)EFE&LTltl:?ﬂ’ﬁo YRR
18, HAERHER EETFRPFERE , PIMEISHHTRERTHE, TRNERGR , WEAR
CEFSiNetflowty BB RAIFIQoS , FIR il B 4 B BE F M IS X I 4838 R O RPF .,

fECatalyst 6500 L E —EFBUEESIZE , AFFURERETIBR. LIETHAREREEREENA
WIERPFRE, A TERLBRAR , FE "REMAE., NEANELREFSREE , LLUBRETFR
B "REHER.) WZERE, FEUEESO NHES Uﬁ&?ﬁﬁﬁﬂFE’Jﬁﬁﬁﬁo ﬁtﬁFﬂxﬁﬁ—IFfiﬂ:CPUEEU
BERE , YAFEREZREIERPFRE,

AR FESUGEEEREERNE L, CEERARRERER (E3EXT-OEE) .

RSN T X UREESER

- REFHEEE A IPAR HE MY TUERES FH 25 R R
- ERPFRERE

showip &

%&showﬁ B CPUBERAEXR—ZEITE100%,. ZHshownn Sk  CPUERXREERS , BEEE
REBUAREE

Bl | & &3 Hshow tech-supportin S8 | E#iExecERBEASNVEEEN , AALtEHE D EER
B, B —R O Rshowh SN EERNCPUERRRE S,

show cef not-cef-switched T S R RATESHTEEFIMSFC (#EW, piBE, EMES ) UK
52083, flm

Switch#show cef not-cef-switched
CEF Packets passed on to next switching layer

Slot No_adj No_encap Unsupp'ted Redirect Receive Options Access Frag
RP 6222 0 136 0 60122 0 0 0
5 0 0 0 0 0 0 0 0
IPv6 CEF Packets passed on to next switching layer

Slot No_adj No_encap Unsupp'ted Redirect Receive Options Access MTU
RP 0 0 0 0 0 0 0 0
show ibc#Ishow ibc briefis w# RCPUBK %! , AT EESRCPUMEERFE A,
#}TRE

Cisco IOSERBEEHHExecETZE SR AW TTYAREE ( BHI4E, B, FERL ) LB, Ei
Exectt 2B EVTYERE ( Telnet@3E ) o ExecHERExecHEERETIEELIEFER , it , MR
FHMEREEESNELIER (SRER ) , AIEEXIEFERSEECPUER,

MRBBELEHEER T AEER , RlExecEENCPUR ARG, ERFNAERHFZFEER
ELERBREEHET R, RHRSERA —LCPUER !

- B2 I (Exec) , BRHSEEEF LER —E+HE.
- HIRVTYREE ( E#Exec ) , Telnet8RL4EABEAF TBE—BTCPER S,
LA /BEHMYIH T ExeclBHCPUSE AR SN — L RR :


https://tools.cisco.com/bugsearch/bug/CSCdr74908
http://tools.cisco.com/RPF/register/register.do
http://www.cisco.com/en/US/products/ps6552/products_white_paper09186a00800a4424.shtml
http://www.cisco.com/en/US/docs/switches/lan/catalyst6500/ios/12.2SXF/native/configuration/guide/mcastv4.html#wp1049755
http://www.cisco.com/en/US/docs/ios/ipswitch/command/reference/isw_s1.html#wp1118673

. ﬁﬁﬂﬁ]ﬂﬁﬁﬁﬂ@ﬁﬂﬁ§o f Fishow debugging SR ERHEE LR R ERBETMEEH,
{# Alogging console fF I nof X FERE Y L2 ?’““%‘JE Hiffic#k. BEBERFIELREEATE
KW H, Bl , show tech-supportsishow memoryd

. execB T ARIER T RENMBIRE. NREGEHRIABELRE , FERIERNEXecR, &
=RANRERIGLERAOEE (HINBHE ) X - LREHERNER , E'J#M‘TL&H—rEJtI:
FREE ERRE), W0SREXHES A ERR IR ARES ( Fﬁﬁé}irﬁ]TelnetﬂE HERGE)  NEREE
BRI HETHE B ENER LB Eno execin S, REE4IERE E’Jﬁ*#T‘ﬁ“é%EﬂtEﬁﬁ%CPUﬁ
JRHYExeciizE,

E#EExecERFHCPUSERAERREN —ETERER :

. Bl Telnet@SEMEANERARZ, EEEEXecERED , CPUFAXRBENRERERNEHREH
BEEETenetZFENERIBZ, KTenetBFEHTEH HB RN (HlWshow tech-support,
show memoryZ)iF , AIaE 2R EEEF RN . BiBshow tep vty <line number> T S A AR RS
BVTYEEERNERE,

L3E{LBRE
EL3Z{LERFER NetFIowﬁﬂ@HﬁHj(NDE)bEHjjtiiﬁndexﬁﬂ%} , CPUER R TREEZF]100%.
MBEBILEE , BREUTHESSEEEKRA

set mls nde destination-ifindex enable

set mls nde source-ifindex enable

MEMAELDT , ERSAFEANDEE LA B EMRifindexf, HEIBEBILERFNARRS , K
REVEHE B ENRfindexE#ITFIBEH, Rt , REW , EIBBILERES , CPUERAR
EF T7100%,

ATERILBE , FEANTHS

set mls nde destination-ifindex disable

set mls nde source-ifindex disable

EANTHTREE

. show mls cef summary
- show mls cef maximum-routes

BPDUL %

& R TTER SRR MR R RIRIRNF 2B IRE., MRRABSTP , S ERAERN/N
&, LEHSEFRKRAEE  RASRESTEHEBIETNAMARE,

ERERH , STPREVAENERNEIEMERE(IEEE 802.1D)REMN ZHHE , (BRSTPAEE
REM , UEEEEUT RN AR BB PRI ER

- FF%VLAN
. STPIZ R FF 2 3 i


http://www.cisco.com/en/US/docs/ios/12_2t/fun/command/reference/fft302.html#wp1020392
http://www.cisco.com/en/US/docs/ios/12_2t/fun/command/reference/fft302.html#wp1195601
http://www.cisco.com/en/US/docs/ios/12_2t/fun/command/reference/fft302.html#wp1147590
http://www.cisco.com/en/US/docs/ios/12_2t/fun/command/reference/fft302.html#wp1209815
http://www.cisco.com/en/US/docs/ios/12_2t/fun/command/reference/fft104.html#wp1017750
http://www.cisco.com/en/US/docs/switches/lan/catalyst6500/catos/8.x/command/reference/sh_ml_n.html#wp1122575
http://www.cisco.com/en/US/docs/switches/lan/catalyst6500/catos/8.x/command/reference/sh_ml_n.html#wp1495311

. BEERRE

. BT IEEE B8 ThRE
MBEEEREENEESRE&FTE K REBEESLEREEZSHWBPDU |, RITREEHZCPULL
EBPDUEE,

EFORELREE , FRTUTEERMESER

1. RERRREIEEIVLAN,

2. EFSTPRYIEERIRA , BIHIMST,

3. FrR IRV TEEE
SHEZEEMRRPEFEREEABENREER.

. IB{TCatOSH & M EHE Y Catalyst 4500/4000. 5500/5000F16500/6000F FI XN HIEE B
. 1T Cisco |IOS#X B iy Catalyst 6500/6000F 5| FlCatalyst 4500/4000 R A N FIEE R

SPANYE 3 PR B

B #ECatalyst 6000/6500 R FI X RBTAILEHE | SPANEXE R TS ETIRBRNREE , BUR
SPANEXRERAEEHRE/ L THEKELFIBFHEtherChannel , BITfE 2 MEESE FHWER, ME
ERTHREIEVLAN , AISE—SENTHER, IRERTETERE , JESE—SEMNT
EE#,

HEREELEERT , RSPANYIREAIREEEHOE  BRER LN A HIHE, WFEFMER ,
SPANYE B Er & 4+ FE & 32 T AR #2018 2

TREATNGER —ROERE  RATARRSEERT  BRCPUEEHBEEMENRRN
THRENEE. BREEEENTRESPANEE.

T
W

i

%CFIB-SP-STBY-7-CFIB_EXCEPTION :FIB TCAME % , E & B 5 EM3cift

$CFIB-SP-7-CFIB_EXCEPTION : FIB TCAM exception, Some entries will be software switched
$CFIB-SP-STBY-7-CFIB_EXCEPTION : FIB TCAM exception, Some entries will be software
switched

BBTCAMBW T AZEHER  SWWIEREE, ESEMCPUFERAEXSE., ERFIB TCAMKER

#l, TCAMiRE |, KSR EEFIEWFIB TCAMEE, EAMHEIEBTCAMFTIE BB, Hit , —t1E8
HOETEEEY)R, MRRAEDAIRETERR, TCAMEAERERER  KEAEHFHARKTHE

IRHEZIREE, mis cef maximum-routesin & Al IITCAMA Al Z & A & KB H

{i& Al & CPUM Catalyst 6500/6000 8. F F L4388 1Pv6 ACL

B Amls ipv6 aclB#Eub it B, MRIPve ACLEELAIGERIRICE , AIEEFALKGD. WRABA
WSS, IPVEARESHEETICPUEITHREBERE, EREATAREELT S,

SAMSPF

#Cisco ME 6500R % 2 K@t h |, SIESFPLLEMBERNSFPEEESHNEIRED , EiRS
TCPURIAXR,

Cisco |0S SXHMAF it T EEHESFPH B EE £,


http://www.cisco.com/en/US/products/hw/switches/ps4324/products_tech_note09186a0080094713.shtml
http://www.cisco.com/en/US/products/hw/switches/ps708/products_white_paper09186a00801b49a4.shtml#cg5
http://www.cisco.com/en/US/products/hw/switches/ps708/products_tech_note09186a008015c612.shtml#topic8-2
http://www.cisco.com/en/US/docs/ios-xml/ios/ipv6/command/ipv6-i5.html#GUID-BF5D586C-21E5-43A2-A598-9988DA89AB0A

#ia1k10S

EHITEMBELIOSE A Cisco Catalyst 6500 R 5z , —RCPUE AR SR IFEHBLIOSE
.

BRLIOSHEAREIHXINERSREEENIINNER, AEIAAZERE , BiElL

IOSHBHEHERLCPURMEBER , RECPUERTERBERRE, BR , EERIRERE
BIREF , RAB{CIOSE B FTHFAEN CPUR IE BB IFEELIOSE B PIEFERICPU,

BECPURIAR

MRCPUBEAEXE , 558 %% Hshow processes cpufi . B EEREME FHWCPUBRRUK
SEERNCPUHEEER,

Router#show processes cpu
CPU utilization for five seconds: 57%/48%; one minute: 56%; five minutes: 48%

PID Runtime (ms) Invoked uSecs 5Sec 1Min 5Min TTY Process
1 0 5 0 0.00% 0.00% 0.00% 0 Chunk Manager
2 12 18062 0 0.00% 0.00% 0.00% 0 Load Meter
4 164532 13717 11994 0.00% 0.21% 0.17% 0 Check heaps
5 0 1 0 0.00% 0.00% 0.00% 0 Pool Manager
! --- OQutput is suppressed. 172 0 9 0 0.00% 0.00% 0.00% 0O RPC aapi_rp 173 243912 2171455
112 9.25% 8.11% 7.39% 0 SNMP ENGINE
174 68 463 146 0.00% 0.00% 0.00% 0 RPC pm-mp

!l --- OQutput is suppressed.

Elt@HT  BCPURRARAS7% , FETCPUERRA48%, LR , ELA D LLLER XAE R,
CPUS TR B XM e B R hBFCPURIAX, moRHiHEamERAR MERNER, &
ERBEAT , REMRSNMPRER,

E#H1TCatOSHISupervisors|Z L | BIHII TR :

Switch> (enable) show processes cpu

CPU utilization for five seconds: 99.72%
one minute: 100.00%
five minutes: 100.00%

PID Runtime (ms) Invoked uSecs 5Sec 1Min 5Min TTY Process
1 0 0 0 0.00% -2 Kernel and Idle
2 2 261 1000 0.00% 0.00% 0.00% -2 Flash MIB Updat
3 0 0 0 0.00% -2 L2L3IntHdlr
0 1 0 0.00% .00% 0.00% -2 L2L3PatchRev
!--- Output is suppressed. 61 727295 172025 18000 0.82% 0.00% 0.00% -2 SptTimer 62 18185410
3712736 106000 22.22% 21.84% 21.96% -2 SptBpduRx
63 845683 91691 105000 0.92% 0.00% 0.00% -2 SptBpduTx

Eﬁtﬁtﬂq: y %_155*%%Kernel and Idle , Eﬁ/ﬁ?l’ﬁﬁCPUiﬁUFﬁ$o Etﬁ*%ﬁﬁﬁ% y B;%;FEM
REERGACPUBH. EARAIF |, socepanr<EREHCPUREAERE,

o

MRAEPEEEREFNCPUERARS , SR LUETHESIRYBELERETSNERERE, B2
, MRCPURREMEIXFICPUMEB S , IFEREERRBEENRE, HRE 7T AR BERE 5

‘t
IMEo



EETHEDRR , FEAUTEEME TR R AIWERBREEIETSCPUR ARKMN ]

event manager applet cpu_stats

event snmp oid "1.3.6.1.4.1.9.9.109.1.1.1.1.3.1" get-type exact entry-op gt entry-val "70"
exit-op 1lt exit-val "50" poll-interval 5

action 1.01 syslog msg "---——- HIGH CPU DETECTED----, CPU:$_snmp_oid_val%"

action 1.02 cli command "enable"

action 1.03 cli command "show clock | append diskO:cpu_stats"

action 1.04 cli command "show proc cpu sort | append diskO:cpu_stats"

action 1.05 cli command "Show proc cpu | exc 0.00% | append diskO:cpu_stats"

action 1.06 cli command "Show proc cpu history | append diskO:cpu_stats"

action 1.07 cli command "show logging | append diskO:cpu_stats "

action 1.08 cli command "show spanning-tree detail | in ieee|occurr|from|is exec | append
diskO:cpu_stats"

action 1.09 cli command "debug netdr cap rx | append diskO:cpu_stats"
action 1.10 cli command "show netdr cap | append diskO:cpu_stats"

action 1.11 cli command "undebug all"

SE® : debug netdr capture @S 7ECPUE MBS T T R B LR AT RA B (R IEMA .
ERDIEMTH  cSRESAZICPUN406EERE, Xt xTeLs , REE6500 L 5CPUM
ENBEETE, FERCPUEREASH.

AREEMABCPUN BN EAERIAIEA
AFNBE-LOEBERALRENERERNTE,
Cisco IOS® Rifikil

TECisco IOSE B8 , Supervisors5|Z L R RIEER B ASP , MSFCHEARP,

show interfacemn T EREFENEMRENNEREEZRNELEF. Zo T ERHAERITEES,

Router#show interface gigabitethernet 4/1
GigabitEthernet4/1 is up, line protocol is up (connected)
Hardware is C6k 1000Mb 802.3, address is 000a.42d1.7580 (bia 000a.42d1.7580)
Internet address is 100.100.100.2/24
MTU 1500 bytes, BW 1000000 Kbit, DLY 10 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA, loopback not set
Keepalive set (10 sec)
Half-duplex, 100Mb/s
input flow-control is off, output flow-control is off
Clock mode is auto



ARP type: ARPA, ARP Timeout 04:00:00
Last input 00:00:00, output 00:00:00, output hang never
Last clearing of "show interface" counters never
Input queue: 5/75/1/24075 (size/max/drops/flushes); Total output drops: 2
Queueing strategy: fifo
Output queue: 0/40 (size/max)
30 second input rate 7609000 bits/sec, 14859 packets/sec
30 second output rate 0 bits/sec, 0 packets/sec
L2 Switched: ucast: 0 pkt, 184954624 bytes - mcast: 1 pkt, 500 bytes
L3 in Switched: ucast: 2889916 pkt, 0 bytes - mcast: 0 pkt, 0 bytes mcast
L3 out Switched: ucast: 0 pkt, 0 bytes mcast: 0 pkt, 0 bytes
2982871 packets input, 190904816 bytes, 0 no buffer
Received 9 broadcasts, 0 runts, 0 giants, 0 throttles
1 input errors, 1 CRC, 0 frame, 28 overrun, 0 ignored
0 input packets with dribble condition detected
1256 packets output, 124317 bytes, 0 underruns
2 output errors, 1 collisions, 2 interface resets
0 babbles, 0 late collision, 0 deferred
0 lost carrier, 0 no carrier
0 output buffer failures, 0 output buffers swapped out

Hitmhd , EALUEIEAREBRFEIBRLAE , MIARE2BERMAE, ERTREWEELE

CPU,

5-4\
f"|||

ELERERERREENTERESERNS,

show processes cpuin T & &3

Router#show processes cpu | exclude 0.00
CPU utilization for five seconds: 91%/50%; one minute: 89%; five minutes: 47%

PID Runtime (ms) Invoked uSecs 5Sec 1Min 5Min TTY Process
5 881160 79142 11133 0.49% 0.19% 0.16% 0 Check heaps
98 121064 3020704 40 40.53% 38.67% 20.59% 0 IP Input
245 209336 894828 233 0.08% 0.05% 0.02% 0 IFCOM Msg Hdlr

MRHIREAREN , FFHr e BEXHTRS. KBUST  LEFIUATHS !

show buffers input-interface

Router#show buffers input-interface gigabitethernet 4/1 packet

Buffer information for Small buffer at 0x437874D4
data_area 0x8060F04, refcount 1, next 0x5006D400, flags 0x280
linktype 7 (IP), enctype 1 (ARPA), encsize 14, rxtype 1
if_input 0x505BC20C (GigabitEthernet4/1), if_output 0x0 (None)
inputtime 00:00:00.000 (elapsed never)
outputtime 00:00:00.000 (elapsed never), ognumber 65535
datagramstart 0x8060F7A, datagramsize 60, maximum size 308
mac_start 0x8060F7A, addr_start 0x8060F7A, info_start 0x0
network_start 0x8060F88, transport_start 0x8060F9C, caller_pc 0x403519B4

source: 100.100.100.1, destination: 100.100.100.2, id: 0x0000, ttl: 63,
TOS: 0 prot: 17, source port 63, destination port 63

08060F70: 000A 42D17580 ..BOou.
08060F80: 00000000 11110800 4500002E 00000000 ........ E..o.ooo..
08060F90: 3F11EAF3 64646401 64646402 003F003F ?.jsddd.ddd..?.?
08060FA0: 001A261F 00010203 04050607 08090A0B ..&.......o..o...
08060FBO: OCODOEOF 101164 ..... d

MBEFESPERZM | 8IE % E Hshow buffers input-interface i SRR EL HA, BERRERE
RP LA TﬂPﬁTx?ﬁE’Ji\T@ A A RPIEARIBEH 1T R IRBEARIE 2 #7285 (SPAN) FEEY,

]



i AR ET R ERERTIMCPUR ARMFFMEN , FSRUTXE !
- Ciscolg 28 L SCPUME AR HMEHRN_"ARF B EHSCPURRAE, &85

SPAN RPERHISPHE R

Cisco IOSE R iR A%12.1(19)EF B # Ak A< 32 it 18 A 1A Cisco |IOSEX B8 F RPZ SPEFRIEHISPAN,
kijt ﬂ EE&&Z

test monitor session 1-66 add {rp-inband | sp-inband} [rx | tx | bothl]

¥ Cisco IOSEREE12.2 SXARAfE A LA T 5B

test monitor add {1..66} {rp-inband | sp-inband} {rx | tx | both}

BE : WHSXHARA , 2478 {F Fimonitor sessionf i S RELE A SPANS S , REFERA LGS
SPANE:EEECPUHEIHH -

source {cpu {rp | sp}} | single_interface | interface_list | interface_range
mixed_interface_list | single_vlan | vlan_list | vlan_range | mixed_vlan list} [rx | tx | bothl

AEE  IFEELERTHFEE
SPAN ( SPANEREER ) .

%II

a2 [ Catalyst 6500/% 7 12.2SX B8 3R E 6 A WU ERE A #th

AT RRPIZ2 I EAYRA]

Router#monitor session 1 source interface fast 3/3
!--- Use any interface that is administratively shut down. Router#monitor session 1 destination
interface 3/2

B, BRISPEGIE, UT2EA

Router-sp#test monitor session 1 add rp-inband rx

X : 7£Cisco 10S 12.2 SXKRAH |, Zinw 2 E kA AlZimonitor add 1 rp-inband rx.

Router#show monitor

Session 1

Type : Local Session

Source Ports :

Both : Fa3/3

Destination Ports : Fa3/2

SP console:

Router-sp#test monitor session 1 show


http://www.cisco.com/en/US/docs/switches/lan/catalyst6500/ios/12.2SX/configuration/guide/span.html#wp1109488
http://www.cisco.com/en/US/docs/switches/lan/catalyst6500/ios/12.2SX/configuration/guide/span.html#wp1109488

Ingress Source Ports: 3/3 15/1
Egress Source Ports: 3/3
Ingress Source Vlans: <empty>
Egress Source Vlans: <empty>
Filter Vlans: <empty>
Destination Ports: 3/2

IR : £Cisco 10S 12.2 SXrAH |, o EE XA B B8 show 1,

LU RSPHHIE LR RA

Router-sp#test monitor session 1 show
Ingress Source Ports: 3/3 15/1

Egress Source Ports: 3/3

Ingress Source Vlans: <empty>

Egress Source Vlans: <empty>

Filter Vlans: <empty>

Destination Ports: 3/2

CatOS R B g

HREFITCatOSKR K EXBEAI3THEET |, Supervisor engine#1TCatOS , MSFC#1TCisco IOSE B,

IR 83 Hshow macin & , R AT LEEEAZIMSFCHIE S, E15/12FEIMSFCHISupervisor5|
LR

Af : AFE2HEE S| EMNER16/1,

Console> (enable) show mac 15/1

Port Rcv-Unicast Rcv-Multicast Rcv-Broadcast
51 103576 o .
Port Xmit-Unicast Xmit-Multicast Xmit-Broadcast
N s o 0
Port Rcv-Octet Xmit-Octet

sa 1eseszto 0

MAC Dely-Exced MTU-Exced In-Discard Out-Discard

15/1 0 - 0 0
HEFREG MR RERBHEEZIMSFC , ESEHCPUERARE, REBETUBBUTHR
H"BHS -

. SPAN MSFCE##3£15/1516/1
. SPAN sc0

SPAN MSFCiE#R#15/15%16/1

B RFRAMSFCERIE15/1 (H16/1) , BB M#bE Z KB EFIEHNSPANEERER,
AT 2EH -



Console> (enable) set span 15/1 5/10
Console> (enable) show span

Destination : Port 5/10

Admin Source : Port 15/1

Oper Source : None

Direction : transmit/receive

Incoming Packets: disabled

Learning : enabled

Multicast : enabled

Filter -

Status : active

MR EEERIES/ M0 L UEE R ER BN |, BB R BRI ERE R ERZEMSFCHIEMSFCE

B ERT, SPANEXREREREANX , UEEBUEB Wit AMSFC, MARRKEMRMSFCHHE S,
SPAN sc0

B3 BscOM H ARIRIHSPANMEREREE , LUEREELEI 1 Supervisor Engine CPURYFAHE

Console> (enable) set span ?

disable Disable port monitoring

sc0 Set span on interface sc0
<mod/port> Source module and port numbers
<vlan> Source VLAN numbers

AE  HRARERBEEOSM) |, EEHITREASPANREEL

Bl

Supervisor5| ZCPURI AR W AR M IER BN, B2 , BULAREEENE R
Supervisor5| ZHCPURI A X,

1. EEBEEREEXNEHNRBERRE D , ARBMEZEE ESupervisor5| BCPURIA R, 5
AEMEERERTZENCPURIAE,

2. EBRCPUB AR MER , FERIUTHEE . MEREEENIARES ? ELREHEHZNER
EETR?CPUSEAXREE " ESRER?IEREFELESEAREE , ARIREIELFK
EWIER ? MBFESFEREEIUEL(TCN)?E : BASTP PortFasti A BB 8 5t 4
EEEHTCN, EEBFHR/NVLANF R R EBESHERSEABRE? REM L REEBSNER
TRE , HIZISNMPEREE ?

3. ZECPU AR RHIM (CPUBHRERFART5%E ) , WEMTHSHEE : show
clockf# Rhx4sshow processes cpu sortedshow proc cpu historyf 7 H§&

4. ETRE , SEEVLIANEEEEFHEERNRE (LHREENEERE ) VLANRERE, t3E
REN RHIITIEIPX RIP/IRIEE S E(SAP), AppleTakMEMERERE, LHLERETESE
ESupervisor5|ZBCPURIA X , MBEMRRER T TS T8 IRMEE EERE,

5. MRCPURERPEEFREMETE S A FREZRERME , URREHEENER, A7
i 3/ B | 554 A Utilities and Tools to Determine The Traffic That Punted to the CPU ( AR
BMECPUREMERERNIER ) —HFNBENERER,

HEREA



http://www.cisco.com/en/US/docs/ios/12_2/configfun/command/reference/frf012.html#wp1020137
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