EARL 8% &SR8 : LOUs, L40psHICapmapi&
NITARE

B &

SN

BEREH

EXCapmap&RMLOUE 7728

ZphH#1 — EBTCPIZEFRIACL
RHIF#2- 100% LOUE Z85fE A
ZHIFFEH#3 — FHL40psHI QoSTER ERET
RHI#4 — EHEBRBACLEFCAPMAPR(ES

msr

FERKRPBEEFE T (LOVU)ME4EEE (L40ps) (AR KR EH ElcapmapkH. EREMES
R, EELBERTEREIWEREFI AR CEZMHELERTHEBHNRE.

Classification Manager(CM)EE 2 =8 AR A EuFEFEH(TCAM)FIMEEEER ( MZEE. LOU,
capmapf& B %’ ) o THEEEEER(FM)FMQoSEE R (QM)EACMIRBHTCAMER B ETENERFTUX
#Cisco 10S® 17 H 455 8 (ACL) I PR 1§ B E (QoS) T AL

HRER

LOUsHIL4Ops - LOUsR KB BEE T , EETREFE , ARG IFEACLMVLAN, R 45EE
(VACL)H 18 E I TCP/UDP# % {operator , operand}itfl,. ELTiHtBIEAEL4Ops, FHlan , MR
A& EMXEE MY gt 10238 |, BlITiEAEE A{gt , 1023},

L4Ops — SE4B#ER1E,

Capmapik — B HHRAIL40ps#FZ N ERETEILOUE Z23 |, HcapmapX P WK ESIH. =@
capmapZx #HE —E10M@ KB ( — @A Rdirection , &R 4I TRA9E ) (L4Ops), CapmapH
TCAMEE X H £ 5|,

EMETCAM , AFIB;BETCAMESKER., SETCAMAE —{E2E20001E B WE EL K, H
REBETCAMESKER , LEE41NEE — NEERYME| —{BcapmapikB. E25
: 1=2049=4097=6145,

HA L  EEWRBTCAMER1. 2049, 4097F6145E AME M capmap®sl, HRAEEEE , B
Hi]‘TCAM*“ﬁ RN ERERER T EE, BERIENTCAMERNBRA2K ( ERERER 2
2048%F ) , EEKRELEASERA1,2049, 4097, 6145, 2,2050, 4098, 6146FF 3,

LA, #—Bth , EETCAMD B R FEScapmapREER, LA TEHI R LE R (E B BREEERID
CSCU00266). M T EE RSB ERRNEVLAN 1F1/ EVLAN 280 FEACL (a1fla2 ) , I FAF
N
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Sup2T(confi g)#ip access-list extended al

Sup2T(config-ext-nacl)# permt ip
Sup2T(config-ext-nacl)# permt ip
Sup2T(config-ext-nacl)# permt ip
Sup2T(config-ext-nacl)# permt ip
Sup2T(config-ext-nacl)# permt ip
Sup2T(confi g- ext - nacl ) #exi t

Sup2T(confi g)#int vlan 1
Sup2T(config-if)#ip access-group
Sup2T(config-if)#exit

host
host
host
host
host

il
il
e
e

al in

Sup2T(confi g)#ip access-list extended a2

Sup2T(config-ext-nacl)# permt ip
Sup2T(config-ext-nacl)# permt ip
Sup2T(config-ext-nacl)# permt ip
Sup2T(config-ext-nacl)# permt ip
Sup2T(confi g- ext - nacl ) #exi t

Sup2T(confi g) #int vlan 2
Sup2T(config-if)#ip access-group
Sup2T(config-if)#end

THRELNHENTCAM:

host 1.
host 1.
host 1.
host 1.

PEPEE
EEPREE
NN

a2 in

any
any
any
any
any

any
any
any
any

dscp
dscp
dscp
dscp
dscp

dscp
dscp
dscp
dscp

a b wWNBE

csl

Sup2T#show platform hardware acl entry interface vlan 1 security in ip detail

m s_i f_i ndex: 20000001 dir:0 feature:0 proto: 0

pass#0 features
UAPRSF: U-urg, A-ack, P-psh, Rrs

|-ifelofe
's' neans set; 'u' means unset;

t, Ssyn, F-fin
M.GFl: M npls_plus_ip_pkt, L-L4_hdr_vid, G gpid_present, F-global _fnt_match,

'-' means don't care

| | NDEX LABEL FS ACOS AS | P_SA
| P_DA DST_PORT F FF L4PROT TCP-F: UAPRSF M.GF
RSLT CNT

fno:0

tcam B, bank:0, prot:0 Aces

IV 16366 2049 O 0 0 1.1.1.1
-0 O 0 S dscp=5

0

I M 16366 Ox1FFF 0 0x00 0x000 255.255. 255. 255
-0 O 0x0

IV 16367 2049 O 0 0 1.1.1.1
-0 O 0 S dscp=4

0

I M 16367 Ox1FFF 0 0x00 0x000 255. 255. 255. 255
-0 O 0x0

IV 16368 2049 O 0 0 1.1.1.1
-0 O 0 S dscp=3

SRC_PORT
O her L40OPs
- 0.0.0.0
0x0000000000000038
- 0.0.0.0
- 0.0.0.0
0x0000000000000038
- 0.0.0.0
- 0.0.0.0
0x0000000000000038



-0 O 0x0

IV 16369 2049 O 0 0 1. 1.
-0 O 0 D dscp=2;

0

I M 16369 Ox1FFF 0 0x00 0x000 255. 255. 255.
-0 O 0x0

IV 16370 2049 O 0 0 1. 1.
-0 O 0 D dscp=1;

0

I M 16370 Ox1FFF 0 0x00 0x000 255. 255. 255.
-0 O 0x0

IV 16371 2049 O 0 0 0.0.
-0 O 0 S -
0

I M 16371 Ox1FFF 0 0x00 0x000 0. 0.
-0 O 0x0

M 16368 Ox1FFF 0 0x00 0x000 255. 255. 255.

255

1.1

255

1.1

255

0.0

0.0

- 0.0.0.0

- 0.0.0.0
0x0000000000000038

- 0.0.0.0

- 0.0.0.0
0x0000000000000038

- 0.0.0.0

- 0.0.0.0
0x0000000040000038

- 0.0.0.0

Sup2T#show platform hardware acl entry interface vlan 2 security in ip detail

m s_i f_i ndex: 20000002 dir:0 feature:0 proto:0

pass#0 features
UAPRSF: U-urg, A-ack, P-psh, Rrst, S-syn, F-fin

M.GFl: M npls_plus_ip_pkt, L-L4 _hdr_vid, Ggpid_present, F-global _fnmt_match, |-ife/ofe
's' nmeans set; 'u' neans unset; '-' neans don't care

| | NDEX LABEL FS ACOS AS | P_SA SRC_PORT

| P_DA DST_PORT F FF L4PROT TCP-F: UAPRSF MLGFI O her L40OPs

RSLT CNT

fno: 0

tcam B, bank:1, prot:0 Aces

IV 32738 4097 O 0 0 1.1.1.2 - 0.0.0.0
-0 O 0 N dscp=9; 0x0000000000000038
0

I M 32738 Ox1FFF 0 0x00 0x000 255.255. 255. 255 - 0.0.0.0
-0 O 0x0

IV 32739 4097 O 0 0 1.1.1.2 - 0.0.0.0
-0 O 0 N dscp=8; 0x0000000000000038
0

I M 32739 Ox1FFF 0 0x00 0x000 255.255. 255. 255 - 0.0.0.0
-0 O 0x0

IV 32740 4097 O 0 0 1.1.1.2 - 0.0.0.0
-0 O 0 N dscp=7; 0x0000000000000038
0

I M 32740 Ox1FFF 0O 0x00 0x000 255.255. 255. 255 - 0.0.0.0
-0 O 0x0

IV 32741 4097 O 0 0 1.1.1.2 - 0.0.0.0
-0 O 0 N dscp=6; 0x0000000000000038
0

I M 32741 Ox1FFF 0O 0x00 0x000 255.255. 255. 255 - 0.0.0.0



-0 O 0x0

IV 32745 4097 O 0 0 0.0.0.0 0.0.0.0
-0 O 0 - e - 0x0000000040000038
0

I M 32745 Ox1FFF 0 0x00 0x000 0.0.0.0 - 0.0.0.0
-0 O 0x0

P EAE T HEVLAN 1 TCAMZE 52049 , D BN EVLAN 2 TCAMIZE 54097, EEREIEM
1ﬁﬁﬁﬁé*ﬁﬁﬁ’ﬂcapmapiﬂlﬁ?ﬁvﬁmoﬁz‘t B FHLOUE 1788,

I

BOLERAU T SHEEIER (ACLa1FERMEACE , ACL a2H EMEACER NEEXEERE
HmKkE® ) -

Sup2T#show platform hardware acl capmap tcam B label 4097
Har dware Capmap Table Entry For TCAM B. Free itenms are not shown

Index  Loc[9] ([8] [7] [6] [5] [4] [3] [2] [1] [0]

1 212 10 9 8 7 6 5 4 3 2

Sup2T#show platform hardware acl capmap tcam B label 2049
Har dware Capmap Table Entry For TCAM B. Free itenms are not shown

Index  Loc[9] ([8] [7] [6] [5] [4] [3] [2] [1] [0]

1 212 10 9 8 7 6 5 4 3 2

BE, EEERE , IRECERAIEELENHEHRES —EERLIOpHIFHE I HIRKE (ACE) ( £1
BE) , fi“\ﬂ—:ﬂﬂlﬁJNo free capmap entry available$& 5

Sup2T(config)#i p access-list extended a2
Sup2T(config-ext-nacl)#permt ip host 1.1.1.2 any dscp 10
Sup2T(confi g- ext - nacl ) #end

*Sep 16 14:57:55.983: %EARL_CM-5-NOCAPMAP: No free capmap entry available
*Sep 16 14:57:55.991: %MCORE- 4- RACL_REDUCED: I nterface Vlan2 routed traffic
will be software switched in ingress direction. L2 features may not be applied
at the interface

EEENHRBRERMENE  EVUASERRMEERE. CPURARSIUREMEERBE.

BHEE : B THAREE , 5IA T EREEERID CSCu00266, balkﬁﬁmkﬁﬁaﬁ{bmmmﬁ
BWrmrN. BE, BRE20484F 2 B — B Bt 5 B TCAMEZR (2, 3. 4, 5% ) ,
TRE2KH B+ 2 Eﬂo EEKZEcapmapX T BREERBHEA,

smacfE , HEMERER &  LOULRERN. HBE104ELOUTHER :

Sup2T#show platform software acl lou
LOUs Regi sters (shadow copi es)

I ndex Type A QJ A Val A Cnt B QJ B _Val B_Ont
OPKT_Q0Ss A Ais free. NEQ 0 1
DST_PORT LT 81 2 Bis free.

1

2 B & A are free
3 B& A are free
4 B & A are free


https://tools.cisco.com/bugsearch/bug/CSCuo02666

5 B &Aare free

6 B & A are free

7 B & A are free

8 B & A are free

9 B & A are free
10 B & A are free
11 B & A are free
12 B & A are free
13 B & A are free
14 B & A are free
15 B & A are free

*sni p*

95 B & A are free
96 B & A are free
97 B & A are free
98 B & A are free
99 B & A are free
100 B & A are free
101 B & A are free
102 B & A are free
103 B & A are free

BERCapmap®RALOUE 728

EEXBEZEBLARERS FEHCapmapk, 2 , EDREAEE(DSCP)/ RIS LEEI(CoS)ERY T
B4R A —{EL40p, U TR —EFENEHI(FEHIEEERREEERID CSCuo0266H 2 TR A
), AEREREBINEERER L

Sup2T#show ip access-lists a3
Ext ended | P access |list a3
10 permit ip host 192.168.1.1 host 192.168.1.2

I have this applied to interface VLAN 1.

Sup2T#show run int vlan 1
Bui | di ng configuration..

Current configuration : 84 bytes

!

interface M anl

i p address 192.168.1.1 255.255.255.0
ip access-group a3 in

end

IS EIERE ATCAM:

Sup2T#show platform hardware acl entry interface vlan 1 security in ip
m s_i f_i ndex: 20000001 dir:0 feature:0 proto:0

pass#0 features

fno: 0

tcam B, bank:1, prot:0 Aces


https://tools.cisco.com/bugsearch/bug/CSCuo02666

Perm t ip host 192.168.1.1 host 192.168.1.2
L3_Deny ip any any

Sup2t - MAl. 7#show platform hardware acl entry interface vlan 1 security in ip detail
m s_i f_i ndex: 20000001 dir:0 feature:0 proto:0

pass#0 features

UAPRSF: U-urg, A-ack, P-psh, Rrst, S-syn, F-fin

M.GFl: Mnpls_plus_ip_pkt, L-L4 _hdr_vid, Ggpid_present,F-global _fnmt_match, |-ife/ofe
's' nmeans set; 'u' neans unset; '-' neans don't care

| I NDEX LABEL FS ACOS AS | P_SA SRC_PORT
| P_DA DST_PORT F FF L4PROT TCP- F: UAPRSF MLGFI O her L40OPs

fno: 0

tcam B, bank:1, prot:0 Aces

IV 32741 2 0 0 0 192.168.1.1 - 192.168.1.2
-0 O 0 - e - 0x0000000000000038
0

I M 32741 Ox1FFF 0 0x00 0x000 255. 255. 255. 255 - 255.255. 255. 255
-0 O 0x0

IV 32745 2 0 0 0 0.0.0.0 - 0.0.0.0
-0 O 0 - e - 0x0000000040000038
0

I M 32745 Ox1FFF 0 0x00 0x000 0.0.0.0 - 0.0.0.0
-0 O 0x0

Capmap&RBIBTCAMEZER AR GHITEI . &7 LU Ashow platform software [hardware] acl
capmap tcam <> label <> TR TCAMEZE RBB U TCAMER N HER ( EBNEE ),

Sup2T#show platform hardware acl capmap tcam B label 2
Har dware Capnmap Table Entry For TCAM B. Free itens are not shown

Index  Loc[9] ([8] [7] ([6] [5] [4] [3] [2] [1] [0Q]

1 212 0 0 0 0 0 0 0 0 0

FcapmapXRP R EANEBIBEETAARE. EEMNACLRELAOps; FEE£capmapk P LK E

o

HELACEE A :

Sup2T#show ip access-lists a3
Ext ended | P access |list a3
10 permit tcp host 192.168.1.1 host 192.168.1.2 eq www

BE-T+MERX.

Sup2T#show platform software acl capmap tcam B label 2



Shadow Capmap Table Entry For TCAM B

Qutput in a RST/INV/CNT format: RST - result value; INV - inverted;
CNT - aggregated reference account;

CBF - nunber of free cap bits (one per entry);
Free itens are not shown

| ndex CBF [9] [ 8] [7] [ 6]
[5] [4] [3] [2] [1]
[0]
1 9 Reserved Free Free Free
Free Free Free Free Free
Free

MR EZEZE A port-number , BIE &t AL40p,

HHESRA :

Sup2T#show ip access-lists a3
Extended | P access |ist a3
10 permt tcp host 192.168.1.1 host 192.168.1.2 gt www

BXwEcapmapik :

Sup2T#show platform software acl capmap tcam B label 2
Shadow Capnmap Table Entry For TCAM B

Qutput in a RST/INV/ICNT format: RST - result value; INV - inverted;
CNT - aggregated reference account;

CBF - nunber of free cap bits (one per entry);
Free itens are not shown

| ndex CBF [9] [ 8] [7] [ 6]
[ 5] [4] [3] [2] [1]
[0]
2 8 212/0/1 Free Free Free
Free Free Free Free Free 3/1/1

capmapXRFIREE —EFE . ACEEEit BcapmapXRFHI3/1/1, EEKXARST/INV/ICNT, E#E
FIRSTIEEHLLL40OpZ EZIWELOUE FE+ , WHACNTHR T LLLOUNR & 58 ( FBERAE I
EITEHMENE ) o BREUTE L UBRFZNAEHRSTERILES|

Sup2T#show platform software acl capmap mapping

L4op_sel val ue Ref er ence

o ------ LOUO B register
i LOUO A register
2 - LOUL B register
R LOUL A register



206 ----- LOUL103 B register

207 ----- LOUL103 A register

208 ----- G obal format match for gl obal acl
209 ----- Group id present

210  ----- L4 _hdr_vid

211 ----- Mol s_pl us_i p_pkt

212 ----- ifelofe for direction

(213-223) ---- Reserved

(224-239) 16 TCP flags map

(240- 255) 16 | Pv6 ext header map

B L EE 0EI’JL4op sel{E1E§mLOUOBE 787 , 1TWLOUOAE 7851 , 2MLOU1IBE 781 , 3
LOUIBEFRELZ, ATFSREEERAR. BECEE UJ«ATW%‘ MNBaHERER.

FElE P |, SR RLAOpHEXRFTEILOUIAT 7. MREERBLOVEFSHRNAR , BTN
R LAOpH N RRGTHLE ¢

Sup2T#show platform software acl lou
LOUs Regi sters (shadow copi es)

I ndex Type A Op A Val A Cnt B q) B _Val B_Cnt
OPKT _ Q0S @ Ais free. NEQ 0 1
1 DST PORT LT 81 1 Bis free.

2 B & A are free
3 B & A are free
4 B & A are free

*sni p*

Sup2T#show platform hardware acl lou
Dumpi ng h/w | ou val ues

Index lou_mux_sel A _Opcode A _Vvalue B Opcode B Value

0 7 NEQ 0 NEQ 0
1 1 LT 81 NEQ 0
2 0 NEQ 0 NEQ 0
3 0 NEQ 0 NEQ 0

*sni p*

BRLLER , ELOUEFSRH , —E(gt, X)TABERXRIALT, X+1),

Mgt : REKL4AOpsERARNEE , T2 ERXRFTIILOVEEESSP, MRMFEHLIOpsEIL
ACL (REEMERANNTEMACL) , BIETF2KEHAML40OpsERRFTEILOUE 288+,

RAEVLAN 1 RIERACL , RAERBXBBLOUE 728

Sup2T(config)#int vlian 1
Sup2T(config-if)#no ip access-group a3 in

Sup2T#show platform software acl lou
LOUs Regi sters (shadow copi es)

I ndex Type AOp A Val A Cnt BOp B Val B _Cnt



OPKT_Q0s G Ais free.
1 B & A are free
2 B &Aare free
3 B&Aare free
4 B & A are free

NEQ 0 1

*sni p*

Sup2T#show platform hardware acl lou
Dunpi ng h/w | ou val ues

Index lou_mux_sel A Opcode A Value B _Opcode B Value
0 7 NEQ 0 NEQ 0
1 1 NEQ 0 NEQ 0
2 0 NEQ 0 NEQ 0
3 0 NEQ 0 NEQ 0
*sni p*

RPIwH#1 — EBTCPEREMNACL

TCPERFERELOUE FREBRN DB — BB %RE TR, BINE

capmap mapping@s SRR LLEEE | I TFATR ¢

Sup2T#show platform software acl capmap mapping

L4op_sel val ue Ref erence
o ------ LOUO B register
i LOUO A register
A LOUL B register
I LOUL A register
206 ----- LOUL103 B register
207 ----- LOUL03 A register
208 ----- d obal format match for gl obal acl
209 ----- Group id present
210  ----- L4_hdr _vid
211 ----- Mol s_pl us_i p_pkt
212 - ifelofe for direction
(213-223) Reserved
(224-239) -—— 16 TCP flags map
(240- 255) 16 1 Pv6 ext header map
L4op_sel{f224-2397] AR TCPAZE:S |
W5l FREREAIE — B, LWACLHERA :

Sup2T(config)#i p access-list extended al3
Sup2T(confi g-ext-nacl )#permt tcp host 192.168.13. 10 host
Sup2T(confi g- ext - nacl ) #exi t

A& A Ut FE A TEVLAN 13:

Sup2T(config)#int vlian 13
Sup2T(config-if)#i p access-group al3 in
Sup2T(config-if)#end

18show platform software acl

ERGRHT —ATHERN 6EEFSR, LTR—ENE

192. 168. 13. 20 syn



Sup2T#show platform hardware acl entry interface vlan 13 security in ip detail
m s_i f _i ndex: 2000000D dir:0 feature:0 proto:0

pass#0 features
UAPRSF: U-urg, A-ack, P-psh, Rrst, S-syn, F-fin

M.GFl: Mnpls_plus_ip_pkt, L-L4 _hdr_vid, Ggpid_present, F-global _fnmt_match, |-ife/ofe
's' means set; 'u

means unset; - means don't care

| I NDEX LABEL FS ACOS AS | P_SA SRC_PORT
| P_DA DST_PORT F FF L4PROT TCP- F: UAPRSF MLGFI O her L40OPs

fno: 0

tcam B, bank:1, prot:0 Aces

IV 32545 13 0 0 0 192. 168. 13. 10 - 192. 168. 13. 20
-0 O 1 ANY: ----8- ----- - 0x0000000000000038
0

I M 32545 Ox1FFF 0 0x00 0x000 255. 255. 255. 255 - 255.255. 255. 255
-0 O OxF

IV 32546 13 0 0 0 192. 168. 13. 10 - 192. 168. 13. 20
-1 0 1 - e - 0x0000000000000038
0

I M 32546 Ox1FFF 0 0x00 0x000 255. 255. 255. 255 - 255.255. 255. 255
-1 0 OxF

IV 32547 13 0 0 0 0.0.0.0 - 0.0.0.0
-0 O 0 - e - 0x0000000040000038
0

I M 32547 Ox1FFF 0 0x00 0x000 0.0.0.0 - 0.0.0.0
-0 O 0x0

Sup2T#show platform software acl capmap tcam B label 13
Shadow Capmap Table Entry For TCAM B

Qutput in a RST/INV/CNT format: RST - result value; INV - inverted;
CNT - aggregated reference account;

CBF - nunber of free cap bits (one per entry);
Free itens are not shown

| ndex CBF [9] [ 8] [7] [ 6]
[ 5] [4] [3] [2] [1]
[0]
13 8 212/0/1 Free Free Free
Free Free Free Free Free 224/0/1

FLROIF , TCPERFHEARTEEFER2247F ( EWERARTCPERNE—TRHERFSH ) -
HENR AT RS EHETCPERNTCPR ( FEEXACE ) B IE,



#% 5% —{EACE#TE ZIEBIACL a13, ©EEEETEMNTCPERR :

Sup2T(confi g) #ip access-list extended al3
Sup2T(confi g- ext-nacl ) #permit tcp host 192.168.1.1 host 192.168.1.2 ack
Sup2T(confi g- ext - nacl ) #exi t

MEB/XEHRcapmapk , BFEEINFERSE —EBTCPEF:S :

Sup2T#show platform software acl capmap tcam b label 13
Shadow Capmap Table Entry For TCAM B

Qutput in a RST/INV/ICNT format: RST - result value; INV - inverted;
CNT - aggregated reference account;

CBF - nunber of free cap bits (one per entry);
Free itens are not shown

| ndex CBF [9] [ 8] [7] [ 6]
[ 5] [4] [3] [2] [1]
[0]
13 7 212/0/1 Free Free Free
Free Free Free Free 225/0/1 224/0/1

R R |, B ERET R IRBER ’TE’J R SEER |, BERBIMNTCPEESS , WA B
TR, L,mﬂ*% HRASEES , BEUER— ﬂﬁlcapmapﬂ%Eo EHE—F KA , RN LFE
, ZRHIACL T B HE - A BAEER , TRIEEZEE| capmapBRE] ( 16{EESETCP R I ) o

BATCPES , LUEEZITCPEZRMBHILIBIRBENER. UTEHHIERE TIER100%MTCPEE
MERAR  EREFLEBACLEYEAEERZFTEMNAEVLAN , IR :

Sup2T#show platform hardware capacity acl

Cl assification Mgr Tcam Resour ces

Key: Ttlent - Total TCAM entries, QSent - QS TCAM entries, LOU - LQOUs,
RBLent - RBACL TCAM entries, Lbl - Labels, TCP - TCP Fl ags,
Dstbl - Destinfo Table, Ethcam - Ethertype Cam Tabl e,
ACTt bl - Accounting Table, V6ext - V6 Extn Hdr Table

Modul e Ttl ent QoSent RBLent Lbl LOU Tcp Dstbl Ethcam ACTtbl V6ext

1 3% % 0% 1% 96% 100% 1% 0% 0% 0%
3 3% % 0% 1% 96% 100% 1% 0% 0% 0%
4 3% % 0% 1% 96% 100% 1% 0% 0% 0%
6 3% 7% 0% 1% 96% 100% 2% 0% 0% 0%

HEEERE , MREREEMME—NTCPERR (REERAM—NTCPEFNES ) KES — &
ACLILISE AR E | BISASH M TCPER (HEFWEE ) BARFETCPE R, BR
, RETANEREFR. £EEBRT  EUNAGEEENH.

Sup2T(config)#i p access-list extended a29
Sup2T(confi g-ext-nacl)#permt tcp host 192.168.1.1 host 192.168.1.2 psh rst

Sup2T(config-if)#int vlian 29
Sup2T(config-if)#i p access-group a29 in



*Oct 6 13:57:47.612:
will be software switched in ingress direction.
at the interface
Sup2T#show platform hardware acl entry interface vlan 29 security in ip
m s_i f_i ndex: 2000001D dir:0 feature: 0 proto:0

pass#0 features

fno: 0

tcam B, bank:1, prot:0 Aces

Bridge ip any any

= PIFH#2- 100% LOUE iz EH

%FMCORE-4-RACL_REDUCED: Interface Vlan29 routed traffic
L2 features may not be applied

et , LOURERER — S AlRERELERNZRE, BAUEAUL T SEZELOUEAE
o
Sup2T#show platform hardware capacity acl
Cl assification Mgr Tcam Resources
Key: Ttlent - Total TCAM entries, QSent - QS TCAM entries, LOU - LOUs,
RBLent - RBACL TCAM entries, Lbl - Labels, TCP - TCP Fl ags,
Dstbl - Destinfo Table, Ethcam - Ethertype Cam Tabl e,
ACTtbl - Accounting Table, V6ext - V6 Extn Hdr Table
Modul e Ttlent QoSent RBLent Lbl LoU TCP Dstbl Ethcam ACTtbl V6ext
1 2% 7% 0% 1% 1% 0% 1% 0% 0% 0%
3 2% 7% 0% 1% 1% 0% 1% 0% 0% 0%
4 2% 7% 0% 1% 1% 0% 1% 0% 0% 0%
6 2% 7% 0% 1% 1% 0% 2% 0% 0% 0%
EJEACLBHE%E%LOUO RRZEACLE(EArangem® , R T B EMELOUE 78 (AN
B) , LLRHIFERIC%RILOUBEAIER
Sup2T#show platform hardware capacity acl
Classification Mgr Tcam Resour ces
Key: Ttlent - Total TCAM entries, QSent - QS TCAM entries, LOU - LOUs,
RBLent - RBACL TCAM entries, Lbl - Labels, TCP - TCP Fl ags,
Dstbl - Destinfo Table, Ethcam - Ethertype Cam Tabl e,
ACTtbl - Accounting Table, V6ext - V6 Extn Hdr Table
Modul e Ttlent QoSent RBLent Lbl LOU TCP Dstbl Ethcam ACTtbl V6ext
1 3% 7% 0% 1% 96% 0% 1% 0% 0% 0%
3 3% 7% 0% 1% 96% 0% 1% 0% 0% 0%
4 3% 7% 0% 1% 96% 0% 1% 0% 0% 0%
6 3% 7% 0% 1% 96% 0% 2% 0% 0% 0%
BUS—EACLYSHEERAZIEHLOUEAREIE100% T H,
Sup2T(confi g) #ip access-list extended al2
Sup2T(confi g-ext-nacl ) #$68. 14. 1 host 192. 168. 14. 2 range 1401 1410
Sup2T(confi g-ext-nacl ) #$68. 14. 1 host 192. 168. 14. 2 range 1411 1420
Sup2T(confi g-ext-nacl ) #$68. 14. 1 host 192. 168. 14. 2 range 1421 1430
Sup2T(confi g-ext-nacl ) #$68. 14. 1 host 192. 168. 14. 2 range 1431 1440



Sup2T(confi g- ext - nacl ) #$68
Sup2T(confi g- ext - nacl ) #$68
Sup2T(confi g- ext - nacl ) #$68
Sup2T(confi g- ext - nacl ) #$68
Sup2T(confi g- ext - nacl ) #$68
Sup2T(confi g- ext - nacl ) #$68

Sup2T(confi g- ext - nacl ) #ex
Sup2T(confi g) #int vlan 12

14.
14.
14.
14.
14.
14.

t

PR R R R

Sup2T(config-if)#ip access-group al2 in

ZRBIER T100%HLOUERAR ; BRFEEE , RKNEIHR

Sup2T#show platform hardware capacity acl

Classification Mgr Tcam Resources

Key: Ttlent - Total TCAM entries,

RBLent - RBACL TCAM entries, Lbl -

Dstbl - Destinfo Ta

bl e,

Et hcam -

ACTt bl - Accounting Table, Veext -

Modul e Ttlent QoSent RBLent Lbl

1 3% 7% 0%
3 3% 7% 0%
4 3% 7% 0%
6 3% 7% 0%
RS

Sup2T#show ip access-lists
Extended | P access list al

al3
3

1% 100%
1% 100%
1% 100%
1% 100%

host 192.
host 192.
host 192.
host 192.
host 192.
host 192.

QoSent

168. 14.
168. 14.
168. 14.
168. 14.
168. 14.
168. 14.

NNDNDNDNDDN

QS TCAM entri es,

range
range
range
range
range
range

1441
1451
1461
1471
1481
1491

1450
1460
1470
1480
1490
1500

Label s, TCP - TCP Fl ags,
Et hertype Cam Tabl e,

V6 Extn Hdr

LOouU TCP Dstbl

0% 1%
0% 1%
0% 1%
0% 2%

Tabl e

Et hcam ACTt bl

0%
0%
0%
0%

0%
0%
0%
0%

LOU - LQUs,

V6ext
0%
0%
0%
0%

—fERIE. BELOUR100% , EAFEBHENLIOpERARELESINMHE., RELACL:

10 permit tcp host 192.168.14.1 host 192.168.14.2 range 1600 1650

A& A U FE A AN TEVLAN

Sup2T#show run int vlan 13
Bui | di ng configuration...

13,

Current configuration : 87 bytes

interface Vlanl3

i p address 192.168.13. 1 255. 255.255.0

ip access-group al3 in
end

B ERE L VLANKB TCAM:

Sup2T#show platform hardware acl entry interface vlan 13 sec in ip
m s_i f_i ndex: 2000000D dir:0 feature:0 proto: 0

pass#0 features

fno:0
tcam B, bank:0, prot:0
Perm t tcp

Perm t tcp
Perm t tcp

Aces

host
host
host

192.168. 14. 1 host 192.168.14.2 eq 1650
192.168.14.1 host 192.168.14.2 range 1648 1649
192.168.14.1 host 192.168.14.2 range 1632 1647



Perm t tcp host 192.168.14.1 host 192.168.14.2 range 1600 1631
Perm t tcp host 192.168.14.1 host 192.168.14.2 fragments
L3_Deny ip any any

L4OpsEERE. MEEBRETCAMEENcapmapk , BEFIRZEEMAE,

Sup2T#show platform hardware acl entry interface vlan 13 sec in ip detail
m s_i f_i ndex: 2000000D dir:0 feature:0 proto: 0

pass#0 features

UAPRSF: U-urg, A-ack, P-psh, Rrst, S-syn, F-fin

M.GFl: M npls_plus_ip_pkt, L-L4_hdr_vld, G gpid_present,F-global _fnt_match, |-ife/ofe
's' neans set; 'u' neans unset; '-' means don't care

| I NDEX LABEL FS ACOS AS I P_SA SRC_PORT
| P_DA DST_PORT F FF L4PROT TCP- F: UAPRSF MLGFI O her L40Ps

fno:0

tcam B, bank:0, prot:0 Aces

IV 16136 14 O 0 0 192.168.14.1 - 192.168. 14. 2
1650 0 O 1 S - 0x0000000000000038
0

I M 16136 Ox1FFF 0O 0Ox00 0x000 255.255. 255. 255 - 255. 255. 255. 255
OxFFFF 0 O OxF

IV 16137 14 O 0 0 192.168.14.1 - 192.168. 14.2
1648 0 O 1 S - 0x0000000000000038
0

I M 16137 Ox1FFF 0O 0x00 0x000 255.255. 255. 255 - 255. 255. 255. 255
OXxFFFE O O OxF

IV 16138 14 O 0 0 192.168.14.1 - 192.168. 14.2
1632 0 O 1 S - 0x0000000000000038
0

I M 16138 Ox1FFF 0O 0Ox00 0x000 255.255. 255. 255 - 255. 255. 255. 255
OxFFFO 0 O OxF

IV 16139 14 O 0 0 192.168.14.1 - 192.168. 14. 2
1600 0 O 1 S - 0x0000000000000038
0

I M 16139 Ox1FFF 0O 0x00 0x000 255.255. 255. 255 - 255. 255. 255. 255

OxF

IV 16140 14 O 0 0 192.168.14.1 - 192.168. 14. 2

-1 0 1 - e - 0x0000000000000038

0

Sup2T#show platform software acl capmap tcam B label 14
Shadow Capnmap Table Entry For TCAM B

Qutput in a RST/INV/ICNT format: RST - result value; INV - inverted
CNT - aggregated reference account;



CBF - nunber of free cap bits (one per entry);
Free itens are not shown

| ndex CBF [9] [ 8] [7] [ 6]
[5] [4] [3] [2] [1]
[0]
14 9 212/0/1 Free Free Free
Free Free Free Free Free
Free

DT REREERNAE, AALOUEFHRCR , At EELBHENLEEMAFHAILIOps , L BE
capmapRFEZS|AE MRS, EERMKE , BNEERBBIEREL4IOpsTETCAMAB LS, MR
L4OpsHFAER , Al e RRIEE SO BE/NE,

100%KILOUE 735 £ A SR E T E ? TCAMBIAIRIZIER ( HRL40pIRE ) . MREFLEFEA
®EL40ps , AIEAENERE A ZENESHERE.

BENERLR , RAEELEEERATERRETUREMNLIOpE , TEEMIER, LEHBHRT
FERANEVLAN 1389 B BIACL a13 , W #ii# T F A& FAIL40p.

Sup2T(confi g) #ip access-list extended al3
Sup2T(confi g- ext-nacl ) #permit tcp host 192.168.14.1 host 192.168.14.2 dscp 40

Oct 5 04:50:13.104: %FMCORE-4-RACL_REDUCED: Interface Vlanl3 routed traffic will
be software switched in ingress direction. L2 features may not be applied at the
interface

Oct 5 04:50:13.096: %EARL_CM-DFC3-5-NOLOU: No free LOU entry available on the EARL
Cct 5 04:50: 13.096: %EARL_CM DFC1-5-NOLQU: No free LQU entry available on the EARL
Cct 5 04:50: 13.096: %EARL_CM DFCA-5-NOLQU: No free LQU entry available on the EARL

Sup2T#show platform hardware acl entry interface vlan 13 security in ip
m s_i f_i ndex: 2000000D dir:0 feature:0 proto: 0

pass#0 features

fno: 0

tcam B, bank:0, prot:0 Aces

Bridge ip any any

R HIWFeE#3 — FERL4OpsHIQoSER BRET

QoS/R Al A[REBE L 40ps; B EBR R R M HELIOp—HR L EKELL4Op, EEVRESMENME , B
EHRIEHQoSKREE , B2 BlcapmapRMLOUE ARIBRS. LA TEHILUNMESXRALIER

Sup2T#show ip access-lists al
Extended | P access list al
10 permit tcp host 192.168.1.10 host 192.168. 2. 10 dscp ef

Sup2T#show class-map al-class
Class Map match-all al-class (id 37)



Mat ch access-group nane al

Sup2T#show policy-map al-policy
Policy Map al-policy
Cl ass al-cl ass
police cir 80000 bc 2500
conformaction transm t
exceed-action drop

L RGIA — B2 AR BR DT B By SR H AR | BB R IR Eal |, RARHRBE L 1t
192.168.1.10%192.168.2. 10Ky R & , Mumiﬁﬁbﬂﬁﬁﬁ’(EF)o DSCPEJ:EI’J PCf R IETIRERN
LAOp; EFERHBEXRFTFILOVEFaEH , ¥iBiBcapmapR P KB EIT5IH. LLRIEEHRRE
L # Fgig3/23M A¥h T [,

Sup2T#show run int gig3/23
Bui | di ng configuration...

Current configuration : 176 bytes
!

nterface G gabitEthernet3/23

swi t chport

swi tchport trunk allowed vlan 1-30
swi tchport node trunk
service-policy input al-policy

end

ERBTENQoSENRG , FEAUNTHS

Sup2T#show platform hardware acl entry interface gig3/23 gos in ip module 3
m s_if_index: 8096000 dir:0 feature:1 proto:0

pass#0 features

fno: 0

tcam A, bank:0, prot:0 Aces

0x0000E0100000D0O0B tcp host 192.168.1.10 host 192.168.2.10 dscp eq 46
0x000000000080D00B ip any any

ARt ar A AERMAE LN E L ERNTCAMERR,

Sup2T#show platform hardware acl entry interface gig3/23 gos in ip detail module 3
m s_i f _i ndex: 8096000 dir:0 feature:1 proto:0

pass#0 features
UAPRSF: U-urg, A-ack, P-psh, Rrst, S-syn, F-fin
M.GFl: M npl s_plus_ip_pkt, L-L4_hdr_vld, G gpid_present,F-global _fnt_match, |I-ife/ofe

's' means set; 'u' means unset; '-' neans don't care
| | NDEX LABEL FS ACOS AS | P_SA SRC_PORT
| P_DA DST_PORT F FF L4PROT TCP-F: UAPRSF MLGFI O her L40OPs



fno: 0

tcam A, bank:0, prot:0 Aces

IV 16238 2 0 0 0 192.168.1.10 - 192.168.2.10
-0 O 1 - e dscp=46; 0x0000E0100000D00B
0

I M 16238 Ox1FFF 0 0x00 0x000 255. 255. 255. 255 - 255.255. 255. 255
-0 O OxF

IV 16239 2 0 0 0 0.0.0.0 - 0.0.0.0
-0 O 0 - e - 0x000000000080D00B
0

I M 16239 Ox1FFF 0 0x00 0x000 0.0.0.0 - 0.0.0.0
-0 O 0x0

FERANTCAMEZEE A2, B ERcapmapk :

Sup2T#show platform software acl capmap tcam A label 2 module 3
Shadow Capnmap Table Entry For TCAM A

Qutput in a RST/INV/ICNT format: RST - result value; INV - inverted;
CNT - aggregated reference account;

CBF - nunber of free cap bits (one per entry);
Free itens are not shown

Index  CBF [9] [8] [7] [ 6]
[ 5] [4] [3] [2] [1]
[0]
2 8 212/0/1 Free Free Free
Free Free Free Free Free 2/1/1

B : QoS TCAM , HAEEEBMmIR. MRRAULE , WHETEELEFTMTER.

Sup2T#show platform software acl capmap mapping

L4op_sel val ue Ref erence

0 ------ LOUW B register
I LOUWO A register
2 e LQU1 B register
i I LOU1 A register

*sni p*

LOUE21E[LOUT , 8RB, BAIUEAU T o SR ERXEE

Sup2T#show platform hardware acl lou
Dunmpi ng h/w | ou val ues

Index lou_nmux_sel A Opcode A Value B Opcode B Value



1 4 NEQ 0 NEQ 46
2 1 NEQ 0 NEQ 0
*sni p*

RARIE.

Sup2T#show ip access-lists al
Ext ended | P access list al

10 permit tcp host 192.168.1.10 host 192.168.2.10 dscp ef
20 permit tcp host 192.168.2.11 host 192.168.2.11 dscp ef
30 permit tcp host 192.168.3.11 host 192.168.3.11 dscp ef
40 pernmit tcp host 192.168.4.11 host 192.168.4.11 dscp ef
50 permit tcp host 192.168.5.11 host 192.168.5.11 dscp ef
60 permit tcp host 192.168.6.11 host 192.168.6.11 dscp ef
70 permt tcp host 192.168.7.11 host 192.168.7.11 dscp ef
80 permit tcp host 192.168.8.11 host 192.168.8.11 dscp ef

Sup2T#show platform software acl capmap tcam A label 2 module 3
Shadow Capnmap Table Entry For TCAM A

Qutput in a RST/INV/ICNT format: RST - result value; INV - inverted
CNT - aggregated reference account;

CBF - nunber of free cap bits (one per entry);
Free itens are not shown

| ndex CBF [9] [ 8] [7] [ 6]
[ 5] [4] [3] [2] [1]
[0]
2 8 212/0/1 Free Free Free
Free Free Free Free Free 2/1/8

ETBEATARKRE B , cERBE—EHRELXASENRESIAHE , EREESR, ®
capmapXRFLOUE FHRAERE , BEEZERNMBE, Lf“ﬁ’(—?—MOpﬁaﬂo HREEFEACEL
HFERIDSCPETE , HitEZDSCPEREE—REKB.

i

ARIEERTE , MEEMANETRERDSCPE,

Sup2T#show ip access-lists al

Extended | P access list al
10 permt tcp host 192.168.
20 pernmit tcp host 192. 168.
30 pernmit tcp host 192. 168.
40 permit tcp host 192.168.
50 pernmit tcp host 192. 168.
60 pernmit tcp host 192. 168.
70 pernmit tcp host 192. 168.
80 pernmit tcp host 192.168.8.11 host 192. 168
90 pernmit tcp host 192.168.9.11 host 192. 168

WE , BB capmapRF , AIAEREER :

.10 host 192. 168.
.11 host 192. 168.
.11 host 192. 168.
.11 host 192. 168.
11 host 192. 168.
.11 host 192. 168.
.11 host 192. 168.

.10 dscp af11
.11 dscp af12
.11 dscp af 13
.11 dscp af21
11 dscp af 22
.11 dscp af23
.11 dscp af31
11 dscp af 32
.11 dscp af 33

Sup2T#show platform software acl capmap tcam A label 2 module 3
Shadow Caprmap Table Entry For TCAM A



Qutput in a RST/INV/CNT format: RST - result value; INV - inverted;
CNT - aggregated reference account;

CBF - nunber of free cap bits (one per entry);
Free itens are not shown

Index  CBF [9] [8] [7] [ 6]
[5] [4] [3] [2]
[1] (0]

2 0 212/0/1 10/1/1 9/1/1 8/1/1
7/1/1 6/1/1 5/1/1 4/1/1 3/1/1
2/1/1

LTRERARES — AT RARNLAOpEERFHAENTER :

Sup2T(confi g-ext-nacl)#permt tcp host 192.168.10.11 host 192.168. 10.11 dscp 2
Sup2T(confi g- ext - nacl ) #end

%M 4- TCAM_ENTRY: Hardware TCAM entry progranming failed for slot 3 intf G 3/23
dir IN. <CONFI G_UPDATE_REQ> TCAM Req Error: FAIL (4): Low TCAM Entries (1)

%M 4- TCAM_ENTRY: Hardware TCAM entry progranming failed for slot 3 intf G 3/23
dir IN. <CONFI G_UPDATE_REQ> TCAM Req Error: FAIL (4): Low TCAM Entries (1)

%M 4- TCAM_ENTRY: Hardware TCAM entry progranming failed for slot 3 intf G 3/23
dir IN. <CONFI G_UPDATE_REQ> TCAM Req Error: FAIL (4): Low TCAM Entries (1)

%M 4- TCAM_ENTRY: Hardware TCAM entry progranming failed for slot 3 intf G 3/23
dir IN. <CONFI G_UPDATE_REQ> TCAM Req Error: FAIL (4): Low TCAM Entries (1)

%M 4- TCAM_ENTRY: Hardware TCAM entry progranming failed for slot 3 intf G 3/23
dir IN. <CONFI G_UPDATE_REQ> TCAM Req Error: FAIL (4): Low TCAM Entries (1)
%-MCORE- 6- RACL_ENABLED: Interface G gabitEthernet3/23 routed traffic is hardware
switched in ingress direction

Oct 20 17:12:54.304: %EARL_CM-DFC3-5-NOCAPMAP: No free capmap entry available

BERFLENEHTCAM:

Sup2T#show platform hardware acl entry interface gig3/23 gos in ip module 3
m s_i f _i ndex: 8096000 dir:0 feature:1 proto:0

Coul dnt find feature for ms_if_index 0x8096000, dir O

LETHEB TCAMABP B L RE[AQoSIIAE,

BrE , METMEAEML4Op. Hik , MRMAE—EREL4OpsHAEBACL , It BAISDSCPIER
% Amatch , IR EALEALOUEZFSE. U REH

Sup2T#show policy-map al-policy
Policy Map al-policy
Cl ass al-cl ass
set dscp ef

Sup2T#show class-map al-class
Class Map match-all al-class (id 37)

Mat ch access-group nane al

Sup2T#show ip access-lists al



Extended | P access list al
10 permit tcp host 192.168.1.1 host 192.168.2.1

IS8 AR T E gig3/23:

Sup2T#show run interface gig3/23
Bui | di ng configuration...

Current configuration : 176 bytes
!

nterface G gabitEthernet3/23

swi t chport

swi tchport trunk allowed vlan 1-30
swi tchport node trunk
service-policy input al-policy

end

Sup2T#show platform hardware acl entry interface gig3/23 gos in ip detail module 3

m s_if_index: 8096000 dir:0 feature:1 proto:0

pass#0 features

UAPRSF: U-urg, A-ack, P-psh, Rrst, S-syn, F-fin

M.GFl: M npl s_plus_ip_pkt, L-L4_hdr_vld, G gpid_present,F-global _fnt_match, |-ife/ofe
's' neans set; 'u' neans unset; '-' means don't care

| I NDEX LABEL FS ACOS AS | P_SA SRC_PORT
| P_DA DST_PORT F FF L4PROT TCP- F: UAPRSF MLGFI O her L40OPs

fno: 0

tcam A, bank:0, prot:0 Aces

IV 16238 3 0 0 0 192.168.1.1 - 192.168.2.1
-0 O 1 e - 0x0000E010005D100B
0

| M 16238 Ox1FFF 0 0x00 0x000 255. 255. 255. 255 - 255. 255. 255. 255
-0 O OxF

IV 16239 3 0 0 0 0.0.0.0 - 0.0.0.0
-0 O 0 e - 0x000000000080D00B
0

I M 16239 Ox1FFF 0 0x00 0x000 0.0.0.0 - 0.0.0.0
-0 O 0x0

Sup2T#show platform software acl capmap tcam A label 3 module 3
Shadow Capnmap Table Entry For TCAM A

Qutput in a RST/INV/ICNT format: RST - result value; INV - inverted;
CNT - aggregated reference account;

CBF - nunber of free cap bits (one per entry);



Free itens are not shown

| ndex CBF [9] [ 8] [7] [ 6]
[5] [4] [3] [2] [1]
[0]
3 9 212/0/1 Free Free Free
Free Free Free Free Free
Free

ROIFH4 — SHEBACLEBCAPMAPH S

EAflH , E—ETEEEARRKERAIPVAFIPYE ACL , ERENHMREBEMEELEUTHR

%EARL_CM 5- NOCAPMAP: No free capmap entry avail able
%MCORE- 4- RACL_REDUCED: I nterface VIan500 routed traffic will be software switched in ingress
direction.

L2 features may not be applied at the interface

BR , RIAMERIPv4 ACL , RAERGHEFHEBEAE— , AIERREXRGTEAUTK , XETE
£ R,

EAREEHD |, ELACLRESVITREM :

Swi t ch#sh ip access-lists | NGRESS
Extended | P access |ist | NGRESS

10 permit tcp host 1.1.1.1 host 1.1.1.2 range 1 10

20 permt tcp host 1.1.1.3 host 1.1.1.4 range 10 ftp-data
30 permt tcp host 2.1.1.3 host 2.1.1.4 range 30 40

40 permt tcp host 2.1.1.3 host 2.1.1.4 range 85 100

50 permit tcp host 2.1.1.3 host 10.1.1.1 range 222 333

60 permit tcp host 20.5.4.3 host 10.100.100.1 range wwww 443

70 permt tcp host 200.50.4.3 host 11.11.11.1 range 800 813

80 permit tcp host 200.50.40.30 host 12.12.11.1 range 50 60

90 permt tcp host 13.13.13.3 host 14.14.14.3 range gopher 90

100 permit tcp host 23.23.23.3 host 14.14.10.1 range 123 345

110 permit udp host 123.123.123.1 range 50 60 host 23.23.23.1 range 10 20
120 pernmit udp host 45.45.43.1 range 1000 1010 host 1.1.1.1 range 50 65
130 pernmit tcp host 78.78.78.1 range 89 95 host 2.3.4.5 range 1111 1200
140 pernmit tcp host 5.5.5.50 eq 65000 host 5.4.5.4

150 pernmit tcp host 5.15.5.150 range 1200 1250 host 1.7.8.4 range 45 65

Swi t ch#show i pv6 access-1ist DENY-ALL-V6

I Pv6 access |ist DENY-ALL-V6
permt udp FE80::/64 host FF02::66 eq 2000 sequence 10
deny i pv6 any any sequence 20

wmnE—EEFIFTR , IPv4 ACLEEBBNEREM A EREL4IOp, ERBEETIPVAHNET , 18
LAHEGRIBEEERER , MEFRFEScapmapzk.

i

EEHERREFRKELHERNRFTATCAMBERE | RIBME £EIPv4 ACLE. BHR
capmapRFH A AKETE , RBEEEER — LA BEAML4O0ps , WEETBHZERNBER TER
capmapi’%o fﬁ%%% , RERPAANGKRE &R0, E%ﬁ"ﬂi%iﬁﬁmﬁ—lﬁﬁﬁﬁﬂﬁz‘tm‘l"l_ &%
IPv6 ACL *I_tnln-l_ﬂ‘.rf'ﬁ' EI’J;HEJEL40po



EMBERIPv4 ACLEF | capmapR P ZEHEFE HESE N |, IPv6 ACLEEC ERENXRFTRERE S
, S —EEFE R capmapi& B, #&IPv4 ACLEFEAZINEEER K SBXXRLEHENER

o BIE , HRAIPV6 ACLEEA 7T A fVcapmaplE , EEE 7 —EREANIPVAIRE . HHRLLACLAHAY
FrEL40p I ER , Rt ERET AT,

BTHIEFEMEBRAMETIEIPVA ACLUASREEER DAt By 7T —(@AERIaE  UFERHEE
SHPHTCAMEREE X, MEFMEN , FS B CiscofaiRID CSCuq24924,

HRLLEERINEE , "RERN. RANKERESEEONREETE —EAUERENEE , RBREENK
THEHEIPv4/v6 ACLEREBFHIIRHHL40ps TR AR AR, ERATNETHEREEEXN

Swi tch(confi g) #platform hardware acl tcam-exp-logic enable

BIEE : AR LLIBRESIANE | TEE4OpsHEREEANREEREERE , HILBER T
EHTCAMA A REEE M,


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuq24924/
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