74
=

¥fCatalyst 45003 #i 4% _ERYCPUE 3
PR HERR

2% . show platform health#y &1 & Catalyst 450045 % # # 12

44 d
IPX3XAppleTalk,
1% - show processes cpufi S & Cisco |I0SH#ETE
25 : show platform health#y 5 #& &5 Catalyst 450044 £ #9 # 12

e Lo

4z L
ZEACLITEEEE R 2 (TCAM)
15 . show processes cpufi S & Cisco IOSH#ETE
2% . show platform health#y ©5 1 & Catalyst 450045 % #9 # 12

ACL lo F

e show processes cpufn 518 & Cisco IOSHETE

ot

ot

(H
RN
I



1% - show processes cpuii B & Cisco |I0SiH#ETE

2% : show platform health#y 5 #& &5 Catalyst 450044 £ Y # 12

N

FERKERACPUH TRERE |, WM BN{IZHRICatalyst 4500 #i27 LCPUBEARBEHRR.

AR

ER

RXHERBEBEER,
BRF T
AP EFARRIBI T B AMBEERRA

« Catalyst 4500 R %I33 #2185

« Catalyst 4948 R %I #:85
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ANFHEFRBBREERETREANEEMEL., NHEAZNFBERERREER (B
) BARRERENE) ., MREWRKEET  FRAECEBIMAESTREERNTLE,
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MEESHEFNMERBEER ,
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Catalyst 4500 R 5l X #185 ( ‘@DIECatalyst 494873 #i2% ) HEEARCPUBERENBEHTRES
X, BERABLERRM EWCPURARBESR —ERE,. AXREEBECPUN SEREEENFFME
B, URANAIHBELRRBF LCPUEARBENREE, AERMSIH — LB HCatalyst
4500R %5 ECPUE AR SN E R = H A& R A
ERGECPUERBREEBIYMRCPUEARBEMBEZE , BAABRMAEATER M E IR



https://www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml

ECisco IOSEBEMEHEEFEACPUNTRIAR. ERNEBRERCPUSEAEERTEELNER
FEEVRERE. FEMERCisco IOSKA LCPUEAERRSNEMRC—. B2 , HRAER
Catalyst 45005 BN E R  RERBEBLFRRFFTEECPUSEARMIM. Catalyst
4500 EEEEAERERASIC)FEELHS , WiERKRS1.02EEE 2/ (Mpps) W R EEH X ERE

o

Catalyst 4500 CPUBI{T LA R IhAE
- EECRENRREABE , FlW
- BB ESTP)
- BEEWHE
- BRHRZ B E(CDP)
- EIRBEEEBAWE(PAGP)
- VLANFERBAHENTP)
- BRETrunkBFAHE(DTP)
- AERASICHYE.E/BRERERRENRET , Bl :
- TFEURHEE(ACL)
- CEFf&E
- REPEEZERMH , Sl
- CAMBEPoE)RF
- ERER
- EEEMBAIEE |, Fla
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- EEA
. 5B EEEIIE(SNVP)
- EBEERTEEHD , Fil
- RRERHEX(IPX)BRERE , EEREREPRE
- BRAREBENMMTU)S B

BIZWFEE , CPUBRBKRIREER I RERCPURARE S, REAEREEANER IHRNER
BITAREHEE, EELEN TN RERRRE RARECRNBEEABEERET



(BPDU), ER , b ER TR KBERNERRE, ELBRAFEIRASICHERTEILE
CPUEITERRE :

- BRICPUERKRENTEERFIBNER T,
Bl EEMACHIEEE,
- EXFCPUEITEENERS

g5
- BRI EER
- BPDU
- BESEENREZH

- EXEICPUBITEHENERS
Bl , EEIPXHKAppleTalkE HEI &R,
% Catalyst 4500 CPUERI LR IEZEHE
Catalyst 4500E B REMRFEmE(QoS)#Hl , AEES Bt ACPUNRERR|, MHIERE
2/B(L2)/5E3B(L3)/ZE4EB(L4) ERBEREITED . SupervisorERE5IZE16MERKS , AREES

BARNERIHNEN. BT TELRS, E_EIJHjTLEBB%?EHIJ%{IB%@UEFHFB%?E’JE#VFE*”EJ
o 16{EBk %l st FFCatalyst 4500/R B E R 2 B B B KB FH E R SETHERK.

[E1 - Catalyst 45001 f Z{ECPUBK%|

| 0: ESMP
| 1: Control
Packets to ___4-- | 2: Host Learning

the CPU \ | 3—5: L3 Forwarding
] 9—10: L3 Rx (Telnet/SNMP)

| 15: MTU Fail/Invalid

Catalyst 45001 F ZECPURK %I

1 - Catalyst 4500B% 5|57 89

175w F5E8 BB E RS
0 Esmp ARRFASICEHE THEENESMPIERE (&
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BERABEMACH U W IEHERBCPULAMBEL2E
X

L3 Fwd Highest, L3 Fwd
High/Medium, L3 Fwd Low

MEAERBEIERNERS , IGRERBENEBEE
IP3 st (IARPOREAT |, ERBASEE BB,

L2 Fwd Highest, L2 Fwd
High/Medium, L2 Fwd Low

BEREXNENS

- BRPTRZENHE ( HlEIIPXFAppleTalki
HERT ) FEZICPU
« ARPRERFIEME
s MRRUTEEMEEZEERPRHBERS
, HlEBiEEaIBMSVISL3NEN B E
MACHb 1 Y E RIS -
- |IP¥REEIEIE
- BHEMTTLY
- JEARPAF g

. 10

L3 Rx High, L3 Rx Low

L34 EARE |, FlAECPU IPHit R RiRE
o Rl tETelnet, SNMPHISSHE,

11

RPFicfi

BB ERBRBBRPFIHKRE

12

ACL fwd(snooping)

DHCP1OEERE | FHAEARPHRBIRIGMP 11 ESEETh 4%
RENERE

13

ACL P 3% > % 25 B

{# Fthelogkeyword Z;ZACE 12y BRI B s A At H
ACLH M denySR iR E B ENEHMEERNER
TELERNIEELERKICMPRAEHEE,

14

ACL swigz

HARZ ZE£ACLK HMACLER &R (HI
TCAM) i EEFCPUN E RS

15

MTU% pe/ f 5%

HAEEAEMTURNNRERER I IEED R
HERE

'ESMP =R EMEEEHE.
2LACP =#i R &% E,
3UDLD =28 2 EE A 8,
4GRE =@ A%,

SARP =ith it fR AT 7E o

6SVI = ERE N H.

TTL =4 B[,




8SSH == 2R E.
9‘RPF =[x [(1j§ &8 3%
10DHCP =BhRE F #f B i E.
IGMP = Internet{d B E.
12 ACE =3rR# 4% B
13TCAM == ERA R T E 1 FEEFS.
B LTS R T EMTS
e L2 Fwd HighestorL3 Fwd Highest
* L2 Fwd® /MediumrL3 Fwdx /*
* L2 Fwd LoworL3 Fwd Low

* L3 Rx HighorL3 Rx Low

ERORBQoSEZEB IR NSRS , QoSEZEB R R BIPIREE BI(ToS) M = % RIS IE 2
(DSCP){&, il , DSCPAG3ME R ZEHEALS Fud Higheestqueue+ , A EA¥Eshow platform cpu
packet statistics allcommand#y it & 2 E16EKSIFTKREIN EZENER T, L THWREHIEE
. #Hishow platform cpu packet statisticsin S A RBERIETEH. B =Eshow platform
cpuportin . RETEIEITCisco IOSEXEEIRA12.1(11)EW E R A= £ Fshow platform
cpuportin . LW TEEM. BER , E—KEMSEEREMRCisco IOSEBEARZA12.2(20)EWAR AR A
&1 show tech-supportcommandfy —Z84,

#&5%show platform cpu packet statistics @y 5 A A FT B i FE HERR

<#root>
Switch#

show pl at form cpu packet statistics all

!--- Output suppressed.
Total packet queues 16

Packets Received by Packet Queue

Queue Total 5 sec avg 1 min avg 5 min avg 1 hour avg
Esmp 0 0 0 0 0
Control 48 0 0 0 0
Host Learning 0 0 0 0 0
L3 Fwd High 0 0 0 0 0
L3 Fwd Medium 0 0 0 0 0
L3 Fwd Low 0 0 0 0 0
L2 Fwd High 0 0 0 0 0
L2 Fwd Medium 0 0 0 0 0



L2 Fwd Low 0 0 0 0 0
L3 Rx High 0 0 0 0 0
L3 Rx Low 0 0 0 0 0
RPF Failure 0 0 0 0 0
ACL fwd(snooping) 0 0 0 0 0
ACL log, unreach 0 0 0 0 0
ACL sw processing 0 0 0 0 0
MTU Fail/Invalid 0 0 0 0 0
Packets Dropped by Packet Queue

Queue Total 5 sec avg 1 min avg 5 min avg 1 hour avg
Esmp 0 0 0 0 0
Control 0 0 0 0 0
Host Learning 0 0 0 0 0
L3 Fwd High 0 0 0 0 0
L3 Fwd Medium 0 0 0 0 0
L3 Fwd Low 0 0 0 0 0
L2 Fwd High 0 0 0 0 0
L2 Fwd Medium 0 0 0 0 0
L2 Fwd Low 0 0 0 0 0
L3 Rx High 0 0 0 0 0
L3 Rx Low 0 0 0 0 0
RPF Failure 0 0 0 0 0
ACL fwd(snooping) 0 0 0 0 0
ACL log, unreach 0 0 0 0 0
ACL sw processing 0 0 0 0 0
MTU Fail/Invalid 0 0 0 0 0

Catalyst 4500 CPUARIFIHHN BRI S EEE, CPURIREZEM BB URREEEIEF N
DSCPRZEEE, CPURRTIINMEEEEATIIRMERIE. Hlan , mREFERS (Hlw
BPDU ) MICMPEIFEFEREBERHEMEE , BICPURB B A AEFIERNTREERE. B REXIER
FAIAREENREFTEECPUREZREREERMATFENRED . s T REEEECPUERA
ZEENERATEAERE, EBRERENE-—RIRELEARBENEEREN,

Catalyst 4500 CPUERIBREER S —EFFEENERMAHS. WRCPUERBHNRSETIRF

ERagER  EERERBRPEESHNHACPUBE , BICPURBAER EIEFBKSIER IR
BITBREBEIEFNRAER. AREELIEFENCEERRAEEEHNCPUERRERS ,
RCPUEREEREAMATAKRE K AUEA/EERR, EBEEARX , CPUBBHEFEE
R EMAVE R TER XM NIRRT R ANEE, Catalyst 45008 ACPUEARBIR , BRI
CPUEEEIFRPHERAER100%.

Cisco IOSE BB IRA12.2(25) EWA2 R EFT A B8 ECPUH SR EEMEIUIRGTE, it , 5
fECatalyst 450058 & L £ A E LR,

FEECatalyst 4500 LCPUE AR S EE

REE S RKE M Catalyst 4500 CPUE R B RIBRBFERGT , AT LAREE & T BECatalyst 4500
CPURIFAXE S, Catalyst 4500EFRECPUEARRSNREARRMLENTETNIE, BER
& K EEEAUHTUTE—®RE

- FERFE-ENRSEENRENIME , LB ARE —F 5 I Ciscolk il X B AR %5
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- EBE- Catalyst 4500iRIFFTEHI# 1T, CPUBERECPURIAZX | EBSupervisor5|Z &1
CPUBHIHZR AL , MEHTAELENREERNIERNEBAEL,

EHABESCPUBRRNER , AVELIEAEER T HESRIMM ERE. BCPURIAETA
AE@REENER. A7RECPUEAR  TEESRANMENRREE,

El2f R 7 AR E Catalyst 4500 CPUE A R BSR4 R E M EHER 5 £
2 - Catalyst 45003 #i# B9 & CPUR| B R EHERR 5 0%

o action needed
Updale you baseling |
TN,

Lol et more = - n
Know the CPLU Baseline information [ I:;':h:’;":;riﬁ:;l;i
“show platiorm bealh™ e L
L J J
e L
L \x\ _’_,-f/ H'\-\.
I 9
ﬂl?:-t;f JN;,J_-}E,_I:EKH‘ /ﬁfu NN cue I'}“'x _,./'F; \\'\.\ Opan a Sanvice
(sl c:j sarfbware /) < s this expecied? > PHFIEI et
~, lorwarding? Ho - Mo quest
,
. j/ . f-""’
\\"'\.\ o f
N
4 = Chack CPU qgueue
f,flf}s Process '-}\-"h “showr platiarm cpu Mo action nesded
< Catalyst 4000 /) siadistics”
H~\‘.f:.1|.;|'rl. Process?, Piatiom
, #
‘-\_H ;/_f"
Mo
103
— - \\"'\.\\ f_.-’"f 'H‘H.H
S N N
e o™ g1 —_— .| Span CPU or debug - ,.-’I ih -
s log S b o ™ " CPLU bound packets v bl
and open Servioe " - ", “
Fequaat f required. , . /_, \H\ /_,«*
H v '\.\ A
[‘Iﬁ VYas

Catalyst 450033 #1# F MY S CPURI A R FEHERR 75 7%

— IR EHRSRIMT -

1. B show processes cpuiin T LAREE {5 FCPUB Hi#Y Cisco IOSHERE,

2. & Hshow platform healthcommand At — S HEE F & 5 E W HTE,

3. ﬂﬂ%%'lﬁiﬁﬁéﬂ’ﬂi’ﬁi%mmuwan Revi ew ,

553 tHshow platform cpu packet statistics@n 5 LA E
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BEXBICPURERERE B,
R SEE T 2 B RKecpuman Reviewprocess5I 2 |, FEBLBLS B4 , MEBITS RS,
4. FBER DM BECPUNE R R EHERR T B 3R EEFIXFICPUN BRI,
HFEHERR T B — B R B RCPUSRIRIE S HT8R(SPAN).
5. FEARAR A SUAE A AR
MRMAELZRERKRERR ,
EHCPUBERER
EENE—SRBERBRENEENBERBREP BB CPUFERE, FHshow processes

cpucommand AT E Catalyst 4500 #i# FICPUE AR, MBELOMKEEPEMNESEE |, S
EREMARREENNEML , TeFZERFEEMNERCPURIAR, B2 T LLER,

o LREE RERE,

Lt# 3R B iR Catalyst 4507R. $BRECPUMFIA RN A32%E38% , ERBITH IR EIRINEE
FRRAER -

<{froot>
Switch#

show processes cpu

CPU utilization for five seconds: 38% 1% one nminute: 32% five mnutes: 32%

PID Runtime(ms) Invoked uSecs 5Sec IMin 5Min TTY Process
1 0 63 0 0.00% 0.00% 0.00% O Chunk Manager
2 60 50074 1 0.00% 0.00% 0.00% O Load Meter
3 0 1 0 0.00% 0.00% 0.00% O Deferred Events

!--- Output suppressed.

27 524 250268 2 0.00% 0.00% 0.00% O TTY Background

28 816 254843 3 0.00% 0.00% 0.00% 0 Per-Second Jobs

29 101100 5053 20007 0.00% 0.01% 0.00% O Per-minute Jobs
30 26057260 26720902 975 12.07% 11.41% 11.36% 0 Cat4k Mgmt Hi Pri

31 19482908 29413060 662 24.07% 19. 32% 19.20% 0 Cat4k Mgnmt LoPri

32 4468 162748 27 0.00% 0.00% 0.00% O Galios Reschedul

33 0 1 0 0.00% 0.00% 0.00% O Cisco IOS ACL Helper

34 0 2 0 0.00% 0.00% 0.00% O NAM Manager
EMCPUBERERTA :

X%/ y%
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Thex% X TRABCPUEAZR |, andy%REREFERBEFENCPU, EEHEBRCatalyst 45003 i fE
B, EREECPUSERAR,

B fi# Catalyst 45003 21 | fshow processes cpuin &

Itshow processes cpuliii HE R B LA T MEERRFERACPU : cat4k Mynt H PriandCat 4k Myt LoPri o
EMEERERES TZEFLABENERE , EXEEECatalyst 4500 LEIITEANEE e, B
EEEEGFTEUAREERRXRIEENER T,

EREMEFLSESENEIEECcat 4k Myt H PriandCat 4k Mynt LoPri £ FXHEHACPU |, 555 Hshow
platform healthcommand,

B EFLARFENERNECPUN B ZE/ARFERER, EXERNNBEEARAR , CPCUERELEIEFIRRE
HR#EITZETRE, show processes cpucommand output counts the utilization under cat 4k Mynt H Pri o
MREEEEFEBBEEAHIAR |, AIXERSERELIER L TXHIEIT, show processes
cpucommand outputstT B T E#1Tcat ak wymt Lopri FRFEI BRI INEA 2, Thi scat 4k mynt LoPriisi® A
RETRAEENELIEFRENEMER , flin—BHREMNBENIITRES. LWEH AFCPUE
VEFETSELIEFER  MESKNZRECPUENAMNMEELEIEFER. BHEHBEZECPUMERA
XRBENINARTE  IFRTFETEAEVEE,

<tfroot>
Switch#

show platform health

%CPU  %CPU RunTimeMax Priority Average %CPU Total
Target Actual Target Actual Fg Bg 5Sec Min Hour CPU

Lj-poll 1.00
0.02
2 1 100 500 0
0 0
1:09
GalChassisVp-review 3.00
0.29
10 3 100 500 0
0 0
11:15
S2w-JobEventSchedule 10.00
0.32
10 7 100 500 0
0 0
10:14

Stub-JobEventSchedul 10.00



12. 09

10 6 100
13 9
396:35
StatValueMan Update
0.22
1 0 100
0 0
6:28
Pim-review
0. 00
1 0 100
0 0
0:22
Ebm-host-review
0. 00
8 0 100
0 0
0:05
Ebm-port-review
0. 00
1 0 100
0 0
0:01
Protocol-aging-revie
0. 00
2 0 100
0 0
0:00
Acl-Flattener e
0. 00
10 0 100
0 0
0:00
KxAc1PathMan create/
0. 00
10 5 100
0 0

0:39

500

500

500

500

500

500

500

500

.00

.10

.00

.10

.20

.00

.00

14



KxAcTPathMan update

0. 00
10 0 100
0 0
0:00
KxAc1PathMan reprogr
0. 00
2 0 100
0 0
0:00
TagMan-RecreateMtegR
0. 00
10 0 100
0 0
0:00
K2CpuMan Review
10. 19
30 28 100
13 9
397:11
K2AccelPacketMan: Tx
2.20
20 0 100
2 1
82:06
K2AccelPacketMan: Au
0. 00
0 0 100
0 0
0:00
K2Ac1Man-taggedFlatA
0. 00
10 0 100
0 0
0:00
K2Ac1CamMan stale en
0. 00
10 0 100

2.

500

500

500

30.

500

10.

500

500

500

500

00

.00

.00

00

00

.10

.00

.00

14



0:00
K2Ac1CamMan hw stats

1.04
10 5 100
1 0
39:36
K2Ac1CamMan kx stats
0. 00
10 5 100
0 0
13:40
K2Ac1CamMan Audit re
0. 00
10 5 100
0 0
13:10
K2AcTPolicerTableMan
0. 00
10 1 100
0 0
0:38
K2L2 Address Table R
0. 00
12 5 100
0 0
0:00
K2L2 New Static Addr
0. 00
10 1 100
0 0
0:00
K2L2 New Multicast A
0. 00
10 5 100
0 0
0:01

K2L2 Dynamic Address

0.00

10 0 100

500

500

500

500

500

500

500

500

.00

.00

.00

.00

.00

.00

.00

.00



0 0

0:00
K2L2 Vlan Table Revi
0. 00
12 9 100
0 0
0:01
K2 L2 Destination Ca
0. 00
10 0 100
0 0
0:00
K2PortMan Review
0.72
15 11 100
1 0
37:22
Gigaport65535 Review
0. 07
4 2 100
0 0
3:38
Gigaport65535 Review
0.08
4 2 100
0 0
3:39
K2Fib cam usage revi
0. 00
15 0 100
0 0
0:00
K2Fib IrmFib Review
0. 00
15 0 100
0 0
0:00

K2Fib Vrf Default Ro

0.00

2.

500

500

500

500

500

500

500

2.

00

.00

.00

.40

.40

.00

.00

00



15 0 100
0 0
0:00
K2Fib AdjRepop Revie
0. 00
15 0 100
0 0
0:00
K2Fib Vrf Unpunt Rev
0.01
15 0 100
0 0
0:23
K2Fib Consistency Ch
0. 00
5 2 100
0 0
29:25
K2FibAdjMan Stats Re
0.30
10 4 100
0 0
6:21
K2FibAdjMan Host Mov
0. 00
10 4 100
0 0
0:00
K2FibAdjMan Adj Chan
0. 00
10 0 100
0 0
0:00
K2FibMulticast Signa
0.01
10 2 100
0 0
2:04

K2FibMulticast Entry

500

500

500

500

500

500

500

500

.00

.00

.00

.00

.00

.00

.00

.00



0.00

10 7 100
0 0
0:00
K2FibMulticast Irm M
0. 00
10 7 100
0 0
0:00
K2FibFastDropMan Rev
0. 00
7 0 100
0 0
0:00
K2FibPbr route map r
0. 06
20 5 100
0 0
16:42
K2FibPbr flat acl pr
0. 07
20 2 100
0 0
3:24
K2FibPbr consolidati
0.01
10 0 100
0 0
0:24
K2FibPerVlanPuntMan
0. 00
15 4 100
0 0
0:00
K2FibFlowCache flow
0.01
10 0 100
0 0

0:23

500

500

500

500

500

500

500

500

.00

.00

.00

.00

.00

.00

.00



K2FibFTowCache flow 2.00

0.00
10 0 100 500
0 0
0:00
K2FibFlowCache adj r 2.00
0.01
10 0 100 500
0 0
0:20
K2FibFlowCache flow 2.00
0.00
10 0 100 500
0 0
0:06
K2MetStatsMan Review 2.00
0.14
5 2 100 500
0 0
23:40
K2FibMulticast MET S  2.00
0.00
10 0 100 500
0 0
0:00
K2QosDb1Man Rate DBL 2.00
0.12
7 0 100 500
0 0
4:52
IrmFibThrottler Thro 2.00
0.01
7 0 100 500
0 0
0:21
K2 VlanStatsMan Revi 2.00
1.46
15 7 100 500



64:44
K2 Packet Memory Dia

0. 00
15 8 100
1 1
45:46
K2 L2 Aging Table Re
0.12
20 3 100
0 0
7:22
RkiosPortMan Port Re
0.73
12 7 100
1 1
52:36
Rkios Module State R
0.02
40 1 100
0 0
1:28
Rkios Online Diag Re
0.02
40 0 100
0 0
1:15
RkiosIpPbr IrmPort R
0.02
10 3 100
0 0
2:44
RkiosAc1Man Review
0. 06
30 0 100
0 0
2:35

MatMan Review

0.00

4 0 100

2.

500

500

500

500

500

500

500

500

00

.00

.00

.00

.00

.00

.00

.50



0 0

0:00
Slot 3 ILC

0.00
10
0 0

0:00
Slot 3 ILC

0.00
10
0 0

0:00
Slot 4 ILC

0.00
10
0 0

0:00
Slot 4 ILC

0.00
10
0 0

0:00
Slot 5 ILC

0.00
10
0 0

0:00
Slot 5 ILC

0.00
10
0 0

0:00
Slot 6 ILC

0.00
10
0 0

0:00
Slot 6 ILC

0.00

Manager R

0 100

S2wMan Re

0 100

Manager R

0 100

S2wMan Re

0 100

Manager R

0 100

S2wMan Re

0 100

Manager R

0 100

S2wMan Re

3.

500

500

500

500

500

500

500

3.

00

.00

.00

.00

.00

.00

.00



10 0 100 500 0

0 0
0:00
STot 7 ILC Manager R 3.00
0.00
10 0 100 500 0
0 0
0:00
Slot 7 ILC S2wMan Re  3.00
0.00
10 0 100 500 0
0 0
0:00
EthHoleLinecardMan(1l 1.66
0. 04
10 0 100 500 0
0 0
1:18
EthHolelLinecardMan(2 1.66
0.02
10 0 100 500 0
0 0
1:18
EthHolelLinecardMan(6 1.66
0.17
10 6 100 500 0
0 0
6:38
%CPU Totals 212.80
35.63

B % Catalyst 45003 #2144 _E #Yshow platform health@z

show platform healthcommandiZ2ft TEF L EHHRE ITRM + 2B ERNEA. EHSCPUSEAR
HEITHPESERR |, FETE# H %cru actualcolumnF & H —EESMHE, W, BEELREXTHWAEA
, IR D M1/ NE = 0 CPUSIhERWCPUEAE R, BK , HERESERHEDIEE , BF
ERIFEMTFCPU, EEREXRFAIRENENRITHE , EF —EREHFESCPURIAZR, i
W, ETCAMAE KRBEACLETERENRFHIE , CPURIBRHIEREEN.,



fE B fi# Catalyst 450033 #2# | Byshow processes cpufn 2B % #show platform healthcommand#i
e | Stub-JobEventScheduland K2CpuMan Rewewprocessesﬁﬁﬁ WCPUBHIMBER S, &
21t T B RARE ~1Eshow platform healthcommandfWE H & BN F A EERN —LEREA,

#*2 -EiBshow platform healthis TE RN F A S EERER A

Pat hTagMan- Revi ew

EEBENEXER FREA
Pi mEkd HAEBREIREERE
Ebm CARMBMBEEE | HlanE{L FES
Acl EE1{LSE/K2Ac] Man ACLE 18752
KxAcl Pat hivan - ACLIRAEE B i

K2CpuManiFi®

BITHRERNGERNERNEEI AR EREHCPUERERS
, 551 Ashow platform cpu packet statisticsii S #18 EiX ZICPUN &
*S}@O

K2Accel Packet Man

HERESIZEBMEERRECPUNER TN EEBER

K2Ac| Camvan EIEQoSH R L IhRERY I A M HTCAMEE RS

K2Acl Pol i cer Tabl eMan B3R A M H EEER SR

Lo f{F* Catalyst 4500 Cisco IOSE BB 2ER F RTELHEETHES
EL2K,

K2Por t NanFF i EEREREHBNEXRTIhEE

K2Fi b FIBT&E®E

K2Fi bFI owCache PBR2{REX & &

K2Fi bAdj Man FIBRZEREE

K2Fi bili% EESHEBEFIBER

K2Met St at sMan#Fi BEEMET

K2Qos Dbl Man RS &I1EQoS DBL4

| rnFi bThrottler Thro IPE& AR

K2 L2#{b#&Re EEL2E{LER

Gal Chassi sVp-revi ew HAEIRRE RS2

S2w JobEvent Schedul e

EIBS2WIH E LA BE IR R AR BE

FIR-TFEHHE

ERAKEIASICHRRFER MR

Rki osPor t Mani&Re IBARREES IR M
Rki os E#REER R FEREME
Et hHol eLi necar dMan ESERFHEEGBICS

FIB =@ & E,
2PBR =E AR AR H.



https://www.cisco.com/c/en/us/support/docs/switches/catalyst-4000-series-switches/65591-cat4500-high-cpu.html#t2
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-4000-series-switches/65591-cat4500-high-cpu.html#t2

3 MET ={HiEERE &
‘DBL =B SEfR & E R %I,
582w == S B4R

6GBIC =F kN EE L,

HERRE RACPUE AR S RE
AET 4B Catalyst 4500332 E 5 B — S CPUFE A XEE,
HEEXRERNTDERNCPUERARS

CPUEAXEMNE RRE 2 —RCatalyst 4500 CPUIL RZE AR BRBERERNIRIEFERITH
ERe, HRERENN R SEIPXTEFERT , SIWBPDU, ELERTTEERE -
STEEEIICPU, BR , BREABER SRR TR EHRIMREMH. ELAREEBREN
BERICPUETEENSAHRR, LB TREAHSCPUEARBE.

HRAEERRERAMERCPUERAREENE RRREE
o KREM 4 BBHESI1E
« ICMPEE ; fFE—TH LERHBERT

« IPX={AppleTalki&

. FHEEmD

=

- Z2ACLEVEES EIRT E (TCAM)

« ACLH 9 Thelogkeyword

HERERIREICPUNE R R S4E -
- MTUZ ER-BRAENSRE LNFRENEEEHARKMTU,
« ACL#Hestablished ASA I TCPIESS
- IPSE6HR(IPV6)HE -2 E IR 8L B8 IR BR R X UL Th AL,
- GRE -EE BB RET B INAE,
o IEABE A S HBK HESACLF AR E(RACL)
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JEE : 1£Cisco IOSEBERAR12.1(13)EWIRESRAF |, BERZHIRE,

EACLEI/TE T 2 Ho ip unreachablescommand,
- HRAEEEERNEIH  BZHARPHIDHCPREE ACPUETTRE
WMRIREEDHCP I EE | 55 FIDCHPEEE R [R5k B R4 E X #HIEMDHCPR &,
- BEFITATENKIKIGEITIBZHNSNMPERH
R ERYAE B2 617

Catalyst 45007 B VLANAE 8+ (PVST+HER T X E3000{8 4 B B FIEEE IR, R
Supervisors| 2|1+ 11+TSEA K Catalyst 49485\ , FRE B 5| B #H X W& IhBE. Supervisors| 2|1+
lI+TSEA K Catalyst 4948 &R % iZ1500{E £ FIE, MREHELSTPHIEEZE , RIVBACPUER
EHRERS.



Catalyst 4500

Trunk

WVILAN 1-100 WLAMN 1-100

WLAM 1-100

Total STP instances =3 x 100 =300

Catalyst 4500

T El#E R — & Catalyst 4500% B = A #E | SEEAZEVLAN 12100, EEER3001E L K &E
BB, —RME , BAERALARGTEERBEDE

Total number of STP instances = Number of access ports + Sum of all VLANs
that are carried in each of the trunks

EEYF , REEAE | BE={EHEASHVLAN 1100 :

Total number of STP instances = 0 + 100 + 100 + 100 = 300

2125 : £ show processes cpu 4 B & Cisco I0SHER,

AENAEEEFANGS , SUE/DCPUERRBEWREE, MR Hshow processescpuin T , BIFTLAE EIM B EHEFE(Cat 4k
Myt LoPri andSpanni ng Tree)#iCPUNERXE S, ERILLER , REMNELEREEREMGA T K5 CPUEH,

<#root>

Switch#



show processes cpu

CPU utilization for five seconds: 74%/1%; one minute: 73%; five minutes: 50%

PID Runtime(ms) Invoked
1 4 198
2 4 290

!--- Output suppressed.

25 488 33
26 90656 223674
27 158796 59219
28 20 1693
29 0 1
30 0 2

I--- Output suppressed.

41 0 1
42 0 2
43 78564 20723
44 112 999
45 0 147

uSecs 5Sec IMin 5Min TTY Process
20 0.00% 0.00% 0.00% O Chunk Manager
13 0.00% 0.00% 0.00% O Load Meter

14787 0.00% 0.02% 0.00% 0 Per-minute Jobs
405 6.79% 6.90% 7.22% 0 Catdk Mgmt HiPri

2681 32.55% 33.80% 21.43% 0 Cat4k Mnt LoPri

11 0.00% 0.00% 0.00% O Galios Reschedul
0 0.00% 0.00% 0.00% 0 Cisco IOS ACL Helper
0 0.00% 0.00% 0.00% 0 NAM Manager

0 0.00% 0.00% 0.00% O SFF8472
0 0.00% 0.00% 0.00% 0 AAA Dictionary R

3791 32.63% 30.03% 17.35% O Spanning Tree

112 0.00% 0.00% 0.00% O DTP Protocol
0 0.00% 0.00% 0.00% O Ethchnl

2%  {# Mshow platform healthfs ¥ 2= Catalyst 450043 & K HETE

EREMET A ENEREATCPU , 555 Hshow platform healthcommand, &t & |, ATELE EIK2CpuMan
Reviewprocess ( BEFHEZERERNTMNEE ) AR/ TCPU :



<#root>

Switch#

show pl atform heal th

%CPU  %CPU RunTimeMax Priority Average %CPU Total
Target Actual Target Actual Fg Bg 5Sec Min Hour CPU

I--- Output suppressed.

TagMan-RecreateMtegR 1.00 0.00 10 0 100 500 0 0 0 0:00
K2CpuMan Revi ew 30.00 37.62 30 53 100 500 41 33 1 2:12
K2AccelPacketMan: Tx 10.00 4.95 20 0 100 500 5 4 0 0:36
K2AccelPacketMan: Au 0.10 0.00 0 0 100 500 0 0 0 0:00

K2Ac1Man-taggedFlatA 1.00 0.00 10 0 100 500 0O o 0 0:00

B3 MEEBREMNCPUKY , UREMERERRENER,

B i show platform cpu packet statisticsin S AR ER — ECPURBKSIKREI THEBERER T, o0 PN HEREHKIINE TRS
ERG, BEARIPHNEATSRIPBENER. ZAURECPURENERGNMCPUERAESNRE RBPDURE,

<#root>

Switch#

show pl at form cpu packet statistics


https://www.cisco.com/c/en/us/support/docs/switches/catalyst-4000-series-switches/65591-cat4500-high-cpu.html#t1
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-4000-series-switches/65591-cat4500-high-cpu.html#step1_stp

I-—- Qutput suppressed.

Total packet queues 16
Packets Received by Packet Queue

Queue Total 5 sec avg 1 min avg 5 min avg 1 hour avg
Esmp 202760 196 173 128 28
Cont r ol 388623 2121 1740 598 16

Packets Dropped by Packet Queue
Queue Total 5 sec avg 1 min avg 5 min avg 1 hour avg

Control 17918 0 19 24 3

B4 MERFTERER,

2% i show spanning-tree summary@in . SR ERZBPDUR B RAERBEFENHERS., WHEEMEL TRARR :

<#root>

Switch#

show spanni ng-tree sumrary

Switch is in pvst mode
Root bridge for: none
Extended system ID is enabled
Portfast Default is disabled
PortFast BPDU Guard Default 1is disabled
Portfast BPDU Filter Default is disabled

Loopguard Default is disabled
EtherChannel misconfig guard is enabled
UplinkFast is disabled

BackboneFast is disabled



Configured Pathcost method used 1is short
I-—- Qutput suppressed.

Name Blocking Listening Learning Forwarding STP Active

2994 vl ans 0 0 0 5999 5999

BXREVLANRAPVST+EREE, BTHRIEE  SESTPEXERASERBMST), EEEERT , AREFREDHEE L8
BAREVLAN , STPHIENBESRS, EEBERT , FFEEHPEPTEENVLAN , UESTPEBHEHRIREREZREN
KEE,

BR: BRARGIPEFEREATHEE, EE—EERNEEHER. FABSVILANEEREIPEFE, MEESRIFE+TE , 8
TEELFBHBEHILENVLAN, ERNMEEZZTENFEREN  F2REEEE M HHRBHEERERE, FCiso IPEFEFZEIL
EIZVLANREBIVLANE B, HEEMAICisco IPEFEFEISEIE,

ICMPEEM ; ER—NHELEBHERS

ER-THLEEHE  ARER-L3NELAHARARE , BUTRERRBRFETICMPENRED, MRAIMBAEETHKKE
M T —BRMREVREREXREMEEN FHERET , EEFELICMPEHRERERR, EEMEEETRKENSEREXST—
BB, BEHERRAT —HRREERIZEMNMWMNEFHEA , ZERH LR — B,

EXRGHERSD , PC AEEWebFE RESERA . PCANTEZBEIEBVLAN 100 EIPH#i4t, {B2 , fFCatayst 4500%3E B Bt HY T — Bk
RHSREPCANRE—FR+b, EEERBRT , RERCIEZEEIZE "Routers » Catalyst 4500[EPC ABIXICMPEERER . &
HEERPC AZEIBIKMES ( MARCaayst 4500 ) S ERTEETIWeb@MREE. BR , AZHERT , RIFEETEERICMPEER
o FRZEIEEH Catalyst 45007t E K ECPUIRH AFrE CadystZE B EHB AN SHEN MTEHEANHBEEELICMPEHED,


https://www.cisco.com/en/US/docs/switches/lan/catalyst4500/12.2/25ewa/configuration/guide/voice.html

Web Server

-

Router
Catalyst 4500

WVLAN 100

L __ R __| ---h

ICMP Redirect

PCA

FEERERT , ICMPEEBE KA,

ERERT , ICMPEEREMA. BEFAT , BFEAipicmp redirectsii . EHBSVIELIME TREHEG S,



& - BARipicmp redirects TR S , H I show running-configuration@s F i H P 2 R B9,

1 : £/ show processes cpu BB ECisco |OSHETE,

2% tH show processes cpuii o BB BB EHRE(Cat 4k Mynt LoPri andl P | nput ¥ICPUMBER R RS, ERLER , £H
HMEIPERINRESLAMEEXR—E2HCPU,

<#root>



Switch#

show processes cpu

CPU utilization for five seconds: 38% 1% one nminute: 32% five mnutes: 32%

PID Runtime(ms) Invoked uSecs 5Sec 1Min 5Min TTY Process
1 0 63 0 0.00% 0.00% 0.00% 0 Chunk Manager
2 60 50074 1 0.00% 0.00% 0.00% O Load Meter
3 0 1 0 0.00% 0.00% 0.00% O Deferred Events

I--- Output suppressed.

27 524 250268 2 0.00% 0.00% 0.00% O TTY Background
28 816 254843 3 0.00% 0.00% 0.00% 0O Per-Second Jobs
29 101100 5053 20007 0.00% 0.01% 0.00% O Per-minute Jobs
30 26057260 26720902 975 5.81% 6.78% 5.76% 0 Cat4k Mgmt HiPri
31 19482908 29413060 662 19.64% 18. 20% 20.48% 0 Cat4k Mynt LoPri

I-—- Output suppressed.show platformhedth 35 60 902 0 0.00% 0.00% 0.00% O DHCP Snooping

36 504625304 645491491 781 72. 40% 72. 63% 73. 82% 0 | P | nput

58225 . £/ show platform health S Z Catalyst 450045 E H .



show platform healthfs SHEHAIUEE , FACPURA T REMEZERENT,

<#froot>

Switch#

show pl atform heal th

%CPU  %CPU RunTimeMax Priority Average %CPU Total
Target Actual Target Actual Fg Bg 5Sec Min Hour CPU

--- Output suppressed.

TagMan-RecreateMtegR 1.00 0.00 10 0 100 500 0O o 0 0:00
K2CpuMan Review 330.00 19.18 150 79 25 500 20 19 18 5794:08
K2AccelPacketMan: Tx 10.00 4.95 20 0 100 500 5 4 0 0:36
K2AccelPacketMan: Au 0.10 0.00 0 0 100 500 0 o0 0 0:00
K2Ac1Man-taggedFlatA 1.00 0.00 10 0 100 500 0 o0 0 0:00

5§35 REREWREMNCPUKS , UEEFEEREREBNER,

&% tHshow platform cpu packet statisticsis 5 AR EM —ECPUBKFIRE| TS EZERER ST, WEFFIL3 Fwd Lowqueuelt EIfR Z & H}

o

<#froot>

Switch#

show pl atform cpu packet statistics

I-—-- Qutput suppressed.

Packets Received by Packet Queue



Queue Total 5 sec avg 1 min avg 5 min avg 1 hour avg
Esmp 48613268 38 39 38 39
Control 142166648 74 74 73 73
Host Learning 1845568 2 2 2 2
L3 Fwd High 17 0 0 0 0
L3 Fwd Medium 2626 0 0 0 0
L3 Fwd Low 4717094264 3841 3879 3873 3547
L2 Fwd Medium 1 0 0 0 0
L3 Rx High 257147 0 0 0 0
L3 Rx Low 5325772 10 19 13 7
RPF Failure 155 0 0 0 0
ACL fwd(snooping) 65604591 53 54 54 53
ACL log, unreach 11013420 9 8 8 8

B4 MERFTERER,

EEERERT , BEFACPU SPANREEMEIAFICPUNER R, BBICPU SPANER , BZREAXENIE . SPANEE#E
b i &) B8 hix . F S NRAER 5, £ A show running-configurationfi e R ERIR DB E. EIEER
AT, HESERERNEES , EREsESENRHICMPEFHED, WBARFREREZCaayst 4500 LCPUEARBENERRERZ —

o

& A LA FE isourcingdt B & ¥f Catalyst 4500 A ICMPERM Em M R E , Y SEENHN T —ER, B2 , YIMERENSERE
ICMPEE™. MRELBREMRE , Cadyst 500X ARARRMREXLERZRNESEENIELEED., ELEEMSHEAECPUE
Ro BRARRERICMPEEM,. ENET , #Hnoip redirectsii &,

EiEE

o

TEHBIPH R, TREEHREEE R, EERARBIPULE , IPENENSEEER. FERAGKRFDRAIPEEM.

BEMR , AKEBRFBEETEHICMPEER R ML EE. FHit , —RERTEALLIRE

IPX S} AppleTa k& i

Catalyst 450012318 £ 88 S 2% PR X X B IPX MAppleTal ki M. REUFBABER , BEHCPUEREREEN,
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AR RBE-VLANRHIPXMAppleTadkERRAEEERER.,. AEFTERHANENCOTERRKRSEE,

1 : £/ show processes cpu BB ECisco |OSHETE,

2% tHshow processes cpu 5 AR ZE M — B Cisco IOSHERRME A TCPU, EtHmTSEESH | &

EEBECPUM A ERRSIERE R heCat 4k
Mgt LoPri

il

<#root>



witch#

show processes cpu

CPU utilization for five seconds: 87%/10%; one minute: 86%; five minutes: 87%
PID Runtime(ms) Invoked uSecs 5Sec IMin 5Min TTY Process
1 4 53 75 0.00% 0.00% 0.00% O Chunk Manager

!--- Output suppressed.

25 8008 1329154 6 0.00% 0.00% 0.00% O Per-Second Jobs

26 413128 38493 10732 0.00% 0.02% 0.00% O Per-minute Jobs

27 148288424 354390017 418 2.60% 2.42% 2.77% 0 Catd4k Mgmt HiPri
28 285796820 720618753 396 50.15% 59. 72% 61.31% 0O Cat4k Mynt LoPri

582 . £/ show platform health #5 S #& Catalyst 450045 E HIHEFE.

show platform hedthis S HYEIE AT AR E , EACPUR A T REFEERERER T,

<#root>

Switch#

show pl atform heal th

%CPU  %CPU RunTimeMax Priority Average %CPU Total
Target Actual Target Actual Fg Bg 5Sec Min Hour CPU

!--- Output suppressed.



TagMan-RecreateMtegR 1.00 0.00 10 4 100 500 0O o 0 0:00

K2CpuMan Revi ew 30.00 27.39 30 53 100 500 42 47 42 4841:

K2AccelPacketMan: Tx 10.00 8.03 20 0 100 500 21 29 26 270:4

34 RERWREMNCPUKS , UEEFEEERREBNER,

EREMEXIICPUNERLRELRI , 553 Hshow platform cpu packet statisticsiy & o

<#root>

Switch#

show pl at form cpu packet statistics

!--- Output suppressed.

Packets Received by Packet Queue

Queue Total 5 sec avg 1 min avg 5 min avg 1 hour avg
Esmp 48613268 38 39 38 39
Control 142166648 74 74 73 73
Host Learning 1845568 2 2 2 2
L3 Fwd High 17 0 0 0 0
L3 Fwd Medium 2626 0 0 0 0
L3 Fwd Low 1582414 1 1 1 1
L2 Fwd Medium 1 0 0 0 0

L2 Fwd Low 576905398 1837 1697 1938 1515



L3 Rx High 257147 0 0 0 0
L3 Rx Low 5325772 10 19 13 7
RPF Failure 155 0 0 0 0
ACL fwd(snooping) 65604591 53 54 54 53
ACL log, unreach 11013420 9 8 8 8

B4 MERAERHR,

HREEEHE TIPXHAppleTadkiEH , AtRAFERNEELEEE TE. ERATHER , BBEHCPUREIRREEINRER
FEHNFRE, BECPUSPANNEF , F2BRAXENIE ; (FHSPANEECPUE B - Cisco |OSER B R 4812, 1(19)EWHI E = AR A
o

EEEBRT , EEEMVNEKEECPUEFAERE. ECPUREEERE RS | Catalyst 4500 CPUIRTERI T £,

FHEE

MEMACH IR AR EMACH L | BlCatalyst 45002 EE A B EMAIMACH L, RIRSIZEH TS HMACH LAY E B B A8 2% 2
CPU,

FAIBVLANNE ( 538 ) BEARBERER IEREMACHE, EIt , MACIERPREER , BN ARELVLANNEY
HITEEEFCPUETRE,

MERBEEEEBZNFTMACHNNIRS | Bl ERCPUERAERR S,

1% . £/ show processes cpu TR Cisco |OSHERE,

B show processes cpuim S A BB — B Cisco IOSERMEA TCPU, EhHtIES , FHERCPUBEAERSHHERERL heCat 4k

Myt LoPri :

<#root>

Switch#

show processes cpu

CPU utilization for five seconds: 89%/1%; one minute: 74%; five minutes: 71%
PID Runtime(ms) Invoked uSecs 5Sec IMin 5Min TTY Process
1 4 53 75 0.00% 0.00% 0.00% O Chunk Manager

!--- Output suppressed.
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25 8008 1329154 6 0.00% 0.00% 0.00% O Per-Second Jobs

26 413128 38493 10732 0.00% 0.02% 0.00% O Per-minute Jobs
27 148288424 354390017 418 26.47% 10.28% 10.11% 0 Cat4k Mgmt HiPri
28 285796820 720618753 396 52.71% 56. 79% 55. 70% 0 Cat4k Mynt LoPri

5624 : {£ Fshow platform healthds & & Catalyst 450045 E I TR

show platform healthcommand# & i AT AR E , FACPUR A T BEFTEZRER GRS,

<#froot>

Switch#

show pl atform heal th

%CPU  %CPU RunTimeMax Priority Average %CPU Total
Target Actual Target Actual Fg Bg 5Sec Min Hour CPU

I-—-- Qutput suppressed.

TagMan-RecreateMtegR 1.00 0.00 10 4 100 500 0O o 0 0:00

K2CpuMan Revi ew 30.00 46.88 30 47 100 500 30 29 21 265:01

K2AccelPacketMan: Tx 10.00 8.03 20 0 100 500 21 29 26 270:4



$35  REBEWREMNCPUKS , UEEFEEREREBNER,

EREGXTICPUNERIRE R , 753 Hshow platform cpu packet statisticsin{o

<#froot>

Switch#

show pl atform cpu packet statistics

!--- Output suppressed.

Packets Received by Packet Queue

Queue Total 5 sec avg 1 min avg 5 min avg 1 hour avg
Esmp 48613268 38 39 38 39
Control 142166648 74 74 73 73
Host Learning 1845568 1328 1808 1393 1309
L3 Fwd High 17 0 0 0 0
L3 Fwd Medium 2626 0 0 0 0
L3 Fwd Low 1582414 1 1 1 1
L2 Fwd Medium 1 0 0 0 0
L2 Fwd Low 576905398 37 7 8 5
L3 Rx High 257147 0 0 0 0
L3 Rx Low 5325772 10 19 13 7
RPF Failure 155 0 0 0 0
ACL fwd(snooping) 65604591 53 54 54 53
ACL log, unreach 11013420 9 8 8 8

B4 MERETERER,

show platform healthin 5 B8 B RCPUR IR RS FHIMACHhHE, EBEBENBEE RHMABHETRESIEN, flm , mRERBHER
8L, |G ERAEESUEA(TCN), EPVSTHER T , TCNEETHELEBEEEENY ., NREZXREEARENE N



i, BIERIFTMACH R E . EIRESTP (RSTP) (IEEE 802.1w)sMST (IEEE 802.19)ER T , METCNRE R —AX#EME | AlEE
eV, EEECEEREMEBMMACH N, MRAERIEY  BETRIERE, BR  ARNERAE., JBEHERK
X APortFastfy T #1E TR HBEBINREER, THESETAEBEMACKRIFNAEENE2E., REREAREN T — B B2
BRABEE S, RMBREKTENEE , T EEETCPULIET EM I BT, HERASEERBLITCNNKRERE,

BHMEBAREEETSRBURBFNELRE , EGERVACH (L , BEERXRB LENER, £EBERT , FEMMACH
HRECRHE  AERM-LET. BEZCRENER  XBEREZ(LZREEMACELERPREERIE,

AR EEFAEZEECATETHBRNER, MRENERPERDRE  LENTHEHRERN,

ZL2ACLHWERERT E(TCAM)



Catalyst 45001 FiCisco TCAM¥ B E BACLETE R kG, TCAMAEEBERREHERAACL, ERERREHESTES
ACL , IR A MBEID R B TE, EMACLI A/ M |, KEEMR2EEN , RAACLEHNNEERFEN., ER , TCAMEBRER
o Hit , MEFRBBZHACLIRE , BHEBIBTCAMB R, R3IFT T H— A Catalyst 4500 Supervisor 5| BRI N THATCAME
FE,

3 - Catalyst 4500 Supervisor 51 %/X#ik FRTCAMBE

Em RHETCAM ( BEH @ ) QoS TCAM ( B@EA Mm@ )
Supervisor5| Z|1+/I1+TS 81921E % B T H1024{E (819218 (% B %85 1024E# T
EEB|ZIN/IV/VHICatalyst 4948 (16,384 18k B 75 52048 1E 5| 16,3848 % B 5 204818 &%

&1 2| #V-10GE M Catalyst 4948- (16,3841EIKE , #74516,38418 |[16,3841E{K H , #7%516,38418
10GE B B

REHEAhEETCAME Z 2 ACLETRERERET , HIIMRACLAMVLAN ACL (VACL), RSt EATCAMIIAEIR R £IhEE |, HlA
REVEEACLIYIPTRIRFTE(IPSG). RIHE A QoS TCAME 7 MBS BEACLE TIER R

EEZREACLERRFTHAB Catalyst 450088 B TCAMEREF | ACLHH 2 EASERHEREET. FEELACEHNER T EEREH
B  E2EHCPUERARE S, ACLRHALMTERR. BAOER , MRACLFEATCAM , BIACLIKZHACETREF 2T
TCAMF#E TR ERET.

ETCAMBURER , SHRANTESHEE
%C4K_HWACLMAN-4-ACLHWPROGERRREASON: (Suppressed 1times) Input(null, 12/Normal)
Security: 140 - insufficient hardware TCAM masks.

%C4K_HWACLMAN-4-ACLHWPROGERR: (Suppressed 4 times) Input Security: 140 - hardware TCAM
Timit, some packet processing can be software switched.

A LAFEshow loggingcommand i P E BN EEEVEE ., BHERKKRPTRESHTELRBEERE , M UEERCPUERERS.,



https://www.cisco.com/c/en/us/support/docs/switches/catalyst-4000-series-switches/65591-cat4500-high-cpu.html#t3

R MRERTABACL , ETCAMABRERRTERMACLLE , B EEERHEE,

125  {# Fshow processes cputin B & Cisco | OSHEE TR,

2% i show processes cpucommand. R ATLLE BICPUE A RES , BARCat 4k Mynt LoPriprocessth Al T K E84 CPUIBH],

<#root>

Switch#



show processes cpu

CPU utilization for five seconds: 99%/0%; one minute: 99%; five minutes: 99%

PID Runtime(ms) Invoked uSecs 5Sec IMin 5Min TTY Process
1 0 11 0 0.00% 0.00% 0.00% 0 Chunk Manager
2 9716 632814 15 0.00% 0.00% 0.00% O Load Meter
3 780 302 2582 0.00% 0.00% 0.00% 0O SpanTree Helper

!--- Output suppressed.

23 18208 3154201 5 0.00% 0.00% 0.00% O TTY Background

24 37208 3942818 9 0.00% 0.00% 0.00% O Per-Second Jobs
25 1046448 110711 9452 0.00% 0.03% 0.00% O Per-minute Jobs
26 175803612 339500656 517 4.12% 4.31% 4.48% 0 Cat4k Mgmt HiPri
27 835809548 339138782 2464 86.81% 89. 20% 89. 76% 0 Cat4k Mynt LoPri
28 28668 2058810 13 0.00% 0.00% 0.00% O Galios Reschedul

58245 : fEF show platform hedlth &7 & Catalyst 450045 E TS,

2% Hishow platform health@i©. A EAEEIK2CpuMan Review ( REHERERE R INIEE ) £H T CPU,

<#froot>

Switch#

show pl atform heal th

%CPU  %CPU RunTimeMax Priority Average %CPU Total

Target Actual Target Actual Fg Bg 5Sec Min Hour CPU
Lj-poll 1.00 0.01 2 0 100 500 0 O 0 13:45
GalChassisVp-review 3.00 0.20 10 16 100 500 0 o 0 88:44



S2w-JobEventSchedule 10.00 0.57 10 7 100 500 1 0 0 404:22
Stub-JobEventSchedul 10.00 0.00 10 0 100 500 0 O 0 0:00
StatValueMan Update 1.00 0.09 1 0 100 500 0O o 0 91:33
Pim-review 0.10 0.00 1 0 100 500 0O O 0 4:46
Ebm-host-review 1.00 0.00 8 4 100 500 0O o 0 14:01
Ebm-port-review 0.10 0.00 1 0 100 500 0O O 0 0:20
Protocol-aging-revie 0.20 0.00 2 0 100 500 0O O 0 0:01
AcT-Flattener 1.00 0.00 10 5 100 500 0 O 0 0:04
KxAc1PathMan create/ 1.00 0.00 10 5 100 500 0 0 0 0:21
KxAc1PathMan update 2.00 0.00 10 6 100 500 0O O 0 0:05
KxAclPathMan reprogr 1.00 0.00 2 1 100 500 0O o 0 0:00
TagMan-InformMtegRev 1.00 0.00 5 0 100 500 0O o 0 0:00
TagMan-RecreateMtegR 1.00 0.00 10 14 100 500 0O o 0 0:18
K2CpuMan Revi ew 30.00 91.31 30 92 100 500 128 119 84 13039: 02
K2AccelPacketMan: Tx 10.00 2.30 20 0 100 500 2 2 2 1345:30
K2AccelPacketMan: Au 0.10 0.00 0 0 100 500 0 o 0 0:00

34 RERWREMCPUKS , UEEFEERRREBNER,

BEEE—SHEMAEHECPURS , AR MLER B REZEZECPUBSI, 2 Hshow platform cpu packet statisticsii o AT EAEBIACL
sw processingqueuell E| R EME BT, Bt , TCAMRNRCPURIARBERENRRE,

<#root>

Switch#

show pl at form cpu packet statistics

!--- Output suppressed.
Packets Received by Packet Queue

Queue Total 5 sec avg 1 min avg 5 min avg 1 hour avg

Control 57902635 22 16 12 3
Host Learning 464678 0 0 0 0



L3 Fwd Low 623229 0 0 0 0
L2 Fwd Low 11267182 7 4 6 1
L3 Rx High 508 0 0 0 0
L3 Rx Low 1275695 10 1 0 0
ACL fwd(snooping) 2645752 0 0 0 0
ACL Tog, unreach 51443268 9 4 5 5
ACL sw processing 842889240 1453 1532 1267 1179
Packets Dropped by Packet Queue

Queue Total 5 sec avg 1 min avg 5 min avg 1 hour avg
L2 Fwd Low 3270 0 0 0 0
ACL sw processing 12636 0 0 0 0

B4% . R,

EXE3H  EMETREEEFRNBEARE, MERESBUEMUHACLEMACLEIMLBREMN. WA, FRIBEAACLEEFRK
Z2HEER , ABRELEBPHACLEEMERRG

ACLF HlogBiEF

Catalyst 45003 Bio &k P EACLIFE N ERN THMET , BEBSWRETAERSCPURIAR, RERERBREZN B
3 % £ A of logkeywords, ZERERBRE , BAIUHERRCRBNRE , M RAHBAREBACE, 5% thelogkeywordR I 5 #
FTE&M. 1ECisco IOSERBEMA12.1(13)EWHEFIRAF , B ALZRRERH, R EMF fHdogmessagesti EBEACL LEMVE BT E
BHTHE , ABGTBETERMN, B Ashow access it P U BB ERNFKITEA . BHRRIZE B orlogmessagesa 35 R
ACL B, AtERZHBLRARER,

12 £ fshow processes cpuiin B & Cisco |OSHERE

2% i show processes cpuiin & A ZE B — B Cisco IOSHERRE A TCPU, EltmtEEF , IRRCPUSRARRENERE 2t heCat 4k
Mgnt LoPri :

<#froot>

Switch#


https://www.cisco.com/c/en/us/support/docs/switches/catalyst-4000-series-switches/65591-cat4500-high-cpu.html#step3_tcam
https://www.cisco.com/en/US/docs/switches/lan/catalyst4500/12.2/25ewa/configuration/guide/secure.html
https://www.cisco.com/en/US/docs/switches/lan/catalyst4500/12.2/25ewa/configuration/guide/secure.html
https://www.cisco.com/en/US/docs/switches/lan/catalyst4500/12.2/25ewa/configuration/guide/secure.html
https://www.cisco.com/en/US/docs/switches/lan/catalyst4500/12.2/25ewa/configuration/guide/secure.html

show processes cpu

CPU utilization for five seconds: 99%/0%; one minute: 99%; five minutes: 99%

PID Runtime(ms) Invoked uSecs 5Sec IMin 5Min TTY Process
1 0 11 0 0.00% 0.00% 0.00% 0 Chunk Manager
2 9716 632814 15 0.00% 0.00% 0.00% O Load Meter

!--- Output suppressed.

26 175803612 339500656 517 4.12% 4.31% 4.48% 0 Catdk Mgmt HiPri
27 835809548 339138782 2464 86.81% 89. 20% 89. 76% 0 Cat4k Mynt LoPri
28 28668 2058810 13 0.00% 0.00% 0.00% 0O Galios Reschedul

5824 © i Fshow platform healthiin 5 4 & Catalyst 450045 7E F HEZ,

BESEACPUN T A EHETRE., % Hshow platform hedthin©, EEHF , FHEEK2CpuMan ReviewprocessfE A 7 KB4 CPUBE],
THEBFRACPUEREE T TN ERBEBERNITIRMRE,

<#root>

Switch#
show pl atform heal th

%CPU  %CPU RunTimeMax Priority Average %CPU Total
Target Actual Target Actual Fg Bg 5Sec Min Hour CPU
Lj-poll 1.00 0.01 2 0 100 500 0 o0 0 13:45

GalChassisVp-review 3.00 0.20 10 16 100 500 0 o 0 88:44
S2w-JobEventSchedule 10.00 0.57 10 7 100 500 1 0 0 404:22
Stub-JobEventSchedul 10.00 0.00 10 0 100 500 0 0 0 0:00
StatValueMan Update 1.00 0.09 1 0 100 500 0 o 0 91:33
Pim-review 0.10 0.00 1 0 100 500 0 0 0 4:46
Ebm-host-review 1.00 0.00 8 4 100 500 0 o 0 14:01



Ebm-port-review 0.10 0.00 1 0 100 500 0O O 0 0:20
Protocol-aging-revie 0.20 0.00 2 0 100 500 0O o 0 0:01
Acl-Flattener 1.00 0.00 10 5 100 500 0 O 0 0:04
KxAcTPathMan create/ 1.00 0.00 10 5 100 500 0 0 0 0:21
KxAc1PathMan update 2.00 0.00 10 6 100 500 0O O 0 0:05
KxAclPathMan reprogr 1.00 0.00 2 1 100 500 0O o 0 0:00
TagMan-InformMtegRev 1.00 0.00 5 0 100 500 0O o 0 0:00
TagMan-RecreateMtegR 1.00 0.00 10 14 100 500 0O o 0 0:18
K2CpuMan Revi ew 30.00 91.31 30 92 100 500 128 119 84 13039:02
K2AccelPacketMan: Tx 10.00 2.30 20 0 100 500 2 2 2 1345:30
K2AccelPacketMan: Au 0.10 0.00 0 0 100 500 0 O 0 0:00

34 RERWREMCPUKS , UEEFEERRREBNER,

EREEXICPUNERLRAER , 553 H show platform cpu packet statisticsin ©o B ES , TUEIKIERBRHR
ACLlogkeyword :

<#root>

Switch#

show pl at form cpu packet statistics

!--- Output suppressed.

Total packet queues 16
Packets Received by Packet Queue

Queue Total 5 sec avg 1 min avg 5 min avg 1 hour avg
Control 1198701435 35 35 34 35
Host Learning 874391 0 0 0 0
L3 Fwd High 428 0 0 0 0
L3 Fwd Medium 12745 0 0 0 0
L3 Fwd Low 2420401 0 0 0 0
L2 Fwd High 26855 0 0 0 0



L2 Fwd Medium 116587 0 0 0 0
L2 Fwd Low 317829151 53 41 31 31
L3 Rx High 2371 0 0 0 0
L3 Rx Low 32333361 7 1 2 0
RPF Failure 4127 0 0 0 0
ACL fwd (snooping) 107743299 4 4 4 4
ACL | og, unreach 1209056404 1987 2125 2139 2089
Packets Dropped by Packet Queue

Queue Total 5 sec avg 1 min avg 5 min avg 1 hour avg
ACL log, unreach 193094788 509 362 437 394

FAD . BAEE,

ELE3H  CRETREEEEANREARR, EERRIEE , BHRACLFBBRtheogkeyword, 1ECisco |OSER B hR A
121(13)EWLIHIEFREAF , HARSERRFHN , HECPUERERTEEBAE. FAGBBEFHBERARBRBACLIRN A *.
A[LAE show accesslist acl_idan % H P & EIFh BB BT B8R

F2EERIRE

EREHESTPERTEURSEARESHESTPHEE , BERE2EEHRIRE,

12 : {# fshow processes cpu # S & Cisco |0SHERR

THENBEEEFANSS , SUBE/DCPUERARBEIREE. MR Hshow processescpuin s , BIFTAE EIMBEEHEFE(Cat 4k
Mgt LoPri andSpanni ng Tree)¥ICPUNER RS, ERWLENR , BEMEEREERMGA T K5 CPUBH,

<#root>

Switch#

show processes cpu


https://www.cisco.com/c/en/us/support/docs/switches/catalyst-4000-series-switches/65591-cat4500-high-cpu.html#step3_log

CPU utilization for five seconds: 74%/1%; one minute: 73%; five minutes: 50%

PID Runtime(ms) Invoked uSecs 5Sec 1Min 5Min TTY Process
1 4 198 20 0.00% 0.00% 0.00% 0O Chunk Manager
2 4 290 13 0.00% 0.00% 0.00% O Load Meter

I-—- Qutput suppressed.

25 488 33 14787 0.00% 0.02% 0.00% O Per-minute Jobs
26 90656 223674 405 6.79% 6.90% 7.22% 0 Cat4k Mgmt HiPri
27 158796 59219 2681 32.55% 33.80% 21.43% 0 Cat4k Mgnt LoPri
28 20 1693 11 0.00% 0.00% 0.00% O Galios Reschedul
29 0 1 0 0.00% 0.00% 0.00% 0 IOS ACL Helper
30 0 2 0 0.00% 0.00% 0.00% 0 NAM Manager

!--- Output suppressed.

41 0 1 0 0.00% 0.00% 0.00% 0 SFF8472

42 0 2 0 0.00% 0.00% 0.00% O AAA Dictionary R
43 78564 20723 3791 32.63% 30.03% 17.35% 0 Spanning Tree

44 112 999 112 0.00% 0.00% 0.00% O DTP Protocol

45 0 147 0 0.00% 0.00% 0.00% 0 Ethchnl

58245 « f Fshow platform healthiiy £ 4 & Catalyst 450045 E I T2

EREHET S S ENEREATCPU , 5% Hshow platform hedth@i . #EEEHEF , ATELE EIK2CpuMan Reviewprocess ( BE &
ERERERTNESE ) ARTCPU:

<#froot>

Switch#



show pl atform heal th

%CPU  %CPU RunTimeMax Priority Average %CPU Total
Target Actual Target Actual Fg Bg 5Sec Min Hour CPU

!--- Output suppressed.

TagMan-RecreateMtegR 1.00 0.00 10 0 100 500 0O o 0 0:00

K2CpuMan Revi ew 30.00 37.62 30 53 100 500 41 33 1 2:12

K2AccelPacketMan: Tx 10.00 4.95 20 0 100 500 5 4 0 0:36

K2AccelPacketMan: Au 0.10 0.00 0 0 100 500 0 o 0 0:00
K2AcTMan-taggedFlatA 1.00 0.00 10 0 100 500 0 o 0 0:00

B35 MEEPCREMNCPUKY , UREHHEEREREMNE R

2% i show platform cpu packet statisticsin = A E M —ECPUBKYIINE THHEZERER T, A2 LB REFKIIKE TRS

BERE, FERARITNWEANI BRI P HHNER, STURECPURENERINCPUEAREMNRERBPDURE,

<#froot>

Switch#

show pl atform cpu packet statistics

I--- Output suppressed.

Total packet queues 16
Packets Received by Packet Queue

Queue Total 5 sec avg 1 min avg 5 min avg 1 hour avg


https://www.cisco.com/c/en/us/support/docs/switches/catalyst-4000-series-switches/65591-cat4500-high-cpu.html#t1
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-4000-series-switches/65591-cat4500-high-cpu.html#step1_stp_loop

Esmp 202760 196 173 128 28

Contr ol 388623 2121 1740 598 16

Packets Dropped by Packet Queue

Queue Total 5 sec avg 1 min avg 5 min avg 1 hour avg

Control 17918 0 19 24 3

$45 - MERFRELHFREE

—RME , BUUATERATSRETRBR (RERME  FESRIEME) -

PEEE,

BRRRBENVEE,

HETEIE,

EEmERNRER.

K18 TTER.

2T T AR A
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¥5% . BHRESRSTPIIAE

BDPURAFE -RFESTP , LA RIEREN MR K EERE SR Aportfastiy B, HRFMEH , 2 LB 8 PortFast BPDUFA
EmIhae,

IRIBPHE -REE2BMBNBEL. AEFHEEA

BB 7B B REME. SEHEET  BeMARRBERyEERLE,

UDLD -#RIBE ) $ERR W By I L R BB IRER . BRIRFMAER , B

CPUERESHHMER

UTREFHCPUEARESNHEMENRR !

B EEEL

SFIB— BFEEHCPU

RkiosPortMan Port ReviewprocessH Y CPU{E Fi SR8 5
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EFARSPANFISE3E RN CPUF RS

REACLEARF IR IEE

CPUBERAENBEREEEARENEMBRKEACLHIBESF,
BEEERE

E— A2 @EERNERBRBERER , Caayst 4500 REKENCPURIAE, HIERE4EE MR Cisco |OSE B MR
12.2(20)EWARY Cisco | OSERBE iR A4S

125 : {# Fshow processes cputin 5 B & Cisco | OSHERE

2% i show processes cpucommandSA 4 Z B8 — B Cisco IOSHERRE A TCPU, EltoREEP |, FEECPUERARRENERR
t heCat 4k Mgmt LoPri :

<#root>

Switch#

show processes cpu

CPU utilization for five seconds: 96%/0%; one minute: 76%; five minutes: 68%

PID Runtime(ms) Invoked uSecs 5Sec 1Min 5Min TTY Process
1 0 4 0 0.00% 0.00% 0.00% 0 Chunk Manager
2 9840 463370 21 0.00% 0.00% 0.00% O Load Meter
3 0 2 0 0.00% 0.00% 0.00% 0O SNMP Timers

I--- Output suppressed.

27 232385144 530644966 437 13.98% 12.65% 12.16% 0 Cat4k Mgmt HiPri
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https://www.cisco.com/c/en/us/support/docs/switches/catalyst-4000-series-switches/65591-cat4500-high-cpu.html#layer3ctrl
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-4000-series-switches/65591-cat4500-high-cpu.html#layer3ctrl
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-4000-series-switches/65591-cat4500-high-cpu.html#layer3ctrl
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-4000-series-switches/65591-cat4500-high-cpu.html#layer3ctrl
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-4000-series-switches/65591-cat4500-high-cpu.html#layer3ctrl

28 564756724 156627753 3605 64.74% 60. 71% 54. 75% 0 Cat4k Mgnt LoPri

29 9716 1806301 5 0.00% 0.00% 0.00% 0 Galios Reschedul

5822 £ Mshow platform healthds & # 2= Catalyst 45004 & FY R

show platform healthcommandiy & Hi #§ B3k x Acl Pat hVan createprocessFi 2 7 CPU, b2 2 F 3R 2 3 2P 1R,

<#root>

Switch#

show pl atform heal th

%CPU  %CPU RunTimeMax Priority Average %CPU Total
Target Actual Target Actual Fg Bg 5Sec Min Hour CPU

Lj-poll 1.00 0.03 2 0 100 500 0 o 0 9:49
GalChassisVp-review 3.00 1.11 10 62 100 500 0 o 0 37:39
S2w-JobEventSchedule 10.00 2.85 10 8 100 500 2 2 2 90:00
Stub-JobEventSchedul 10.00 5.27 10 9 100 500 4 4 4 186:2
Pim-review 0.10 0.00 1 0 100 500 0 o 0 2:51
Ebm-host-review 1.00 0.00 8 4 100 500 0 o 0 8:06
Ebm-port-review 0.10 0.00 1 0 100 500 0O o 0 0:14
Protocol-aging-revie 0.20 0.00 2 0 100 500 0O O 0 0:00
AcT-Flattener 1.00 0.00 10 5 100 500 0O o 0 0:00
KxAcl Pat hMan creat e/ 1.00 69.11 10 5 100 500 42 53 22 715:0
KxAc1PathMan update 2.00 0.76 10 6 100 500 0O o 0 86:00
KxAc1PathMan reprogr 1.00 0.00 2 1 100 500 0O o 0 0:00
TagMan-InformMtegRev 1.00 0.00 5 0 100 500 0 0 0 0:00
TagMan-RecreateMtegR 1.00 0.00 10 227 100 500 0 0 0 0:00
K2CpuMan Review 30.00 8.05 30 57 100 500 6 5 5 215:0
K2AccelPacketMan: Tx 10.00 6.86 20 0 100 500 5 5 4 78:42



$3F  MERKTRE,

B RS/ A SN E. FERER TR BEEiEE. 2T EB R IuER/ N EBRER ., EFFENTE T2 Hthedogging
event link-statuscommand. A LA{E Ainterface rangecommand 5 @ #t ¥ — RPN ERRE , WA T RBIFTR :

<#froot>

Switch#

configure term nal

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#

interface range gigabitethernet 5/1 - 48

Switch(config-if-range)#

| oggi ng event |ink-status

Switch(config--if-range)#

end



<#root>

Switch#

show | oggi ng

!--- Output suppressed.

3w5d: %LINK-3-UPDOWN: Interface GigabitEthernet5/24, changed state to down
3w5d: %LINK-3-UPDOWN: Interface GigabitEthernet5/24, changed state to up
3w5d: %LINK-3-UPDOWN: Interface GigabitEthernet5/24, changed state to down
3w5d: %LINK-3-UPDOWN: Interface GigabitEthernet5/24, changed state to up
3w5d: %LINK-3-UPDOWN: Interface GigabitEthernet5/24, changed state to down
3w5d: %LINK-3-UPDOWN: Interface GigabitEthernet5/24, changed state to up

WEREHERNESN TR , FEANEURCPUSE XK SHRIE, Cisco |IOSEEEARZA12.2(20)EWAR EFARAC &H ¥ th B ShiE
187 & Catalyst 45000917 5. Eit , HCPUMSERBUERIEKR, Btk , LIBERZSERE., KBEEXKNCPUERERST
¥ Catayst 4500 M ER B E,

FIB—EBMHREEHMCPUME A RIZE
EFIBR —BEMEHR |, Catalyst 45007 B2 BERCPUE A EMEREFIEE, FIBRECEFERENNLIERR, —BEREnfE

Cisco IOSH B FIBRAMERIRE <N — Bk, ERE-—BMITRAENSTIEREHEREH. JIVWEF2VAT R, LAEREE
RIEFHRAERET. HERRERETA , FTETEAMSELEIRFERREN T,

show platform healthcommandy & H #8 KK 2Fib Consistency{& i 7 X EB4 #ICPU,

AR HEENFHCPURRARE-—SER—IRAKRTRE , EVURALBRERETNESNRE, KEAEREFERAZRCPUB
o

<#root>

Switch#

show pl atform heal th



%CPU  %CPU RunTimeMax Priority Average %CPU Total

Target Actual Target Actual Fg Bg 5Sec Min Hour CPU
Lj-poTll 1.00 0.02 2 1 100 500 0 O 0 1:09
GalChassisVp-review 3.00 0.29 10 3 100 500 0 O 0 11:15

I-—- Qutput suppressed.

K2Fib cam usage revi 2.00 0.00 15 0 100 500 0O o 0 0:00
K2Fib IrmFib Review 2.00 0.00 15 0 100 500 0 o0 0 0:00
K2Fib Vrf Default Ro 2.00 0.00 15 0 100 500 0 o0 0 0:00
K2Fib AdjRepop Revie 2.00 0.00 15 0 100 500 0 o0 0 0:00
K2Fib Vrf Unpunt Rev 2.00 0.01 15 0 100 500 0 o0 0 0:23
K2Fib Consistency Ch 1.00 60.40 5 2 100 500

0 0 0

100:23

K2FibAdjMan Stats Re 2.00 0.30 10 4 100 500 0 o0 0 6:21
K2FibAdjMan Host Mov  2.00 0.00 10 4 100 500 0 o0 0 0:00
K2FibAdjMan Adj Chan 2.00 0.00 10 0 100 500 0 o0 0 0:00
K2FibMulticast Signa 2.00 0.01 10 2 100 500 0 o0 0 2:04

K2FibAdManE B EBIHEFHCPUERERS

Catalyst 45007 86 & # RK 2FibAdjMan Host MoveprocessP BICPUE IR B 5. iE— & f 2 H R 1Eshow platform healthcommand#y
BT, FEMACHIEEBHRAENIE LB , ESEBUECPUEARE, mac-address-table aging-timefy AR B &5 53008
o LLRIREYARIR 5 ERIEMMACHE U BLEFR | RE BRI SRETHEM B RE KB MACH U BB, Cisco |IOSHERMRA<12.2(18)EWH
EFRAEBEBLERTS , MERLDFEACPU, 2 ECisco bug IDCSCed15021 ( ERFMEAE ) .


https://tools.cisco.com/bugsearch/bug/CSCed15021
https://tools.cisco.com/bugsearch/bug/CSCed15021

Mgt . RAEEREMNIRERAERFNINABIREEH,

<#root>

Switch#

show pl atform heal th



%CPU  %CPU RunTimeMax Priority Average %CPU Total
Target Actual Target Actual Fg Bg 5Sec Min Hour CPU

Lj-poll 1.00 0.02 2 1 100 500 0O o0 0 1:09
GalChassisVp-review 3.00 0.29 10 3 100 500 0 0 0 11:15
S2w-JobEventSchedule 10.00 0.32 10 7 100 500 0 0 0 10:14

!--- Output suppressed.

K2FibAdjMan Stats Re 2.00 0.30 10 4 100 500 0 O 0 6:21
K2Fi bAdj Man Host Mov  2.00 18.68 10 4 100 500 25 29 28 2134:39
K2FibAdjMan Adj Chan 2.00 0.00 10 0 100 500 0 O 0 0:00

K2FibMulticast Signa 2.00 0.01 10 100 500 :
K2FibMulticast Entry 2.00 0.00 10 7 100 500 0 O 0 0:00

N
o
o
o
N
o
=

B ESFREER TEUMACH IR AZ/ERE, @58 Eismac-address-table aging-time # ( R HES ) Mmac-address-
table aging-time seconds [vlan vlan-id] ( ¥ Catalyst3X#2# ) . BRIFFMER , HS B Cisco IOSRIRHE TS E B

RkiosPortMani2 g i R P CPUE A RS
Catalyst 45007 BE& 7£ Cisco | OSER B hiR 212.2(25)EWA F112.2(25)EWA 189 show platfor mhea thcommandiy & i B R 11T

RkiosPortMan Port ReviewprocessiffICPUE I R &S, ERIFIEIDCSCeh08768&E B & 1F AR , Cisco |OSERBE k24
12.2(25)EWARH B RZEE, EEBRNATRER , TEEECaayd 4500 RN BEM .


https://www.cisco.com/en/US/docs/ios/12_3/switch/command/reference/swi_m1.html#wp1085773
https://www.cisco.com/en/US/docs/ios/12_3/switch/command/reference/swi_m1.html#wp1085773
https://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCeh08768

Mgt . RAEEREMNIRERAERFNINABIREEH,

<#root>

Switch#

show pl atform heal th



%CPU  %CPU RunTimeMax Priority Average %CPU Total
Target Actual Target Actual Fg Bg 5Sec Min Hour CPU

Lj-poll 1.00 0.02 2 1 100 500 0O o0 0 1:09
GalChassisVp-review 3.00 0.29 10 3 100 500 0 0 0 11:15
S2w-JobEventSchedule 10.00 0.32 10 7 100 500 0 0 0 10:14

!--- Output suppressed.

K2 Packet Memory Dia 2.00 0.00 15 8 100 500 0 1 1 45:46
K2 L2 Aging Table Re 2.00 0.12 20 3 100 500 0 O 0 7:22
Rki osPort Man Port Re 2.00 87.92 12 7 100 500 99 99 89 1052: 36
Rkios Module State R 4.00 0.02 40 1 100 500 0 O 0 1:28
Rkios Online Diag Re 4.00 0.02 40 0 100 500 0 O 0 1:15

PR EETIPEERNCPUERER S

MRAEEZVLANBENEAVLANZREERE 7T , AIZEZXREZSVLANEAR, HEZR K REAEESTNEAVLANRELR EHN
VLANF &Z2 I i,

PEDEFNVLANS B INSTPEIEN B E, RIMBEESTPHIR, HSTPHIREMHNERE , hERESTPCPURI AR,

FIBVLANH S S H AL ENERE, ERNARINERREBIESHREE,

<#froot>

Switch#

show processes cpu

CPU utilization for five seconds: 69% 0% one mnute: 72% five mnutes: 73%



PID Runtime(ms) Invoked uSecs 5Sec IMin 5Min TTY Process

1 4 165 24 0.00% 0.00% 0.00% 0 Chunk Manager
2 29012 739091 39 0.00% 0.00% 0.00% O Load Meter
3 67080 13762 4874 0.00% 0.00% 0.00% O SpanTree Helper
4 0 1 0 0.00% 0.00% 0.00% O Deferred Events
5 0 2 0 0.00% 0.00% 0.00% O IpSecMibTopN
6 4980144 570766 8725 0.00% 0.09% 0.11% 0 Check heaps
26 539173952 530982442 1015 13.09% 13.05% 13.20% 0O Cat4k Mgmt HiPri
27 716335120 180543127 3967 17.61% 18.19% 18.41% 0 Catd4k Mgmt LoPri
33 1073728 61623 17424 0.00% 0.03% 0.00% O Per-minute Jobs
34 1366717824 231584970 5901 38.99% 38.90% 38.92% 0 Spanning Tree
35 2218424 18349158 120 0.00% 0.03% 0.02% 0 DTP Protocol
36 5160 369525 13 0.00% 0.00% 0.00% O Ethchnl
37 271016 2308022 117 0.00% 0.00% 0.00% O VLAN Manager
38 958084 3965585 241 0.00% 0.01% 0.01% 0O uDLD
39 1436 51011 28 0.00% 0.00% 0.00% 0O DHCP Snooping
40 780 61658 12 0.00% 0.00% 0.00% O Port-Security
41 1355308 12210934 110 0.00% 0.01% 0.00% O IP Input

FEARSPANM 3B HHIWCPUERES

fE FARSPANREEL Y 3B R4 H A RIEEHBCPUN , MARRIEERSPANENNE , EEERCPUERRS, L3FIERahEs
HERDCPUREMTFEECAMIRE B, BRECAMIREHFTEVLANSRERMN., BT ESTISLENCPUZE |, 551F F Cisco |0SE
BMRA12.2(37)SCHEM A FIREN TSEVLANEHFRERME L EE.

<#root>

Switch(config)#

access-1ist hardware capture node vl an

FREACLZEEMAINEETCAMKIESD , LUBE 22400 SEARANRIPHEB I NEFER S, BREACLEERBBZE W
RESMAEAERENACLEE ., BREACLEEEAGYP , YRBBRIFAMEVLANLCPUREEHIRE.,

FEVLANZE RERBAREARNBEZSFRENZENSEVIANBEEEER, BABBTCAMPNIEEFECAMIKE 5
EXTEN, B4HaeE8MMNECHAERIRAETIEESVLANN S EACLRER, RA WS EACLK INEIRSPAN
VLAN, Eit , 8 RSPAN VLANZEW I G E3BRFHHEFEEXFCPU,



AR BECPUN RENHEHR TR

WA , BECPUMIRE R Catalyst 4500 LCPUE AR RSN EERRE 2 — RECPUNERRTRHREEMESEL , 1
REAREBHERIIEERBRBMESEEL, CCURRREQoSHT , A LHAREMEREAFIRNMERTE, BR , Fk
EFEZRERERRNBRARE , YETHEERERERR,

TE1: #EHASPANEECPUTRE- Cisco IOSE B IRA12.1(19) EWR E S M A

Catalyst 450070 FF S A RESPANIHBEES I ACPURYRE (I ARIL ) . B M HSERIHNSERRANTH S EEFKEN
EEERETRE, TEAMUEERESITCPURENRE, T REEHEEREIICPUERESIZNERBT,

AR RME|IZBEI2ECPURERS , MCPUERBSIZH161ERk,



<#root>

Switch(config)#

noni tor session 1 source cpu ?

both Monitor received and transmitted traffic
queue SPAN source CPU queue

rx Monitor received traffic only
tX Monitor transmitted traffic only
<cr>

Switch(config)#

noni tor session 1

<1-32>

acl

adj-same-if

all

bridged

control-packet

mtu-exceeded

nfl

routed

rpf-failure

span

unknown-sa
Switch(config)#

nmoni tor session 1

Switch(config)#

noni tor session 1

source cpu queue ?

SPAN source CPU queue numbers

Input and output ACL [13-20]

Packets routed to the incoming interface [7]
A1l queues [1-32]

L2/bridged packets [29-32]

Layer 2 Control Packets [5]

Output interface MTU exceeded [9]

Packets sent to CPU by netflow (unused) [8]
L3/routed packets [21-28]

Multicast RPF Failures [6]

SPAN to CPU (unused) [11]

Packets with missing source address [10]

source cpu queue all rx

destination interface gigabitethernet 1/3



Switch(config)#

end

4wbd: %SYS-5-CONFIG_I: Configured from console by console

Switch#

show nonitor session 1

Session 1
Type : Local Session
Source Ports

RX Only : CPU

Destination Ports : Gil/3
Encapsulation : Native
Ingress : Disabled
Learning : Disabled

MRERBBITEESEANPC , EFURESNTRE. EAPINWEAFERNEL S , BUUBICPUEARSHRERZSTP
BPDUBERZ,



AR CPURIRERFHHISTPBPDULER, B2 , MRAEBEFINARTBHEAR , AIRALH Supervisor5| EE B HEZRRH.
EEHFHEEFA  FBEAENKENEREHEFIRED



o FLEA TPU Caphure D000 ,.CAP - Tibereal - _.m!
Bie [t Vs @0 Caphae  anslse  Ratetcr  Heb

B A0 Res DF 2 Qg PHhEX B
Byee =] 4 Eapression..

Tires SOUFTE
3972 &11.6F5Tdy Cisco_db:Fa:66 Spanning-tree- STR Conf. Moot = H192/00:0b:bf:eB:48:7% Codt = 4 POrt = OxHL2ZT
§O97Y 6ll, 62587 Clsco_db:faiaT Spanning-tree- sTP conf. RooOt = B192/00:0b:bfef:48:75 Codt = 4 pPort = O=BlI8
30T &Ll Eedl Clsco_dbiro:ian Spanning-tres- TP conf, ROOT = B192/00:0bibT :eB:48:75 Cost = 4 PoFr = (=B129
TS &L1.67ELS Cigco_db:iTara spanning-tras- STP cont. ROOT = BLO2/00:0b:bTref:48:75 CodT = 4 POrT = QuEldl
F9TE &L1. 67676 Clsco_db:faral ZLpanning=tres- STE Conf. Root = H182/00:0b:bfref:48:75 Cost = 4 Porc = Ouwlldl
977 &ll.&2&dly Slsco_db:Fara2 Spanning-troe- TP Conf. Root = H182/00:0b:bf:eB:48:7% Cost = 4 Port = 0w8143
3978 &1, 8283 Clsco_db:Fa:al spanning=-tree- TP Conf. Root = H192/00:0b:bF:eB:49:7% Cost = 4 Port = Ox8144
Josd edl, elend Clsca_dbifaias Spanning-tre&- ITF conf, RoOot = B192/00:0bibl ieB:48:7S Cost = 4 Port = Oullde
FOEL &1, 62706 Clsco_dbiral6e spanning-tres- STP cont, ROOT = BL92/00:0b:bT eB:48:75 CodT = 4 POFT = QEll4T
3987 61,6370 cisco db:fa:a7 SZpanning-tres- TP conf, ROOT = BL9Z2/00:0b:bf:eB:48:75 Cost = 4 Porc = OxildE
3983 &ll,82736 Clsco_db:farag gpanring-tras- TP Conf. Boot = H182/00:0b:bfreB:48:7% Cost = 4 Port = O=Bl49
3984 &1l 83750 Cisco_dbifares Spanning=tree= STP conf. Moot = B192/00:0bibfreB:48:7S Cost = 4 POrt = Oxflda
398% &1, 82Me3 Clsco_db:Faiba spanning-tree= TP Conf. ROOE = H192/00:0b:bf:eB:48:7% Codt = 4 Port = 0xBl4b
VERA A1 ARFTTH i laca Ak FacRk Snanfl af-f FaE. TS At Eart e A0 ek P aRc AR T rAdF o= d  BAFF w Ol de
b Frams T575 (60 bytes on wire, &0 bytes captured)
B IEEE B02.3 Erharnat
E Llllﬂ'f\'.li'l-L‘Il"ll contral
= Spanning Tree Protocol
protocal Identitier: Sparming Tree Protocol (OxO000)
Protocol version Identifier: Spanning Tree (00
BeOU Type: configuration (Owod)
= BFDU I'-|ug!-: [=E{e0i]
- = Tapalogy Change Acknowledgment: Mo
vrare waed = TOpdlogy Change: Mo
Root Idemtifier: 8192 / 00:0b:bf:eg:48:7%
roOr Path Cost: 4
Bridge Idertifier: 61558 7 O0:00:Fd:dii 5880
Port 1dencifier: O0x814%
MEsEage Age: 1
Max age:r 20
Hella Time: 2
Forward Delay: 1%
[ G0 41 T2 oo Ta o OO 46 dg 43 P B " T ]
oLe OF 00 OO0 00 OO0 OO0 20 00 00 Ob bFf &8 48 TS OO0 0O vewsas = waseMloa
020 OO0 04 fO 7% 00 Ob fd 4% 58 BO 81 4% 01 00 14 00 +e+WMigss Mo gBasas
OF0G 0F 00 OF 00 OO 00 O 00 00 0D OB 00 0 ... saes
1 FSECRA_(FU_Caphure G107TH 4 P: 40006 Do 206 M0 A

CPUEAXRiBE RSTP BPDUEEIRZ

TH2: RECPURIREE- Cisco |OSEBARA12.2(20)EWR B & R A

Catalyst 450082 it W ECPURIRZR MG 2R | WIRIEHBREIXTICPUNERIR, ATLAEAdebug S HRALLTE |, MAE 5 & #Y =5
Fime. WIHREERT —BRREGE , —XATRE1024EERN T, ENERNTIER  cMEBERENENS. ELHBECPURE
RREBETHEIRE , ARS8 T8,

<#root>

Switch#

debug pl atform packet all receive buffer

platform packet debugging is on
Switch#



show pl at form cpu packet buffered

Total Received Packets Buffered: 36
Index O:
7 days 23:6:32:37214 - RxVlan: 99,

RxPort: G 4/48

Priority: Crucial, Tag: DotlQ Tag, Event: Control Packet, Flags: 0x40, Size: 68
Eth:

Src 00- OF- F7- AC- EE- 4F

Dst 01-00-0C-CC-CC-CD Type/Len 0x0032

Remaining data:

0: OxAA OxAA 0x3 Ox0 Ox0 OxC O0x1 OxB Ox0 0x0

10: Ox0 OxO0 Ox0 Ox80 Ox0 OxO0 Ox2 O0x16 0x63 0x28

20: Ox62 OxO Ox0O Ox0 OxO0 Ox80 0OxO0O Ox0 Ox2 O0x16

30: 0Ox63 0x28 0x62 0x80 OxFO 0OxO Ox0 Ox14 Ox0 Ox2

40: Ox0 OxF OxO0 OxO0O Ox0O Ox0 Ox0 Ox2 Ox0 O0x63

Index 1:

7 days 23:6:33:180863 - RxVlan: 1, RxPort: Gi4/48

Priority: Crucial, Tag: DotlQ Tag, Event: Control Packet, Flags: 0x40, Size: 68
Eth: Src 00-OF-F7-AC-EE-4F Dst 01-00-0C-CC-CC-CD Type/Len 0x0032
Remaining data:

0: OxAA OxAA 0x3 Ox0 Ox0 OxC O0x1 OxB Ox0 0x0

10: Ox0 OxO0 Ox0O Ox80 Ox0 OxO0 Ox2 O0x16 0x63 0x28

20: Ox62 OxO0 Ox0O Ox0 OxO0 Ox80 0OxO0O Ox0 Ox2 O0x16

30: Ox63 0x28 0x62 0x80 OxFO 0OxO Ox0 Ox14 Ox0 Ox2
40: Ox0 OxF OxO0 OxO0O Ox0O Ox0 Ox0 Ox2 Ox0 O0x63



it Biidebug T, CPUBERREFER100%, Hitidebug W HE , CPUEARBERERN.

TE3: #ESREEESICPUN A TE- Cisco |OSERBEIRAN12.2(20) EWR E S A

Catalyst 4500t 7 Z—EEAN IR , ARBEACPUREEXRE/ERENRERTH. kT ETHEBERERBEACPUEEAE
EENERHEMERBRERENEREE, ELHSCPURARMERTHRENRE , 122 bEMALIINEE.

<#froot>



Switch#

debug pl at form packet all count

platform packet debugging is on
Switch#

show pl atform cpu packet statistics

!--- Output suppressed.

Packets Transmitted from CPU per Output Interface

Interface Total 5 sec avg 1 min avg 5 min avg 1 hour avg
Gi4/47 1150 1 5 10 0
Gi4/48 50 1 0 0 0

Packets Received at CPU per Input Interface

Interface Total 5 sec avg 1 min avg 5 min avg 1 hour avg

Gid4/47 23130 5 10 50 20
Gi4/48 50 1 0 0 0



AR Bihdebug@ B, CPUBEAREFHER100%, Hiidebugin T8 , CCUERERERIEEMN.

BE

Catalyst 45003 #1285 AJ FETE B8 P IR 38 SR B MY IPRR A4 (IPvA)E X, FEEHEEHFII/RR TS EBERCPUREFRERKEIARE
L@, Catayst 45006 AEMAIQoSHAIREEHEEEHERT, EHERT JNBNITRENBEY AREAEREMRES
TCPURARER SMEBEER, Cisco |OSEBEIRA12.2(25)EWA2R E#H A ¢+ £ /AR N RIE LUK IR 5 R IR IR MBI SR 138 Th AL,
Catalyst 45002 EF 2N S MINEER AN T E |, AIEPRECPURRAXRRENEENBREARRE, B2 , EAZHERT , Cadyst
4500EHCPUR ARSI EEIEBTRE , t a5 ERE.

A
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BRI EERABRMAIRNEESX G, RUHFRNERAEEANECH
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EEERLENE.
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