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REMINERERBRIIREEEENEERER (61) A, KBEDIEAFERBEHREENRE
, W RERBITRENEZD RFABR(DSCP)E , LUAHIHMITHNERBFR, DSCPEH TR
HmE(QoS)EFMMEBE, BRTDSCP , IPESIEF MR BI(CoS)iEARNBEEE R 2RI QoS B!

o

TREEHRRERTES A BE _EMRRARERSGERELER (61) A, EFFERPRE
A EREETEZIHE, REFTERTEHREERNERNE K MEGERELERT , Sl
EATEAIQoSHR A ( DSCPREHR ) HHETHRE, REEFERFTEHEEERNREL FER
BR%E A Ce@EENEER(, BEAREARGHNE , MRBITEEANEHNE LER

o

& Supervisor Engine 3, 412+ ( AERERERLSEI, SE4., SE2+ ) KyCatalyst 4000/45003% &
BEANELAANES, RERFHUIZIIE , EXANEKERERKINEZE, EEERBERBKENR
EREQoSHkBIMIBRE,

HE Y
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AXHREREER,
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QoSEHIMERSI B

REEERE R BB EZEQoSKMEHIRIAG H A NE ( ERERNQOS ) HHVLAN ( ERVLANS
QoS ) RIREM, ERFBHERMRESIBER , URHBEEERAMEBEERINRENRE,

X EMERFINRESR REVNSENTH, SEER[TEARSEERVLAN,
REEHIREAAAERANENVLAN LR RERER, Sl , RMEARSEFREEHEAE RGN

BABETFTP)HRERRAVLAN 1M3 A1 Mbps, MIEEHISSAE L FFVLAN 1RI3FFHY1 Mbpshy
TFTPRE. MREASENEEESS , AIEVLAN 1F3 ENTFTPRERRAEFE A1 Mbps.

AR MRBERNQRKFEAAOMBEOXE  ISMHEBRENRE, bRIHR  WRE AKX
RIEEERENE  MAHRKREESENCEBRARE , IENIBHER. R1BETEAOD
MHORBBREEN TR , HRERNETHITHQOSERF,
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Ingress policy
E.gress policy Transmit Drop Markdown; Mark;
Transmit Transmlt Drop Markdown; Mark;
Drop Drop Drop Drop Drop
Markdown. Markdown,. Drop Markdownn. Markdown,.
Mark. Mark, Drop Mark, Mark,.

Catalyst 4000 SE3. SE4. SE2+ QoSEEMNERANESEAHES R REHNIETERER
o ERTEMEMARKEENTETHR (BEREFEBAMANERER ) K BUHRKNESE
FBURBQoSIRBIREBNER T, BHRBEEINENT , RETHRAMBARBERERE &, EX
RFIAT AR

- BHEREERARR.
- MR E LR E R A ARRE RN QoS A,
HEEZEMT .

- ER—KBEPNE - REEAE LA TEBNERRE,
- REFEHBERAON, EHRER , MRRESEFH[EAFEARWANGLY  AIEREREE
g8, —EEWAL , —EEHRE L,

- ERMASRESEFSZEARVLANTYENEHE  BERLEERARSEHS , —BAR
VLANSTEH , Z—EARYENHE., BEl , ERERELZFRREEVLANTENYENE.
Catalyst 4000 SE3. SE4, SE2+HHREERRHEES , W THMNEEMT. SHEREARE
BEREBNSERBIARY (THNFRE=-E8EN X)), EHREEEIBROCEENTHE (&
BRENERZRRE ), NRFBEREPREVERTHEAERE , AEREBEENRERIESER IR

ABHEBERY EZHER,
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tokens
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In profile tokens

leaking at fixed
rate
1\-\"-\_

BZOEENR  REFEREFERD  DAREVREHRAE LGRS, ERRETE T BB
7. MEREANAEEHNZRVUAEEERTERNVNREEN,

AR KN ERTERERTRTE 0 LEHE LIREER,
LA 5| B I SR BE R IR 1F

3

- Rate ERESERRBMBRNTHEE., EAMMRETEHRER, ERRERNERERRA
BEA.
- BREETHEERPBRWEER, BREEA16MY (168*10-9) ., TrEEXMERE,
- REHERRTRITRRSMNSRATHEE,
B2 AE R K b8 Catalyst 6000F1Catalyst 4000/4500 I0SE! Supervisor Engine kB & & F11E
#®—#& , B Catalyst 6000FCatalyst 4000 SE3, SE4, SE2+2ZBEMRBE=E,

NRBREEMRER (REBIEEX) , AIRBEETAFEBUTE

<rate> * <period> + <burst-bytes> + <1 packet> bytes

BB AR RER KN,

Catalyst 4000 SE3, SE4, SE2+ QoSEHHEEE—EXRBHNE, BEEENREE  BRENEAR
EBEREMN1.5%,

RERBERE K SEEZEELBEAGE (HIMTCP ) BEEHHITERELREAREZFIHE
o Blan , TCPEXBEZEAHENAERD —*. EEHI —EMNERE , FREREFAHRBER
BOERYER, ATLUEMREE  UEREFNAAR, BREERE , —AFNRARREREE
, EEERRERERTTABUMFEEREEIRENWE. HREENERR , ERTEREED
BERNRERREERRRENEE  IATEEBETRIMBEENEERT L FTIMEE,

AR MERRECARUTEN TN BERE. Sl , BEERKKENFS)ERAER , HhAae
@i%ﬂﬂﬁﬁ]%ﬁﬂﬂ@iﬁ%ﬂTﬁ%;’i(UDP)iﬂ‘@o ER—EENCTREBRENERSEENa (B
ﬂﬂi ) o



Hlan , LTRTCPEREREENFTEER , REFIERZE64 Kbps , TCP RTT20.05% :

<burst> = 2* <RTT> * <rate> = 2 * 0.05 [sec] * 64000/ 8 [bytes/sec] = 800 [bytes]

AR <burst>EAR—ETCPEXRER , R EBRAEBERBNTARIFEMEN T
o ERAR—ETRA , Hit , ZBERAT , CEEHRITAERTERE/EAZTRANITA , UEE
ERmEBI R,

RRRERERERNE (ER ) AERENINWDSCP ( ZREM ) . ATERERNE , LEHEBR
REEHIDSCPHMR, FEFREFIHIDSCPAEE R TFEEEIE —EDSCP , B84 &R,

XEE  ENEEERNANENSERAEDSCPE  SHaTeeEFER  FEEXIERK
DSCPAEM & HES, it , MRERBWIEFIEEFEE , BEEEEERRINERTERS
DSCP , DSCP¥f iR 2 B2 fi & 45 28 ;4 3 Bl 48 [3] A9 B HH B 51

Catalyst 4000/4500& A 10SH) &3 5| 5 37 S Y B HI MM Th e

Catalyst 4000 SE3, SE4, SE2+ERXZEMA (BANE ) M@E (EENE ) B4, TRgx
B1024@A O KSR F1024@ E O Kk, RREAMBEAORBEANWE L ORI ATERESR
BE1T B

IR ERBPEREKKB[EASVIANNYENER , SEARGERRBSFHRE. Bl
, ERERELRFEEVIAN T ENYEN . RRKBRATESBEIE,

FIERBRAIZEEF, Catalyst 4000RZ X EFSHESEEMmatchiEa , SEARBKEMEZLE
SEE, EMMImatchFEAWT :

- match access-group

- match ip dscp

- match ip precedence

- match any
X BRAEIPVAIERS , MRERTEAFECoSHFHEE | match ip dscpE A —HN D E A
*. FEM S match ip dscpHFHEBEE FipiRE , RARNIDSCPELE , EHARMEERSE
, MAEERIP, BERERTEARAFECOSK , L2 (802.1QFHISLER ) AEMEIMEE , W
;m} COSEU{%SCP QoSHYH FERA R B A NEIDSCP, #A% o] LA Aimatch ip dscpfE SR A& H PUEL L (A
#PDSCP1H,

BRI RBERENT -

. set ip dscp

- set ip precedence

. {SfFdscp

- {SfEcos
BEBAFREB)BIRBERERITHQoSHE. 7ERBERNEESRES D HTERIVERIN
EITQoSE®E, A 7T LEIPEELIEFRDSCP , HENEANEHEREAZEEEN, JPBXE
EEMCoS. FENDSCPHMAZEENNE, FEEERETELHERTHQoSHR B HIHAL,

{EECOSHS , QuSHRBIHE #ISLEI802.1Q5 S E R ML 2R &, HIEADSCPE | STImMigH
R A DSCPIEMQoSHRAl. EECOSEETMNTE LAES , MEEDSCPENIP VAR
aE%.



ENETZETR (ERBAQOSEMNTENMAE ) , AZBDSCPAE Y FEN MY 7l &l B 8% CoSH
DSCPHIiR4E., R AEBHES Con?,DSCP,EJH‘E ZEAEZ0), BEERETWEHEQOSHEIIE
, B HEME|REFDSCP, WEFDSCPAILAEBERRFHKETREREI,

EHERTETQoSEER , BItNIBDSCPE#H QoSR B ( ZEIPRIIP DSCPH##{L A H
ISL/802.1QFREA , MRF ) .

BREENERANSENSNZEEQSEEERAARIDSCP , R2FAR. ELHEEMT

- DSCPE|E HIHDSCP; AN ERRE X i E L EH/RDSCP,

- DSCPE|CoS: ARt A BEIDSCPEE HCoSik Bl , LAE B H &R 2ISL/B802.1QE,

- CoSEIDSCP:-ARENHEREECoSEAEHEEACoS ( ISL/B02.1QFRHE ) k4 AEB
DSCP.,

AR ENHEREECoSENR , BHCoSHKIBKEEACOSHE, &% E R Catalyst 4000
SE3. SE4, SE2+H#HIQoSE i,
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1. EEEEEH,

ZEﬁﬁﬁuﬁngLﬁﬁﬂo

3. FERAFEESEservice-policy WS EE SRR FE AR IEEM B,
4. 7 AR %% K wE FE A R VLAN,

wERUT A, ERFERES/MNANREEESRSEIZN17 MopstWUDPRE , B Kith BELRIE
111, BB EKUREETRE1 Mops , BEEREZSRRE.,

I enabl e qos

gos

! define policer, for rate and burst val ues, see 'policing paraneters
gos aggregate-policer pol_lmbps 1lmbps 1000 conform-action transmit
exceed-action

dr op

! define ACL to select traffic

access-list 111 permt udp any any eq 111

! define traffic class to be policed

class-map match-all cl _test

mat ch access-group 111

! define QoS policy, attach policer to traffic class
policy-map po_test

class cl_test

police aggregate pol_lmbps

! apply QS policy to an interface

interface FastEthernet5/14

swi tchport access vlan 2

I switch gos to vlan-based node on this port

qos vlan-based

! apply QS policy to an interface

interface Van 2

servi ce-policy output po_test

—E&%‘ , EEREBEERERVLANBQoSE |, BRERKENERAZLHENVLANE | KBTS K
BEEREFELIEANEREERR (0EF ). EEEESEREMNERVLANHQoSKH A ULEE X
Y ?Efﬁﬁo



TEMEBERBNEKES  DERENSENEH. oBNREAEHSSEFRERAXEHS[NAEN
HEHWRE. LHNROIFERATEESES. HanBEFETRE , BEANEEFEESD BHIE HER
CHEENMELENRE, E%ﬂlﬁiﬂﬂﬁﬂg’éqﬂm%ﬁ{lu EE’J%H%EEO BEERBUTHEESEMERE
EEZBHTRAI -

I enabl e qos

gos

! define traffic class to be policed

class-map match-all cl_test2

mat ch ip precedence 3 4

I define QoS policy, attach policer to traffic class
policy-map po_test2

cl ass cl_test2

! per-interface policer is defined inside the policy nmap
police 512k 1000 conform-action transmit exceed-action drop
interface FastEthernet5/14

swi t chport

| set port to trust DSCP - need this to be able to match to incomng |IP precedence
gos trust dscp

I switch to port-based gos node

no qos vl an-based

! apply QS policy to an interface

service-policy input po_test2

LT asARERRRRE

Yoda#show policy-map interface FastEthernet5/14
Fast Et her net 5/ 14

service-policy input: po_test2

cl ass-nap: cl_test2 (match-all)

7400026 packets

match: ip precedence 3 4

police: Per-interface

Conform: 1166067574 bytes Exceed: 5268602114 bytes
cl ass-map: cl ass-default (match-any)

13312 packets

mat ch: any

13312 packets

Yoda#show policy-map interface FastEthernet5/14
Fast Et her net 5/ 14

service-policy input: po_test2

cl ass-nap: cl_test2 (match-all)

7400138 packets

match: ip precedence 3 4

police: Per-interface

Conform: 1166088574 bytes Exceed: 5268693114 bytes
cl ass-map: cl ass-default (match-any)

13312 packets

mat ch: any

13312 packets

counter near class-mapEfE st E B ER CE AV ER T EL
EEEUTERNERIESEE

:IJI‘H.

- BEERNSHESRTESENNEH, tRER  CERBERBEHERTZENFEMTEPFERE
ZErEENmEER S,



- RS T HBER T |, AXBEUTATEER,
. %i$§¢%fﬁﬁﬁﬁ%fﬂsﬁﬁﬁéi1ﬁE?égﬁﬁﬂdE3551 :&Egﬂjuwsal_gg
CFTESEENEH. MRRBEFSEPT LRGT , FFESTENEEEERBHER,

B B A EE AR R

BRBIRUATESR

1. EBREDEEXE — HREEE, DSCP. IPEEXIEFZE,
2. FACIERNEEAERESENRES.

3. B MERBRMEN/RNRBIRENRINEIEERENRIEER,
4. EHHENNTE LEEESEER,

5. B RMEMERANNE,

ZRUT T, RPFEMIPELIEFINEANREL IR E]IF:4£192.168.196.3 UDPIET777 LA ¥ R F|
P& E)ERF6, Fﬁ'ﬁﬂﬂi’,lP@f‘ﬁ“lﬁr&miﬁﬂ&*ﬁm%g'] Mbps , ZBRREEFEBAIPELIER
2,

! enable QoS globally

gos

! define ACL to select UDP traffic to 192.168.196.3 port 777
ip access-list extended acl _test4

permt udp any host 192.168.196.3 eq 777

! define class of traffic using ACL and ip precedence matching
class-map match-all cl _test10

match i p precedence 3

mat ch access-group nane acl _test4

I all the remaining ip precedence 3 traffic will match this class
class-map match-all cl _testll

match i p precedence 3

! define policy with above cl asses

policy-map po_test10

class cl _test10

! mark traffic belonging to class with ip precedence 6

set ip precedence 6

class cl _testll

! police and mark down all other ip precedence 3 traffic
police 1 nbps 1000 exceed-action policed-dscp-transmt

|

I adjust DSCP to policed DSCP map so to map DSCP 24 to DSCP 16
gos nmap dscp policed 24 to dscp 16

|

interface FastEthernet5/14

! set interface to trust |P DSCP

gos trust dscp

I apply policy to interface

service-policy input po_testl10

|

sh policy interfacetn T AR EREZER, RolmEMNLELHFEU LRBEEP,

BB A Catalyst 6000F1Catalyst 4000/4500 IOSHIEE 5| % 1Y

R AR




Feature

Catalysto000

Catalyst4000 SE3

Egress Qo policies

Mot supported by Supervisor 1A
and Superviso r2 hardware.

supported.

Burst policing parameter
calculation

Burst should be at least the same
size as maximumn frame
supposed to pass wa policer and
no less then ratefinterwval, with
the interval being 250
microseconds

Mo such restriction.

Qolpolicing L2 & L3

By default, microflow policing 1s
only enabled for L2 on the supla
and 13 not enabled at all for
supetrvisor 2. 4 CLI commmand 13
available to enable it for L2 on
suplaand L2 & L3 for sup2.
LAooregate policing for supla &
supervisor 2 18 enabled by
default for L2 & L3

Always.

Egress CoS Always derived from internal If the ingress port 15 10 trust
DECP using DECP to Co3 Qoi | Cods mode, the egress CoS
map. will be the samne as the

ingress Col. Otherwise, it
will be derived fromm the
internal DSCE.

Microflow policing supported. Mot supported.

JoS behavior when pott 15 in Mo policy applied. Fallback to port-based Qol.

WVLAN-based Qo3 mode, but ne
policy 18 applied to the VLA,

Will apply policy attached to
pott.

B A
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.- F1iisz# - Cisco Systems
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