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Cat 3750#show port-security interface fastEthermnet 1/0/2

Port Security . Disabl ed
Port Status : Secur e-down
Vi ol ati on Mode : Shut down
Agi ng Tine : 0 mns

Agi ng Type . Absol ute

SecureStati c Address Aging : Disabl ed
Maxi mum MAC Addr esses 1
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Total MAC Addresses .0

Confi gured MAC Addresses 0
Sticky MAC Addresses 0]
Last Source Address: VI an : 0000. 0000. 0000: 0
Security Violation Count 0]

! --—- Default port security configuration on the switch.
Cat 3750#conf t

Enter configuration conmands, one per line. End with
CNTL/ Z.

Cat 3750( confi g) #interface fastEthernet 1/0/2

Cat 3750( confi g-i f) #switchport port-security

Conmand rej ected: FastEthernetl1l/0/2 is a dynamic port.
!--— Port security can only be configured on static
access ports or trunk ports. Cat3750(config-

i f)#switchport mode access

!--- Sets the interface switchport mode as access.

Cat 3750( confi g-i f) #switchport port-security

!--- Enables port security on the interface.

Cat 3750( confi g-i f) #switchport port-security mac-address
0011.858D.9AF9

!--- Sets the secure MAC address for the interface.

Cat 3750( confi g-i f) #switchport port-security violation
shutdown

!--- Sets the violation mode to shutdown. This is the
default mode. Cat3750# !--- Connected a different PC (PC
4) to the FastEthernet 1/0/2 port !--- to verify the
port security feature. 00:22:51: %M 4- ERR DI SABLE
psecure-violation error detected on Fal/0/2, putting
Fal/0/2 in err-disable state 00:22:51: 9%ORT_SECURI TY- 2-
PSECURE_VI OLATI ON:  Security violation occurred, caused
by MAC address 0011. 8565.4B75 on port FastEthernet1/0/ 2.
00: 22: 52: %.1 NEPROTO- 5- UPDOWN:  Li ne protocol on
Interface FastEthernetl/0/2, changed state to down

00: 22: 53: %.1 NK- 3- UPDOMN: I nterface FastEthernet1/0/2,
changed state to down !--- Interface shuts down when a
security violation is detected. Cat 3750#show interfaces
fastEthernet 1/0/2

FastEthernet1/0/2 is down, line protocol is down (err-
di sabl ed)

! --- Output Suppressed. !--- The port is shown error-
disabled. This verifies the configuration. !--- Note:
When a secure port is in the error-disabled state, !---
you can bring it out of this state by entering !--- the
errdisable recovery cause psecure-violation gl oba
configuration conmand, !--- or you can nmanually re-
enable it by entering the !--- shutdown and no shutdown

interface configuration comands.

Cat 3750#show port-security interface fastEthermet 1/0/2

Port Security Enabl ed

Port Status . Secur e- shut down
Vi ol ati on Mode : Shut down

Agi ng Tinme : 0 mns

Agi ng Type . Absolute
SecureStatic Address Aging : Disabled

Maxi mum MAC Addr esses 1

Total MAC Addresses 1

Configured MAC Addresses 1

Sticky MAC Addresses 0]

Last Source Address: VI an : 0011. 8565.4B75: 1

Security Violation Count 1
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%PORT_SECURI TY- 2- PSECURE_VI OLATI ON: Security violation occurred,
caused by MAC address 001b. 77ee. eeee on port G gabitEt hernet1/0/18.
PSECURE: Assert failure: psecure_sb->info.numaddrs <= psecure_sb->max_addrs:
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R, SWREIREMEREIMIDHCPRERERE., EXSHMAMERE | BRI ATA
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BERRREENTPRIS K , XM T RBEEFARARBER,

DHCPESEEThRE AT LAAR AR JEZDHCP I BRES. 2% Hip dhcp snoopingdn & , MAER iz A
DHCP, MR ElE 7TDHCPEE , AIVLANF W FT B RE RDHCPEZ T ZEE. £ER , REE
#R ZIDHCP{A] AR 8§ HI FastEthernet N T 1/0/3# Bl B B Z 5 1E,

DHCPHE #§

Cat 3750#conf t

Enter configuration conmands, one per line. End with
CNTL/ Z.

Cat 3750( confi g) #ip dhcp snooping

!--- Enables DHCP snooping on the switch.
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Cat 3750( confi g) #ip dhcp snooping vlan 1

!--- DHCP snooping 1s not active until DHCP snooping is
enabled on a VLAN. Cat 3750(config)#no ip dhcp snooping
information option

!--- Disable the insertion and removal of the option-82
field, if the !--- DHCP clients and the DHCP server
reside on the same IP network or subnet.

Cat 3750( confi g) #interface fastEthernet 1/0/3

Cat 3750(config-if)#ip dhcp snooping trust

!--- Configures the interface connected to the DHCP
server as trusted. Cat 3750#show ip dhcp snooping

Swi t ch DHCP snooping i s enabl ed

DHCP snooping is configured on followi ng VLANs:

1

Insertion of option 82 is disabled

Option 82 on untrusted port is not allowed

Verification of hwaddr field is enabl ed

Interface Trust ed Rate limt
(pps)
Fast Et hernet 1/ 0/ 3 yes unlimted

!--- Displays the DHCP snooping configuration for the
switch. Cat 3750#show ip dhcp snooping binding

MacAddr ess | pAddr ess Lease(sec) Type
VLAN Interface

00: 11:85: A5: 7B: F5 10.0.0.2 86391 dhcp-

shooping 1 Fast Et heret 1/ 0/ 1
00: 11: 85: 8D: 9A: F9 10.0.0.3 86313 dhcp-

shooping 1 Fast Et heret 1/ 0/ 2

Total nunber of bindings: 2

!--- Displays the DHCP snooping binding entries for the
switch. Cat3750# !--- DHCP server(s) connected to the
untrusted port will not be able !--- to assign IP
addresses to the clients.
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ARPERI BB, MREVLANM L FRA TDHCPEEE | BRI EREHDHCPERBE,
MREZEENNELBIARPERS  XVMEERZERNE , MAETEARE. EXZEHE
MAEL  SRERAEEENIERHTERENS,

£IEDHCPIREH , BIREBARPRBITT U RIBFEAE AL BB REE EIPHu# FHE EMARP ACLER
FTARPE R, ETLLE Harp access-list& H#HREIE S REZARP ACL, ARP ACLE%R
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DHCPEEERBEBHEFMNIKE . REERE Hip arp inspection filter vian< i3 4 B & tn © R Bl B
ACLEF S &FAACL, NIREE EEARPER ZEFEAERBEMNARP ACLETLLE, MR
ARP ACL?E%ARPE*#’FE ARt SERZERNT , MFERADHCPEREXNEREFHFEER
MV B,

BEAMMEESEARPRAINIERE , F2EBEARPRAIR EIEE.

Z% Hip arp inspection vian£ F B Ed+ , AEERESEVLANRAEBRRARPHEE, £ER , RE
E#RE|DHCPA BR 25 B9 FastEthernet/\ T 1/0/3 Aip arp inspection trustis © EE%%W‘E{EEO RAJERR
FHDHCP%%%?%‘EJ’TE.#E’EEJ“E LIP3t FIARPE RS, ERDHCPEERBEN , F2HAX
EHDHCPEEE I 4

EREARPH# I

Cat 3750#conf t

Enter configuration conmands, one per line. End with
CNTL/ Z.

Cat 3750( confi g) #ip arp inspection vlan 1

!--- Enables dynamic ARP inspection on the VLAN.

Cat 3750( confi g) #interface fastEthernet 1/0/3

Cat 3750(config-if)#ip arp inspection trust

!--- Configures the interface connected to the DHCP
server as trusted. Cat 3750#show ip arp inspection vlan 1

Source Mac Validation . Di sabl ed
Destination Mac Validation : Disabled
| P Address Validation . Di sabl ed
VI an Confi guration Oper ati on ACL Mat ch
Static ACL
1 Enabl ed Active
VI an ACL Loggi ng DHCP Loggi ng
1 Deny Deny
!--- Verifies the dynamic ARP inspection configuration.
Cat 3750#
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ACLFJL.fHP/ﬁ;ngiEqJEﬁ/ﬁmﬂﬁﬂtﬂmpuwi WIEZMAEHMRE,

IPREBEXEGBEEDHCPERENRFERENER (BRERIPRERE ). RPN KRE EEIPH
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Cat 3750#conf t

Enter configuration conmands, one per line. End with
CNTL/ Z.

Cat 3750( confi g) #ip dhcp snooping

Cat 3750( confi g) #ip dhcp snooping vlan 1

!--- See the DHCP Snooping section of this document for
! -—— DHCP snooping configuration information.

Cat 3750( confi g) #interface fastEthernet 1/0/1

Cat 3750(config-if)#ip verify source

!--- Enables IP source guard with source IP filtering.
Cat 3750#show ip verify source

Interface Filter-type Filter-node |P-address

Mac- addr ess VI an

Fal/0/1 ip active 10.0.0.2

1

!--—- For VLAN 1, IP source guard with IP address
filtering is configured !--- on the interface and a
binding exists on the interface. Cat 3750#
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