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AWNEBFBRTUMEE ) AREAEERREREFHERFNERMEENEETBRNEERE (i,
HEERE ) ERHEE,
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B E R FERIEIT(show command) ERIERIEE, TREERSBENRE , AINEREFRY
— o KB L ZEREFRE R, NETCONFERAERBERBBEFWRPFIEE , RERF iR
(EHEBRFESESHIEARER ) AR ( CiscoRBMIBIEHER ) 2ENER. EEAZEN
R(SSHEABRERESHNERE, —NETCONFI2/EEHEget, get-config. edit-configfrpc.

E—

Ax AE
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AEE

3850-1# show running-config
netconf-yang ------------——-—————-mmm > Enable NETCONF/YANG globally. It may take up to 90

username ciscol privilege 15 password O ciscol ---> Username/password used for NETCONF-SSH access

N srE . 5EE%ECatalyst 3850 F X ENETCONF/YANGE R R EF SN = RRE  BLEBER
B2 RblEaaaFiEE (FARE ) . MREEEIBHE Eaaa new-modelBUHAAA ( B2 ERFE.
BEMNGCIR) , AELETENHRE, Sl EERAYTACACS+ERADIUSH & fF H
AAA | BiEEH T RO EE,

aaa new-model

aaa authorization exec default local -------—-————-- > Required for NETCONF-SSH connectivity and edit-conf

2. RFFNETCONF/YANGR# BFFMSNMPEHE B EMt (7 ) BL &

HAFEIELsnmp-serverBLiE , 88 A Syslogil B MEAIHL & K SNMPRE B £ FNETCONF & &1
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AE HAERREER , BrgeHE I snmp-server enableffB. BF i ( £HE

B & ) M BRES(Catalyst 3850)#WINETCONF&E

REEETEETS (ECHEK ) AIE3MD).

3850-1# show running-config

snmp-server

community <string> RW -------------commmmm o~ >

netconf-yang cisco-ia snmp-community-string <string> ----------- >

snmp-server
snmp-server
snmp-server
snmp-server

trap link jetf ----------mmmmm—_————— >
enable traps snmp authentication linkdown Tinkup --->
enable traps syslog -------------———-—-——————————————— >
MANAQE === == o oo m - >

A FEFEFTHRPC(FFZ

\

SNMP gateway in DMI requires communi
Configure the same community string
enable traps for IETF Tink up/down
enable traps for 1link up/down

enable traps for Syslog so notificat
enable snmp-server

¥ Syslog , ECatalyst 3850 E#ICiscod4E X SyslogiE BB , HBEFEIEE , Catalyst 3850 LK)
B R8RS (DMI) o 824 FRRFC 5277 & MINETCONFI@E 4,



logging history debugging ------- > required for the generation of any NETCONF notification messages fo
logging snmp-trap emergencies ---> configure 1 or more of the following to control which Tevels of Sys
logging snmp-trap alerts

Togging snmp-trap critical

logging snmp-trap errors

logging snmp-trap warnings

Togging snmp-trap notifications

Togging snmp-trap informational

Togging snmp-trap debugging

HRSNMPRER , £NETCONFBHMFEZMEE, £Cisco XE 16.3. 1 EH , LW URE10ME
SNMPFaRRELENETCONFEA , B RHI AT ERRIMRA P BER. FARERLT , SNMPREEHAY
BAERERBAMRE. EEALEKSNMPREBHEL , FFFEMALLCLI, no netconf-yang cisco-ia
snmp-trap-control global-forwarding,

netconf-yang cisco-ia snmp-trap-control trap-Tist 10.3.6.1.6.3.1.1.5.3 ---————- > LinkDown trap
netconf-yang cisco-ia snmp-trap-control trap-Tist 10.3.6.1.6.3.1.1.5.4 --——————- > LinkUp trap
netconf-yang cisco-ia snmp-trap-control trap-Tist 10.3.6.1.4.1.9.9.41.2.0.1 ---> Syslog generated noti
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TR T LA RIZMEES £ AV Catalyst 3850 , & FELE R o] LAfECatalyst 3850 L £ A,

3850-1# show running-config

vrf definition Mgmt-vrf
|
address-family ipv4
exit-address-family
!
address-family ipv6
exit-address-family

interface GigabitEthernet0/0
vrf forwarding Mgmt-vrf

ip address dhcp

negotiation auto

ip route vrf Mgmt-vrf 0.0.0.0 0.0.0.0 172.16.167.161

3850-1# show 1ip interface brief

Interface IP-Address OK? Method Status Protocol
Vlanl 10.1.1.1 YES NVRAM up up
V1anl0 10.10.10.1 YES NVRAM up up
V1an20 10.20.20.1 YES NVRAM up up
GigabitEthernet0/0 172.16.167.175 YES DHCP up up
Fol/1/1 unassigned YES unset down down

Fol/1/2 unassigned YES unset down down



GigabitEthernetl/0/1 unassigned YES manual up up

GigabitEthernetl/0/2 unassigned YES unset up up

GigabitEthernetl/0/3 unassigned YES unset down down
GigabitEthernetl/0/4 unassigned YES unset down down
GigabitEthernetl/0/5 unassigned YES unset down down

B4 % Catalyst 3850 L FUNETCONF/YANG

1. #Catalyst 3850E’\J‘$%§U5|\E(CLI) It ] AR FER E Bl Enetconf-yang & & 1T Catalyst
3850 L X BMERHEE T E(DM)FT R B ER,

3850-1# show platform software yang-management process

confd : Running

nesd : Running

syncfd : Running

ncsshd : Running
dmiauthd : Running
vtyserverutild : Running
opdatamgrd : Running
ngnix : Running

BETRATRERENEBEFLEHITN. ERHIFT , FANELREER (1 EfTmacOS Sierra
10.12.289 Apple MacBook Pro ) 8] LAF5 RS Catalyst 3850’@% BYMTERRECHER EWKRIKE
REREN, BRERHER LY RBAEASHERARER,

2 MRETEETA (ZERREMK ) VUM Lt Catalyst 3850 (172.16.167.175),

<#froot>

USER1-M-902T:~ USER1$ ping 172.16.167.175

PING 172.16.167.175 (172.16.167.175): 56 data bytes

64 bytes from 172.16.167.175: icmp_seq=0 tt1=247 time=3.912 ms
64 bytes from 172.16.167.175: icmp_seq=1 tt1=247 time=6.917 ms
64 bytes from 172.16.167.175: icmp_seq=2 tt1=247 time=4.063 ms
64 bytes from 172.16.167.175: icmp_seq=3 tt1=247 time=4.371 ms
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3. £ A tkCatalyst 38508L B HI £ & B BH O T (ciscol/ciscol) , MBREPEET A ( EFiLH
Ef4 ) BlCatalyst 3850 ( A RHIFE172.16.167.175 ) BISSHELR, EFET LLZ Catalyst 385049
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FFTCPIE830(FEZ BRFC 4742 : T E4742),


https://www.rfc-editor.org/rfc/rfc4742

USER1-M-902T:~ USER1$ ssh -s ciscol@l72.16.167.175 -p 830 netconf
Cisc0l1@172.16.167.175’s password: ciscol

<?xml version="1.0" encoding="UTF-8"7>

<hello xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">

<capabilities>

<capability>urn:ietf:params:netconf:base:1.0</capability>
<capability>urn:ietf:params:netconf:base:1.1</capability>
<capability>urn:ietf:params:netconf:capability:writable-running:1.0</capability>
<capability>urn:ietf:params:netconf:capability:xpath:1.0</capability>
<capability>urn:ietf:params:netconf:capability:validate:1.0</capability>
<capability>urn:ietf:params:netconf:capability:validate:1.1</capability>
<capability>urn:ietf:params:netconf:capability:rollback-on-error:1.0</capability
--snip--

</capabilities>

<session-id>2870</session-id></ hello>]]1>]1>

Use < AC > to exit
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2. A Yang ExplorerfE 2=
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Istart.shF & H,

~ IE  RIBLKRIREFERNITEME | FAlIYang ExplorerfE 2 X RN H X BEEH KD
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USER1-M-902T:~ USER1$ cd yang-explorer
USER1-M-902T:yang-explorer USER1$ ./start.sh &

Starting YangExplorer server ..



Use http://localhost:8088/static/YangExplorer.html
Performing system checks...

System check identified no issues (0 silenced).

January 19, 2017 - 23:12:20

Django version 1.8.3, using settings 'server.settings'
Starting development server at http://localhost:8088/
Quit the server with CONTROL-C.

(& Yang Explorer GUI -Et&Yang ExplorerfE X GUI , I ERFB/HBFEAZEARIGUIE
BEL LA Yang ExplorerfEARERGUI ( F2REREE ) .

fCatalyst 38508 % IhaE, & A Catalyst 38500V FFMIE A ( IPbit, FFRAERTE/OS. TCPES30
for ssh-netconf ) , A% & — T Capabilities SAfi Catalyst 38502k B8 RYANGIREThEEIB &,

52 25 WARETAARENETCONFEEHSBT A ( BRMER ) +HYang ExplorerfE
FAER ECatalyst 38502 BV BAREE Ko

® O ® [ ocahost x Mike
= C | @ localhost:8088/static/YangExplorer.htm m
[ [ : | Build Collections | Manage Models [ P lv |
Explerer Values Operation | | Property alue
» @ ieth-interfaces | Oporatons | Duvice Settings | | Name phys-

»

address

Node Type leaf
[ [] e RS S P —

address

Host 172.16.167.175 Pert | 830 ml
Access read-only
Username | ciscol Password | ciscol
Presence
Key
| Mandatory
T | | Default
Path ietf-
interfaces/
interfaces-
state/
interfaca/
Phys-

address

+| | Description The

interface’s

acgdréss at | v

Status : Recieved HTTP Result for request: get-cap ETF 93
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| @ 5@ /[ localhost:B088/static/YangEs, X e

< C @ locathost

[_OHelo J i@ Admin | & et |
Property Value
Marme b
t All her models Node Ty
j Data Ty
iana-if-type@2014-01-15.yang
] ietfinet-typesyang Access  read-onh "
[ letfinterfaces@2013-12-23jang [wbscribed]
Presence
] ietf-netconf-monitoring®2010-18-0d4.yang
. Eey
| letf-yang-types.yang
Manda

3. sJENETCONFEA ( A& )

% (EHEEEAR ) FBEEIYANGHEKXHNETCONF RPCHE SR LA # 7 AR 25 (Catalyst
3850)¢§H&NETCONFE$EH,,.L° Catalyst 3850 & LAIER £ 5 X AENETCONFE &% ZIFT B Y S B
BEiR, STERILERE ] , SRR Catalyst 3850 LM EREEE S 2y , LAXENETCONFEH ( 5
BRIE2889 ) ( ECatalyst 3850 LELENETCONF/YANG ) » ERFGHFBEEHE | NETCONFE
PR 25 (Catalyst 3850)BA S4B HMEEIINETCONFER B (EHEETA ), EEEHEA
ATLAEEEE  BEINETCONFERFEALRITRREMERKIEAILL, ERFTREEBEIES277HE
%Hﬁﬁﬂ ’ nﬁ/BﬁRFC 52770

<?xml version="1.0" encoding="utf-8"?>
<rpc xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="">
<create-subscription xmIns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<stream>snmpevents</stream>
</create-subscription>
</rpc>

EFTHIRE  SEEEB TR EBYang ExplorerfE AR GUIHESR B E&ERPC,


https://www.rfc-editor.org/rfc/rfc5277

ece ﬂ localhost:B088/static/YangE s X = Mg

€ C | @ kcalhost:B088/static/YangExplorer.htmi % 6 ;
Vo s - = o e

Exploror | Values Eé@ [ ead | C;}M“"| Manage Models | Property | Value

* Bioti-interfaces T epersors | Devico Settings | Narme statistics

Node Type container

o R
Dat Type
e o
™ 58 read-only

Host 17216.167.175 Port | 830 Presence
: Kay
Username | ciscol Password | ciscol |
Mandatory
Default
0 NetConf RestConf
Path iotf-netconf-monitoring/
[ netconf-smin/statistics
o Description  Statistical data pertaining
to the NETCONF
</create-subscription» server Statistical data
pertaining to the

METCONF server.None

ot O O e e e (0 o) D SN ==

Statws ; Clear completed ETF 93

TR | BEETLEBNETCONFHE B E&ERPCH B &% FCatalyst 3850, Catalyst 3850 LA
ok EEE , EFEAFHNEREESKI.

[ localhost: 2088 static/YangE: X Mikg

&« C | @ localhost=B088/ static/YangExplorer.htmi & :
————— & soert ]

Explorer l Values Ej" | Buid [ Collections | Manage Modes | P "“‘"

"'al ti-interf [ Cpentions | Device Settings ] Mame statistics

Nede Type container

e I
Data Type
Platform the
[ [

Host 172.16.167.175 Port | B30 Presence
Key
Username | ciscol Password | ciscol
Mandatory
Default

(® NetCont RestConf Cagabilities
e ] st ] coouvivie: J LN e P—————
|[ Encoding | Console | natconf-state/statistics

<zpc-reply Message-id=-urn:uuid:Badlzdbb-olla-4407-9122-c094fbazaddt” Description  Statistical data pertaining
T iet ans:xml etconf:base:1.0"

p;::mmx.-u::'a:::o:.cm::baae;l.:-':- to the NETCONF

server Statistical data
pantaining to the
NETCONF server.None

! ! e
= —T— (D SN

| Status ; Recigved HTTP Result for request: nun-pe ETF93

N sEEm AR EAN Yang Explorert) & B R AR A H8 B U BNETCONF @ &I B & E.,
CRESEEEERRER RSN TR E A A RS,



HANETCONF/YANGIEERHI

BE , Catalyst 3850 EHEB L AERELFKRBEA , BRMAEFT —LERRERG,

I8 LL &3 5 m] ‘R EF # Centralized Management Platform (Laptop) Yang Explorerf& 2 %18
NETCONF/&:% FlCatalyst 385000 YANGH X {tLNETCONF RPCH . , ©i&iBCatalyst 3850 L £
confdEX B8 FE = B L B R EERY Cisco 10S CLI, k%), Cisco I0S CLIE #l(show command data)?E
Catalyst 3850 L& iBconfd X BB HEFRE R AYANGHE AW ER , AZBIEANETCONF RPCHEEE
RBEEFEELA (ERHEER ) Yang ExplorerfEARRER. EEWKREBRMEFANETCONF/YANGHE &
R I EEshowin S E RIS |, #ECatalyst 3850 LA A H HRCLIZKFi B X 4%,

1. BRI R RYG)

ftCatalyst 3850 E RN EBFEEFE

FrERET £ Yang Explorer E AR R GUIR L flExplorerif o FiEiE, BEEBBRT , NHBBE
Rl Catalyst 3850 #EEL , B ILFE Tinterface name, THN;BEEFIREL T Oper ( $H¥#R4E ) R

#i#Hget-confige F—HBERPC , LLAE K FEEEBENETCONF{EIXEICatalyst 385054 #ECatalyst
3850k R L E R YANGHE Y ( AT ) NETCONF RPC,

® O ® /[ iocaihost x L
<« C @ localhost:8088/static/YangExplorer.htm T :
I D CIED e
Valoes Operation | Buid | Coliections | Managa Models i Value
perations | Device Settings Mame name
¥ e interfaces 21 | Node Type leaf
¥ interface _
Data Type string
. Acc
¥ description
Host 17216167175 Port | 830 P
® vype -
® enabled Key true
Username | ciscol Password | ciscol : )
¥ |ink-up-down-trap-enable

| Path jatf

I¥| | Mandatory true
* T interfaces-state . MetCaonf : J ]
® vt O et = e
I»:..._o,d...:_, Console :

interfaces/

interfaces/

<running/> interface/
<filter> name

MH* <interface> Description  The name

of the

interface

A davice

restrictthe |*

oquest type rpe ETF 93

£ R YANGHE X {LBINETCONF RPCEE# |, iZ2ZERuni§EEiX ZlCatalyst 3850, Catalyst 3850
£ YANG#E =\ By Catalyst 38507 H & #8 ( GigabitEthernet1/1/1, GigabitEthernet1/1/2% ) /&
( AR ) ETEE,



® O ® /[ ocamost x W Mike
<« C | @ lcalhost:8088/static/YangExplorer.htmi “ K ¢
YorgErr 04012t 0 b
Explorer ‘ Values Operation Busild l Collections | Manage Models I Property Value
- .1 -
¥ fieti-interfaces Operations | Device Settings Name name il
¥ T interfaces E
wd interface
Data Type string
o et -
Access read-write
® description =
00 Host 172.16.167.175 Port | 830 N
® enabled
ales Ussrnama | ciscol Password | ciscol Key b
# |ink-up-down-trap-enable v| | Mandatory true
[l
|| Encoding | Comsole | Path ietf-
<rpc-reply message-i add =] intarfaces/
:I i " ni:base:l.U = "-“g([ams,n'
“data> interface/
<interfaces xmlns="urnm:i f:params:xml:ns:yang:ietf=-interfaces"™>
name
ortyGigabitEthernatl/1/1</nama>
. Description  The name
tEthernetortyGigabitEthernetl/1/2</name> of the
<fi > a
<in interface.
tEthernetortyGigabitEthernet2/1/1</nama>
>
interface> ———=_ = A device
o _restrictthe |+

Status : Reciaved HTTP Result for request: run-rpc

2. #arEgEHl

B3R Catalyst 3850 LY 2 KA TH

IETF 93

FrEER RN Yang ExplorerfE A2 X GUIKIExplorerZB 2 M L AliZE, EEEE R T , EfECatalyst
3850 LELENE (BEEANTE ) , EEZEEConfig ( AREE ) , ARRNE FIBRETFIENIRE
5|8, T—%BERPC , L4EREEFEIBNETCONFEX T Catalyst 3850 A #1THEL BIEFKH

YANGH# K ( AXE T ) NETCONF RPC,



[ localhost x

é

Yang Explorer 0.6.0 (Beta)

C | @ localhost:8088/static/YangExplorer.html

Mike

b4

I O D WY

‘ Values

GigabitEthemet1/0/16

ianaiftethernetCsmacd
false

® ink-up-down-trap-enable

=
* &7 interfaces-state

\

Build ] Ccllactiom.| Manage Models |

Operations | Device Settings

o I <~
e
172.16.167.175

Host Pert | 830

Password

ciscol

Username | ciscol

G NetConf
)| Encoding | Console

RestConf

<rpc message-id==101%
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<edit-config>
<target>
<running/>
</target>

= <config>
i 9

<interfaces xmlns="urn:ietf:params:xml:ns:yang:ietf=-
interfaces™>
<interface>
<name>GigabitEthernetl/0/16</name>
<type xmlns:ianaift="urn:ietf:params:xml:ns:yang:iana-if-
type™>ianaift:ethernetCamacd</type>
<é¢nabled>false</enabled>
</interface>

Status : Recieved HTTP Result for request type rpc

w

Property | Value

MName enabled W

Node Type  leaf

Data Type boolean

Access read-write

Presence

Key

Mandatory

Default true

Path ietf-
interfaces/
interfaces/
interface/
enabled

Description  This leaf
contains
the
configured,
desined
state of the
interface. E

IETF %3

£ R YANGHE X {LBINETCONF RPCHE#R |, #ERun#S HE X FCatalyst 3850, Catalyst 3850
LAYANGHER ( AEWER ) WAAEEE | 15 HAEREEZER I (0K).

[ localhost ® Mike
< C | @ localhost:B0B8/static/YangExplorer. html b4 I
Vrgiorr060
Explorer l Values ‘ O | Build | Collections [ Manage Models 1 Proparty | Value
- - : .
¥ Riotf-interfaces Operations | Device Settings Name enabled o
¥ Einterfaces 4] i
- Profile Create device profile [ | Node Type fea L
¥ interface 2
Data Type boolean
/7 name GigabitEthernet1/0/16 Plathorm IEGS -
P iption k Access read-write
Port
#iype iansift:ethermetCsmacd Host 172.16.167.175 830 Prassnce
# enabled false
Username | ciscol Password | ciscol Key
# |ink-up-down-trap-enable Mandatory
g
ieracesstate ® Netcont O Restcon EBCED oo
| Encoding | Console I Path iatf-
<rpc-reply message-id="urn:uuid:detcd4al-dalc-4bd7-aal8-98360edab663" interfaces/
xmlns="urn:ietf:params:xml:na:netconf :base:1.0" .
xmins:ne="urn:iecf:params:xml:ns:netcont :base:1.0"> interdfaces/
<ok/> interface/
</rpc-reply>
enabled
T Description  This leaf
contains
the
configured,
/--'_"-\ desired
state of the
Config Oper — Custom RPC | |
© [+ Add Y — Delte intotoce. _[*
Status : Recieved HTTP Result for request: run-rpe IETF 93

ATHRIEURERE  TWLUREHEE., Catalyst 38507 AR A get-configfE¥(Oper) , EIEBR N
EGigabitEthernet 1/0/1648 &R 1E 2 B = false , ER RN E S BIM,



p RR:BF , ETE®EEYang ExplorerfE AR X M ExploreriB o H HE AT AR A T B R i
, MEFTR , BEYANGHE R M Catalyst 3850 B REER R M2 ECTNE A %,
ETROZEHEERE "BY. N TE, WPRASCENERTME K,

® O ® /[ iocalhost
e

4

C | (D localhost:8088/static/YangExplorer.htmi

e O

w M

CRID YN

Explorer
¥ Rietf-interfaces
¥ & interfaces
¥ < interface
/' name
¥ description
»rypa
# snabled
- link-up-down-trap-enable

* 27 interfaces-state

Conhig @ Oper

‘ Values o]

<get-config>
GigabitEthemet1/0/16

ianaift:athermnetCsmacd

\

Build Collections | Manage Models |

0 Operations | Device Settings

Encoding | Conscle

e

Hest 172.16.167.175

Port | 830

Username | ciscol Passward | ciscol

—

(@ NetCont

RestConf

Capabilities

i >

2B =D 62D

Status : Reciaved HTTP Result fior request type rpe

<rpc message-id="101"

xmln urn: ietf:params:xml:ns:netconf:base:1.0%>

s="urn:ietf:params:xml:na:yang:iecf-
<interface>
< e>0
<typ
type">ianaife:
<fintezface>
</intecfaces>

1/0/16</name>

ype>

urn:ietf:params:xml:ns:yang: iana-if-

Property | Value
Name interface
Mode Type list
Data Type
Access read-write
Presence
Key
Mandatory
Dafault
I Path ietf-
interfaces/
interfaces/
interface
Description The list of
configured
interfaces
on the
device.
The

operational -

IETF 93

£ YANGHE X {LBINETCONF RPCHE# , EERunf§ H{FiX FCatalyst 3850, Catalyst 385054
YANGHRAHEE/EARBE , ZHERBNEGigabitEthernet 1/0/168 BFRE S RUH= false , EX

k= 5%/ E 2 B



® O ® /[ localhest % Mike

< C | D localhost:8088/static/YangExplorer.htm! 1
Yor lorer 003t S OIS CRED
Explamr Values 0| | Build | Collections | Manage Models | ) Fmpart]r Value
| | ] . T =
v B icthinterfaces | Operations | Device Settings | | | Mame interface =1
vE; I
interfaces ;‘ Mode Type list
- Profile Create device profile
¥ interface <get-config> |
Data Type
7 name GigabitEthemet1/0/14 Platfarm m
= Access read-write
® description
Port
” e T e —— Host 172.16.167.175 830 Presence
¥ anabl
— Username | Ciscol Password | ciscol Key
B |ink-up-down-trap-enable 1 | Mandatory
& . : . |
interfaces-state O MNetConf RestConf Script Capabilities Default
| Encoding | Console |4 Path ietf-
113bfich™ interfaces/
interfaces/
interface
Description The list of
configured
f-ip" /> interfaces
ool on the
device.
= The
| | operational |~
Status : Recieved HTTP Result for request: run-rpe ETF 93

Catalyst 3850 CLI7Z £ —fEINETCONF/YANGEEE X 2B Mz 2B RN HAEE

£ L)X Yang Explorerfii B E SUR1ER: , B © ¥ Catalyst 3850 CLIFF & HA ., EUWE
NETCONF RPCEE Z HI , GigabitEthernet 1/0/16 T EE R FEZ%AIno shutdowniREE | ZNCatalyst
3850 LMY HEFHE AT R. WEITEEEAN EE’JYANG%‘W ESRMINETCONF RPCEE % |, B1E
SR, NHEHER , YEETHREFESRXARMRE — . thI2IEER T Catalyst 3850 L Hyconfd#X §8
ER WMWK B YANGIE X BINETCONF RPC) ﬁléxﬁﬁku%ﬁ@sco |IOS CLI, EEWEFEHER
T EFANETCONF/YANGRIEHNELBEMBTE RS, B LUEEA & #H Cisco 10S CLIZRIE KB E

o

3850-1# show running-config interface gigabitEthernet 1/0/16 O
Building configuration...

Current configuration : 39 bytes O
'O

interface GigabitEthernetl/0/16
Oend

3850-1# show startup-config | begin 1/0/16

Ointerface GigabitEthernetl/0/16 O
!

*Jan 5 17:05:55.345: %DMI-5-CONFIG_I:Switch 1 RO/0: nesd: Configured from NETCONF/RESTCONF by ciscol, t
*Jan 5 17:05:57.335: %LINK-5-CHANGED: Interface GigabitEthernetl/0/16, changed state to administrativel

3850-1# show running-config interface gigabitEthernet 1/0/16
OBuilding configuration...

Current configuration : 49 bytes O



Ointerface GigabitEthernetl/0/16 O
shutdown ---------——————-—————————— > the interface is shutdown now
Oend

3850-1#

N EENREE (HYTRERERTIKEIEL ) T Catalyst 3850 k.,

3850-1# show startup-config | begin 1/0/16

interface GigabitEthernetl/0/16
!

i 1ZCatalyst 3850 EHI#ERE

s

E{THE B T BAREF ECatalyst 3850 LI RRBER BT , 5 EREBNETCONFAZ L YANGHK KK
NETCONF RPC;¥ 2 {&3% Bl Catalyst 3850

<?xml version="1.0" encoding="utf-8"?>
<rpc xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="">
<cisco-ia:save-config xmlns:cisco-ia="cisco/yang/cisco-ia"
</rpc>

EESEBTIEY EFlYang ExplorerEARERNEA B E&RRPCH , ENAISERXILIRIE,



® 0 @ /[ jocalhost:8088/static/YangE: % ||

& C | @ localhost:8088/static/YangExplorer.html

| 0l ¢

O D BTN

Explorer

| Values

Buld | Collections | Manage Models |

T Riatf.intariaces
¥ & interfaces
¥ & interface
/' name
# description
# 00
¥ enabled
¥ ink-up-down-trap-anable
* & interfaces-state

> 'Rielf—nelmi—mnnimnng

-

Openations | Device Settings ]

e

Host 17216.167.175

ciscol

Usarname

Port | B30

Passward | ciscol

e I

£ :parans ten
save-cont

ase:l.0" message-id="">
ig xmlra:cisco-is="htip://cisco.con/yang/clace-1a"/>

() Config () Oper

Status : Clear completed

£ B0 123

v | - ] o ] ]

Property | Value

Nama enabled F

Node Type leaf

Data Type oolean

Access read-write: i

Prasence ]

Key

Mandatory

Default true =

Path ietf-interfaces’
interfacesfinterface/
enabled

Deseription Thig leaf contains the

configured, desired
state of the

interface.

Systems that implement
the IF-MIB use the
value of this

leaf in the ‘running’
datastore to set

IF-MIB i AdminStatus to 1

IETF 93

BEERuUNLUEBNETCONF# B E &RPCJE B {&i% E|Catalyst 3850, Catalyst 385054 ThEA S EI &

o

® O ® /[ iocalnost:a088/static/Yangex X ||\

< C | O localhost:8088/static/YangExplorer.html

Yang Explorer 0.6.0 (Beta)

|0l i

I O COD YN

Explorer

ef]

| Values

Buld | Collections | Manage Models |

* Biotinterfaces
¥ & interfaces
¥ &interface
# nama
# description
e
# enabled
B fink-up-down-trap-anable
* T interfaces-state

* Bietfnetcont-monitaring

| |suecessiul</result

Operations [ Dievico Settings ]
o R
o
Host 172.16.167.175 Port | 830
Username | ciscol Password | ciscol
© et O
Encading | Consale
<rpc=reply nessage-id="urn:uuid:1lcd$2015=-3717=-4119-a%ab~-d22a8d6fe2ed"
:pazangxnlica:oatoonthaaeal 0°

pazansixal;

T Ly>

etconsibase;:l.0">
tp:ffciace. con/yang/ciaco-ia">Save zun

.f_"u Config |'_'_. Oper

23 D 2

Status : Recieved HTTP Result for request: nun-rpe

Custom RPC

ﬁ,m

Praparty | Value

Name enabled =

MNode Type leaf

Data Type boolean

Access reachwrite i

Presence i

Key

Mandatory

Default e —

Path iotf-interfaces’
interfaces/interfaca’
ensbled

Drescription This leaf comains the

configured, desired
state of the

interace.

Systems that implement
the IF-MIB use the
value of this

leaf in the 'running'
datasiore 1o set

IF-MIB.if AdminStatus to

4]

Catalyst 3850 CLIFER L XNETCONF/YANGHE B 1712 414 fi 17 M BN B B

BB B R EEE TR E AR A

IETF 93



3850-1# show running-config interface gigabitEthernet 1/0/16
Building configuration...

Current configuration

: 49 bytes

interface GigabitEthernetl/0/16
shutdown

end

3850-1# show startup-config | begin 1/0/16
interface GigabitEthernetl/0/16
shutdown

#CLIE & Catalyst 3850

WMBIFR , BREFANETCONF/YANGHEITEL & MUK Eshowin T E RIS , E# Catalyst 3850 CLI{B AT

AR B mM, f#HCatalyst 3850 CLITI R 2NETCONF/YANG3R

=, = A

R E R HBREF | FTHYrunning-

config&i&EiBsyncfd i B2 =\ B Catalyst 3850 LV ERE R N E(DM)E L,

3850-1# show running-config interface gigabitEthernet 1/0/16
Building configuration...

Current configuration

: 49 bytes

interface GigabitEthernetl/0/16
shutdown

end

3850-1# config t
Enter configuration commands, one per line. End with CNTL/Z.
3850-1(config)# interface gigabitEthernet 1/0/16
3850-1(config-if)#no shutdown

3850-1(config-if)# exit

3850-1(config)# exit

3850~

*Jan
*Jan
*Jan
*Jan

3850~

1#
24
24
24
24
1#

16:39:09.968:
16:39:13.479:
16:39:15.208:
16:39:43.290:

%LINK-3-UPDOWN: Interface GigabitEthernetl/0/16, changed state to down
%SYS-5-CONFIG_I: Configured from console by console
%DMI-5-SYNC_START:Switch 1 R0O/0: syncfd: External change to running configuratio

%DMI-5-SYNC_COMPLETE:Switch 1 R0O/0: syncfd:

The running configuration has been s

TIRFECLIEX# , Yang ExplorerfEARRRBRNEEER AN , FXEERRMEYANGEH L+

o



B YANGMETCONF Canfigurasc ¥ [Y iocalhosiBOBASMtETangEs X Mian
| # & | (D Realhost: B0ED} susticMangExplohes i e 3
Vi benr 060102 D D IS
R I P Oparis I| Buid | Coflections | Manage Modsh | Propety |m
* B it interieces | | Hama interlson B
=
¥ 2 interfaces & | Mode Type  Bst
- Toeals evce paafle
Dats Typs
# R
Al road-writn
W description =
. Hoat 17214167171 Port | B30 Presonce
gk Key
« Lpernaees | Ciical Puwword  gisen]
¥ ink-up-down-trap-en Maniatery
T e | e ——— |
& HetCond (03 RestCont Oaduidi
= ol eanzonfmanionng - ——
I Encoding | Comscls | iazh [ e —
Lrps mraEagE-id="101" mlne="urniiscd iparamaramirnainetoond ioasecl .0 s inbetponsd
interson
Deacription Thoe list of
i i - configured
ziletfxpacean:al reacyangiatf=intacfaces™s
interlpens on
enetl 0/ LS < name
b i
The
opemtional
[ FER— wmatn of an
« © om = per - | - | - I
| © [+ s ] [ C Bt | 4 T -
i Seatun | Mocigvor WP Romht For request typa £TF 93

EERuUNSUEIBNETCONF# GigabitEthernet1/0/168YRPC get-configiH £ {#i% £l Catalyst 3850,
Catalyst 3850 f§ A GigabitEthernet1/0/16JT H##&[E%& , # ~enabled = true,

[ locaihost: 8088 static/YangE: x Mikg
L C | @ localhost:B088/static/YangExplorer. htrmi ) i
e Sl 0808t e O D TSN
L m—— I )
Explorer Values L ~ | Property | Value
al [» Operations | Device Settings | f— =
- R:iscn—pmcmcpu Name interface I
Mot ol 0 K NodeType i
> fcisco-pw
Access read-write =
> R cisco- ’
#.cisco-table-map West | 17216167178 | Pen| 830
* Rciscovirtual-serviee Presence
* B commen-mpls-static Username | ciscol Password | giscol Key
* et diffserv-classifier L] Mandatory L
* fhietf-diffserv-policy
e © 1wt © hkcor [ o =T
Path iotf-interfaces’

¥ & interfaces

T Cinterface <get-config>
# name GigabitEthernet 1/0/16
W description
# 1ype
# grabled

1 link-up-down-trap-enable
* T interfaces-state
* fietf-key-chain
* #hiatf-netcont-monitoring

- ﬂi.s:f-ruuling

Config (&) Oper

Status : Recieved HTTR Result for request: run-mpe

3. REHLSNMP MIBEEE B i ZEBGETHERIZEES

{5l & & A B B 7 EENETCONF GETR/E—2IREIfISNMP MIBE ¥, FiEZEHISNMP MIBE &
B BEYANGERERERNEBLER |, 9B Catalyst 3850 LK Cisco XEEREE, EREMRGETH

Deseription

interfacesfinterface

The list of configured
interfaces on the

device,

The operational state of
an interface is svailable
in the

finterfaces-state/
interface list. If the
configuration of a

system-controled

interface cannot be

]

IETF 93



RPpEWEMBERATA , A5 H=EiER, AAXENMBE T AEINGEEEHEEsmiv2,

218 1. £ Yang Explorerf& A2 X GUIH 7] L fE CapabilitiesiZ#ft, Catalyst 38508 EIBH T E

smiv2 MIB{& B RYZhEE/S EE,

[ Iocalhost:BOBA/static/YangE: x
i C | (@ localhost: B0BB static/YangExplorer.html r §
Yamg Explorer 0.4 eta) |_Oten J g admin N3 Rerrest | & guest )
Explorer Values Oparation Buld | Collections | Manage Modus | Property Value
* Riotfinterfaces Operations | Davice Settings | | | Mame name
Node Typa leaf
Data Type netconf-datastore-type
-
= Access read-onky
Hast 172.16.167.175 Port | 530 Fresence
Key true
Username | ciscol Password | ciscol
Mandatory trua
- ™ Default
® NetConf RestConf Serip: Capabilities
m - Path ietf-netconf-monitoring/
| Encoding | Conscle | | | netconf-state/datastores/
i . datastore/name
Description Mame of the datastore
associated with this list
entry.Name of the
datastore associated with
this list entry.None

Status.; Recieved HTTP Result for request: get-cap

#1H 2. thYANGHE X HINETCONF RPCH £ AT LUEIBNETCONF &34 E|Catalyst 3850 ,

FEA Asmiv2 MIBER K INEESE,

<?xml version="1.0" encoding="utf-8"?>
<rpc xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="">
<get>
<filter type="subtree">

ETF 93

UERRE

<ncm:netconf-state xmlns:ncm="urn:ietf:params:xml:ns:yang:ietf-netconf-monitoring">

<ncm:capabilities/>
</ncm:netconf-state>
</filter>
</get>
</rpc>

B8 Yang Explorer EAEX B T 8L E A BFTRPCR: |, BN A TR LLIRE,



® 0 ® /[ localhost:8088/static/YangE x“'\:

< C | @ localhost: 8088 static/YangExplorer,

bl

# M i

Explorar

| Valuss

» Biothinterfaces

o | Build | Collections | Manage Models Property | Value
[ opeations | Device Settings | Name name
Node Type  leaf
Data Type netconf-datastone-type
Accass read-only
Host 172.16.167.175 Port | 830 Presence
Koy true
Usarnamae | ciscol Password | ciscol
Mandatory true
! Default
(&) NetConf () RestConf
Path iatf-natconf-monitoring/
i Encadi Gngs! [ netconf-state/datastores/
;ﬁ.-!'. version="1.0" encoding= 8= dmiwmﬂ‘m&
1 <rpc xalns="urn:ietf:params: netconf:base:l.0" message-id="">
aget Description  Name of the datastore

tree">

aonit
:capabilities/>
minetconi-atate>

ate xnlns:ncw="uzn:ietf:pazans:xalins:yang:ietf-netoont-

() config ) Oper

Status : Clear completed

EZERunSUEIBNETCONF# B E&RPCIHE B &1A

€2 e e (O o)

Esmiv2 MIBHIIhEEBE,

® O ® /[y jocainost:8088static/vangex X ||\

— 1 - [~ I ~ |

associated with this list
entry.Name of the
datastore associated with
this kst entry.None

IETF 93

FlCatalyst 3850, Catalyst 38502 E B EFTX

e |

L] c

@ localhost:B088/static/YangExplorer.htmi

o W i

Explorer | lues

Oparation

* Rietfinterfaces

Status : Recioved HTTP Result for request: run-rpe

iEIE3 : I AMIBESRHY

[ f = psete ] C reset

E oo

BE

AJ7ECatalyst 3850 B EEREEHEEF A

R E HFYNETCONF I BE MHellodH B 4R,

Build ] Collections ] Manage Models | |pm |\p.||.
Operations | Davice Settings Name name
Node Type leaf
e I
Data Type netconf-datastore-type
Platform [aliloy - |
ot~ P
Host 172.16.167.175 Port | 830 Presence
= = Key true
Username | ciscol Password | ciscol |
Mandatory true
Cefault
= e ||
Fath ietf-netconf-monitoring/
[ netconi-state/datastores’
TUTo*UN "L 1< CAPIDIIILY s daastoe/name
>uzn:ietf:parans:xnlins:yang:snivi:BOP4-HIBTRodule=BGRe = =
MIBsanmp;revision=1994-05-05</capability>
3 \8 iyang :8miv2: BRIDGE-MIB? Description | Name of the datestore
wision=200! 9</capability> associated with this list
Letfipazans:xnlins:yang:snivi:CISCO-AR-SERVER-HIB?
entry.Name of the
ngdy le=CISCO-ARA-SESSION-MIBE ?=J 1603 hc.-'c:unn Ligy> datasvies : el
<capability>urn:ie :smivi: CISCO-BGP-POLICY - this list entry.None
ACCOUNT ING-MIBTmodu le=CISCO-BGE-POLICY-ACCOU
MIBiamp; ‘ev,sio:-zﬂf}z 07-28</capability>
i ietfrparams:xalin
ision=2010
v pazans; wrl
notu 1e=CISCO-BULK-FILE-HIBEan) -c.fcaubu. :v>
<capability>urn:ietf; iv2:CISCO-CBP-TARGET-MIB? -
Aot Le=C1SCO=CBEP=TARGET d</capabilicy» i
Custom RPC Copy
IETF#3

(EEER ) WSSHERR



USER1-M-902T:~ USER1$ ssh -s cisco0l1@172.16.167.175 -p 830 netconf
Cisc0l1@172.16.167.175’s password: ciscol

<?xml version="1.0" encoding="UTF-8"?7>

<hello xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">

<capabilities>

<capability>urn:ietf:params:netconf:base:1.0</capability>
<capability>urn:ietf:params:netconf:base:1.1</capability>
<capability>urn:ietf:params:netconf:capability:writable-running:1.0</capability>
<capability>urn:ietf:params:netconf:capability:xpath:1.0</capability>
<capability>urn:ietf:params:netconf:capability:validate:1.0</capability>
<capability>urn:ietf:params:netconf:capability:validate:1.1</capability>
<capability>urn:ietf:params:netconf:capability:rollback-on-error:1.0</capability

--snip--
<capability>urn:ietf:params:xml:ns:yang:smiv2:CISCO-CONFIG-MAN-MIB?module=CISCO-CONFIG-MAN-MIB&amp;revi
<capability>urn:ietf:params:xml:ns:yang:smiv2:CISCO-CONTEXT-MAPPING-MIB?module=CISCO-CONTEXT-MAPPING-MI
<capability>urn:ietf:params:xml:ns:yang:smiv2:CISCO-DATA-COLLECTION-MIB?module=CISCO-DATA-COLLECTION-MI
--snip--

</capabilities>

<session-id>2870</session-id></ hello >]]>]1]1>

Use < AC > to exit

FHAEMBYANGERIER

IERETEHMYANGERHERER, ELER AT EBNETCONF/YANGH{TEE H ftCatalyst
3850ZhAEME BA MY H AR 1E |, BIANELEIPVAEEREH. QoS%E.,

GitHub Yang#! 3%

#EiB#EEstandard, ietf, rfc, TARFERARAFTEHERNEEER. WABRERIEETHEA
(IETF)#EH, B2t TEFIETFE’EE%%%RFC&!H&%':F'EHEEI’JYANGﬁ#%i*”

GitHub Yang#s R 1%

#EiB#EEvendor , cisco, xe, 1632ALAKXFI BRI Ay (#KE, HEMIISE ) B, 1EACatalyst
3850/9Cisco 10S XE# #8 i 4<16.3. 212t EEYANGERHEEL,

GitHub Yang#218 15 15 X B £} {4 FE 7S



https://github.com/YangModels/yang
https://github.com/YangModels/yang
https://github.com/YangModels/yang/tree/master/standard/ietf/RFC
https://github.com/YangModels/yang/tree/master/standard/ietf/RFC
https://github.com/YangModels/yang/tree/master/vendor/cisco/xe/1632
https://github.com/YangModels/yang/tree/master/vendor/cisco/xe/1632

Qciscnyangmudels > ﬁ' D U + ﬁ‘ ¢ 6 = —

aster~ yang / vendor [ cisco [ xe [ 1632 | Find file  History

BNC.

EBERRALUTHIEFERT S (FLHERK ) , ABRHEAZYang ExplorerBAER . AMES
EULHMEE—H, F—ERESEYANGERMERAERPEREAN K F_BERARERAMAESR

o

1. EBBMAREYANGCGERERE R

p RR : feGithub TEER T REFE Brawqit, Effgithub THER , FHERRYANGE R
Rawizill, MIRBHURLMARERTHRE , AIFLUEURLES ERrawgitd , RERBEREH
H£EURL. BN EEURLARIBIERS , ©AREERTERER,

EZABIH | cisco-ethernet.yang B2 & #Egithub FTHEIEHEE T A ( £FREEK ) . U TTBIUMKE
KRB AZElYang ExplorerFEARERGUIF |, REBIFTAET , UEKESEA T T EMExplorerEfs .

S2 27 . NETCONFIAET IR FEE Catalyst 3850 KB X EMLELER, BLURTEREE
T4 (BLREN ) HEA.


https://rawgit.com/
https://rawgit.com/

® O ® | [ localhost:B08R[siatic/YangE: X

= C @ localhost

)+ 4 :

‘Yang Explorer 0.6.0 (Beta) /...———..._\
Explorar Valuas Opa ration Buld | Col "“""@ Proparty Value
» i, iatf-interfaces Workspace | Devie | —
Select All Showing 5 models Node Type
1 iana-if-type@2014-01-15.yang Data Type
[ ietfinet-types.yang Access
[ iethinterf: @2013-12.23; [subscribed]
] ietfinterfaces yang P
] ietf-netconf-monitoring®2010-10-04.yang
O iethyang-types.yang acd
Mandatory
Default
Path
| Description

Config Oper

Status : Received HTTP Result for module request

ece
< &

Cligk 1o go forward, ho'd to see history

[ localhost: 8088 static/YangE: X

(@ localhast

Upload Yang

ETF 93




® © ® [ iocalhost:BOBE/static YangE . X Mike |

€« C | @ localhost: 08¢

Explorer Values Operation Bui Collec Proparty Value |
= TerT—— [ Wodspsce | Davies | —
Shawing & models Node Type
E cisco-ethernet@2015-05-10.yang Data Type
Tanad . Access
] ietfinet-types.yang S——
[ ietfinterfaces@2013-12-22.yang lubseribed
] ieth.netconf-monitoring®2010-10-04.yang Key
] ietf.yang-types.yang Mandatory
Default
Path
| Description
Contis ) Oper P'C et ] 2 i Unsubscribe | Deiete | Goh |

2. — RREHAFIEYANGERREER
85.2.28(( LR : github) R tB1RE TE—iBR.

HEDEEBFEA (ERHER-ETmacOS Sierra 10.12.28Apple MacBook Pro ) K& IRIERAF
B :

USER1-M-902T:~ USER1$ cd yang-explorer O
USER1-M-902T:yang-explorer USER1$ cd server O
USER1-M-902T:server USER1$ python manage.py bulkupload --user guest --git https://github.com/YangModels

Git upload .. O

Cloning into '/Users/USER1/yang-explorer/server/data/session/tmpk7Vv406'...
Oremote: Counting objects: 5610, done. O

remote: Total 5610 (delta 0), reused 0 (delta 0), pack-reused 5610 O
Receiving objects: 100% (5610/5610), 11.80 MiB | 2.34 MiB/s, done. O
Resolving deltas: 100% (3159/3159), done. O

Checking out files: 100% (3529/3529), done.

OCleaning up /Users/USER1/yang-explorer/server/data/session/tmpk7vV406 O
Compiling : user: guest, file: /Users/USER1l/yang-explorer/server/data/session/tmpHTAEP3/cisco-acl-oper.
ODEBUG: root:Compiling session dependency ...

0//anaconda/bin/pyang O

DEBUG:root:Rebuilding dependencies for user guest

O--snip--

FrBYang& BHER R EEB AT £ Yang Explorer E AR RGUIR E S, 2 — T Subscribe Bl AiZ#FE2FR
BOETheE BN ER , RARSHEMNE T EMExXplorergBs .


https://github.com/

52 125 - NETCONFIILET AR E Catalystikge S EMpLL & PHE T

(BRERER ) V528,

3
¢
=

REEPEEYA

[ localhast:B0B8/ static/YangEs | X Mikis
“ 2 | (D localhost: 8088 static/YangExplorer. htmil o
O D WSS
Explorer I Values I Operation Build [ C°"°“i°{'[ Manage Modals ) Property |\falun
Dinics 1 Name
P’
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Yang Explorer 0.5.0 (Beta)
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* R cisco-bid-state
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= ﬂcisco—chackpn&n:-archivo
- cisco-efp-stats

* i cisco-enviranment
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Operations | Device Settings
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Property | Value

Mame save-config

Mode Type =

Data Type

Access write

Presence

Kay

Mandatory

Default

Path cisco-iafsave-config

Config Oper

Status : Recieved HTTP Result for request type rpc
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startup-config on the
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* # cisco-environment
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* = save-config
* & checkpoint
*  rever
* & rollback
* T reset
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Custom RPC

o
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Property ’ Value

Name save-config

MNode Type rpc

Data Type

Access write

Presence

Key

Mandatory

Default

Path cisco-ia/save-config

Description  Copy the running-config
L=

starup-config on the
Network
Element.Copy the
running-config to
startup-config on the
Network

Element.None

P8 & Ecisco-ia.yang & K& BUREHR 10 T AR

sync-from -t RPCf#Catalyst 3850 L ¥INETCONF /T H# & B ETE ENETCONFERMEFR T
HEEB TWETERERY ., mMEHFEMCatalyst 3850485 £,
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<?xml version="1.0" encoding="utf-8"?>
<rpc xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="">
<cisco-ia:sync-from xmins:cisco-ia
</rpc>

LRPCHIFERRITARBIT A FHRERBENE L |, BB BEIX T EEMshow running-configin F Y
# L ENETCONFE B F A%, MBFF Esync-defaults , BINETCONF A B & EH Th AL A 12
HOBEREEEA. EASHERT , TEALEE, B , REENETCONFNEEAERLRE
FAINETCONF replacemn S EMEEREN S EE 0 , FEAZT R

<?xml version="1.0" encoding="utf-8"?>
<rpc xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="">
<cisco-ia:sync-from xmlns:cisco-ia/>
<cisco-ia:sync-defaults/>
</cisco-ia:sync-from>
</rpc>

save-config -LltRPC#11T B A FC & &8 (copy running-config startup-config)@n® , UG BRI BIEITH
ERFIEERBERE.

<?xml version="1.0" encoding="utf-8"?>
<rpc xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="">
<cisco-ia:save-config xmins:cisco-ia
</rpc>

BEH-ILRPCHENETCONF T EEACisco IOSINEE B F RS ETREMEIIEZ AMFEE

o

<?xml version="1.0" encoding="utf-8"?>
<rpc xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="">
<cisco-ia:checkpoint xmIns:cisco-ia
</rpc>

ER-RPCEHNETCONFM EM RERETR ER R EMENRPC-EREFNETEERRKE
LRENEMEATRETEE.

target-url string (name of the saved checkpoint file)
verbose? Boolean (show detail during rollback process)
nolock? Boolean (lock configuration)

revert-on-error? Empty (if error occurs during rollback, leave running unchanged)
revert-timer? intleé (time in seconds before revets to the original configuration)



<?xml version="1.0" encoding="utf-8"7>
<rpc xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id=
<cisco-ia:rollback xmlns:cisco-ia=
<cisco-ia:target-url>saved-config</cisco-ia:target-url>
<cisco-ia:verbose>true</cisco-ia:verbose>
<cisco-ia:nolock>true</cisco-ia:nolock>
<cisco-ia:revert-on-error></cisco-ia:revert-on-error>
<cisco-ia:revert-timer>10</cisco-ia:revert-timer>
</cisco-ia:rollback>
</rpc>

ER-IRPCEENETCONF EREFIMRPCEEIRERETIFER. E M8 BUH E K (@ 7R 30 37 B 5 3% [0 R
, WEEEERFERNSIH.

now? empty
timer? 1intl6
idle? intl6

<?xml version="1.0" encoding="utf-8"7>
<rpc xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id=
<cisco-ia:revert xmlns:cisco-ia
<cisco-ia:now/>
<cisco-ia:timer>10</cisco-ia:timer>
<cisco-ia:idle>60</cisco-ia:idle>
</cisco-ia:revert>
</rpc>

EE-TUFEALRPCEH EAEINETCONF T HE., Zzn%remutlanzez%true, BINETCONFA A EBR ]
BETHWERREDEENFIEMREET. MR Afalse ( FEFRE ) , MISRENETCONFE &
datastore iRBEE A .

<?xml version="1.0" encoding="utf-8"7>
<rpc xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id=
<cisco-ia:reset xmlns:cisco-ia
<cisco-ja:reinitialize>true</cisco-ia:reinitialize>
</cisco-ia:reset>
</rpc>

N sEE . HECiscoT AHCisco I0SHEARA B 31 5% % BTG 18 72 Th AL, Bl , #&£—
%Ji ZiE1T10S 16.3.38ICatalyst 38508%F , Catalyst 38502 #§ "FXEBEE | $#HRES
RPCEZREKEFERTYS (ELHERK ) .



<nc:rpc-error xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">
<nc:error-type>application</nc:error-type>

<nc:error-tag>operation-failed</nc:error-tag>
<nc:error-severity>error</nc:error-severity>
<nc:error-path xmlns:cisco-ia
<nc:error-message lang="en" xmlns="https://www.w3.0rg/XML/1998/namespace">Reset not supported</nc:er
<nc:error-info>

<nc:bad-element>reset</nc:bad-element>

</nc:error-info>

</nc:rpc-error>
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https://www.w3.org/XML/1998/namespace
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<rpc-reply message-id="urn:uuid:0e2c04cf-9119-4e6a-8c05-238ee7f25208" xmlns="urn:ietf:params:xml:ns:net
<data>

<native xmlns>
<router>
<ospf>
<id>100</1id>
<redistribute>
<connected>
<redist-options>
<subnets/>
</redist-options>
</connected>
</redistribute>
<network>
<ip>10.10.0.0</1ip>
<mask>0.0.255.255</mask>
<area>0</area>
</network>
<network>
<ip>10.20.0.0</1ip>
<mask>0.0.255.255</mask>
<area>0</area>
</network>
<network>
<ip>10.100.0.0</1ip>
<mask>0.0.255.255</mask>
<area>0</area>
</network>
</ospf>
</router>
</native>
</data>



</rpc-reply>

FEIBNETCONF#ECatalyst 38508 R YANGIE XN HOSPFIEHELE R A B EN , ©EEIES
Catalyst 385009 CLI#&2 4% Catalyst 385081 B IF & ZIHI AR

<ffroot>
3850-1#

show runni ng-config | section ospf

router ospf 100

redistribute connected subnets
network 10.10.0.0 0.0.255.255 area 0
network 10.20.0.0 0.0.255.255 area 0
network 10.100.0.0 0.0.255.255 area 0
3850-1#
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3850-1#
*Jan 30 14:13:41.659: %DMI-5-CONFIG_I:Switch 1 RO/0: nesd: Configured from NETCONF/RESTCONF by ciscol,

3850-1# show running-config | section ospf
router ospf 100

redistribute connected subnets

network 10.10.0.0 0.0.255.255 area 0
network 10.20.0.0 0.0.255.255 area 0

network 10.30.0.0 0.0.255.255 area 0 ------ > new Tine added to OSPF configuration
network 10.100.0.0 0.0.255.255 area 0
3850-1#

3

BB EBNETCONF/YANG# running-configf# 7 2l Catalyst 3850 LY R BH B B FIFEAAE R |
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~ ¥ E : HYang ExplorerEAER GUI4% K i example.pytE REAEMN I B EEETPythoniE S
BRENSE., SHa8FEESBEIUHITHNETCONF/YANGIR/E, HILEHIF | ERFEE
RElEZ,

n D
Netconf python example by yang-explorer Chttps://github.com/CiscoDevNet/yang-explorer)

Installing python dependencies: O
> pip install Txml ncclient

Running script: (save as example.py) O

> python example.py -a 172.16.167.174 -u ciscol -p ciscol --port 830 O

import 1xml.etree as ET O
from argparse import ArgumentParser O



from ncclient import manager
Ofrom ncclient.operations import RPCError

payload = """ O<save-config xmlns
Dllllll
if _name__ == "_main__":

parser = ArgumentParser(description="Usage:"')
# script arguments O

parser.add_argument('-a', '--host', type=str, required=True, O
help="Device IP address or Hostname") O

parser.add_argument('-u', '--username', type=str, required=True, O
help="Device Username (netconf agent username)") 0O

parser.add_argument('-p', '--password', type=str, required=True, O

help="Device Password (netconf agent password)'") O
parser.add_argument('--port', type=int, default=830, O
help="Netconf agent port") O
args = parser.parse_args(Q

# connect to netconf agent O

with manager.connect(host=args.host, O
port=args.port, O
username=args.username, 0O
password=args.password, 0O
timeout=90, O
hostkey_verify=False, O
device_params={'name': 'csr'}) as m:

# execute netconf operation

dtry: O
response = m.dispatch(ET.fromstring(payload)).xml O
data = ET.fromstring(response) 0O

except RPCError as e: O
data = e._raw

# beautify output

Oprint(ET.tostring(data, pretty_print=True))

REPEET S (FCBEERK ) E1TPythoniE T

AR 238 1TPythonig & #example.py 2 Bl #Y Catalyst 3850 CLIMZE , RSB S ETH BREEE
BEEE., I, shutdownii A running-config , B R GigabitEthernet1/0/104T HE &I B Eh &
B,

3850-1# show running-config interface gigabitEthernet 1/0/10
Building configuration...

Current configuration : 49 bytes
|

interface GigabitEthernetl/0/10
shutdown
end

3850-1# show startup-config | begin 1/0/10

interface GigabitEthernetl/0/10
|

interface GigabitEthernetl/0/11



interface GigabitEthernetl/0/12
|

interface GigabitEthernetl/0/13
!

EEPEBEYS (EREEN ) LWERKIBIERAE , HHYang ExplorerEAERGUI% LY
Pythont& ZZexample.py & X E R E| E 2 B & ¥ £ Wyang-explore B #.

USER1-M-902T:~ USER1$ pwd

/Users/USER1

USER1-M-902T:~ USER1$ cp /Users/USER1/Desktop/example.py /Users/USER1/yang-explorer
USER1-M-902T:~ USER1$ cd yang-explorer
USER1-M-902T:yang-explorer USER1$ Ts -1

total 112

-rw-r--r-- 1 USER1 staff 11358 Jan 4 17:59 LICENSE
-rw-r--r-- 1 USER1 staff 13635 Jan 4 17:59 README.md
drwxr-xr-x 12 USER1 staff 408 Jan 4 17:59 YangExplorer
drwxr-xr-x 7 USER1 staff 238 Jan 4 17:59 default-models
drwxr-xr-x 3 USER1 staff 102 Jan 4 17:59 docs

-rw-r--r-- 1 USER1 staff 72 Jan 4 17:59 env.sh
-rw-r--r--@ 1 USER1 staff 1990 Jan 30 17:50 example.py
-rw-r--r-- 1 USER1 staff 207 Jan 4 17:59 requirements.txt
drwxr-xr-x 11 USER1 staff 374 Jan 5 14:37 server
-rwxr-xr-x 1 USER1 staff 4038 Jan 4 17:59 setup.sh
-rwxr-xr-x 1 USER1 staff 640 Jan 4 17:59 start.sh
drwxr-xr-x 5 USER1 staff 170 Jan 4 18:00 v
USER1-M-902T:yang-explorer USER1$

ETR, #REPEEFL A (laptop) LN ERKFRTH , BTEMEGS , EMEamHEyang
ExplorerfE FE X GUI4 X BYexample.pytE RFA BB commentZB o H 1M ( FSE L —& "fEYang
ExplorerfE A F2 X GUIAE B PythoniE S, )

USER1-M-902T:yang-explorer USER1$ pip install I1xml ncclient

Collecting Txml

Downloading Txm1-3.7.2.tar.gz (3.8MB)

100% | SRR | - M8 328KB/s

Collecting ncclient

Downloading ncclient-0.5.3.tar.gz (63kB)

100% | SRR, | 71kB 3.5MB/s

Requirement already satisfied: setuptools>0.6 in /Library/Frameworks/Python.framework/Versions/2.7/11ib
Collecting paramiko>=1.15.0 (from ncclient)

Downloading paramiko-2.1.1-py2.py3-none-any.whl (172kB)

100% | SN, | 174kB 3.1MB/s

Collecting six (from ncclient)

Using cached six-1.10.0-py2.py3-none-any.whl

Collecting cryptography>=1.1 (from paramiko>=1.15.0->ncclient)

Using cached cryptography-1.7.2-cp27-cp27m-macosx_10_6_intel.whl

Collecting pyasnl>=0.1.7 (from paramiko>=1.15.0->ncclient)

Using cached pyasnl-0.1.9-py2.py3-none-any.whl

Collecting cffi>=1.4.1 (from cryptography>=1.1->paramiko>=1.15.0->ncclient)



Using cached cffi-1.9.1-cp27-cp27m-macosx_10_10_intel.whl

Collecting enum34 (from cryptography>=1.1->paramiko>=1.15.0->nccTlient)

Using cached enum34-1.1.6-py2-none-any.whl

Collecting ipaddress (from cryptography>=1.1->paramiko>=1.15.0->ncclient)

Using cached ipaddress-1.0.18-py2-none-any.whl

Collecting idna>=2.0 (from cryptography>=1.1->paramiko>=1.15.0->ncclient)

Using cached idna-2.2-py2.py3-none-any.whl

Collecting pycparser (from cffi>=1.4.1->cryptography>=1.1->paramiko>=1.15.0->ncclient)
Downloading pycparser-2.17.tar.gz (231kB)

100% | I | 235k 2.6MB/s

Installing collected packages: 1xml, six, pycparser, cffi, pyasnl, enum34, ipaddress, idna, cryptograp
Running setup.py install for 1xml ... -

done
Running setup.py install for pycparser ... done
Running setup.py install for ncclient ... done

Successfully installed cffi-1.9.1 cryptography-1.7.2 enum34-1.1.6 idna-2.2 ipaddress-1.0.18 1xml1-3.7.2
USER1-M-902T:yang-explorer USER1$

F2{Ear I1EBTCPE830 (netconf-ssh) VR IPH#:11E172.16.167. 174 B EAEZB/OS
cisco1/cisco1#JCatalyst 3850117 Python#s 5 BEexample.py. Catalyst 38504#§RPC[al & & [El 4 17
BERERNNEFERTYS (ERHEK ).

USER1-M-902T:yang-explorer USER1$ python example.py -a 172.16.167.174 -u ciscol -p ciscol --port 830

<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" xmlns:nc="urn:ietf:params:xml:ns:netconf:bas
</result>

</rpc-reply>

USER1-M-902T:yang-explorer USER1

LA RiZ1TPythonis $ BEexample.py# Catalyst 3850 CLIMZE , ZIE DB ETE ERF 2SN E
B, HMsave-config NETCONF/YANG#EELZH , ST EGigabitEthernet1/0/108running-config#l
startup-configH IR 1£ #F E shutdown s 7o

3850-1# show running-config interface gigabitEthernet 1/0/10
Building configuration...

Current configuration : 49 bytes
!

interface GigabitEthernetl/0/10
shutdown

end

3850-1# show startup-config | begin 1/0/10
interface GigabitEthernetl/0/10

shutdown

|

interface GigabitEthernetl/0/11
|

interface GigabitEthernetl/0/12
|

interface GigabitEthernetl/0/13
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<get>, <get-config>, <edit-config>Hl<rpc>
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Bl , A1 E FHINETCONF{al iR 23 AT AE 2R EIRPCEE R,

<error-type>application</error-type>
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<nc:rpc-error xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">
<nc:error-type>application</nc:error-type>
<nc:error-tag>operation-failed</nc:error-tag>
<nc:error-severity>error</nc:error-severity>
<nc:error-path xmlns:if="urn:ietf:params:xml:ns:yang:ietf-interfaces">/rpc/edit-config/config/if:int
<nc:error-message lang="en" xmlns="https://www.w3.0rg/XML/1998/namespace">/interfaces/interface[name:

"Unsupported - val ue nust be ethernetCsnmacd or softwarelLoopback"</nc:error-nessage>

<nc:error-info>
<nc:bad-element>type</nc:bad-element>
</nc:error-info>
</nc:rpc-error>
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1. AP, (EEHE ) RPCHREEHER

1E R ¥ <edit-config>FERHINETCONFEHFREE, <error-tag>&k~ "HERAFP, . BEEEHTER
A1 EE R A1 R 25 4L B (Catalyst 3850) NETCONF B Bi#8HE , BB A B TNETCONF <edit-
config>tE%, BEAFKRANETCONFIHEBEREHREIHER. MWRENETCONFEFIHEERMFEREMSE

ARERARNBETERMENNETCONFEAER , IZEFIHSWEILLRPCEE, NETCONF%JE*“
TMEHNETCONF%?HEEE/EMO BHEBHTREBRDL AEIRIELUANETCONFETERFHE
BHEBIOSIBEBERSH , ATUKRBILERE,

{5 (Catalyst 3850)E|1F Fim(EHPEEF A ( ECEEM ) )JAANETCONFEFE,

<?xml version="1.0" encoding="utf-8"?>
<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="3">
<rpc-error>
<error-type>application</error-type>
<error-tag>in-use</error-tag>
<error-severity>error</error-severity>
<error-app-tag>config-Tocked</error-app-tag>
<error-info>
<session-id>0</session-id>
</error-info>
</rpc-error>
</rpc-reply>

2. "TEREX) RPCIHEREEHRE



FEARRGIF | BAREEIRESN L Catalyst 3850/83% T <edit-config> RPC, HRBELZEETRE
R Catalyst 3850 LW E , FIREERR,

<?xml version="1.0" encoding="utf-8"?7>
<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="3">
<rpc-errorx>
<error-type>application</error-type>
<error-tag>data-missing</error-tag>
<error-severity>error</error-severity>
<error-path xmlns:if="urn:ietf:params:xml:ns:yang:ietf-interfaces">/rpc/edit-config/config/if:inte
<error-message xml:lang="en">/interfaces/interface[name="Loopbackl111']/type is not configured</er
<error-info>
<bad-element>type</bad-element>
</error-info>
</rpc-error>
</rpc-reply>

3. TRROERHER |, RPCHRLOBEHE

ﬂD%ﬁTﬁEEACatalystSSSOLE’JE#HE*“??&H:! AR, REHAREBEENERERAHNRERHER
, A BRES(Catalyst 3850) A= E R EEHETEE, ERTAHITA.

9 R : FFANETCONFIIAEREE CatalystEi B8 S IE WL ERIE R,
(BRLBEER ) 1956280,
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<?xml version="1.0" encoding="utf-8"?>
<data xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"/>

4. Tlnvalid-values RPCERFEEIEEE

EREEERT , BIBYANGERHER NETCONFHEETRESEERNAR , BR , £ B (Catalyst
3850)EEEBIRERNAR, ECatalyst 3850 EFINETCONFA HE B I0SIEEEER I EANE &
R , 5 ERPCEFREEIREIZINETCONFE Fifo

EARRGIF | ERPCIHEEH [@Catalyst 38501814 7 HEW MY HFEc & EEEFalse, R HCatalyst
385050@%4250%“ SERETERE, 53552 KRPACatalyst 3850 I0SH R EEAS Bt E
FHNBREMRIEEERBYN  RAETR—EENE,

<?xml version="1.0" encoding="utf-8"?>
<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="6">
<rpc-error>
<error-type>application</error-type>
<error-tag>invalid-value</error-tag>
<error-severity>error</error-severity>
<error-message xml:Tlang="en">inconsistent value: Device refused command "Togging buffered bogus" a
</rpc-error>



</rpc-reply>
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