#h 1k ACIHBEE R EEF0467: invalid-vlan |

path , encap-already-in-use

H &%

BEREA

IntersightiEARACIZ

ACIHEF04675 =

FEREIVLANELE : invalid-vlan

E|

BERR : BEENVIANGTSSFIENVLAN

BERRE . EE KRB FTEVLANVLAN: Y

WA EAE - invalid-path

=6
L

BERR : RO EEAAEPRIR

BIERRE . SROAAEPE|IPGHY BRI

EEEEI ﬁR’J‘IPGﬁﬁi Eﬁi#ﬁ%ﬁ@éﬁ

2K : E 2 it
B  ERD 3&?’“‘ 3%1’;’? M EEREER
EncapE',Tj_:ja—1EPG'=F'{EFH . encap-already-in-use
=6
RO BX B b Bt
{EIE18 18

I ELESE

EPG 2| 7 RE R 1% R Bt
EPGEZAAEPRIHS
EPGE|EH

15 B AAEP AT VLAN 5t B8 Bk
) 4 30 A 49 R B Y VL AN A

AAEPZ!E Y B3 Hs
IPGE'JAAEPE’J&

=0

BIBAPICH EACIZHAAEEVILANESEE
BB RIBECLIMEVLANITE
BBREMECLIME LA EENVLANIE
BESVI VLANZE 2

B2ZE

Invalid-



¥THR§U93F3%H*H’J§§_LNXOS:I el

VLANSRE G TRER

HHEAE A

&

AN BRACIHPEF3274, invalid-vlan, invalid-pathsiencap-already-in-usefy % & B8,
db B 3 s

B =&

ACIHBFO467EEFARNSERPER , BABEASRERTEN "RRE, .
ACIHEFO467HRE R "RE, EBHE

* invalid-vlan
* invalid-path
* encap-already-in-use

ACIHFEF327ANPIE REH AT Re R E X MMETH M E LW vianEt &,
IntersightiE#RACI 3 # 45 f

FEREBACIRBHN—&2 , WHESZ I FBHERE,

MR IEA BRintersightEARMACIR AR , BIERERBERBRBEER , LUEHEIntersightiB4RH
ACIZHusBfE R 8238 7 Lt B PR RY B8,

ACIHPEF046731% &
HEIMMVLANELE : invalid-vlan
=45

o BLE T HEEVLAN 421 FHEPG

. DEIEEPGHI YIRS

« EPGLEVLAN 4210 TR REIE B4

- WPEF0467 — EAIEMEPGH IS EE S B R IAMET B ETER

- $EERFAEEE S : invalid-vlan:vlan-x :EpGRERiHEAE , SEF AR o B ttvian


https://www.cisco.com/c/zh_tw/support/docs/cloud-systems-management/application-policy-infrastructure-controller-apic/217576-about-proactive-aci-engagements.html

v EPG - lc_EPG
Fault Properties 0

General Troubleshooting History

O +
Fault Code: FO467
Severity: minor
Last Transition: 2023-06-04T14:35:08.407+00:00
Lifecycle: Raised

Affected Object: topology/pod-1/node-103/local/svc-policyelem-id-0/unifepp/fv-[uni/tn-lc_TN/ap-lc_APP/epg-lc_EPG]/node-
103/stpathatt-[eth1/13]/nwissues

Description: Fault delegate: Configuration failed for uni/tn-lc_TN/ap-lc_APPfepg-lc_EPG node 103 eth1/13 due to Invalid VLAN Configuration, debug message:
invalid-vlan: vlan-421 :Either the EpG is not associated with a domain or the domain does not have this vlan assigned to it;
Type: Config

Cause: configuration-failed

Change Set: configQualinvalid-vian, configSt:failed-to-apply, debugMessage:invalid-vlan: vian-421 :Either the EpG is not
associated with a domain or the domain does not have this vlan assigned to it;, temporaryError:no

Created: 2023-06-04T714:33:00.796+00:00
Code: FO467

Mumber of
QOccurrences:

Criginal Severity: minor

Previous
& minor
severity:

Highest Severity: minor

HEHRATEREE "EpGAREEEAN , NEFRDBEUVLAN, .

<tfroot>

APIC# moquery -c faultInst -f 'fault.Inst.code=="F0467"' | grep 1c_EPG
descr : Configuration failed for uni/tn-1c_TN/ap-1c_APP/epg-1c_EPG

node 103 ethl/13

due to Invalid VLAN Configuration, debug message:
i nvalid-vlan:

vl an-421

Either the EpGis not associated with a domain or the domain does not have this vlan assigned to it

dn : topology/pod-1/node-103/Tocal/svc-policyelem-id-0/uni/epp/fv-[uni/tn-T1c_TN/ap-1c_APP/epg-1c_EPG]/n

BERRE : BBOVLANG TS EPTENVLAN

HEEE EAREBBHBEEVLAN 421,

<{froot>



Node-103#
show vl an encap-id

421

ext ended

<<< Empty >>>

REIEPGRBIAY R RERR K,

<tfroot>
APIC#

moquery -c¢ | 2RtDoml fConn | grep | c_EPG | grep dn

<<< Empty >>>

Bilc_phys_dom#& HEdlc_EPG EPGEaE#,

<{froot>
APIC#

noquery -c¢ fvRsDomAtt | grep -A 25 Ic_EPG| grep rn

rn : rsdomAtt-[uni/
phys-1 c_phys_dom
1

I EIVLANSHEI BB .

<#root>
APIC# moquery -c infraRsVlanNs | grep -A 15
| c_phys_dom

| grep tDn
tDn : uni/infra/vlanns-[

I c_vlan_poo

]-static



Vlanstilc_vlan_pool# £8E {2 2 $EVLAN 420,

<#root>
APIC# moquery -c fvnsEncapBlk | grep

I c_vl an_pool

dn : uni/infra/vlanns-[Tc_vlan_pool]-static/from-[
vl an- 420

1-to-[

vl an- 420

]

vlan 42177 Eiftrr | J kB4 EES Tinvalid-vlan: vlan-421 : EpG is not associated with a
domain or the domain does not have this vlan assigned to it.

ERESIANFERS , LEBEVLANGS|I AR EER

Security Domains

B =% Restricts VLANS, Switches, = = = == = == == e o e
l Interfaces, Tenants i

1 Switct

mjﬁg"“*""m i L“'w Concn_'ete Model _
3 ! Cocy S (Configuration applied)
SN — S — SR — _ ——

| i Leaf Interfaces Logical Model
i : — . (Configuration defined)
s s |
: I Interface Selectors
i : Interface IDs
i i T
1 1
! | AAEP B %ﬂflmgﬂw Interface Policies
! - VLANS, VXLANS etc m.mJEl-;:E:Lp - J

1
i : [

]
: """""""" —— m-mr\?nm

&tC ane consumed
Pools
List of VLANs, VXLANS etc

SR D Bvian 4213718 R4 Eviangi B

Vianith B335 #€ FIF B R ( %518 >5h B K B&>5th> VLAN > Ic_vlan_pool )



VLAN Pool - le_vlan_pool (Static Allocation)

Properties

VLAN Ranga Description Allacation Mode

= Mame

FTHEVLAN 421 H9VLANH: £8 E g &

<#froot>
APIC#

moquery -c¢ fvnsEncapBl k | grep | c_vlan_poo

dn : uni/infra/vlanns-[Tc_vlan_pool]-static/from-[
vl an- 420

1-to-[

vl an- 420

]

dn : uni/infra/vlanns-[Tc_vlan_pool]-static/from-[
vl an-421

1-to-[

vl an-421

]

BERRE : EAAREEBNAEVLANBVLANE

(&



1
¥
m.:mm i MPmﬂas Concrete MOdel ’
' it e (Configuration applied)
i i Leaf Interfaces Logical Model
i ; ... . (Configuration defined)
: | [
I
: i Interface Selectors
: : Interface IDs
i i -
I i e Leaf Interface Policies
: i VLANS, VXLANS etc m“m e
I
: : [
: ---------------- 1—' mwum?;qm
et are consumed
Pools
List of VLANs, VXLANS etc

Fabric > Access Policies > Physical and External Domains> Physical Domains > Ic_phys_dom

Physical Domain - le_phys_dom 0
Policy Faults History
—
® O b %
Properties

Name; lc_phys_dom

Associated Atachable = Name
Entity Profiles:
Ic_AAEP

VLAN Pools: | select an option I

Sacurity Domains: O+

Select Name Description

[+]351 B VL ANt A B Bk

<#root>
APIC# moquery -c infraRsVlanNs | grep -A 15
| c_phys_dom

| grep tDn

<< EMPTY >>

EE | BEERWVLANEIB!



Fabric > Access Policies > Physical and External Domains> Physical Domains > Ic_phys_dom

Physical Demain - le_phys_dom

WM REE : invalid-path
ESY]

- BEEEPG

- DEREPGHIIT

« EEPGLAVLAN 4202 FREIZ AL | 26103 eth 1/13

- WFEF0467 — ERISMEPGHIEZ ST H R IRMETBETIER

« SBRFAFHBEEHE ; invalid-path:EpG/L30ut REZEEAEE , HEF RSB LN E

R BB RN AT EREAZEENE L TETRREENVLANE SR |, 5| RILHE.
RIBILHENHER | TRRERDIERBEERN S —ETE.

EPG - Ic_EPGZEIFH F S FEREIBE> Ic_TN > Ic_AP > Ic_EPG >#[fE># &



¢ EPG-Ic_EPG
Fault Properties 0

General Troubleshooting History

(E) e
Fault Code: FO467
Severity: minor
Last Transition: 2023-06-04T21:39:12.971+00:00
Lifecycle: Raised

Affacted Object: topology/pod-1/node-103/local/sve-policyelem-id-0/uni/epp/fv-[uni/tn-lc_TNfap-lc_APP/epg-lc_EPG]/node-
' 103/stpathatt-[eth1/13)/nwissues

Description: Fault delegate: Configuration failed for uniftn-lc_TN/ap-lc_APP/epg-Ic_EPG node 103 eth1/13 due to Invalid Path Configuration, debug message:
invalid-path: Either the EpG/L30ut is not associated with a domain or the domain does not have this interface assigned to it;
Type: Config
Cause: configuration-failed

Change Set: configQualinvalid-path, configSt:failed-to-apply, debugMessage:invalid-path: Either the EpG/L30ut is not
associated with a domain or the domain does not have this interface assigned to it;, temporaryError:no

Created: 2023-06-04T21:36:56.851+00:00
Code: FO467

Number of _

Qccurrences:
Original Severity: minor

Previous

Severity: Tnor

Highest Severity: minor

ZREMNEPG, XMMETRIDNRRE R ERRMDNA

<ttroot>

APIC# moquery -c faultInst -f 'fault.Inst.code=="F0467"' | grep

| c_EPG

descr : Configuration failed for

uni /tn-1c_TN ap-1 c_APP/ epg-| c_EPG

node 103 ethl/13
due to Invalid Path Configuration, debug message:
i nval i d- pat h:

Either the EpG/L30ut is not associated with a domain or the domain does not have this interface assign
dn : topology/pod-1/node-103/1ocal/svc-policyelem-id-0/uni/epp/fv-[

uni /tn-1c_TN ap-1 c_APP/ epg-| c_EPG
1/

node-

103

/stpathatt-[

et hl/

13



1/nwissues/fault-F0467

RIE R ED Fra

HEERABEEBVLAN, MRRE  AJAETEL R & RERHE B

ELATemdsH | Ic_EPGR AR HENZWEPGRE B,
REEE L AREBEEncap-vian

Node-103# show vlan encap-id 420 extended
<<< Empty >>>

[1] EPGEB REENFRERERZ,

<tfroot>
APIC#

noquery -c | 2Rt Doml fConn | grep Ic_EPG | grep dn

<<< Empty >>>

[2]#5 EEEPGHY B3 Bt

<{froot>
APIC#

noquery -c¢ fvRsDomAtt | grep -A 25 Ic_EPG | grep rn

rn : rsdomAtt-[uni/
phys-1 c_phys_dom
1

[3]3E E2VLAN L BY BB

<tfroot>

APIC#

moquery -c infraRsMlanNs | grep -A 15 | c_phys_dom | grep tDn



tDn : uni/infra/vlanns-[

I c_vlan_poo

]-static

[4] Viansith £ = 5 3%
<#root>

APIC#

nmoquery -c fvnsEncapBl k | grep | c_vl an_pool

dn : uni/infra/vlanns-[Tc_vlan_pool]-static/from-[
vl an- 420

1-to-[

vl an- 420

]

[5]5E EEAAEPHY BB Hs

<tfroot>
APIC#

moquery -c infraRtDonP | grep | c_phys_dom

dn : uni/phys-Tc_phys_dom/rtdomP-[uni/infra/attentp-

| c_AAEP

]

[6] AAEP 27T [ 5% B& 45 BB B (IPG)

<#root>
rtp-aciO8-apicl#

noquery -c infraRt AttEntP | grep | c_AAEP

dn : uni/infra/attentp-1c_AAEP/rtattEntP-[uni/infra/funcprof/accportgrp-

lc_I PG



[7] IPGEES EEIF BRI

<#froot>

APIC#

moquery -c infraRsAccBaseGp | grep -B 15 Ilc_IPG| grep dn

dn : uni/infra/accportprof-Teadl103_IP/hports-
lc_Interface_Sel ector

-typ-range/rsaccBaseGrp

[8]T I Bic i 8 SR B SR R L i (BB A SR A

<tfroot>

APIC#

moquery -c infraRsAccPortP | grep leaf103_IP | grep dn

dn : uni/infra/nprof-
| eaf 103_SP

/rsaccPortP-[uni/infra/accportprof-leafl03_IP]

MREEFEREERE , ROEMAFEHEBERE , ASFINENBRENRRE, JEBETRE
, B BhER T AL A RS

R EEAAEPHY B

DAAEPEIPGHI B3 B
DIPGE A B ES R

DA R E RS B A H Bl B S R B
DA EEERERERREE S S R

"/

1.
2.
3.
4.
5.

SEEE

BERR : ROEHEAAEPEIH



1 [
H interfaces, Tenants H
Tenants Leaf Switches
VRFs, subnets, security Profiles
rules etc Collection of switches

Concrete Model
(Configuration applied)

Leaf Interfaces
Tl Policy Groups

Iinterface type and settings

Logical Model
(Configuration defined)

Interface Policies
Interface settings

3 4B P> 7 R SR > SR > 38 M > AAEP > Ic_AAEP

Attachable Access Entity Profile - lc_AAEP

Properties
Name: lc_AAEP
Description: | optional
Enable Infrastructure VLAN: [
—
Domains (VMM, Physical or
External] Assoriated to Interfaces:
« name
Mo found
e tem.
=] Eg’ 7o
[+] EPGEAE# R K FRRERE R A 22
<#root>

APIC# moquery -c 12RtDomIfConn | grep 1c_EPG | grep dn

<< EMPTY >>

[+]13 EEAAEPEB B

<#root>

APIC# moquery -c infraRtDomP | grep

0

Faults History

Palicy

Operational

O e

State



| c_phys_dom

<< EMPTY >>

15 . SFERD 89 H R

Fabric > Access Policies > Physical and External Domains> Physical Domains > Ic_phys_dom

Physical Demain - le_phys_dom

Properties

Name: lc_phys_dom

Associated Attachable = Name
Entity Profiles:

K_AREP

IULJ\N Pools: | kc_vian_pool(static)

@ |

Security Domains:

Salect Name

Dascription

BERR : ROAAEPEIIPGHY RIE

Policy Faults History
(o

Concrete Model
(Configuration applied)

IPGEIAAEPH) B3 Bt

camaley

Leaf Interfaces

Logical Model
(Configuration defined)

reanice |

o e el

Fabric > Access Policies > Interfaces > Leaf Interfaces > Policy Groups > Leaf Access Port >
lc_IPG



Leaf Access Port Policy Group - le_IPG

Properties

[+] EPGEABf RISV TR RERR R A 72

<#root>

APIC# moquery -c 12RtDomIfConn | grep 1c_EPG | grep dn

<< EMPTY >>

[+] IPGEIAAEPHI BB B Z=

<#root>
APIC# moquery -c infraRsAttEntP | grep -A 15

lc_I PG

| grep tDn

<< EMPTY >>

1518 - SROAAEPEIIPGHY EIH

Fabric > Access Policies > Interfaces > Leaf Interfaces > Policy Groups > Leaf Access Port >
lc_IPG

Leaf Access Port Policy Group - lc_IPG

Properties

[+] IPGEEAAEP BB

<#root>
APIC# moquery -c infraRsAttEntP | grep -A 15

lc_I PG



| grep tDn
tDn : uni/infra/attentp-

| c_AAEP

BERRE : ROIPGENELEE R

Security Domains
B e e Restricts VLANS, Switches, _—_______________"I
i mme;rm H
e : oo Concrete Model
““_;“‘ | el (Configuration applied)
= - , - _— : - :
| i Leaf Interfaces Logical Model
E ! — i (Configuration defined)
| | |
: % Interface Selectors
| 1 Interface IDs
i i
: ! [
| : AAEP ™ ljannmdaxm rmumoeﬁdhhs
! E VLANS, VXLANS ete muhnwmuuuwm
i | |
' l
: ———————————————— — MDO“TN?%
Pools
List of VLANS, VXLANS stc
91 TEE 2 5 B A T 3R B AR B B

RIIEMESSHRE B> N E>RENE>EEER>HE103_IP > Ic_Interface_Selector

Access Port Selector - lc_Interface_Selector

Properties
Mame: lc_Interface_Selector

Description: | optional

Typé: ¢

I Policy Group: option

Port Blocks:
Interfaces

113

[+] IPGEE A HIE F 25 ER it

<#froot>

APIC# moquery -c infraRsAccBaseGrp | grep -B 15

lc_I PG

Override Policy Group

0

Policy Faults History
—

o L ®-

Interface Description



| grep dn

<< EMPTY >>

\)

1818 o7 EHEFE R 527 1H 5% e 48 PR

Access Port Selector - lc_Interface_Selector

Properties

Interfaces Override Policy Group

[+] IPGEE A HIE F 25 ER it

<tfroot>

APIC# moquery -c infraRsAccBaseGrp | grep -B 15

lc_I PG

| grep dn
dn : uni/infra/accportprof-leadl03_IP/hports-

lc_Interface_Sel ector

-typ-range/rsaccBaseGrp

BERRE : RONESEFRETEEEE R

Interface Description



i Interfaces, Tenants i
T :
... [ I = Concrete Model
el E oo (Configuration applied)
S - T
E i Leaf Interfaces Logical Model
i i s (Configuration defined)
i : I
l i Interface Selectors
i | T
: i MEP _’memm intertace Policies
: : VLANS, VXLANS etc ..mw“m
l l |
1 I
R — L s
Pools
EREREN MEESRE

Fabric > Access Policies > Interfaces > Leaf Interfaces > Profiles > leaf103_IP

Leaf Interface Profile - leaf103_IP

Properties
Name: beaf103_IP

Deseription: optional

Alias:
Intarface Selectors:

- Mameg Blocks

REREHEAE:

<tfroot>

APIC# moquery -c infraHPortS | grep Teafl03_IP

<< EMPTY >>

BN EREEREERN MEZFREB

Q

Paliey Faults Histery
—

O & K-

Palicy Groug



Leaf Interface Profile - leaf103_IP

Properties
Name: leaf103_IP

Description: | optional

Alias:

0

Palicy Faults History
—

Interface Selectors:
= Namg Blocks:
Ie_lnterface_Selector 113

+
Paolicy Group
le_IPG

<#root>
APIC# moquery -c infraHPortS | grep

| eaf 103_I P

dn : uni/infra/accportprof-Teafl03_IP/hports-

lc_Interface_Sel ector

-typ-range

BERR  ROEXBHUEEERBABMO T EEER

A

. Concrete Model
e (Configuration applied)

-

VLANs, VXLANS etc

Leaf Interfaces Logical Model
Cillicin of ko 0 (Configuration defined)

List of VLANs, VXLANS etc

I7 T B (A SR B SR R MG (BB 4 SR A

3 5 Pe > B ) SR B> SRR > A E SRS B EE R>HREE103_SP



Leaf Profile - leaf103_SP

Properties

<tfroot>

APIC# moquery -c infraRsAccPortP | grep leaflO3_IP | grep dn

<< EMPTY >>

R EREEREE RN MEFRLEEREH

Leaf Profile - leaf103_SP

Properties

« Name Blocks

{lame Description

State

[+]97 EI B i A 3R SR SR MR A e (B A SR B

<#root>
APIC# moquery -c infraRsAccPortP | grep
|l eaf 103_I P

| grep dn
dn : uni/infra/nprof-

| eaf 103_SP

/rsaccPortP-[uni/infra/accportprof-leafl03_IP]

O

History

.



EncapB21E % —{EEPGH £ : encap-already-in-use
E]

BREALT , VLANEE 2 EHHEE, H(RENVLAN IDRERARGERER M LAVEMEEPG,
ERERERBBANZEEPGLEEFEAR —VLANNE A ER A EEHHEL S ELAMF0467H

B,
EPGEIFHF M ERIBE> Ic_TN > Ic_AP > Ic_EPG > E>H#[&E

@ EPG-Ic_EPG

Fault Properties 0
General Troubleshooting History
&) AL

Fault Code: FO467

rity: minor

7=03T15:02:06.354+00:00
le: Soaking
-t. topology/pod-1/node-103/local/sve-policyelem-id-0funifepp/fv-[uniftn-lc_TN/ap-lc_APP/epg-lc_EPG]/node-
103/stpathatt-[eth1/13]/nwissues
Description: Fault delegate: Configuration failed for uniftn-lc_TN/ap-lc_APP/epg-lc_EPG node 103 eth1/13 due to Encap Already Used in Another EPG, debug
message: encap-already-in-use: Encap (vian-420) is already in use by Ic_TN_Dup:lc_APP:Ic_EPG;
fig

C on-failed

debughMessage:encap-already-in-use: Encap (vian
vError:no

)3T15:02:06.354+00:00

y: minor

us .
minor

IiLy: minor

APIC# moquery -c faultInst -f 'fault.Inst.code=="F0467"' | grep Tc_EPG

changeSet : configQual:encap-already-in-use, configSt:failed-to-apply, debugMessage:encap-already-in-us
descr : Configuration failed for uni/tn-Tc_TN/ap-Tc_APP/epg-1c_EPG node 103 ethl/13 due to Encap Alread
dn : topology/pod-1/node-103/Tocal/svc-policyelem-id-0/uni/epp/fv-[uni/tn-T1c_TN/ap-1c_APP/epg-1c_EPG]/n

R IR Bk B e

[+ AT AR E R H A3 FIc_TN_Dup L fE AR H %

Node-103# show vlan extended | egrep "Encap|----|vlan-420"
VLAN Name Encap Ports

3 Tc_TN_Dup:1c_APP:1c_EPG vlan-420 Ethl/13



& 1EIE R

EIE:
ERERVPCH L FEATREHVLANGRR

EIH2:
EREXRFBBEVIanN FREHRERVPCE LFERAMEREAIVLAN,

1EIE3:
MEREEWEPG LN FREEREE | ES AR,

1EIHY4:

FEV1ARA ZBIBVACIRAF | IGERVLANE K A IR B TR EE FWEFEPG, MRE—&KE
R L EE—AEBHRVLANERREPG , AIACIE 5| EILHE.

Pev1 A RRASEEEE |, BT LAfEPer Port VLANBLEH |, R EMNRERBME ( RFEX ) LB EEHEE
VLANH £ 1 ZEEPG

FIBVLANE EiEm
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/2-

x/L2 config/b Cisco APIC Layer 2 Configuration Guide/b Cisco APIC Layer 2 Configuration Guide c
H b sF & A

BINEESE
R UESYNRERENTEEENSEER,

EPGEIFFREMR R

#PF>Ic_TN > Ic_AP > Ic_EPG >R REiE

Static Path - Pod-1/Node-103/eth1/13 0
L

[+] 5 RBE B EP G BB 3R i

<#froot>


/content/en/us/td/docs/switches/datacenter/aci/apic/sw/2-x/L2_config/b_Cisco_APIC_Layer_2_Configuration_Guide/b_Cisco_APIC_Layer_2_Configuration_Guide_chapter_011.html#concept_BC396E1CBB7D4687A9CBBECDDD43DE11
/content/en/us/td/docs/switches/datacenter/aci/apic/sw/2-x/L2_config/b_Cisco_APIC_Layer_2_Configuration_Guide/b_Cisco_APIC_Layer_2_Configuration_Guide_chapter_011.html#concept_BC396E1CBB7D4687A9CBBECDDD43DE11

APIC# moquery -c 12RtDomIfConn | grep 1c_EPG | grep dn
dn : topology/pod-1/node-103/sys/ctx-[vx1an-2195458]/bd-[vx1an-16416666]/vian-[

vl an- 420
1/rtfvDomIfConn-[uni/epp/fv-[uni/tn-Tc_TN/ap-T1c_APP/epg-
| c_EPG

1/

node- 103

/stpathatt-[

ethl/13

]1/conndef/conn-[vlan-420]-[0.0.0.0]]

EPGEEAAEP BB

R 4E pE>EH R SR IR > SR RG> £ 15 14> AAEP > Ic_AAEP

Attachable Access Entity Profile - lc_AAEP 0

Paolicy Cperational Faults History
—

G &+ %K.

Properties

Application EPGs

~ Application EPGs Encap Primary Encap Mode
I_TN/Ilc_APP/IC_EPG vian-420 unknown Access (B021P)

Show Usage

<#root>
APIC# moquery -c fvIfConn -f 'fv.IfConn.encap=="

vl an- 420

| grep dn
dn : uni/epp/fv-[uni/tn-Tc_TN/ap-1c_APP/epg-1c_EPG]/node-103/attEntitypathatt-[1c_AAEP]/conndef/conn-[



vl an- 420

1-[0.0.0.0]

EPGZ i3 1Y B3 Bk

#PF>Ic_TN > Ic_AP > Ic_EPG >

Domains (VMs and Bare-Metals) 0
o i W,
~ [romain Type Deployment Resolution Allow Micro-  Primary Port Encap Switching Encap Mode Cos Value Enhanced Custom EPG
Segmentation VLAN Made Lag Policy MName
) ) native

[+]i8ilc_phys_dom B #$ 2 EEEPGEaE#

<#froot>

APIC# moquery -c fvRsDomAtt | grep -A 25

| c_EPG

| grep rn
rn : rsdomAtt-[uni/

phys-1 c_phys_dom
]

2 ZIAAEPFIVLAN 3tb B3 B

Fabric > Access Policies > Physical and External Domains> Physical Domains > Ic_phys_dom

Physical Demain - le_phys_dom 0

Policy Faulls History

[+]13 EEAAE P Bt

<{froot>



APIC# moquery -c infraRtDomP | grep

| c_phys_dom

dn : uni/phys-l1c_phys_dom/rtdomP-[uni/infra/attentp-

| c_AAEP

]

[+]351 B2 VL ANt Y B3 Bk

<#root>
APIC# moquery -c infraRsVlanNs | grep -A 15
| c_phys_dom

| grep tDn
tDn : uni/infra/vlanns-[

I c_vl an_poo

]-static

E 3 S 5L BB AYVLANH

3 46 FE> 51 8 SR B& >t > VLLAN > Ic_vlan_pool

VLAN Pool - lc_vlan_pool (Static Allocation)

Properties

VLAN Range Description

[+] Vian3th £ B 5 3%

<tfroot>

APIC# moquery -c fvnsEncapBlk | grep

I c_vlan_poo

Alipcation Mode

o]

Histary

* .



dn : uni/infra/vlanns-[1c_vlan_pool]-static/from-[
vl an- 420

]-to-[

vl an- 420

]

[+]EfE Alc_vlan_pool#i5

<#root>
APIC# moquery -c fvnsRtVlanNs | grep

I c_vl an_poo

dn : uni/infra/vianns-[1c_pool]-dynamic/rtinfraVlanNs-[uni/
phys-1 c_phys_dom
1

AAEP ZI/ 15 ) B3 Bt

3 4B B> 7 ] SR B> SR > 384> AAEP > Ic_AAEP

Attachable Access Entity Profile - lc_AAEP Q

Properties

<#root>
APIC# moquery -c infraRsDomP | grep

| c_AAEP

dn : uni/infra/attentp-T1c_AAEP/rsdomP-[uni/phys-
| c_phys_dom

]



IPGZIAAEPH) B3 B

Fabric > Access Policies > Interfaces > Leaf Interfaces > Policy Groups > Leaf Access Port >
lc_IPG

Leaf Access Port Policy Group - lc_IPG 0

Properties

@ |

[+] IPGEEAAEP BB

<#root>
APIC# moquery -c infraRsAttEntP | grep -A 15
lc_I PG

| grep tDn
tDn : uni/infra/attentp-

| c_AAEP

RERBERREN MEER A

Fabric > Access Policies > Interfaces > Leaf Interfaces > Profiles > leaf103_IP

Leaf Interface Profile - leaf103_IP Q‘
Policy Fault Histe
O X .
Properties
Int:
« Mame Blocks Policy Group
le_Interface_Selector mns3
<#root>

APIC# moquery -c infraHPortS | grep

|l eaf 103_I P

dn : uni/infra/accportprof-Teafl03_IP/hports-

lc_Interface_Sel ector



-typ-range

J7 TEIE 15 25 B2 1 THI R IS 4L 8 B

RIPAEFE>FH RS> N E> R ENE>EEER>HE103_IP > Ic_Interface_Selector

Access Port Selector - lc_Interface_Selector

[+] IPGEE A\ IR {2 25 B Bk

<#root>
APIC# moquery -c infraRsAccBaseGrp | grep -B 15
lc I PG

| grep dn
dn : uni/infra/accportprof-

| ead103 I P
/hports-
lc_Interface_Sel ector

-typ-range/rsaccBaseGrp

<h4">BENERER TN R F RN AR RE L PR
3R AR FiE> B P R B> SR > R R SR> B ERE R>HX T 103_SP



Leaf Profile - leaf103_SP 0

Properties

« Mame Blocks Palicy Group

II.-|'|.;.J._!'.|- 103 leaf103_SPG I

Nama Description State

[+ R 1 T 0 A SR B S S MY T A S

<#root>
APIC# moquery -c infraRsAccPortP | grep
|l eaf 103 _I P

| grep dn
dn : uni/infra/nprof-

| eaf 103_SP
/rsaccPortP-[uni/infra/accportprof-

|l eaf 103 _I P

]

[+] 3R A4 B B A 3 B ST R A TG 1 X 4 R

<#root>
APIC# moquery -c infraRsAccNodePGrp | grep -A 8

| eaf 103_SP

| grep tDn
tDn : uni/infra/funcprof/accnodepgrp-

| eaf 103_SPG

VianZi & 5 5%
=i

« EAHZEVLAN 4203 B E 103 - E1/13 L



- SEAEMABSERKENEPGEE

BIBAPICHREACIHLAEFEVLANSEE

Al AR B FREE O WY VLANE 228 B ¥ fvicConnEH ER , LB REBVLANWSEEPG/R &/ H
e

<#root>

APIC#

noquery -c¢ fvlfConn -f

"fv.IfConn.encap=="vl an-420""' | grep dn

dn : uni/epp/fv-[uni/tn-1c_TN/ap-1c_APP/epg-1c_EPG]/
node-

103

/stpathatt-[

et hl/

13
]1/conndef/conn-[
vl an-

420

1-[0.0.0.0]

BB IRMCLIEVLANEEE

Al ATE R4 F3E ST "show vlan extended. , A ER M - EiBEBAVLAN |, LK
VLANFTE & EPGHINTHo

Tencap-id xxJ BEE1EACI 4. 2[R R E S RAH T A,

<#root>
Node-103#
show vl an encap-id

420

ext ended



VLAN Name Encap Ports

2 Tc_TN:Tc_APP:1c_EPG vlan-420 Ethl/13

BB CLIME T & EEANVLANTEE

ACIR B E B P B EVLANES S H IR B EEF 2 BIL(PI)VLAN , ERSEX MR A E.

BAHKHMEAZAS "FD VLAN, KIPI VLAN , MEFEHEMREIE A "BD VLAN, HIPI Vian,

AT LAIE R FiB1T "show system internal epm vian ally LABE R E EEEBMvianFE,

<tfroot>
Node-103#

show vl an extended | egrep

"Encap|----|1/13"
VLAN Name Encap Ports
2

Tc_TN:1c_APP:Tc_EPG
vl an-
420

Ethl/13 --> FD vlan 2

18

Tc_TN:T1c_BD vx1an-16416666 Eth1l/13 --> BD vlan 18

AILAER "show interfaces T HERFEFD vianHIBD vianE|/TEINEE .

<#root>
Node-103#
show i nterface eth

1/13 trunk | grep -A 2

Al | oned

Port Vlans Allowed on Trunk



Eth1l/13

2,18

BESVI VLANZE

MRFEABD SVIEREFEIEVLAN |, BlfEFAmoquery class fvSubnetEER T #BHIIP b it

<tfroot>
APIC#

noquery -c fvSubnet | grep | c_BD

dn : uni/tn-1c_TN/BD-Tc_BD/subnet-[201.201.201.254/24]

REWE "show ip interface brief, WA ZE ITEAYIP#b i LUBR B VILANFFEHAFIVRF,

EARRFIHR | BFRE L —ECLIE L RFIHBD VLan 18,

<#froot>
Node-103#

show ip interface brief

IP Interface Status for VRF "

lc_TN: I c_VR

F"(16)

Interface Address Interface Status
vl anl8

201.201.201.254/24

prot ocol -up/ i nk-up/adm n-up

®
&

Z

EREBRENSREENS

=

W ERFIIEEAT RVLIANFRER EAPIF A B3 RS B VLANSREB RS R R,



/APICS ‘\ [ AP| Request for static binding ]
NGiNX l
extXMLApi (4)  Jrefreosnennes Accept if format valid with proper auth
-
Policy Distributor (33) Jr+{r++sssss=- Enforce no dups, other logical rules
¥
Policy Manager (6) |v#)ssssssnss Validate against Policy. If complete, push
\ Y / to policy defined nodes

Switch(es) '
[ Policy Element

Validate against Hardware. If pass, push
to concrete policy onto node

| NXlOS Pulls in concrete config to program HW.
VLAN deployed
A B R B B R AE [

LA EERER T RIRE 2 EAE R |, ARRRA I ERE SIRMERVLAN,

Security Domains *
R - ﬁe:muvn!msmmm. e %—_:39{/

Interfaces, Tenants

Leaf Switches
Profiles Concrete Model

Coection of awitches (Configuration applied)

............. - —
Leaf Interfaces Logical Model

. (Configuration defined)

|

1
1
]
1
1 1
1 I
| :
: |
: i
I ]
1 I
1 1
: ' Interface Selectors
1
i i
I
l i
1 I
1 1
' i
: i
I ]
I ]
1 I
1 1

Interface IDs

|

AAEP Leaf Interfaces Interface Policies
Collection of allowed — Policy Groups Interface settings
VLANS, VXLANS etc Interface type and settings

HIR BB R R A B INXOSE &

BERE SEMRIEMB-ETWHRIBARKNIR ; AFFBARKBBE I ERENCLINERE
RAERPH K,



. . Interface
Domains Policy Brofies
Groups S

b\\le\ '7\\_/-\

mtu 9000 ssh 10.10.1.142
switchport or no switchport speed 10G
channel-group 1 mode active  mterface Ethemet 1/1
lidp receive
switchport trunk allowed VLAN 100-200 lidp transmit
cdp enable

spanning-tree bpdufilter enable

BB HEF04678 | HABMISAER LR FREBSLERIFEE,
VLANEE o TREXR

SEGTHHBSRE—ERY  XEBEANEETH T —ES S,
AR B A T ISR SRR TR A R 5,

B E, B BB

moquery -c faultinst -f S A R B R A E B AR BB PR B F0467
AP|C 1 " m =1

fault.Inst.code=="F0467 =1

moquery -c I2RtDomIfConn | grep

R BN Eepg BB HY TR RE/ B REER 1R
<epg_name> | grep dn

moquery -c fvRsDomAtt | grep -A
25<epg_name> | grep rn

FE R EAEPGREF B AY I

moquery -c infraRsVlanNs | grep -A  |[BTREEFHREBAviantt & B, HEERRK L —EFS
15 <dom_name> | grep tDn REH

moquery -c fvnsEncapBlk | grep
<vlan_pool_name>

R B Evianith B R A vianim iR

moquery -c infraRtDomP | grep
<dom_name>

BRI RBIAEP

moquery -c infraRtAttEntP | grep
<AEP_name>

BRSO TEEEEREPG)

moquery -c infraRsAccBaseGrp | grep

/_\A n%l i 1 \
-B 15 <IPG_name> | grep dn U T T B B AR SRAR (1P G) B2 7 T 12 42 25 Y BRI

moquery -c infraRsAccPortP | grep
<Interface_Sector> | grep dn

R B 1B A SR B SR M G (B A SR Y B

moquery -c fvifConn -f
'fv.IfConn.encap=="<encap_vlan>"'| |[BRRXIEM PSS EHEVLANPRENTE
grep dn

moquery -c fvnsRtVlanNs | grep
<vlan_pool_name> | | grep dn

FRERVLANt BA RS Ay 15




moquery -c fvF#8 | grep <BD_name> |B& R B2 RAR A svi IP

show vlan encap-id <encap_vlan>  |BE/RPI VLANFIIHFE, EAGEERMEPGRREN
extended FHHEA

show vlan extended | egrep "Encap|-- oz — 44 s
BEREERL QEEMIE T,
--|<port:example 1/13>" BRSER EVLANWEF &R

show int eth <port> trunk | grep -A 2R [ RERFEERE LE R vian, 55 , VLANMRE 2

s P EBVLANR % o
show ip int bri vrf <vrf> BERAREVTIENEIBNE

BRI R VPCHHY — & 7 B vpcE BAE 7

o

show vpc brief

HEE~A

 https://www.ciscolive.com/on-demand/on-demand-
library.html?&currentTab=session&search=BRKDCN-3900

 https://www.ciscolive.com/on-demand/on-demand-
library.html?&currentTab=session&search=BRKACI-2770

+ https://www.cisco.com/c/dam/en/us/td/docs/switches/datacenter/aci/apic/sw/4-
x/troubleshooting/Cisco TroubleshootingApplicationCentricinfrastructureSecondEdition.pdf



https://www.ciscolive.com/on-demand/on-demand-library.html?&currentTab=session&search=BRKDCN-3900
https://www.ciscolive.com/on-demand/on-demand-library.html?&currentTab=session&search=BRKDCN-3900
https://www.ciscolive.com/on-demand/on-demand-library.html?&currentTab=session&search=BRKACI-2770
https://www.ciscolive.com/on-demand/on-demand-library.html?&currentTab=session&search=BRKACI-2770
/content/dam/en/us/td/docs/switches/datacenter/aci/apic/sw/4-x/troubleshooting/Cisco_TroubleshootingApplicationCentricInfrastructureSecondEdition.pdf
/content/dam/en/us/td/docs/switches/datacenter/aci/apic/sw/4-x/troubleshooting/Cisco_TroubleshootingApplicationCentricInfrastructureSecondEdition.pdf

BARS LLEMRE
BRI EERABRMAIRNEESX G, RUHFRNERAEEANECH

[=]
SNy
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BEHSIEE, TES—RERRAERXXNG (REHES) .



