AC| SPANIETE
H %

/\

HdE B e =
ERIACIHH SPANE I
| 035 & = B

4
FZEXSPAN (ERSPAN)

iR AEE
ZEISPAN ( ZR#h )

&E
1 F 0 431

HESPAN (ERSPAN)

TP

fRAEER]
GUIERSE
Z{EACI SPANALF
1ZEXSPAN (ERSPAN)
EH 15 "Leafl e1/11 e1/34FLeaf2 e1/11, | Dst "192.168.254.1

224l 28 "Leafl e1/11HLeaf2 e1/11, | Dst 7192.168.254.1,

24l 48 "Leafl-Leaf2 vPC Dst 7192.168.254.1
1ZEISPAN ( 71 SPAN )
=6 1R "Leafl e1/11 e1/34, | Dst "Leaf1 e1/33
=4 2.Src "Leafl e1/11 e1/34FNEPG1iBJEES | Dst "Leaf! e1/33"
| 3R "Leafl e1/11%Leaf2 e/11 Dst "Leaf1 e1/33 SHER R
=R 4.Src "Leaf1 e1/11HEPG3iBEEE | | Dst "Leafl €1/33,; ( $EFRZRH] )
E6I5 ;. JR "EPG1iBEET ) | Dst "Leafl e1/33, (#HIRZHI)
ZEHl6.JR "Leafl - Leaf2 vPC, | Dst "Leaf1 e1/33 SRR

Z6l 7R "Leafl e1/11|Dst "Leaf1 e1/33%e1/33WMEPG | (T &
FHfEH ESPAN (ERSPAN)

=41 1.8 "EPG1 Dst 192.168.254.1
HHSPAN (ERSPAN)

245l 1.Src "Leafl e1/49-50" | Dst 192.168.254.1,

%61 2.Src "Leaf1 e1/49-50MVRFiBEES | | Dst 7192.168.254.1,
24| 3.Src "Leaf! e1/49-50 & BD filter; | Dst 192.168.254.1,




IBIESPANE Wt E FEB(FE 2
HIMRERSPAN

ERSPAN Eilh:]

ERSPANZ | Broadcom Trident 2
ERSPANZE BRI
ERSPAN¥E Bl £ f5i
FH S SPAN/7ZHISPAN (ERSPAN)
B SN RET (ERSPANAFI )

HESPAN (ERSPAN)

ARERN R AAHE B U AR B o0 0 B R BB (ACH) L SR SR ARIE 5 47 88 (SPAN),
BREMN

—MRMES , SPANE=ER A, A#SPAN, EIHSPAN (RSPAN)F &R iESPAN (ERSPAN), i&
LWSPANZ BN EZERTEEERHN TN E Wb, Cisco ACIZEAR#SPANFERSPAN,



MisT | AERBREE S ABFHESPAN |, it SPANFERSPANE &£,

ERIACIHHISPANZE 5



== TY¥PE == = SR == == 05T ==
@ Fabric SPAN SPAN on Fabric ports on Spine or Leaf == ERSPAN (remote IP)

@ Tenant SPAN SPAN on EPG(=VLAN) on Leaf =3 ERSPAN (remote IP)

—r ERSPAN (remote IP)

® Access SPAN  SPAN on Access ports on Leaf —
—3 Local SPAN (Local port)

5 Infra SPAN = Access SRAN

BERIACIE=RERBIBSPAN : Fabric SPAN, Tenant SPANFIAccess SPAN, SESPANZ Bt £ R 2R EH S 5,

LY B

« Fabric SPAN 2 # interfaces between Leaf and Spine switchesE A M{EHKN E R,

o Access SPAN 2% interfaces between Leaf switches and external devicesE A F1EHHE RIS,

o Tenant SPAN 2 EndPoint Group (EPG) on ACI Leaf switchesBEA MEH K E R,

L SPAN® ¥ FEFA Cisco ACI GUI LHIEREMLE

o AAEFESPANELEFE Fabric > Fabric Policies

o $EASPANELEE Fabric > Access Policies



» FAFSPANELEE Tenants> {each tenant}

ZAFESPANK B BT S , R B Access SPANT LA E B F Local SPANFIERSPAN, H th M 18 SPAN(FabricHl Tenant) R BE 6 A
ERSPAN,

BR&IFN 15 ERA

ERRENAPICHIEHRIER AR FIFIBE R A, 7ETroubleshooting Tools and Methodology > Using SPANFRIEZIE.,

HHRE

REMTERSESPANE BN R EABNEEEN. ERANTS P , FEANMRZEEER NS ERGIRTR.

SE>FFSPAN FiE¥ SPANEL BT T 578,

UITREB R T RN ERIRA , BEESEMEE.

ZHISPAN (ERSPAN)

RGIRE
[(:_ EPG 58.2¢ Q_}
| Tl —

Dst EPG 192.168.254.1

(SRC: 101/1/11,34 Y SRC : 102/1/11 ) L
]

Drestination Group

J ‘—"| Source Group l

vlan-751 vian-752 vian=T53 vlan-T54 vian-755 vian-756

“‘E 35 “\g m"‘ 1 1 ‘NE NS 2 ‘\i‘l m‘]
VMs to be captured ' EPG1 : EPG2 EPG3 EPG1

192.168.1.0/24 192.168.2.0/24

B RESE


https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/1-x/troubleshooting/b_APIC_Troubleshooting.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/1-x/troubleshooting/b_APIC_Troubleshooting.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/1-x/troubleshooting/b_APIC_Troubleshooting.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/1-x/troubleshooting/b_APIC_Troubleshooting.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/1-x/troubleshooting/b_APIC_Troubleshooting.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/1-x/troubleshooting/b_APIC_Troubleshooting.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/1-x/troubleshooting/b_APIC_Troubleshooting.html

stltatlte gyoypm TEWATs  FABEK e

cisco NETWORONG semwcEs  MOMIM OPER

Ao =

T
LE) sPAN Source Group - SRC_GRP1

] [l T

2l
PROPERTIES
Bame: SRC_GRP1
Cengtn.

| A St ) ol
# Enoblet

DESTIMATION GROUPS

T Faee Graes

bt LR B LT, P SRR

Hrp .

EfZIFABRIC > ACCESS POLICIES > Troubleshoot Policies > SPAN,

« SPAN Source Groups

SPAN Destination Groups

SPAN Source Group %8 % Destinati onFl Sources.

B

SPAN Destination - DST

&

PROPERTIES
[

ity

Dosbesstsso EFvi: et TR g SPAN_AFP g5l

P
Dmtruton B:

Lot o 3 Prke:

- I

ersion §
1HL1HTH
11T

i
m
e

e

1
e
1518

[ree——

oo NN )

SPAN Version :

ERSPAN Type
ERSPAN dst IP :

SPAN packet will be thrown to this IP. Need to be learned as EP in Dst EPG.
ERSPAN src P :

192.168.254.254 : every Leaf use this

192.168.254.0/24 : each Leaf use it's own node id { ex. 192.168.254.101)

SPAN Source - SRCL i

wmsars | vesromy |
GIEd [ scoms |
PROPERTIES
Pt SRET
Comgmin

Direction :

Both / Incoming f Outgaing
Source EPG :

Option. When you need EPG(VLAN) filter.
Source Paths :

Mormal port, PC, vPC




1. Create SPAN Source Group (SRC_GRP1),

»  FESPAN Source Group (SRC_GRP1) T~ 37 SPAN Source(SRC1),

+  ASPAN Source(SRC1ELEELE S|,
- B E-REPG (&1E )
SRR (UURZENE)

AR F2RERBRESESIBNFEER.

+  EIISPAN Destination Group(DST_EPG).
» I SPAN Destination (DST).

«  ASPAN Destination(DST) &t B8 &£ 5| &



- BEREPG
-B#yi IP
- RRIPEBATAREMIP, MAFERAFTE , AIRESRNWEHIDARKRERNNMN, 0, F5 : &2101L11.0.0.0/8 => src
IP1.0.0.101)
- Hi S| B RE BTERR

AR F2RERBRESESIBNFEER,

+  FE{RSPAN Destination GroupZ&#& ZI3i# E #9 SPAN Source Groups

o  TEEAdmin StateB A,



AR BEAEREERELERCERR  SPANKEL, IRUREECAELERE , AITTEMBRAE KK,

B, BRRAZERSPANM B RIPEH R IEE B REPG T Mk, EAIEMNRAEIR , SATETenant TK > Application profile SPAN_APP
> EPG SPANT#H1192.168.254.1, =¥ , MREEXERFRNEH , AT EHEPGT# B FIPE B AF KR,

1FHISPAN ( Z=it)



RO

Destination Group

Dst EPG 192.168.254.1

vian-753 vian-754 vlan-T55

vian-756

W v

EPG2 EPG3

¥

EPG1

B REsE

SYSTEW TEMANTS FABRIC

kel 5PAN Source Group - SRC_GRP1

[l
PROFERTIES
i SRC_GRFL
Omergon:

| s S 7 Enatied
& Probled

DESTINATION GROUPS

N e

SPAN Destination - DST

[Cl¥]
PROPERTIES
—3 Hame: DST

Description:

| icnow_|

DESTINATION ACCESS PATH

[ Destination Path: Node-101/eth1/33 ]

SPAN Source - SRCL

e }
[l
PROPERTIES
Hame: SRCL
[

i

| roucr | I

Durection: Boh -
Souwte ERG: unktnTKap-SPAN_AP) aeg-ERGL

Node 100/etN11

Mode- 10/eth L

Fabric > ACCESS POLICIES > Troubleshoot Policies > SPAN

- SPAN Source Groups




- SPAN Destination Groups

SPAN Source Group #8#Destination F Sources.

1. B3 SPAN Source Group(SRC_GRP1)

«  FESPAN Source Group (SRC_GRP1) F 237 (SPAN SourceSRC1)
+  ASPAN Source(SRCL)E BiEL 5|

-

- JREPG (218 )

-RBRE (URZENE )

XESHEE R RS ES B FREA.

« B IISPAN Destination Group(DST_L eaf1)

+  EIISPAN Destination(DST)

«  BSPAN Destination(DST) & & iE L 5| 2
- BENEAER

«  HE{RSPAN Destination GroupZ&#E 2IiE = #9 SPAN Source Groups

FERAdmMIn State2 BUA -

ELEREERE LEREMAX , SPANEEELL, MRUREEFAELER  AITTEMRAERK,

BERNEFRERNERBEETEAEE. EGKERBAACRELNNEE , EANMERITHE,

BRI -



o BRAMSPAN , BAER—RE LEEB BN ENRNHE.

« RERBENERRUPRE , ERMFTEREMNREPG L,

. BEREREBEVPC)NEEEANRFERER , EEAERAARSPAN
BR 6 F—EERFE EF—AREBRELE  EAVPCHPCHKEMNEEYIEETLEE ASPANIR, EiBILbAi
SPAN , ATARAVPCE LK HRE,
B2, WBEESE - AHECSCvcl1053) EFRAT A, R , £2.1(26). 2.2(2e)ME Bk | 380 T viaCSCvca4643% ™
VPCTL#HPC) ESPANKIZ IR, B8 , FAHAKRER T LSEAVPCHK EWEEER B ASPANIR, EAFFEMt AR
VPCIE B & £ F A< it SPAN,

EE-AKE LEERBEN R ERESRER TN 7RI (L BHRCSCvcl1053),

o PCHIVPCTHEF1EAR#bSPANEY B Btb#E, #£4.1(1)F% , PCHEAZA i SPANKY B 1Y it ER1E,

FHLSPAN -fEHACL BiISES

i
g
=
o
S
o
F
a*
&

WA LAEFZEXSPANZRIR L E FAACLIBRER . LthIhBEiR LIS SPANZRIR 2 B B E R
EEESPANRERERER , FAEBETLHESPAN AdEREIRIF.

R AR SPANFIFE B SPANRAR SR~ X % Th e,
EREEAPEINBERFEFLEN , RAT T AERFAIBEERENSETRE Ntcani® B .

TERREHE, TTURBE
-SpaniR : 1B AR IBIBE L SpanR T ERWFIETH LHRE,
-SpaniR4H : iBIBERAE ( Bla0x ) ARIBIEE L SpanRAAK B ESpanlR T ERMNAIE N E LK RE.

EHEBRRT , BIREREERE SpaniR il


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc11053
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc44643
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc11053
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc11053

Q00000

Q
Pelcy Opes sory
o L om
Filter Group 0
associated with SPAN . -
source group :
Sowsrce B Pref Spurce  Last Soun Destination P Pre Farst Dessinaiion Por Last pw‘xd'
= Deutin.
Per1
L You can also
=M .. ... associate afiltler
Group with SPAN
source

N R4 TE Span R B ASBREREEFEE M BB ( Blany ) | RIS XRENBRE (y) RERZ L E Span IR T AT T E L FHE

- ERRFEEANGERES A DER EBRREAE TR R,

- HIRERANIBIREREEERANZIR.

- BB AR AR E B B A AR AR DA B ORAB R VIR |, TEIR R IR A RV IBIRERHE B St

- MEBRERREANEEFE , ERERFHEEANGEFESADER.

- ERFEHEEANEZHESWMER | ©hat B aTRANZICREARR PIA SRR Mk,

fA{E & SPAN (ERSPAN)

IR E
[ 3% EPG(=VLAN) filter on whole Leaf
[ ST - =~ X 192.168.254 1 758 ]] o ¥ No Interface filter

‘ 1134|111 ERELE 2] Pot(eim) SPAN SRC
Dst EPG 192.168.254.1 SPAN SRC - vian-756 :
vian-751, 752 [ RC : EPG1 )
Destination Group

s Lo = -
3y R v v S
VMs to be captured EPG1 EPG2 EPG3 EPG1

tHREEE G




v
NETWOR

afielte gyorem TENANTS FABRC ADMIN
€ISCo

OPERATIONS

Il

SPAN Destination - DST_A

[Ol#]
PROPERTIES

fame: DST_A
Duscripaion:

DESTINATION EPG

v

Destnation EPG: wnl/tn-TK/2p-SPAN_APF/epg-SPAN
PN Versen: Version 1
Datingtion P: 191.168.154.1
Seurce BfPeefic 192068254 0/24
Flew B 1
TIL: &4
UL URTIT
DSCP: Usapecond

Same as Access SPAN

< 4 a2

SPAN Source - SRC_A

Tenants > { tenant name} > Troubleshoot Policies > SPAN

- SPAN Source Groups

- SPAN Destination Groups

x SPANZERE4H B9 B DestinationF Sources.

PROPERTIES
Name: SRC_A
> Description: | <ot
Direction:  Both i
Source EPG: | uni/tn-TK, ap-SPAN_AFP pg-EPGL @
Direction :
Baoth / Incoming / Outgoing

Source EPG :

SPAN source EPG.
(appropriate VLAN sources are automatically configured on each Leaf)

(Source Paths cannot be configured)




1. B 37 SPAN Source Group(SRC_GRP)

»  7ESPAN Source Group(SRC_GRP) T 37 SPAN Source(SRC_A)

+  ASPAN Source(SRC_A)BELBIELE S| &
-HmE
- JREPG
XFESHE R BRESE BHOFEER.

« B IISPAN Destination Group(DST_GRP)
«  EIISPAN Destination (DST_A)

«  BSPAN Destination(DST_A)f BiE L5 &
- BfZEPG
-BE8 IP
SRIPIEE
- Hib 5| B LR E BTER
XFESEERBRSESI BNFERER.

FE{RSPAN Destination Group®&#E ZIiE & # SPAN Source Groups

o HERAdmMIn State2 BAH
BAENEERE LERER X , SPANESEL, MBLBEEFEAELER

StHESPAN (ERSPAN)

RO

, BIT B MBRAT A KB

Destination Group

Dist EPG 152.168.254 1

,

[. EPG f’:—__]

arzEEf

'_j Source Group I



atliatlne gymmpm TERANTS

£
PROPERTIES
Rame: SRO_GRP
Descrpnen:

Acmin Sttes ) Driabbed
& Eatind

DESTINATION GROUPS

ADMIN

OPERATIONS

IR crumnmons | rmars | resrom |

Tl Given

SPAN Destination - DST_A

Ql[¥]

PROPERTIES
Hame: BST_A
Dot riptaon:

DESTIMATION E

= 192,148 1
Sousce BPrefte: | 192.168.254.0/24
Floow 105 1
T d4
MTU: 1518
DSEF: | Unpeified

¢ a3

SPAN Version (ERSPAN Type) : 2
Others are same as Access SPAN

SOURCES

Wk

[ ———r

Fabric > FABRIC POLICIES > Troubleshoot Policies > SPAN

- Fabric

- SPAN Destination Groups

% SPAN Source Group#8 # Destination®l Sources

SPAN Source - SRC_A

(]3]
PROPERTIES
Horm: SRC_A
Descriphon:

Drwton: | Both -
Prvie Metresri:
Erbdge Domain: | usi/tn-TH/BO-E01
Seurce Faths:

Ranbe L33 et

Mo Li3/ethl 30

-

Both / Incoming / Outgoing
Private Metwork / Bridge Domain :
Either of them, Filter packets on Fabric ports with specific VRF/BD




1. B 37 SPAN Source Group(SRC_GRP)

»  7ESPAN Source Group(SRC_GRP) T 37 SPAN Source(SRC_A)

«  BSPAN Source(SRC_A)ELBiELE S| &
-5ME
- FAAMBER (1B1E)
- i (EE)
SRR (A URZSENE)
XFESEE N U RRSES| B FFEER.

»  Z3IISPAN Destination Group(DST_GRP)
+ B SPAN Destination (DST_A)
«  ASPAN Destination(DST_A)f BiELE 5| &
- BREPG
-BH 1P
-RIPIFE
- H 5| B AR E ATRRR
XESHEE R ABRASES B FREA.
+  FE{RSPAN Destination GroupZ&## X3 & #9 SPAN Source Group,

o FEEAdmIn State B,
X tbAdmin State FIZEVE A | SPANEELE, MRUEREEMFHSERE  ATEEMBRATERE,

BERTEEMN TERSPANMZA (BB ) , —EFSH TR | (BET LAY ETERSPANARAS | F R HBIR 2B SPAN | MARASI FREF M
1ZHISPAN,

GUIEa%



1 [ I{;. SYSTEM TEMANTS FABRIC _ _ i ADMIN  OPERATIONS P

¥ See Use Case for CLI verification

ADUSKISTRATIVE STATE OPERATICMAL STATE

Ropeligiipod-Unode-101  tn_TH_SRC_GRP_DOT_GRP_DSTA 23 tnabled w

opologuped-Linede- 101 tn_TK_SRC_GRP_DST_GRP_DSTA 3 Enabled w

La-L7

0 ¥ i wicoma, ad
NETWORKING  SERVICES ADMIN OPERATIONS £ 1 - el

sl SYSTEM TENANTS FABRIC
CISCo

= | A
LAo) Session - tn_TK_SRC_GRP_DST_GRP_DST_A

IRVENTORY

[ operanonaL || meth || rauwts || mistory |

PROPERTIES
Hamne: tn_TK_SRC_GRP_DST_GRP_DST_A
o 23
Administrative State: Enabled
Source IP: 192.168.254.101/24
Destination IP: 192.168.254.1/32
Flow ID: 1
DECF: Unspecified
TTL: 64
Type: Gre encapsulated
WVersion: Wersion 1
WHID ID: wxdan-3080192
| WEF: TH:VRF1
MTU: 1518
Operational State: Up
Operational State Info: The sassion is up

Double Click

{Hl Fabric soume SRC_aB0-15287318
B infra_srC_GaP1_DST_Leaf1_DST

Bl Local Dest

-
_Jﬁc:-(fﬁ
{El source SRC1an-752

B tn_m_shc_crp_DsT_GRP_DST_A
{E] ERSPAM Destination
{Hl source sRC_avan-751

1Bl source SRE_Avisn-752

o ERESPANRRERA

1. Fabric > ACCESS POLICIES > Troubleshoot Policies > SPAN > SPAN Source Groups > Operational tab

¢ Fabric > FABRIC POLICIES > Troubleshoot Policies > SPAN > SPAN Source Groups > Operational tab

¢ Tenants > {tenant name} > Troubleshoot Policies > SPAN > SPAN Source Groups > Operational tab

ERERETREBU.

o TEERROAR B BT SPANMESRPEEY



1. ER R T 3R B SPAN Configuration Policy 2% i & {E P& EX 3% Fabric > INVENTORY > Node > Span Sessions > { SPAN session

name}

ERERETREAUp.

SPANYEXPE R an B 1841 -

- HABFESPAN : fabric_xxxx

- FZHISPAN : infra_xxxx
- fHFSPAN : tn_xxxx

iBIEACI SPANELFI

- e o mm mm mm mm mm mm Em =

\

Dst EPG 192.168.254 1

vian-751 vian-T55 vlan-756

L ..' ‘\’
EPG3 EPG1

EEINMBEEAC) SPANE BIEY ¥4 75 3 (Access, Tenant, Fabric)e E—1{EEZED MB T BEFENERAE,

MREHFREL SR  MTURETEEFBEENAC SPANEE | flNXAERBERENH LN EN SR BB EEPCLNEE
Ha (EROIEON)  FE

1ECisco ACIH , SPANR i A source groupFdestination groupBt B, REBEZERER |, NN EREPG, BEWihBEEAIT S BN
B, Sl SPANKY B B9 3t /T EI SR ESPANEY B #RIP,

[[ epct | [ EPes ]] [[ EPG2 ]][[ EPGX ]]’



HEHa®  F2H "OARBSPANE R, —EIU RIS S,

AR FERFISERRTUREERNERIBETHNERMS, SESRTRNELREERNERMSRBEERS,

1ZHYSPAN (ERSPAN)

=6 178 "Leafl el/11 el/34FLeaf2 €1/11, | Dst 1192.168.254.1,



@ A

Dst EPG 192.168.254.1

Destination Group

Pot(el)

WMs to be capiured

vian-758

Mg

EPG1

FabZ-Leafl§ show monitor session all
segzion 13

description : Span session 13
Type : erspan
wersion : wersion not specified
stace 1 up (accivel
erspan-id i1
granularity :
wef-name : TH:IVRF1
acl-name :
ip-ttl T |
ip-dacp : ip-dasp net spesified
deacination-ip t 162.168.254.1/32
origin-ip T 152.168.254.101724
mode T access
souree incf :
x : Ethl/11 Ethl/34
tx 1 Ethl/11 Ethl/ 34
both : Ethil/11 Ethl/34
source VLANS =
3
tx
both

filver VLANs : filter not specified

¢ Source Group

. FE1 el

. E1el/34

. FE2el/11

¢ Destination Group

- EPG X t#1192.168.254.1

TFEISPANAT A B — EISPANE R ERIEE Z R

n

[T

E

session 127
description
type
version
state
erspan-id
granularity
vel-name
acl-name
ip-ttl
ip-dacp
destination-ip
origin-ip
node
seurce incf

fel

tx

both
source VLANg

£x

1=4

both
filter VLANs

FabZ-LeafZ§ show monitor session all

: Span session 12

: erspan

: version not specified
i up (active)

Pl

: TR:VRF1

;64

¢ ip-dsep net specified
: 182.168.254.1/32
r182.169.254.102/24

1 access
: Ethl/11

¢ Ethl/11
: Ethl/11

: filter not specified

_j Source Group I

FabZi-Leafl§ show monitor session all
Note: No sessions configured

THEREENEEAREHWAMAERE  MAESMNEPGIIT,




RZENEEEARESEREIRBNIRAER | B RESARERSPANT T 24 #SPAN,

EZAREIF |, EREPGIFMEPG2 LR EVMER ER A,

CLIMMER,

o FERARES "up (active).

+ Tdegtination-ips 2ERSPANKI B ZIP

«  Torigin-ips EERSPANMYIIRIP

2l 2.R "Leafl el/11fLeaf2 e1/11, | Dst 7192.168.254.1,

DST : X 192.168.254.1 :

@ A

Dst EPG 182.188.254.1

Destination Group

WMs to be captured

vian-T51

_‘—] Source Group l

¥

EPG1

vian-752

vian-753

vian-754

vlan-755

vlan-756

EPG3

N

EPG1

on 2

erspan-id
granularity

! TK:IVRF1

filcer VLANs

: filter not

Fab2-Leafl§ show monitor session all

: rsion not specified
1 up {active)

wef-name
acl-name :
ip-ttl T ]
ip-dsep : ip-dscp not specified
destination-ip 1 182.166.254.1/32
origin-ip i 152,166,254, 101724
mode T
scurce incf :

x : Ethl/11

tx : Ethi/11

both : Bthl
source VLANS

TH

tx

both

specified

Fab2-Leaf2§ show monitor session all
s&ssion 2

description : Span se

type : erspan

version : version not specified

:oup (active)

i1

: TK:VRF1

ip-dse £ p not specified
destination-ip 1 182, J254.1,
origin-ip i 192.169.254.102/24
mode : access
source incf s

2.4 : Ethl/11

tx ¢ Ethl/11

both : BEh1/11
source VLANg =

£x

tx

both

filter VLANs : filter not specified

Fab2-Leaf3§ show monitor session all

Mete: Ne sessions configured




« RiREHE

. WE1 el

. FE2el/11

- BEHE

- EPG X_L£#9192.168.254.1

EAREHIT , Leafl el/34%E 2 51 5 HI1 52 E B SPANSURFFE B BRo

L8565 B BETE R |, Access SPANTIBUEERIRTE |, EREPGHMT,

CLIMER,

o leafl1ELARNAEE R TEthy/11 Ethy/34) EdA TEthy/11,

20l 3.5rc"Leaf1 e1/11fLeaf2 el/11FIEPG1BiEES, | Dst 1192.168.254.1,



@ A

Dst EPG 192.168.254.1

1134
SRC : 101/1/11 SRC : 102/1/11
: SRC: EPG1

Destination Group

vian-751 wlan-T53 vian-754 vian-T56
¥ w ~¥ ~F
¥Ms to B Captured EPG2 EPG3 EPG1

# show monitor session all

12

Fab2-Leaflf show monitor session all
Note: No sessions configured

¢ Span sessicn 12 ¢ Span session 11

1
1
'
]
|
: erspan : erspan L
; version net specified : wersion not specified | FabZ-Leaflff show vlan id 35,39 extended
state i up (active) i failed (no-oper-src-dst) :
L | : 1 | VLAN Name Status Ports
= 1
: TK:VRF1 : 35 THISPAN_APPIEPGL active Ethl/34
5 : 39 TK:SERM_APPIEPGL active 1
-1
: ip-dscp not specified 1 VLAN Type Vlan-mode Encap
t 18 254.1/32 ! - .
254.101/24 . 35 enet CE vlan-751
33 enet OB vlan-752
spurce intf

=3

SO aE P i A F1553 : Failed to configure SPAN with source SRC_A due to missing/invalid EPG
r® : X F1561 : Failed to configure SPAN with source SRC_A due to Source Epg not available
= : / tx 3% SPAN on Leafl works
bath : both

filter VIANs T 35,39 filter VLANS : filter not ap I

- HE1el/11

. FE2el/11

- BIREREPG1

- BEHE

- EPG XL£#9192.168.254.1

WEHIFER , FESPANtL AT U ERFERE FIEERENEPG, ESEEPGEERBNE LREE , WIAEEER , YEEZER
EZNELEPGINHRE.



HREPGIAREIBE Leaf2 L |, Leal2fSPANE £ HIPE | PR AF1553F1F1561, {ER , Leaf1 EHISPANTRAE Ko

A, HREPGIIELeaf1 EEARMEVLAN (VLAN-751,752) , Rt & B ) Al eaf1 £ FISPANIER R ERFT I8 M EVLANIBIESS

FEERE , CLI(35, 39)LAIVLAN IDEREBVLAN , EIFTEEHIPI-VLAN ( FABIVLAN) , EXRRER I HERID. WEMFR
, show vlan extended G ET T BIEE2EVLAN IDFPI-VLANK ¥R,

ENEEPG2 (VLAN-753)E BRI LR E) , LbSPANMEZER R B AFF R FIEMELeaf1 el/11 EEPG1(VLAN-752) B9 & &,

CLIMER,

« BIEESVLANZRIZ AN BIEESHEPGHE MK

o MEKELREHEMNEPG , BIZHKE FHSPANSFEAS KR,

=0l 4./ "Leafl-Leaf2vPC, | Dst 7192.168.254.1,

i

: _ —aall| L
[C EPG 1 :
A
(St .-.1-..3. ::?-if ..... e
Dst EPG 192.168.254.1 ( \SR‘C vPC / ')
Destination Group — L

2

Fab2-Leafl§ show vpo extended vpo 2

Fab2-Leafl§ show monitor session all FabZ-Leaf2§ show monitor session all

Fol 1 aucoe succe +904-905 VCSA_WEC_1

408
Fab2-Leafl§ show port-ch extended int po? | grep Po

FoZ {50) BCER_vEC 1 LACE Ethl/&{E}

Fabl-L4aflll show vpc extended vpe 2

FabZ-leafl§ show port-ch extended int pod | grep Fo




BT - 2el/11

- BiR#E

EPG X £ #9192.168.254.1

BVPCN TEREANRE , B b SBARIRKIP(ERSPAN)TI A2 E ( Ai#zSPAN )

FHISPAN ( AH#1SPAN)

=0l 1.8 "Leafl el/11e1/34, | Dst "Leafl e1/33,

Destination Group H !

" DST- -+ 101/1/33 2

Eo}

Dst EPG 192.188.254.1

] [ [—

vian-753 vlan-754 vian-755 wlan-756

g ot ¥

EPG2 EPG3 EPG1

VMs to be captured

FabZ-LeafZd sh Fabi-Leaf3# show monitor session all
Note: No sessi Note: Mo sessions configured
: Span session 14
: local
i up (active)
; access
source intf =
23 : Echl/11 Ethl/34
tx : Ech1/11 Ethl/34
both + EEh1/11 Ethl/34
source VLANs :
3
X
both =
filter VLANS : filter not specified
destination ports @ Ethl/33




HE1 el/11

HE1 el/34

- BEHE

HE1e1/33

TFERSPANth AT BAGE A A 1 SPAN ( BIASEN EER B #91t: )

BR, EEEERT , RNELARBEMTHVAR -KREL,

il 2.5rc" Leafl el/11 el/34HEPG1BiEEE | Dst " Leafl el/33"

Destination Group

DST: 101/1/33

Dst EPG 192.168.254.1

VMs to be captured

_

vlan-753 vlan-754

vian-755

wlan-T56

vy

EPG2

¥

EPG3

R

EPG1

: local

1 access
source intf -
rx : Echl/11
X : EChl/11
both + BEthl/11
source VLANS -
o

destination ports ; Bthl/33

1 up factive)

Fab2-Laaflf show monitor sassion all
session 14

t Span session 14

Ethl/34
Ethl/34
Ethl/34

£
both i /
filter VIANs i 35,39

Fab2-Leaf2
Note: No =

ponitor sessicn all
configured

Fab2-Leaaf3# s
Mote: Mo sess

wnitor session all
configured

VLAN Name

35 TE:SEAN_AEEF:EFG1
TE:SPFAN_APP:EPGL

3% 1
/ VLAN Type Vlan-mode Encap

FabZ-Leaflf shew vlan id 35,39 extended

active
active

Echl/34
Ethl/11

vian-751
vlan-752




HE1 el/11

HE1el/34

EPG1iBIEES

- BR#E

*E1 el/33

{8 F 75 3t SPANTZ EX SPAN 2 7] B £ F EPGEFiZ MIERSPAN

R 3R "Leafl el/11FLeaf2 &/11, | Dst'Leaf1 e1/33, ( $EERZEH)

Dst EPG 182.168.254.1

|]

vlan-751 vlan-752 vian-753 y

I \BE
E EPG3 EPG1

EPG1
: : " ™
Unable to configure in the first place

“Source GroServer Error:d00 Span azource and deatination group combination
not supported”

=> In Local mode, SRC and DST port must be on the same Leaf)




HE1 el/11

HE2 el/11

- BEA

HE1e1/33

=6l 4.Src"Leaf1 e1/11FIEPG3iBiIESS., | Dst'Leafl e1/33, ($HEREH)

DST: -=1:-1811/33

EQ

Dst EPG 1921682541

vian-751

|]

vian-T54

vlan-755

Fab2-Leaflf show monitor session all
14

ports @ Ethl/f33

jror session all

Fab2-Leafl# show monitor session all
Wote: No sessions configured

F1553 : Failed to configure SPAN with source SRC_A due to missinglinvalid EPG
F1561 : Failed to configure SPAN with source SRC_A due te Source Epg not available

: filter not specified




- HE1el/11

- EPG3iBEzs

- BEE

. FEE1 el/33

IEE1ZEISPAN (ERSPAN) LM RGISELL , BEAREHIH , HREPGITZEMLeafl L , FH ikl eafl EHE— i —EISPANIERERE B KB
o ALt , SPANE2&ELIEE,

XI5 : JR'TEPG1iBIEE%, | Dst"Leaf1 e1/33, (#BERZEMHI)

5l =

Eor 1 PORT 111 e

Dst EPG 192.188.254.1

U

vian-T755 vian-756

e ) [ 3
EPG1 EPG2 EPG3 EPG1

—\ X s

5 No Faults ; Just capture nothing -
uredd MNeed to use Tenant SPAN instead of Access SPAN  fas
1 T

. EPGLIBE2S



- BREME

. EE1el/33

FENSPAN EWEPGERZR A ERERREMRER S ER. MREPCREM —EEEMNIR , BIAEME A S SPANT T 255 RISPAN,

) 6.JR"Leafl - Leaf2vPC, | Dst'Leaf1 e1/33, (#&5ERZEHI)

Dt EPG 152 188,254 1 [
Unakls to configurs in the First plaos
Error:gl .'|- ."I:. .i_ oo anatian
if shou monltes said - vPC canncot be configured with Local Dest port
| | |
- HE1-2vPC
- BiEM

- RE1e1/33



TREASVPCH HE B A BB A SPANKIR, EFEHAERSPAN, 2B EHI4LAEMAFZEISPAN (ERSPAN),

2=l 7.8 Leaf1 e1/11 | Dst "Leaf1 e1/33F1el/33BMEPG, ( TEHHE )

=

i = = = _.|_.
/—I \_‘J _——1 Source Group
1 | ]

Dst EPG 192.168.254.1

: Port has invalid configuration of both EPG and span destination
But SPAN itself works

SISl ESIES
EPG2 EPG3 EPG1

Fab2-Leaflll show monitor session all ‘ Fab2-Leaf2# show monitor se

MR SPANKY B ZI/FEBREPG , EYWEIF TS5 B "F1696 : BHEPGH spanE BB BENL

BENES A R RE , SPAN AT IERIEN, BRI RSPANERBENRENES  BACTREVER—IFLEFNEFEPGRE

o

f21E A& SPAN (ERSPAN)

=6 1.JR"EPGL, | Dst 7192.168.254.1,



3 ERSPAN only
¥ EPG(=VLAN) filter on whole Leaf
¥ No Interface filter

| X 192.168.254.1 }

Dst EPG 192.168.254.1

SPAN SRC :
vlan-756

vian-758

SPAN SRC :

vlan-751, 752 SRC : EPG1
Destination Group

vian-751 vlan-753

w ¥ W

EPG2 EPG3 EPG1

WMs to be captured

f1§ show monitor session all how monitor session all Fab2-Leaf3# show monitor session all
on 15 ons configured session 1
FabZ-Leafl§ show vlan id 35,39 extended R .
i dpan session 15 description i Span session 1
T : epspan Sratw Type Pam
version : wersien not specified | | o0 ool e o varaion : on not spacified
sTate D up (active) active state ¢ up factive)
i | s erspan-id 1
active
: REE=T granulacity :
KIVRFL vEE=name 1 TE:VRFL
: acl-name =
1 : 64 ip-ttl ]
ip-dscp : ip-dsep not specified ip-dsep : ip-dacp not specified
destination-ip t 192.168.254.1/32 destination-ip : 192.168 1/32
origin-ip 1 192.168.254.101/2 crigin-ip : 192.168.254.102/24
mode : access Fah2-Laaf3§ show wlan id 9 axtandsd mode: SHOEESas
source intf : Y intf
™
=1 ¥
Datq 3 SBAN_APPIEPGL active  Ethl/l, Fol bath
source VLANS : : SRR = SSS S8 [~—] scurce viams
X ¢ 35,39 K P 1 p Ex : B
VIAN Type WVlan-mode Encap
£x : 35,38 el e ==t - : 8
__ both : 35,39 o 5 amai  both 9 o
filter VIANS : filter not specified filter VLANS : filter not specified

< RIREA

EPGL ( ZiBRSR )

- B4

- EPG X £#1192.168.254.1

HESPANEREPGE B EATR , MEHRISPANEE AEPGIERBIEES.

HESPANHERER  CESEESHEERNE  ACZEIRASAREIRKE ENHEEVLAN, Rt , B2 AR EEPGHFT
BERE , AR EPCHREBARERRE FNZENER , EKREM.



StHESPAN (ERSPAN)

=l 1.Src" Leafl e1/49-50" | Dst 7192.168.254.1

¥ ERSPAN only
¥ Capture traffic between Leaf & Spine

Destination Group

Dst EPG 182.168.254 1

e —

DST: X 192.168.254.1

’T _—| SourceGroupl

| | |

o vJ W ] Y ¥
EPG3

EPG2 EPG1

FabZ-Leaf3§ show menitor sessicn all
Hote: Mo sessions configured

FabZ-LeafZf§ show monitor sessicn all
Note: No sessions configured

: Span seasion 17
t arapan

state

: 2
tup (active)

erspan-id H |
granularicy =
t THIVRFL
(1]
: ip-dscp net specified
destination-ip : 18 4.1/32
origin-ip : 18 258.101/24
mode : fabric
source intf :
x : Bthl/4y Eth1/50
T ¢ Behl/4% BEthi1/50
bath + Ethl/4% Eth1/50
source VIANS :
4
™
both i
filter VIANs : filter mot specified

%1 el/49-50

- BEME

EPG X £#9192.168.254.1



RPFEFESPANS R IRAEERIEERR , HPRXREFEREERENEHIRMENNE.

ERRERENIHINM BERENETR , LSPANFEEM, B2 , RENIHINE BN ENSERIVLANSRETHE
o MUFBE-—M MBS RBELR, F2REMMAHINSPANER,

5 IVXLANSREE R 3R A VXLANSREE | EHACIKIREEAZRER,

£l 2.5rc"Leaf1 e1/49-50FIVRFBiEEE, | Dst '192.168.254.1,



Destination Group

Dst EPG 192.168.254.1

a8
SRC : VRF

SRC - 101/1/49-50

DST

—

<

¥ w ¥

EPG1 EPG2

¥

EPG3

EPG1

FabZ-Leafl§ show monitor session all
segzion 17

description : Span session 17
Type 1 erspan

version : 2

stace t up (active)
erspan-id i1

granularity
wel-name

s nat specified

=3
deacination-ip .254.1/32

origin-ip .254.101724

mode : fabric

soures inef =
x : Ethl/49 Ethl/50
tx 1 Ethl/49 Ethl/50
both : Ethl/49 Ethl/50

=source VLANs

filter VLANS i wxlan-30801%2

X =
= =
both 3

FabZ-LeafZ§ show monitor session all
Wote: Mo sessions configured

FabZi-Leafl§ show monitor session all
Note: No sessions configured

VRF-Name: TK:VRFl, VRF-ID: 4, State:
D¢ unknown

¢ 10.0.1%92,82:1

Max Routes: 0 Mid-Threshold: 0
Encap: wxlan-30801592

Table-ID: OXB000000Z, RE: IPve, Fwd-ID:
Table-ID: Ox00000002, AF: IPv4, Pwd-ID: Ox0000000Z, State: Up

FabZ-Leaflf show vrf TH:VRFL detail extended

OxBO00000Z, State: Up

. E1 e1/49-50

- VRFiBJE2S

- BR#E

- EPG X t£#9192.168.254.1

RHAFERESPAN ] LA f5E F 7 BF A1 7 ENSPAN, EBIEEREIBIF R, R IKEFESPANSEF E B i F 8 5 (VR RBDERIBIRES.




EIRACIH |, MFIFTR | BB RIREEENE R DFERIVXLANRERETHE, HiIVXLANRSEGVRFEBDENES EEREREE A
FER(VNID), EERTERE2B(L)EREF , iVXLAN VNIDRKXBD, EERBEREIB(LI)EHEF , iVXLAN VNIDRERVRF,

Hit  EFEHEREEE FHRARER  FRAVRFHMERBIES.

= 3.5rc"Leaf1 €1/49-50 & BD filter; | Dst 1192.168.254.1,

L
SRC : BD1

Destination Group

Dst EPG 192.168.254.1

o —

DST: —= - X 192.168.254.1

|
w w ¥ ¥

EPG1 EPG2 EPG3 EPG1

Fab2-Loafl§ show monitor session all Fab2-Laaf2§ show monitor session all Fab2-Leaf3§ show monitor session all

seasien 17 Note: Mo sessions configured Nete: Ne sessions eonfigured

ption : Span session 17
: erspan
s 2 Fab2-Leaflf show vrf TK:VRFl detail extended
1 up {active)
: TKIVRF1
o 7] up
ip-dscp : ip-dscp not specified Table=ID: 0 2, AF: IFv4, Fwd=ID: Ox0000000 up
destination-ip 1 152.188.254.1/32
origin-ip i 152.168.254.101724 Pabo-Teaf1# show vian id 17 extended
mode ; fabric
source inef : Port
T : Ethl/49 Ethl/50 R
tx 1 Ethl/49 Ethl/50 P 14 P
Ethl/5, Ethl/f&, EChl/l1,
Bath : Eth1/40 Ethl/50 Ethifad, Po2, Fo3
souree VLANS : D
rx =
| beth : . . - 17 enet CB vxlan-16157218
filcer VLRNs ¢ wxlan-16167318, vxlan-3080192

« RIREA

X EE1 e1/49-50

BDiBE =S

- BEME



- EPG X EM192.168.254.1

wmREI B2 AR | RIRAEFESPANT BAfE ABDIERIBIRER .

EREHETIRERE FNERRER  EABDERIBIERSR.

Bl & —{EBD=VRFBEES.

IR

IRESPANBRIMEE FEETEE?



RAFETERTHERRARE N (AETtepdump, wireshark), FXEERSPAN B By b fE KRR EMEMERB A ELEN,

HHERSPAN

B A ERERSPANM EIPENE LETHEIER | HASPANER SHER D B ZIP,

WEWE RS FEAGRERBHETHE, F2REHUMEBERSPAN GREZEN "M FEEERSPANE R, — i,

ZA#SPAN

AR AREERIACIHRE LMNSPANEENEN M ELETHETLE,

EHTEHFBERREHE, TR EREERSPANRE,

W{IEERERSPANE El

ERSPANMRAS (Al )

ERSPANE HEEHEHT | SHEXIIRKE N, GREARILE S, GREZTE _EERSPANAYE A 1 & & Bl &0x88bes

Einternet TIEERH(ETF) AT , ERSPANRMUA# R & B B M A A

ERSPANE =R B, 1. I, WRECEFHIER TERSPANE I, ik , hGRE REC1701t1 A BHA B RS EERSPANE B,

LTREERFNENIKR

ERSPANE! B ( HABroadcom Trident 248 )


https://datatracker.ietf.org/doc/html/draft-foschiano-erspan-00
https://datatracker.ietf.org/doc/html/draft-foschiano-erspan-00
https://www.rfc-editor.org/rfc/rfc1701

Ethernet IP GRE Ethernet IP

Payload
header header | header header header y
0 | 2 3
0123456789012 34567890123456785801

ISR RS TR R N SRS R S S RS N SR SR T SR RIE BE SYRNE RS S NI S NS SSST ST PUT RSE MRS ST RUY RS N &

[O1GI01010100000|0000000001000001 Protocol Type (0x88be=ERSPAN} |

L Sl S s il sl (el S S A S S sl sl bl sl sl Sl Sl sl Skt S Sl s skl s sk s sl ks Sl Sl
GRE HEADER : 0x0000 88be

AR FfEFAGREIREA L F P, MREERSPANEZINFI , EEEA2E FAGREZA %R S AR NERSPANIZTE, Broadcom
Trident 2/E X Bl ERSPANE Bl

ERSPANE!BIIIELI |

Ethernet IP GRE ERSPAN Ethernet IP

Payload
header header header header header header Y

PAN) |

MRFHIMA 2RSSR , BB X ERERSPANE BIIELII, ERSPANZEE E Hyversontli{ P ERSPANREEI, EACIH | B
20163 20 BT EBEIHE,

IR FEEFEF SPANRYSPANSRRBHAE S 1R ME2R B H L HERIR , ERSPANB ith & W EIR B & — R ET B ERSPANEL Bl A
IE8, B2 , Wireshark— X REEMEBE P —EERSPANE B, FARBERT , ©REHBERSPANE B, MREMAERSPANE R
I fRES , Wireshark T2 IEERSPANEL I, 2 ERE A B A7 Wireshark L B IEERSPANEL Bl BV 5 5 o

EER A EMRE | SALIESPAN B B th B 4E 5% EERSPANEL B,



Policies SPAN Destination Group - SPAN_DST

(C» Quick Start
I Switches

B Modules

[ Interfaces
- [ Policies Mame: SPAN_DST
> [l Switch Description: | optiona
> [ Interface
» [ Global Destinafion FPG: yni/in-SPAN/ap- AR eng-SEAMN

,_
e

» [l Troubleshooting Enforce SPAN Version: []
« [l SPAN Destination IP: |80.80.80.80

« [l SPAN Source Groups Source IP/Prefix: | 1.0.0.0/8

> B srer Flow ID: |1 >
> [ SPAN Filter Groups TTL: |64 o
- [l SPAN Destination Groups MTU: 1518 o

E SPAN_DST DSCP: | Unspecified

o SPANMRA ( RANTERARAR2 ) : iERIEERSPANEBIISRII

o BEBISPANMRAS ( ENHEUEZE ) : ERESPANEEREBREAVELY , S RFHHFER T ERENERSPANE F,

FERRIERT , SPANMRAEARA2 , MeRHISPANMRAREF, EXRTURKREH R ZEERSPANE GV E2RBEFRE , ©HE
EEAHFIIMERSPAN, MEREEEERNZEERSPANEG ( RBREESPANKRI ) WE—R , eEEBATF , RARKERE
#HISPANRRAS, Atk , ERSPAN B B it I ZI7E 4 B BB ERSPAN,

TREHTEANMBFSPANNEEEE.



SPANMRZA|[B&HISPANRRA  ||SE14XZRIFRETRS IR ETRS
A2 RELER ERARA EAREIN
A2 E#&%E K AR
hi 251 REZE ERAEAN ERAAN
e B ERRA SER A




ERSPANE ¥} &5

45 SPAN/AZEXSPAN (ERSPAN)

[C EPG
@ 1134 | ] [ 1111 [ ] )

= thsiak i i
I ( SRC: 101/1/4,11  SRC: 102/1/11
vian-752

0

vian-751 vian-753 vian-754 vian-755 vian-756

w il il Mi w, i w gl
35 F ?.1 T F 2 ’ ‘
EPG1 EPG2 EPG3 EPG1
10216810024 102.168,2,0/24
[rootécentosd ~]§ topdump -i ethl not arp -w AcosssERSPAN.poap (113 I5ource |pestination |Protocol _[Length |#
1 0.000000 1%92.168.2.2 192.168.2.254 TCMP 140 Echo (ping) request
[rootécentosd ~1# tcpdump -r ACCESSERSPAN.pCap 2 0.000113 192.168.2.254 192.168.2.2 ICHP 140 Echo (ping) reply
ceading from file B 5 mk-tYE _ 3 0.350976 192.168.2.1 102.168.2.254 IcMP 140 Echo (ping) request
: 4 0.351100 192.168.2.254 192.168.2.1 ICMP 140 Eche (ping) reply
: 5 0.365184 192.168.1.35 192.168.1.254 MR 140 Echo (ping) request
" 6 0.365312 192.168.1.254 192,168.1.35 ICMP 140 Echo {ping) reply
% 7 0.627912 192.168.1.1 192.168.1.254 ICMP 140 Echo {ping) request
% 8 0.628035 192.168.1.254 192,168.1.1 ICMP 140 Echo {ping) reply
% 9 1.000038 192.168.2.2 192.168.2.254 ICMP 140 Echo (ping) request
- 10 1.000183 192.168.2.254 192.168.2.2 ICMP 140 Echo (ping) reply
& 11 1.352294 192.168.2.1 102.168.2.254 IcMP 140 Echo (ping) request
12 1.352417 192.168.2.254 192.168.2.1 ICMP 140 Echo {ping) reply

# ERSPAN = GRE encap'ed packet = Src/Dst are GRE IP ¥ After decode it on Wireshark = real IPs are shown
¥ 192.168.254.101 = from node-101 # See How to Decode ERSPAN Type 1 on Wireshark
# "not arp” : suppress arp for ERSPAN src from capture machine (may not need)

a2 HERSPANR B #8t | Rt X EHEETHEE., ELEBWireshak?REH, FSH TNAAIBEERSPANE B, —&i,

I ERYEFAE N (ERSPANELS )

0000 B8be

F#SPAN (ERSPAN)



j Expression... Clear o0 Sarve

No.  [ime [source [Destnsts [protocol [Lencth (info
1 10.0,192.9 E UDP 198 source

: 7248 Destination
N

) ) 10.0.19 160 SOUFCE POFT: 62672 D@STiNATiON
ERSPAN Type 2 is automatically decoded 34 0.262855  10.0.162.92 239.255.255.255  UDP 156 Source port: 38745 Destination port: 48879
by Wireshark 35 0.262868 10.0.192.92 239.255.255.255 uppP 156 Source port: 38745 pestination port: 4887%
Y o o 38 0.263458 10.0.192.92 225.0.213. 250 uoP 160 Source port: 43738 Destination port: 4887%
3 be noted that this is still iVxLAN header 145 0. 768367 10.0.0.1 10.0.192.92 TCP 116 56210-12151 [ack] seq=l Ack=l win=770 Len=0 -
152 0.856142 10.0.192.92 225.0.213.248 [ 164 Source port: 45334 Destination port: 48879
234 1.185477 10.0.192.62 10.0.32.66 uoP 198 source port: 7248 Destination port: 48879
235 1.185606 10.0.192.95 10.0.192.92 upE 198 Source port: 25168 oDpestination port: 48879
253 1.250119 10.0.192.92 10.0.0.1 TCP 116 5720412375 [ACK] Seqel Ack=1l win=270 Len=0 -

Wireshark® B B R ISERSPANEL B, {ER , EMARIVXLANIRES 8,

FERERT , WiresharkfEEEB#RIVXLANIRE , RABECRACIAZHKE, FSHE TIIHEEIVXLANSRE, .

BN BIAVRE AR E R ( ERSPANELRII )

H{I AR EEERSPANE B

1218 1.8 7 BEdit > Preference > Protocols > ERSPAN |, A%&#% "TFORCE, LA¥{RERSPANIE 1T RS

e Wireshark (GUI)
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DVB-Cl -
DVB-52
DVMRP
EDONKEY
ELF
ENIP
ENTTEC E|
EPL
ERF
ESL
ESP
ESS
Etch
Ethernet
EVRC
EXEC
FC
FCGI
FColB
FODI
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FORCE to decade fake ERSPAN frame: (¥

e —————

« Tshark ( Wireshark@JCLIARZS )

userl@i nux# tshark -f 'proto GRE -nV -i ethO -0 erspan.fake_erspan:true
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M Wireshark: Decode As

Decode

Do not decode

Link| MNetwork

IP protocol 47 as

GRE
HIP
ICMP

ICMPv6
IGMP
IGRP

IPComp
| Show Current -
| TMk oA
LS - |
BN R ESI VXL ANEREE
== R
oc® 4 m ¥ Decade Link| Network| Link| Network| Transport |

Filter: Dot decode UNISTIM £

No.  Time vcou
14 ZUL>—1U-£3 232422000 9UD 348 1Uu.u.u. Vines FRP 'II‘:I=JJ_1_ Len=su 1:
15 2015-10-23 23:25:00. 905402 10.0.0.2 Win=331 Len=0 1
16 2015-10-23 23:25:00. 905405 10.0.0. UDP destination (~48879) || port(s) as VITA 49 Win=331 Len=0
17 2015-10-23 23:25:00.905484 10.0.0. uze-DHT =151 wWin=331 1
18 2015-10-23 23:25:00.905497 10.0.0. ) win=331 Len=(
19 2015-10-23 23:25:00. 905964 10.0.0. Clear — 155 win=331 Le
20 2015-10-23 23:25:00.906111 10.0.0. [ﬁ.mc”mm WASSP - k=200 win=331
21 2015-10-23 23:25:00.945693 10.0.0. 5 Win=331 Len=(
22 2015-10-23 23:25:00.945709 10.0.0. : [ win=331 Len=0
23 2015-10-23 23:25:00. 045830 10.0.0.4 |l Hele Lok ] [Lawny [ gese JHOEo s TS0
24 2015-10-23 23:25:00.945927 10.0.0.7 TOTO-USZ TCP TIU LZJ07T=I6322Z [PCK] Se=r7 Ack=zu0 Win=331 Len=(
25 2015-10-23 23:25:00. 946480 10.0.0.1 10.0.0.2 TCP 161 1256758322 [PSH, ACK] Seq=155 Ack=200 Win=331
26 2015-10-23 23:25:00.962085 10.0.192.92 10.0.32.66 upp 198 Source port: 7248 Destination port: 48879
27 2015-10-23 23:25:00.962224 10.0.192.95 10.0.192.92 uppP 198 Source port: 25168 Destination port: 48879
28 2015-10-23 23:25:00. 986492 10.0.0.2 10.0.0.1 TCP 116 58322-12567 [ACK] Seq=200 Ack=200 Win=331 Len=(
29 2015-10-23 23:25:01.039557 10.0.0.3 10.0.0.1 TCp 166 5019312567 [PSH, ACK] Seq=196 Ack-ZOO win=331
30 2015-10-23 23:25:01.039671 10.0.0.1 10.0.0.3 TCP 116 12567450193 [ACK] seq_zoo Al Win=331 Len=(
31 2015-10-23 23:25:01.039933 10.0.0.3 10.0.0.1 Tcp 1415 50193-12567 [PSH, eq=246 Ack 200 331
32 2015-10-23 23:25:01. 040066 10.0.192.92 10.0.32.65 uDP 160 Source port: 62672 Destination port: 48879
33 2015-10-23 23:25:01.040079 10.0.0.1 10.0.0.3 Tcp 116 1256750193 [ACK] S 0 Ack=1545 Win= Bn

iIVXLANZSEE A B Y ihiE 471848879, Rt , M RIEIEWireshark EASUDPE 218488798 &
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AVXLAN , BIT] ARSIV XLANSR AR
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2. 3| Analyze > Decode As > Transport > UDP destination (48879) > VXLAN,

. R#EApply.

AR RREEE FNAPICCBERBAER S, ELHBTEUIVXLANERRI K,
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Frame 25280: 182 bytes on wire (1456 bits), 182 bytes captured (1456 bits) on interface @
Ethernet II, Src: Cisco_f8:19;:ff (9@:22:bd:f8:19:ff), Dst: Dell_4b:aB:cf (ad:4c:cB:db:adicf)
Internet Protocol Version 4, Src: 1.0.0.104, Dst: 172.30.32.7
Generic Routing Encapsulation (ERSPAN)
Encapsulated Remote Switch Packet ANalysis
Ethernet II, Src: Itsuppor_@d:0d:@d (@0:0d:0d:0d:8d:@d), Dst: ApproTec_Oc:8c:@c (PB:@c:0c:0c:0c:0C)
Internet Protocol Version 4, Src: 100.86.06.69, Dst: 180.68.160.65
User Datagram Protocol, Src Port: 31327, Dst Port: 48879
Virtual eXtensible Local Area Network
» Flags: ©@xcB38, GBP Extension, WXLAN Metwork ID (VNI), Policy Applied
Group Policy ID: 49203
VXLAN Network Identifier (VWI): 14974940
Reserved: 128
Ethernet II, Src: Cisco_c9:18:80 (lc:df:@f:c9:10:80), Dst: 54:bf:64:a6:89:24 (54:bf:64:a6:89:24)
¥ Destination: 54:bf:64:a6:89:24 (54:bf:64:a6:89:24)
<[Destination (resolved): 54:bf:64:a6:89:24]>
Address: S54:bf:64:a6:89:24 (54:bf:64:26:89:24)
<[Address (resolved): 54:bf:64:a6:89:24]>
veer oa@e waus sswe wese sees = LG bit: Globally unique address (factory default)
seas 224@ wuus sees sers wess = 16 bit: Individual address (unicast)
v Source: Cisco_c9:10:80 (lc:df:@f:c9:10:88)
<[Source (resolved): Cisco_c9:10:80]=
Address: Cisco_c9:10:80 (1c:df:0f:c9:10:80)
<[Address (resolved): Cisco_c9:10:88]=
ver wa®l tiit tive eues ewes = LG bit: Globally unique address (factory default)
weew = IG bit: Individual address (unicast)
Type: Unknown (@xBOEB)
ata (68 byies]
Data: fea691a6d34908004500003chbaal0@0Rf7019983a1874141, .,
[Length: 68]
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