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Your connection is not private
Aftackers might be trying 1o stead your iInformation from ciscobusiness, cisco (Tor example, password
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£ Getting StartedE # 1% — T Initial Setup Wizard.

@ .l rRvasp-rvassP enaish v @ €@ @

Getting Started

Status and Statistics

% Administration

Use the following links to quickly configure your router.

System Configuration

," Launch Setup Wizard * Quick Access

WAN Initial Setup Wizard

LAN VPN Setup Wizard

Upgrade Router Firmware

Configure Remote Management Access
Application Control Wizard Backup Device Configuration
¢%) Routing

£ Initial Configuration [ihl Device Status

s Firewall

Change Administrator Password System Summary

VPN

Security
QoS

Configuration Wizards

License

HR2

Configure WAN Settings

Configure USB Settings

VPN Status

Port Statistics

Configure VLAN Settings Traffic Statistics

View System Log

S RETEBECER. HRECHEFLER SR -—TF—F.
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Initial Setup Wizard .

This Setup Wizard helps you install your Cisco router.

Before you begin, make sure your router is connected to an internet gateway device (such as a cable modem or
DSL modem) as described in Quick Start Guide.

Next Cancel

SBR3

LS ROESWARBAB[ERNELRSR, HREERRE—H , FE-TT-F.

Initial Setup Wizard

Interface WANT v
e 1. Welcome

2. Check Connection

Check Connection

( Network connection has been detecled)

S4

T—AEFRERARAKEHETEIPHUNEE, SFEEEWISSPHEEDHCP, & T
Next ( -F_i ) o



Initial Setup Wizard

Q 1. Welcome

0 2 Check Connection

3. Configure Router

Configure Router - Select Connection Type
Your internet connection has been detected. Unless your Internet Service Provider instructed you to select a
different option, please use the current option and click next to continue.

(@ Dynamic |P Address, or DHCP (Recnmmended))

O Static IP Address
O PPPoE
O PPTP (Commen in Europe)

O L2TP (Common in Europe)

Back Next Cancel

S5

RIFAS 1R 7R SRR E B FH 25 B

RE, E—HREE , RATRMERE BEHIBREH

HIERFHR AN, BEECNRE K REE-TT-F,

Initial Setup Wizard

O 1. Welcome

o 2. Check Connection

3. Configure Router

Configure Router - Set System Date and Time
Enter the router's time zone, date and time

)

O Set the date and time manually, or click here to import them from your computer

(T\me Zone: | (UTC -06:00) Central Time (US & Canada)

® Enable Network Time Protocol Synchronization

g (yyyy-mm-dd)

05~ (24hh:mm:ss)

Back Next Cancel
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Initial Setup Wizard

° 1. Welcome

o 2. Check Connection

3. Configure Router

Configure Router - Set Router MAC Address

Each device on your network has its own unique identifier called a MAC address. In most cases, you should
choose 'Use Default Address'. If your ISP requires you to connect using a specific MAC address, you may change
it here.

Choose a MAC Address

( ® Use Default Address (Recommended))

O Use this computer's address

O Use this address

Back Next Cancel

L IE

T—ERMEEENHE,

MEWE , FWRA IR — T Next.

Initial Setup Wizard

O 1. Welcome

O 2. Check Connection

3. Configure Router

Summary
Please review the following settings and ensure the data is correct

Connection Type: DHCP

MAC Address: ecbd:1d:44:91:2a

Back m Cancel
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Initial Setup Wizard

Enable Security - Set Router Password
o 1. Welcome The administrative router password protects your router from unauthorized access. For security reasons, you
should change the router password from its default setting. Please write this password down for future reference

o 2. Check Connection
O 3. Configure Router O Keep current password

Enter a new router password: (At least 8 characters composed of lower and upper case letters as well as
numbers)

O Disable Password Strength Enforcement \

Back m Cancel

& ZFEREEDisable Password Strength Enforcement, Ithi2I8 0] EE EEEF123M %

B, HRNEEWEE  ZIRRUESWEE1-2-3,
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R — T savelll .
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EETESRHALENVLAN , ARIE— TeditBE R,

VLAN Table
+ (&
Inter-
VLAN Device
& VLANID § Name Routing Management IPv4 Address/Mask
~ 1 VLAN1 o 192.168.1.1/24
o 255.255.255.0
DHCP Server: 192.168.1.100-192.168.1.149
SR3
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1 System Information@iFHF , L T FEEHEALTREA :

- KERN — BHAREENEI,
. PID VID — %EE%%E’JEHMD*M tFETFID,
. Current Firmware Version — & & F E8 8T EIE,

- Cisco.comiB M B IRA — BRI IR EHN S EFE MRS,
. Firmware last updated — B¢ 85 £ EIR BB E A B HAFIBFRE

File Management

System Information

Device Model: RV345F

PID VID: RV345P PP

Current Firmware Version: 1.0.03.15

Last Updated: 2019-Mar-22, 01:43:16 GMT
2

£ Manual Upgradetfs T , #— T Firmware ImageE &%z File Type.

Manual Upgrade

File Type: ® Firmware Image | O Language File O USB Dongle Driver
Upgrade From: QO cisco.com ® PC Use

Firmware Image Format: *.img (Maximum size: 100MB)

No file is selected

(O Reset all configurations/settings to factory defaults

The device will be automatically rebooted after the upgrade is complete.

SR3

£ "Manual Upgrades BEE L |, #&#— TEREZHRERE cisco.com. EEHEHMIEIE
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/content/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/Upgrade-firmware-on-RV160x-and-RV260x-routers.html

Manual Upgrade

File Type: ® Firmware Image O lLanguage File O USB Dongle Driver

Upgrade From: O PC OUSB &7

O Reset all configurations/settings to factory defaults

Ulolo|zle[sW The device will be automatically rebooted after the upgrade is complete.

Download to USB

HBR4

#—T "Upgrade. o

Manual Upgrade

File Type: ® Firmware Image O Language File O USB Dongle Driver
Upgrade From:  ® ciscocom O PC O USB &5

O Reset all configurations/settings to factory defaults

Uele|=le[XW The device will be automatically rebooted after the upgrade is complete.

Download to USB

S5
HEREBEE T E— T Yes A&,

Confirm

Are you sure you want to upgrade the firmware right now?

EXNMBEFREPENET. FRBEET  ER LB RUTHEER.




o ® @ Upgrade is in progress. Do not power off or

® @ reset the device. It may take a few minutes
®o® ocomplete.

AMERE , BHR—EBARE  BALKHFEENNE , YEARTTRRBE
FRENEE, & , &&=,

A\ Restarting

Please wait for 176 seconds...

|6
EfMEAZIERAWebNEARNURERBRIRBRESTECHK , RBINEAEH.
Current Firmware Versionl& 1338 75 FE#8 /= FHR & B F B8 AR AR

File Management

System Information

Device Model: RV345P
PID WID: RW345P-K9 V01
(Current Firmware Version: 1.0.03.20 )
Last Updated: 2020-0ct-02, 11:10:50 GMT

Last Version Available on Cisco.com:  1.0.03.20

Last Checked: 2020-Nov-11, 14:16:01 GMT
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SR

EAFERWebHWEARER , A% iEIESystem Configuration > Automatic Updates.



B2

# "Check Everyys THIRBES |, BERHFREREENNIEE,

Automatic Updates

Check Every: Week  w Check Now
MNotify via:

MNotifications will not be sent unless an email server is configured.

O Email to i i .
Click here to manage email server settings.

B3

T Notify vial2 B+ , EHEmail toZREN 5 R AR E F B4 EWER. Admin GUIEREL
FRTEARR Eﬁﬁﬁ,ﬁﬁ} *A. ENAAR  BABETREERWebNEER,

MREBREE FHHRARESRRE , FHE—TLHERET X,

Automatic Updates

Check Every: Week Check Now
MNotify via:

MNotifications will not be sent unless an email server is configured.

O Email to ) ) .
Click here to manage email server settings.

R4

£ Email to addresst{i P& A E FE At

MEBREAEBNE MRS  MAREABAE FBHREZR,

Automatic Updates

Check Every: Week Check Now
MNotify wia:

Notifications will not be sent unless an email server is configured.

¥ Email to @gmail.com i ) )
Click here to manage email server settings.

S5
T Automatically Updatel@33 T , 12+ B A9 E #E B A Notify BREX G ., BIBTIE !
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- USBRIE#EIRE — USBEMNZGEHEAREHER.
- Z2EE — ERERARARINES  UEBREAEN. KERL., EXRRS

Automatic Updates

Check Every: = Week Check Now

MNotify via: ~
. Notifications will not be sent unless an
O Email to ) ,
Click here to manage email server set
Automatic Update
P —
Notify | Update (hh:mm) = Status =
System Firmware =~ MNever | Version 1.0.03.20
USB Modem Firmware ~ MNever w \Version 1.0.00.02
Security Signature 4 23:00 w | Version 2.0.0.001%
S—

HER6

£ "Automatic Update; THIEREF  EEFEEZTHEDEFNEXRKRE, FLEEA
EERARENEFEIME, REXARETHRENNK —RE, BREENHLE
ERARFER ERRE , URREETHEMNRREPE,



e alvaln Ry345pP-RV345P

CIsco r
Never
00:00
Automatic Updates o
03:00

04:00
Check Every:  Week ~ ST QNGTY 05:00

06:00
Motify via: o] 07:00
08:00
& Email to terizepnick@gma]l] U9:00
10:00
11:00
12:00
13:00
14:00
15:00
1600
Motify = 17:00
18:00

Automatic Update

Q

System Firmware MNever

"

LI

Neve

K

USB Modem Firmware

Q

Security Signature 23:00
MEBTETNETHNIBRARIZEEE,

Y £
#—T "Applya o

Apply Cancel
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It's time to sign up for a Smart Account

Easily view, store, and manage all your licenses.

Customize your account to match your organization.

Licenses are automatically added to your account when ordering.
Smart Accounts are required to use Smart Licensing

Get a Smart Account ( Learn More ) Mot Now )

MREBRREFINEBEHAE AR —TEAESERFEVERH, ZUEEFEH
Cisco.comiE F BIBEE Ao
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> Smart Software Licensing ;
Smart Software Licensing ;
Inventary Mver . Prefere " A f .. . m
Virtual Account: S Hide Alerts
Licenses duct Instar Event Log
By Name Tag
Manage Licensa Tags License Reservation C # Show License Transactions Search by L Q,
License Billiing Purchased n Lise Balance Alens A n
Prepaid ( .
@ Prepa C -
Prepaid o -
Showrs

ERRFFETES RIS IR BRI S ER .

ERV345PR MR LR BRVEZ /R
SR

FRENRBYEESERKNBRM.

<> C @ ® © & (https://software.cisco.com

alra]n
CISCO
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Download & Upgrade Network Plug and Play

:_ Cisco Software Central

Software Download Plug and Play Connect

Download new software or updates to your current software. Device management through PnP Connect portal
eDelivery Learn about Network Plug and Play

Get fast electronic fulfillment of software, licenses, and Training, documentation and videos

documentation.

Product Upgrade Tool (PUT)
Order major upgrades to software such as unified
communications.

Upgradable Products
Browse a list of all available software updates.

2

v O /1N

License

Traditional Licensing
Generate and manage PAK-based and other device licenses,
including demo licenses.

Smart Software Licensing
Track and manage Smart Software Licenses.

Enterprise Agreements
Generate and manage licenses from Enterprise Agreements.

WABNREHEER, EFEANZEBUAREAENERIRF, #—T "Logini .
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CISCO

Log in to your account

Username or email

Password
Forgot password? e
Log in 3
S R3

B'E ZInventory > Licenses , 52 RV-Series Security Services Licenset S| & EiIRF
B, MRELEEIFIHNFFARE , FEHEENERESERHE.

Cisco Software Central > Smart Software Licensing

Smart Software Licensing

Alerts Convert to Smart Licensing Reports Preferences Satellites Activity

Virtual Account:

General Product Instances Event Log

Available Actions « Manage License Tags License Reservation... (P
[] License Billing Purchased
|
G) RV-Series Security Services License e
[] Source: Sku:
Subscription Id: LS-RV34X-SEC-1YR=
Family:

GATEWAY




SR4

EMNEWE>E|R ., £ Product Instance Registration TokensT , ¥ — T~ New Token,

Cisco Software Central > Smart Software Licensing

Smart Software Licensing

Alerts Convert to Smart Licensing Reports Preferences Satellites Activity

Virtual Account:

Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

( New Token... ) e

S5

el TEYEMSE) RE, Virtual AccountB SRR EE TEVFRTSHNE
‘RS, £ "BZuAMTE BE , ERUTRE

. FEDescriptionf® L , AR —RA, EAREHP , A TREFITE — Webid
P

TE TRNEERE L MAAF AN BB RCENE, ERNEESEBUNERAI0KXR

JBER , B REBEEREXE.

. EMax., FAXERNBA—EE , AEXEFAREBENRE., THEEEIXREI &
REERRERFBH,

CERACEALSEEMNER LLOVELEFIEERIRAR , UBAERIESFPERSIE
THENELEHIE. IREFTEAFELESIETARLSE , SEUEERHEIRS
H, EERFSEHEHIHAERT FEAIEE, —LHOEHIhEEZ I XEEmEIBAIRH,
BUEERZRE SRR  BREARSEEMNER  EENEZ RS, FMEEZTA
KeEIZEESFTHRRKRE,

. #2— T Create Token A % X & &

Create Registration Token @

This will create a token that is used to register product instances, so that they can use licenses from this virtual account.Once it's created, go to
the Smart Licensing configuration for your products and enter the token, to register them with this virtual account.

Virtual Account:

Description * n {"security license - web filterina ¥



BE  LERBEREmRGIRZEMTHE,

Token Expiration Date Uses Export-Controlled Description Created By Actions

ItMGZiN..B / 2019-Sep-08 09:46:20 (in 30... 0 of 10 Allowed security license - web filtering Actions

The token will be expired when either the expiration or the maximum uses is reached

S6

BE—T A5 THRRET  STHERTEAE , REE M +c.

(Press ctrl + ¢ to copy selected text fo cﬁpboard.) e

BT (W)

& —TActions THIEE | EECopy S T EERFIBIALE | 3i#EDownload... TH A #
HERNSHEN X AERELX,

Actions

& 0
T

Showi

Download...

Revoke...

SR8

EfnF|License , B8 Registration Statust &~ A Unregistered , AR License
Authorization Status;e 7 8 R &Evaluation Mode,

Y QoS Smart Software Licensing Status

Registration Status: A% Unregistered e
#~ Configuration Wizards

License Authorization Status: A% Evaluation Modeg 81 days, 6 hours, 12 minutes, 16 seconds remaining )

1 Export-Controlled Functionality: Not Allowed

g 4



I8 ¥ £ System Configuration > Time , A3 Current Date and TimeHl Time Zonez

BRIREPRERY B [E IEFE R AR

alvaln i _
e clsco RV340-routerd46751

Getting Started

Time
G Status and Statistics

& Administration -
Current Date and Time: 2019-

Time Zone: [ v
Set Date and Time: ® Auto O Manual
NTP Server: ® Default O User Defined

R0

EE Zlicense, BIBEEE FZiBctrl+v , BT BHERNVERE LR LicenseHE T
X AREF, #E—T "Register.

& Getting Started

License
@ Status and Statistics
& Administration
£# System Configuration @ You are currently running in evaluation mode, to register an account:
« Ensure this product has internet access.
@ WAN - Click here to access your Cisco Smart Account
« Navigate to the Virtual Account section which contains licenses.
& LAN « Generate and copy a token for the specific license to be applied to this device.
- Paste the token into the box bellow.
@) Routing 3EALTE 1Njc5MzU5%0A0DAAMThBUFhO]
Firewall
VPN
S -0 i
Security i Liern Mors about Smert Softwere Licensing

QoS

Smart Software Licensing Status

Configuration Wizards

Registration Status nregistered

License Authorization Status Evaluation Mode ( 81 days, 6 hours, 12 minutes, 14 seconds remaining )

Export-Controlled Functionality: Not Allowed

A ARRERL D ERE, ERMREABSITURARSEN , F2RRARER,
HBR11
RHREERZCEM ML REEHEIFFTRIIRVI4EPRIIBEHRR, ERERNT

REMNER L WFEA, LI, BIEW LLE E|Registration Status® = & Registered
. T License Authorization Status® R & Authorized,



=
@ Registeration completed successfully

125 (WiR)

EMRHIRNAZANENESHRES , FRERREEAMRE. SEREEUT
BEANBELHHES

License

To view and manage Smart Software Licenses for your Cisco Smart Account, go to Smart Licensing Manager

This product is registered for Smart Software Licensing
Smart Software Licensing Status

Registration Status: Registered

Initial Registration: 2019 11:01:37 (Succeed)
License Authorization Status: Authorized (1 Next Renewal Attempt: 2020 11:01:36
Smart Account: Reqgistration Expire: 2020 10:55:01

Virtual Account:
PID: RV340-K9

Export-Controlled Functionality: Allowed

- MIREEM — EERREMEFF RN B MR,
- TRERTER — WESR S HAFSERBER TR B AR,
- AEfHEH — bt EEE R IR B AR,

HR13

fELicenseHH £ , B85 Security-LicenseiRRE R B B R Authorized, BB AR —T
Choose Licensez i 5 3 Security-LicenseR B B A,

MREERSRPEINEMAEE , TRFEZEENMEIKARR




Choose Smart Licenses

Choose Smart Licenses 1o be used by this product. Ensure you have a sufficient number of licenses in the Virtual Account associated
with this product, otherwise it will be out of compliance.

Enable & Name (Version) % Description % Count %
4 Security-License Anti Threat Services: IPS, ApplD, Dynamic W... --

Save and Authorize Cancel

$14%5 (R

EFIFTEF I B RES 1B e B M, 551 — T Smart Licensing Manageri& g T 1%
BB ERFA,

Smart Licensing Manage Actions - ' o

9 Refresh License State

Deregister

BEBRHEIDRETENS TR £EE=R T B2 PN R,
RV345P3% H 88 L WA E N

RAZRIORAREFEAWebiBIR. REFRAME  WREVBEEALLIIEE , AIFE
BEFIURE. B—THiREZHT.

SR

BEAFERWebHWE AR , A% 1E1E Security > Application Control > Web Filtering.

Application Statistics




B2

BIEOnE B R,

Web Filtering

Web Filtering: ® On O Off

HR3

E_-Fadda_‘o

Web Filtering Policies

==

(J Policies ¢
R4

i A Policy Name, Description¥ EnableZEXJ7 ..

Policy Profile-Add/Edit

Policy Name: Weekdays
Description: Default-High
Enable: 1



WMRKAR LA TRRBR  SEE—FEHN , BHNECEARTIBR , BT8R FBA

EMMENEE. #E—T " Applys SAMEERRE.

HRR5

EHWeb ReputationZR BN 5 AR A E R WebEE R 5| HIBIE,

Web Reputation 1

RERRBEENURLAZR ERWebEBREIETBIR, WNRDBIEMN40 , MusS4FHELE

o EREABWebEERMHNFMES  FR—T LEBRBFRER,

$R6

ftDevice Type THIRER ZEZBRERNERSINF/BE, —XAEEEE—(ERE,
BETE

- ANY — BE R IETH R ERAATEREE,

CEREE — EENETERKEERANERS (HINIPLLERS) .
- B — BEREUSRKERANEK,

. Game_Console — iZ1E Itk 18 °] 4% 38 B& & F pA 0z 5 12 6 12

- Media_Player — 1212 b 18 7 % SR B FE FI A R BR B 1428

- BE — BENRBEUSERKERARRBEE.

- VolP — EENE S REEANBRRARESHELRE.

Policy Profile-Add/Edit

IP Group: Any v
Device Type: ANY v
ANY
OS Type: Camera
Computer

Game_Console
Exclusion List Table| Media_Player
Mobile

VolP

+ (£ W



BTH

£ TOS Types THHEEHG | BEERBEEANEXRRKOS), —XREEE—ERE
o igIE@% .

- ANY — B RBERREMEBNIEERK. ERTE
- Android — 1% % B F& A 1A Android OS.,

. BlackBerry — {2 % 3% & & F ABlackberry OS,

. Linux — % 5K 8% FE A 1A Linux OS,

- Mac_OS_X — £ 1% 5K’ FE A ¥ Mac OS,

- Hith — RS EAR KR HHEERRK,

. Windows — #% 5 & FE Al EWindowsE X R #

. iI0S — EA& KB FER RIOS 0S.,

Application:

Application List Table

Eo

X
kg

Category =

Android
BlackBerry
Linux
Mac_0O5_X
Other
Device Type: Windows
0S5

IP Group:

0OS Type: ANY v

S8

B M REE|Scheduledfn , AR BERAFSEERNIEE,



+ (¢ W

O Type 2 Always On
ANYTIME
BUSINESS

EVENINGHOURS
WORKHOURS

Schedule: Always On v

SR

& — TeditE .

FR10

FEFiltering Level3|d |, #—TEBZRMUREERZESHEBRRKABREE, #EHS
BI&s. TRy, TEL WM TEERL o B-TUATEMBRRE , BERREESE
ERMANWebARERNBERERTEL. FEENBRRETHEBER , BEREHE
Ro

B — ERTERNEE, MEEMAZEM,

. Moderate — fEALLEIBERI A "HA/KBREL . TIFEEAE, M "RE, .
B — BBBERMARA/RRAAS., ER/RE, FE/AR, ITERENEZE,

- BEE — RERAREREANTFEAEEENENHRESS,

Web Filtering-Add/Edit Category Back

Filtering Web Content
Level
O Adult/Mature Content +
O High O Business/Investment +
O Moderate O Entertainment +
© Low O llegal/Questionable +
© Clusim O IT Resaurces +
FR11

BWARBRHWebAR, MREEEME B NESFHFMES , FER—TplusB .



Web Filtering-Add/Edit Category Back

Filtering "Web Content )
Level
0 Adult/Mature Content +
O High O Business/Investment +
O Moderate O Entertainment +
© Low O llegal/Questionable +
O Custom O IT Resources +
O Lifestyle/Culture +
O Other +
B Security +
\. J
8125 (W)

ERAFEWebRA FEBIMERA , AJ LA — TExpandiZ i,

\

Apply Back Restore to Default Categories Expand

$13% (WR)

R—TREBTEEFERIMNZRA,

\

Apply Back Restore to Default Categories Collapse

$14% (R

ERERERER |, FE-TREIRBRES

\

Apply Back Restore to Default Categories Collapse

HB15

E—TApply ARFEE , WiRE MERnEsS . BUBERTE.,

Apply Cance

£ TERARNBER) B, BEXRERMEERIRBIVAEETER .

$16%5 (7R)

H R 2 FEURLE # LA K BUREE R 89 R4 PR L B AV H B



URL Lookup: ‘ ‘

Category:

Reputation Score: --

Status:
URL Rating Review: If you think that a URL is categorized incorrectly or is rated with an incorrect reputation score, click here
Blocked Page Message:  Access to the requested page has been blocked. (Max 256 characters)

F17H5 (R )

#—T "Applys o

Apply Cance

HR18

EXARETFRE 6 SEINER/FFEEE , iR — T HE LHWsave icon,

=)
£195% (W)

ERERBHIURLEREHBRIEL , FREBWeb B BRI ERERPRBM—EHE
B, G ACEIHBALETBRAMEIEREBHES

EARG|IF | FKA9EHwww.facebook.com,

= C f [nttps://www.facebook.com
i Apps BB Cisco Small Business

ol I ol I |, Access to the requested page has been blocked.
cisco Web page: https://www.facebook.com
Category: Social Network

Please click here 1if vou think there has been an error

OK

TR ERZCRKAERVI4SPHHSF ERIIEERKRBER, HRZEARVEZSHFIHEET
MRIERE A EaaETEEFHUmbrella, MMBEHBEEZEEUmbrella , FiE— TR,
MEEEEHNZEY  BE—THET—H,

SEREHERR
MREBETHIUR , B IEIEFESEERKRFES , AIERMEZRE :

1. BigERE | BRMMETEE,
2. BHERAM , RIS RIEHRBS,



BEBRT , fUFLXERY , ERNREIZE/+FRA , RARSAERERHEED
| BT EAREIRE—BRE , &#8 BE - &b LR T EEBH B,

S L)
o] o 5 & B )

s E&R , EEnE T EFERGR,
R EET E R "‘—I %EL@%&%F‘J?@E% Jtlzﬁl?zi'%o

FEE.
EREFFTRAANLEAEEDAEAETRECRRENNS  UERRMWENLA. NRETR
ERENE

—BEBET —ETE A ENRECEETHELNR , ERCHENEFBERBEER
W:;éa'o

ERNHEEFREEMENSRTE , F2R THNERURBBERENERRENE
o

- Windows

- MAC

. iPhone/iPad
- Android

Umbrella RVZ T ##EFF o ( 7Hi# )
Umbrella 2 BRHEMRHN —EFERIEEERNERELES,

UmbrellaEEHETEHTHZHZEMBNRE., REIREBIEERFAEUmMDbrellad]
BIFWPHIEFTEEMHE LN RE,

UmbrellafE ADNSHEAEMEN T ERE. EFAEEHRERE P AURLIL BHHE
Enterf§ , Umbrellai$ 2 8E8 ., ZURLEEEZ|UmbrellafyDNSHEMER , IRZLE
HEREEABE | AIFESREMMEL, WEINERERNMOTERDRATR , KT8 INE
B, BHERERBFFES KRS RH T EEDNSHER, EELERLEBFEN
, SHEBI SRS M EEATRERBRBREMBERE, EEFMAEN A F2EER
BBFABUR . TEERE K BERAE, &8 ﬁﬂ#ﬁﬁﬁalﬁﬁa‘fﬂﬁﬁﬂo

FEEARCisco Umbrella A\ EZ BT EZY — @RS, MREZMEMERE , FEFHR
BMEE | W EF/Umbrellaz #iR1E,

R

EAFEH Umbrellatk £ , # Dashboard® %1% — T Admin > API Keys,


/content/en/us/about/legal/privacy-full.html
/content/en/us/about/legal/privacy.html
https://umbrella.cisco.com/
https://docs.umbrella.com/
https://docs.umbrella.com/
https://umbrella.cisco.com/products/umbrella-enhanced-support-packages

Cisco Umbrella

Accounts

User Roles

Log Management

Authentication

Bypa

B

APl Keys

wliay,  Admin o ‘ \f
© Uil APl Keyso® 2

Token: Created:

Legacy Network Devices afd

4]

Documentation Our Legacy APIs Investigate

Read here to get authentication Some of our older legacy APIs Looking for information about the

set up for your first endpoint use a different authentication Investigate API? That APl is managed
queries, explore what you can mechanism than what you are separately.

do and search for any answers setting up here and have

you need. unique functions.

VIEW DOCS VIEW DOCS VIEW DOCS

APIERERIIT (EEHAFEENAPISIN)

1. FBAPI£ 8 — BE AR EUmbrella API— 2 AT SR,

2. Additional Info — [ /[ L8 8) , Wik B BN HEE,

3. Token Well — SEWIRFRIMNAMESHRNTHE. (EERUSREBER)
4. TENHE — BB Umbrellath 2 RSB P 0 E BB TERER,

HBR2



B—THALAMNAID APl Keyizilt , 53 — T Create API KeyiZilt. WM& IhaeEE .

ol A8m0 w | [+] ]
e casco AP KEeVs @ S

The APl dashboard can generate authentication for two types of integration. A key and secret are generated for
access to the Umbrella Network Devices APl The Legacy Netwark Devices APl generates a token used for
Iintegration with Cisco Wireless Lan Controller (WLC) integrations and Integrated Services Router {ISR4K series)
integrations.

You have nol generaled any AP| keys yel

Documentation Our Legacy APIs Investigate

LENEFEESRESE —XFARULEERE DR ELL,

S B3

iZ3ZUmbrella Network Devices , A% & — T Createik#f.

AR
(]

What should this APl do?

@® Umbrella Network Devices

To be used to integrate Umbrella-enabled hardware with your organization. In addition, allows you to create, update, list and delete identities in Umbrella.

You can enly generate one token. Refresh your current token to get a new token.

O  Umbrella Reporting

Enables API access to query for Security Events and traffic to specific Destinations

O Umbrella Management

Manage organizations, networks, roaming clients and more using the Umbrella Management API

R4

PR A MREESS (MEREAR ) , REBREIBAPIFAPI 2487 f/#copy icon , & H B A&
BETHBEERITEE, ZF—BENSBNAPILBA ERXES , WFERSMAMH
KksE, EEBBERT , EZEA "Umbrella network devices keys o REAE XA
RFEFILREME , UEHRERHE,



© i APl Keys o &

The APl dashboard can generate authentication for two types of integration. A key and secret are generated for access to the Umbrella Network Devices API.
The Legacy Network Devices APl generates a token used for integration with Cisco Wireless Lan Controller (WLC) integrations and Integrated Services Router
(ISR4K series) integrations.

Token: Created:
Legacy Network Devices oen e v

Key: Created:
Umbrella Network Devices ¥ ’ ~

The API key and secret here are used to perform APl requests against your Umbrella organization, such as identity management, reporting and more. If you are using an
Umbrella-integrated hardware device that uses basic authentication, this allows management of Umbrella from the device and vice versa.

Your Key: 64 u@

Your Secret: 895 | @

/

) To keep it secure, we only display your key's secret once. For future reference, copy this secret and keep it in a safe place. Tick this box to acknowledge this.

_|Umbrella keys - Notepad = O X

File Edit Format View Help
Umbrella Network Devices Key - f64
Umbrella Secret Key - 895

5

BERNSRERINLZLNVER , £Umbrella APIZ#1R — T BB B AR 52 A B
WAR E MRV HERT K% — T Closeil.

) To keep it secure, we only display your key's secret once. For future reference, copy this secret and keep it in a safe place. Tick this box to acknowledge this.

& Deck out the documentation for step by step instructions.

DELETE | |

MRERRENMBRT £/, AIRERARIERIBAMFURRE SR, WREX , £

SEEMBSRLEFDEFAPISN , AREEEAUMbrelaR BN EALE.

#£RV345P L& [®Umbrella

BE , BME&EUmbrellaR Y TAPIEH , BRI LUEEL ML REIEHRV3I45PE

o

SR
FIRV345PEE R |, IR— T2 #EE P rSecurity > Umbrella,

LAN
Routing
Firewall

VPN

| ®

Application Statistics

Client Statistics

Application Control




HR2

Umbrella APIBEE2 S — R 55218 |, #iB1% — TEnableZ&E 5 253 48 BUH Umbrella,

Cisco Umbrella m

Advanced Configuration

$3F (WR)
FEERERT |, EHBlock LAN DNS QueriesiE, E— BN BB EEN BRI L
B SEE | RMPELEDNSHEE EInternet, INEER S AT A HEHRER BB
RV345P , A ZEFERAERRE—EFEE,

SBR4

T—SAMETRANAGR, EHBBURRBIRAERE. WREMEMADynDNSHNoIPE R
%, AMRERARBDE SR "Networks » BEEBAELIRFE , UFERUmbrellatE 2
REREELRBER, HREMANEN  BAKE "RERKE,  EEEMARRES
BB,

Cisco Umbrella

Civming Searinad

FBR5

# — T Getting Started,



Cizeo Umbrella | oy

£ XA HE A i AAPI Key#1Secret Key,

FAMESAEEREE | MREXNZBIMERT S| , ARA RN BRI 7RISR

Riteig, FEERBYRSE, MREEX , BEEERRESBY EHNFTEFAPIEE K AR
BEFEAUmbrellaREN T AEE.,

Enter Credentials

Sacret ' i |

—
L YE

WAAPIMZIRE , 8 — TNextiZ i,



Enter Credentials

* Go to Cisco Umbrella, copy/paste the Key/Secret from admin>API| Keys page.

S8

ET—EER+ , BREEERHREABAER. & "Nexty (T—F ).

Select An Organization

Organization Table

Name #

o (O (Cisco)

Cancel

SR

BEERANRVI4SPIEHANREN R, BRASBEME , BRI REAZHH
E%ﬁo



Select Policies

Policies Table

& Name &

) (I? Default Policy

HBR10

AEBIEERRE , WMETLEUmbrelaBEhisEZEE, ERFANRKRES , RFBHE
& BRV345P-Lab,

Enter Device Info

Device Name:[[ RV345P-Lab D

(2]

SR

IEARRR , T —EEFSREMBRELREER. T "OK, (H#E ),



Success

Register... Success

Associating policies... Success

R

HER | BIBIEZCisco Umbrellath®E, ERMR ? HPEE — @RS REETHERE
,EREREEY T —ERY B EAREEAERRILREECHEE, FE—T
It B 5 15 8 B8 25 48 F 88 A https://InternetBadGuys.coms,

WRUmbrellafl EIE# , EEEI —EAEUUATHEE,

SECURITY THREAT QETECTED ANC X e 3

« c W @ sinkhole-umbrelladsco.com/?dient ip Stype=phishfiuel=ug an W | Q Search wm =

i
cisco

SECURITY THREAT DETECTED AND BLOCKED

Based on Cisco Umbrella security threat information, access to the web site Not_Found has been blocked to prevent an attack on
vour browser,

Malware protection has shifted from the endpoint, deeper into the network, in order to cater to a growing number and variety of
devices. In order to offer the most effective protection to computing assets on the Cisco network, Infosec, Cisco IT, and the
Security Business Group have jointly rolled out Umbrella pratection for Cisco's corporate DNS infrastruciure. This service will
block access to hosinames that are known bad and has been depioyed to prevent malicious actors from serving malware or
content otherwise harmful to users of the Cisco corporate network

If you believe this page should not be blocked, open a case providing the following information

= Text or screenshot of the corresponding debug information below
« Business justification for use of lhe websile

Block Reason: Umbrella DNS Block

Date: July 26, 2018

Time: 22:58:17

Host Requested: Not_Found

URL Requested: Not_Found

Client IP address

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; xB4; rnv.61,0) Geckol20100101 Firefox/61.0
Request Method: GET

Hti =z 2181

BREBBFELEARBRBREEXT CARERLERIIZEE , MAERERESH BB
B2 EERIFRT , K REMAFEREMBIPHIMACH: 1 B EER T BHIRNFE,
BERA , FE2HEERVXRFIEEMES K RIPRRE—

VPN;EIR

EREAMRVPN)ERATFEHAEBEBLXREAMBEE (HlMinternet ) JREHME. EiE
MEEAERERER , BEPRAEKERARERRBENRSER , URBERAMARERX


https://internetbadguys.com/
/content/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5427-configure-ip-source-guard-on-the-rv34x-series-router.html

HER,

VPNRREER VAR K ZAEMBALEANBNS ORI LM EXEN, bEH
NERZEAVPNER , RANESETAERLE , L AFFEMEAEERARKRERER
XBE,

VPN 7 3R i E MG AR — A R — R T, REHBIRZXES0KMRE, EiKE
2RELE AR InternetiEZ 4R |, AT LUERE BB MR IR 2 M VPNIERR, VPNEF iR 246
FEMVPNER H 2R BY B E F BEZ MEAR

MREFREBEVPNRBES ENER | Fei BB HEEVPNELR N HERE,

AnyConnect VPNRAB BIEEF I HNE —SERVPNIENER. BERFAXEE=53E

BRER , @FEGreenBowHShrew Soft, EfEANIEEEN ., NMRBEXEZAFTEE
LHENRE  EEFE=ABIERUESXE,

MBHEFRITEREVPN , I EBRET —H5,

VPN

—ERT , ELEXEZEEEHEBInternetEEN BT F ik K SAKRMSHIERR
i&iﬂ:ﬁ?ﬁ“&(NAT)l«)\E"‘é‘lPi&tho B ,%E%T%Eﬁﬁﬁamﬂm(PPTP)ﬁ%@m@iﬂ%ﬁﬂﬁ%m
Z 4 (IPsec)VPNAFZENAT, EMRVPNEEN KR, VPNE#@E —EIEE | AHFHRE
FEEIEEHBFANVPNE FiR4E R VPNREEIB I B TEHREIVPNK R, VPNEE
& A FFPPTPHIPsec VPNJEJ_&%B%%%(#VPN%%#&E@) A& B ERIKVPNAIES
o XENATHRERHEE EFILINEE

FBERBERT , IPsec. PPTPHIL2TPEBERHA. NRERGENFARELRTE , FRE
VPN > VPN Passthrough, RiIZEEmIARFAE,


/content/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/1399-tz-best-practices-vpn.html

VPN Passthrough

VPN Status

IPSec Passthrough: & Enable

IPSec Profiles
9 PPTP Passthrough: & Enable

Site-to-Site L2TP Passthrough: & Enable

Client-to-Site

Teleworker VPN Client

PPTP Server

L2TP Server

GRE Tunnel

SSL VPN

AnyConnect VPN
{# A Cisco AnyConnectE ELA T B % :

1. & BEFARER

2. B AN RENEHKER

3. AL A BELSEBASARRCESGBMBERKLE
4. AIERBTEE

5. ZRELE

6. XIBREBRMRIHER S (IPsec)MIL £ EEFE(SSL)

7. X EInternet & #8 3R A2.0(IKEV2.0) 13 E

#£RV345P L& {BAnyConnect SSL VPN

R
PR EBFERWebHV B AR X IIEEVPN > SSL VPN,

1
VPN Status
IPSec Profiles
Site-to-Site

Client-to-Site

Teleworker VPN Client




HR2

B—TOnEBiZ M LR A Cisco SSL VPN{aiRES.

CISCO

e sthidlve py345p-RY345P

SSL VPN

General Configuration Group Policies

Cisco SSL VPN Server: ® On QO Off

5 FIMBBIRRE

SR

HAFERANUTRERE :

1. R THREFRERENEH. LEHARNEBSSL VPNRRESGHRE, EHIE
: WAN1, WAN2, USB1, USB2

2. 7£Gateway Porti#{ F#a A FI R SSL VPN#BEIRVESR | EE A1%165535,

3. R T HLEE FiEE Certificate File, WWEEH ERBIBSSL VPNPEIE 55 B8 &R Y £ FH
EETEMERE., THRETSHERFENEANEE,

4. ¥ Client Address Poot{y i A & Fimith ik Y IP3 ik, kbt AS R 9 BLQIZERVPNE
Pty IPHb it 55,

HRIPHbuE E5E T EE AR b B R MV EMIPH U B &,

6. {ft FTHIREFREE FinfRER.

7. #E Client Domain ( B FiniE ) MNP BAEFimgEE. EREHIEEISSL VPNE Fimh
HE,

8. #Login BannerfR U P ABRAZEABRENNE, ERBAEFREARBERINER

o

Mandatory Gateway Settings

Gateway Interface: WWANT ~

Gateway Port: 8443

Certificate File: Default w

f ™




S

#—T "Applys o

Apply Cancel

WRAMRE

SR

BT B R E = TR

1. AN TAG0ZEI864002 BHIZEHIBEE ( AW BEN ) . IERSSL VPNEFE I LUREFZE
FRFER R,

2. #£ Session Timeout ( BFEBK ) MU P WA —EHUAR BEMNNE, ESEREFERAL
E(TCP)RFEAEERTEAHREUDP)EXMBBREEENRBERE 2 ERIGNERE, &
B A60%11209600,

3. HE ClientDPD Timeoutff i A —{E{E ( AW BEN ) , #E AK0FI3600, LEEEE
HAEIAHELLO/ACKIE E A &EVPNPZE AR RE . X ZETEVPNBEIE A’y i B L ThBE.

4. 7£ GatewayDPD Timeoutf{ i A —{E0ZI3600Z B E ( AR REN ) . LEEERE
HEAHELLO/ACKIE E A BEVPNRZ B A ARRE, 2B 7EVPNBEIE Y /A is BUR Itk TheE

5. e Keep AlivetlRu P A —E{E ( AW REM ) , BER0FI600, LthIhEERTHEREREE
R A ER Blinternet, RER , ERHEREFMEILVPNER.

6. £ Lease Durationt{ P ig A ZERWZENIFEREE ( AW AEN ) ., EEAG00EF)
1209600,

7. MATRBAREEINENIKD (U THEREN ) . EEA576E1406.

8. FERekey Interval@ I Fia A P HEE IR B, RekeyIfERFFSSLE M ESTFRUREN
. EEA0%I43200,

Optional Gateway Settings

Idle Timeout: f 3000 N sec. (Range: 60-86400)
Session Timeout: &0 sec. (Range: 0,60-1209600)
Client DPD Timeout: 350 sec. (Range: 0-3600)
Gateway DPD Timeout:| | 360 sec. (Range: 0-3600)

Keep Alive: 40 sec. (Range: 0-600)

Lease Duration: 43500 sec. (Range: 600-1209600)
Max MTL: 1406 bytes (Range: 576-1406)
Rekey Interval: 3600 sec. (Range: 0-43200)




B2

#—T "Applys o

Apply Cance

i (A SR
B

# — T Group PoliciesE %,

SSL VPN

aroup Folcies

SRR2

2HiESSL VPN Group Table T add B /R LA ST I8 AR SR BE o

SSL VPN

Group Policies

SSL VPN Group Table

e

[J Policy Name =

[0 SSLVPNDefaultPolicy

SSL VPNiE XA REE FWAREE, S8 iREFEHNE —EHER

#SSLVPNDefaultPolicy, &R ERMTERERE,

$R3

1. #E Policy Namef L g A IR B EREE B,
2. IR P A EDNSHIPH#EE, FERRIBRT , 2iRELIPHE,



3. ( HWiE ) TERRHME L P B ABEIDNSH P4, E 4575 FDNS Hi B 8 b2 s FF 1E 15 17
4. (R ) EIRMBALIFE A EWINSH P,

5. (AIE ) RN PE AFHBIWINSH P,

6. ( °3& ) 1£ Descriptiont@ i i A FREE I EREA

SSLVPN Group Policy - Add/Edit

Basic Settings

i ™

Palicy Name: Group 1 Palicy

Primary DNS: 192.168.1.1

Secondary DNS: 192.168.1.2

Primary WINS: 192.168.1.1

Secondary WINS{ | 192.168.1.2

o Group policy with split turnnel
Description:

o /;J

FaL (W)

% — T EIRZRMIZZIERE R LABUAMicrosoft Internet Explorer(MSIE) X E R E R E
ﬁVPngg;\Eo %IE@}E .

- None — AFFRIESR T EARERE,

- B — ARAESEBSAIRERE.

. Bypass-local — AR BEERERREAE LRENRERERE,
- EEA — ZAMSIERERE,

|IE Proxy Settings

IE Proxy Policy: O None O Auto O Bypass-local |@ Disabled

SB5% (TR

£ Split Tunneling SettingsEiE 7 , i#+Enable Split TunnelingZ&RE 7 , SLFFLAK N
FA B i Binternetl REEZEEiX ZlInternet, £ B ESHSFMEREBIEEKRIRE
B L ABRKEHEHRFIENHER , Mk —R , BT EEBRAEEEIRRPRKR

o



Split Tunneling Settings

' Enable Split Tunneling

6L (R
B-TERRZE K REEASIBREREIFRERFRRE.

® Include Traffic O Exclude Traffic
w75

T£Split Network TableHd , & — T addE = #7382 #8517k,

Split Network Table

ERHA A o A RSBV IP 3L

Split Tunneling Settings

& Enable Split Tunneling

Split Selection @ Include Trafic O Exclude Traffic

Split Network Table

+ £ w

& P

& [192.168.1.0 )
S B9

HEHFODNSKH |, #£— TaddEIR B H 5 DNSHIA

Split DNS Table

¥ @

O Domain =

FR10




ERENRALFEAEE | REBE—TApply.

Split DNS Table

+ (&

M Domain =

& [ WideDomain.com

FERBERT , BABMF2@AnyConnect@REFHFIER., EERE , —BEH#HE
AnyConnect® FixsT A] & , B 7] A BRI H tERV340 R 51|38 25 5 B 22 3 2{EVPNRZ &

o

S , RVB4SPEHB AR E IR , BB EFIREFEF TR, AnyConnect®F
Fimst A& AFFREANBEE F iniEimas BVPNERE.

T —BoFHEN B NAERE SR AH.

AnyConnect{TBi{t £ F & i
VPNEFIRREEERIRRMABNEN LREWETHNEE, WEFRRENREE
BNERVPNRARSENEEBHEE , APt NS HRIER. LBRBEASITEARM

ZERNEREEBNALASR. REZERNVERNYENE , VPNE Fimt 7] 5L
EEEREXE. REAVPNEFKERVUATRMVLENMERERE K BESREEERBN.

Cisco AnyConnectZ£ BB X Fine —BERRBEARERN , ARNERIEZEEEREN
EEEELTHENVPN, HEREAEXEFAEEAGERERIEBE —KRLH
FE S —EARENERER.

% AR s M ILACE T AnyConnectz & |, & Fim A] LIS BN AT RAFF I @b H £ H
2R L REFFAIE , T8O TR,

K8 SRR T RR

BXEARECHBERBRESSIENEHERBHEEBEN IR, FTBIFUIRE , BLEU
name@domain.comf e X RS H BRI E ZRFIDFHIFID,

MRERZBENBREBTRNSERH , EUUELRERE—HE,

EREANE , LTERSKUTARBEESS25@EMA TN ENAT IR, FTEE
, AnyConnect® FinsT 7] 2R HAEE , BB AnyConnectiT BEER P AT, B2
, JIHMWERIDERTENBEENRIEER,

AR, BASIHEAnyConnectE Fimsf Al EmMSKURMBHAR /1 FHFARE , A
BEREDBEEFFAIHE. BRARRVI40RIBEHARNEMBERSKULERTENFTA
BB, MTFFRR


https://locatr.cloudapps.cisco.com/WWChannels/LOCATR/openBasicSearch.do

. LS-AC-PLS-1Y-S1 — & Cisco AnyConnect Plus® F i &F 7] 3%

. LS-AC-PLS-3Y-S1 — 3% Cisco AnyConnect Plus® F i &T 0] 3

- LS-AC-PLS-5Y-S1 — 5% Cisco AnyConnect Plus& F in #F 1] 3%

- LS-AC-PLS-P-25-S — 2588 Cisco AnyConnect Plus7k A & F i &5 7] 3%
. LS-AC-PLS-P-50-S — 5048 Cisco AnyConnect PlusZk A & F i &F 1] 3%

2R E IR R A

Tk

BHERAERREATE—EREE  SEREEELER

- Windows:Windows B B _F 89 AnyConnect

. Mac:#EMac t £ AnyConnect.

- UbuntuZ5g : 7 Ubuntu SRE. L R%EFEH AnyConnect

- MRGBFIEE , TUAEZREEALLAECisco AnyConnectZ 2 BEIEFIRiERIETE

AR HERR

BB AnyConnect VPNE R

S
# — T AnyConnect Secure Mobility ClientE 7.

-
Y
S

f£AnyConnect Secure Mobility Client ( AnyConnectZ £ BB EFix ) &S , WA\
B8Pk it MR IR SR (A B 57 (1) 2 fR) , A& IR — T Connect,

0@ AnyConnect 11T
Secure Mobility Client cisco

' c VPN:

Ready to connect.

10.10.10.1:8443

BEREMETT EEBRERER.


/content/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5686-install-cisco-anyconnect-secure-mobility-client-on-a-windows.html
/content/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5642-install-cisco-anyconnect-secure-mobility-client-on-a-mac-com-rev1.html
/content/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/Kmgmt-785-AnyConnect-Linux-Ubuntu.html
/content/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5459-gather-information-for-basic-troubleshooting-on-cisco-anycon.html
/content/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5459-gather-information-for-basic-troubleshooting-on-cisco-anycon.html

[ NON ) AnyConnect silian]i

Secure Mobility Client
@ VPN:
Contacting 10.10.10.1:8443.

SB3
HAENHA AN ARSFERAESBNER , ARE—TOK.

Please enter your username and password.

Username: Group1 user

Password: “ esesecse J

carel

SB4
—BEVER , REBEREAER, & —T "Accepts o
Cisco AnyConnect - Banner
Welcome to WideDomain!

AnyConnect{f & IR 1 FE1E R EI R VPNER R B R .



AnyConnect ]
Secure Mobility Client CISCO

e

o VPN:
=== Connected to 10.10.10.1:8443. .

_—_ ~ Disconnect

00:03:49 IPv4

RSB EFEFHAnyConnect VPN |, ATEABKB E ABVPN;:EZIE X E 3 T —£f,
EWREHVPN
IPsec VPNAFFZRBEIBEEBRMEREINZBERZS HEIERE R, RV3AXEK I

287 EIPsec VPNRIFRES , X #EShrew Soft VPNE Fiff, AEIHEN B INAIHE B 1810 %
HEMECEREFin , LIBREVPNIELR,

BRAFZEShrew Soft, ARFMERNER. MREEShrew SoftFERRE , MBS

LEBXE.

WU LEULTNE TEEFMANWShrew Soft VPNEFImEE
hitps://www.shrew.net/download/vpn

ERV345P % 51 3% 2% L & @ Shrew Soft
R E £ERVILSP LB R FiRBIL VPN,
B

B ZIVPN > Client-to-Site,

Ex~ @

VPN Status

IPSec Profiles

Site-to-Site

B2




HiEEFIRBLEMVPNEEE R,

Client to Site Cancel

$R3

i#1£Cisco VPN Clienti£18,

Add a New Tunnel

® Cisco VPN Client O 3rd Party Client

H R4

EHEnablelZLAMAVPNE FinBl BRER. RMEKEBHESE , EEWANSE , RE
WMARSAEN,

s N MHEM ARAZHR , RREMBEUAREEST FikkFER,

Enable: v
Group Name: Clients
Interface: VAN

IKE Authentication Method

® Pre-shared Key: seeee

Minimum Pre-shared Key Complexity: [0 Enable
Show Pre-shared Key: J Enable

O Certificate:

FB5

ERHKEREAREZ. ERANRKERLNEAEZHE , BERMERABHEETRE, #



RModei& E AClient. WAZFRLANN M., RMSEHR172.16.10.1F]
172.16.10.10,

it 5 B FE 165 AR BB h L e {u B R fE A Y IEE— T8

User Group:

User Group Table

+

O Group Name =

Mode: ® Client] O NEM

Pool Range for Client LAN

Start IP: 172.16.10.1
End IP: 172.16.10.10|
H k6

BEEMAREEEERRE. UTRERMBEANRE

. IDNSﬁHE%ﬁ'HD%"RﬁWﬁBDNSﬁHE%‘E*EEﬁm%EBDNSﬁH&% A] LATE I R B A B
fARES. & IJ ,\E?LE?L*?%RVB%P LAN IPH#biit, EMIAEERRHIPHTERRE,

- DEIRE  BHhLBASTIRE, EARNEEBLEREASBBVPNRRE., ERF KA
B RS FERFDRRE.

iﬁﬁa‘lﬁﬁi W AVPNE FiniEiBVPNE B, tREIEARV345P LANMRE

o

Mode Configuration

Primary DNS Server: 192.168.1.1
Secondary DNS Server
Primary WINS Server:

Secondary WINS Server:

Default Domain:

Backup Server 1: {IP Address or Domain Name)
Backup Server 2: {IP Address or Domain Name)
Backup Server 3: (IP Address or Domain Name)
Split Tunnel [

Split Tunnel Table

+ & mw
& IP Address = Netmask =
& [192.168.1.0 255.255.255.0(

B7H



¥ — T Savet: , F{i7EIPsec Client-to-Site Groups;EEH A LI E R E BE =X,

Client to Site

IPSec Client-to-Site Tunnels

+
O Group/Tunnel Name % WAN Interface ¥ Authentication Method +
O Clients WAN1 Pre-shared Key

BEEARBRRBVPNEEHFERAENFER A, 7£System Configuration > User Groups T
, TB— T plus@ RUAFTIEEREES

User Groups

Status and Statistics

Administration
User Groups Table

¥l = O
System .
] Group ¥ Web Login/NETCONF/RESTCONF =
lime
admin Admin
Log :
guest Dizsabled

Email

User Accounts

H R

WAERRE.

Overview
Group Name: §| VPN
S0

f£Services > EzVPN/rd Party & , 3% — T Add#% It £ F & #0584 2 2 5 Bt & /Y Client-to-
Site Profile,



Add Feature List

SB11
B, CEZSEIEZVPN/EISNEETNEF R MERE.

EzVPN/3rd Party

EzVPN/3rd Party Profile Member In-use Table

+ W

(0 # 3 GroupName =

1 Clients

HB12

Apply User GroupBtE# , #&#&EUser GroupsiBEHR FEIT , Y B CHEBERTNFER
EERECHEVNEFRIMBREER —EEM.



Gy Gelting Started

User Groups

Status and Statistics

Adrministiration
User Groups Table

+
] Group = ‘Wb Login/METCONF/RESTCONF 2 S25-VPN EzVPN/3rd Party #
acirmin Admin Disabled Disabled

Email

User Accounts

FBR13

#£System Configuration > User Accounts P Bt BFT A&, & — TplusBlRE I ¥ EH
%

Local Users

Local User Membership List

; _—

O #%  UserName 5 Group * =
cisco admin
2 quest guest

* Should have at least one account in the ® admin® group

FBR14

WAFERERBNTRE. BREGroupT iR E A ER = B B HUser Group, TTRE
% — T Apply.



User Accounts

Add User Account

user Nam

Mew Password | s ( Range: 0 - 127 )
Mew Password Confirm | v

Group VPN ¥

HM15
HERESBEREAREREEESD

Local Users

Local User Membership List

+F o &

O #% User Name = Group*
O 1 cisco admin

O 2 guest guest

O 3 VpNuser VPN

* Should have at least one account in the " admin® group

EH AT ERRVIMSPRFIBHBOEE, B TR, LHEEShrew Soft VPNE F i
B EShow Soft VPNE S i

EHTUTEER,
i - 3

B RtShow Soft VPN Access Managerit EEBAddUAFTBE ERE R, EHIBRM VPN Site
ConfigurationfR &+ , Bt EGeneral B :

. FEERIPH L FFHWAN Pt ( HRV3I45PHI E#EH )
. BEE R EZEike config pull
- NEFERXEZEARRENE RS bt

VPN Site Configuration (S|

General | Client ]Nama Fissnluﬁan].ﬂumenljmhan]f 1]

Eamaote Haer



B2

B EClientE &, EAHIP , HARE T HRRE

VPN Site Configuration X |

General | Client |Name Fesolution |Authenticatin:un | FPlA

Firewall Options

MAT Trawersal ’enable - ]

MNAT Trawversal Port 4500

Keep-alive packet rate 19 Secs

IKE Fragmentation enahle -

Maximum packet size 540 Buytes
Other Options

Enakle Dead FPeer Detection
Enable ISAKMPF Failure Motifications
Enahle Client Login Banner

[ Save ] ’ Cancel ]

SBR3

£Name Resolution > DNSTF , i+ Enable DNS4E , iZ 1 Obtain Automatically#&.



VPN 5ite Configuration X

| General | Client | Mame Fesolution | Authentication | =1

DNS WIS

V| Enahle DNS [¥] Ohktain Automatically

Serser Address #1

Serser Address #2
Serser Address #3
Serer Address #4

Ohbtain Automatically
OMS Suffix

Sae | | Cancel

R4

£Name Resolution > WINSEE T , i+ Enable WINSEE 58 , if {R 8 Obtain
Automatically 2R 5 #.



VPN 5ite Configuration |. X .|

| General | Client | Mame Fesolution | Authentication | (=i I 4
OrE WM
V| Enahble WING Obtain Automatically
Serser Address #1
Serser Address #2
Sae | | Cancel
SB5

% — T Authentication > Local Identity.

. BRI B EE SN BIFFR
. £MIDF 8 AERV345P LB & #Group Name

VPN Site Configuration g

| General | Client | Name Resolution | Authentication IE 4 L

Authentication Methad | Mutual PSK + XAuth -

' Local Identity | Remote Idantty | Credentisls

Save || Cancel |

S BRe

#£Authentication > Remote Identity ™. ZEAFIF , HFIRE T FHFREE.



- BRBBP frut
. Hhuk=FER:<blank>
. FRARENEREEEIE  ERE

VPN Site Configuration

| General | Client | Mame Resolution | Authentication E 4[]

Authentication Methad | Mutual PSK + XAuth - |

Local identity| Remote Identity | Cradentials

ldentificaton Type

Address Sting

B.lse a dizcovened remote host address

| sae || cancel

g7H
TEAuthentication > Credentials T , BEEUA TR A :

. SPBREEE  EEMutual PSK +ilRERE
- FHAESR B ATERVMSPEFIGHRERZTEHENTEILALSH

VPN Site Configuration

| General | Client | Name Resalution | Authentication I: <

Authentication Method || Mutual PSK + XAuth -
| Local Identity | Remote Identity| Credentials
Server Cerificate Autarity File

Client Certiicata File

QientF‘u‘hme F.ey File

Fre sharad F.en,

| Sae || Concel |

S8

HMPhase 1EH. EMEH A  REFERERE -



. Exchange® 7l : HMM4
- DHXHR : #H2

- BIRREL B

- BEEEZE B

VPN 5ite Configuration

| Client | Marne Resolution | Authentication | Phase 1 | F 4 »

FProposal Parameters

Exchange Tyvpe
DH Exchange
Cipher Algorithrm
Cipher Key Length
Hash Algorithm
Key Life Time limit

key Life Data limit

laggressive v]

e =
|auto v|
- | Bits
| auto v|
8400 Secs
0 Khytes

| Enable Check Point Compatible Yendaor 1D

Save ] | Cancel

HB9

HAHIF , Phase 2HBHFERERFTE,

- BEUREZE - B9

- HMACEZE : BE

- PFS Exchange : B2/
- B@REZE &R

VPN Site Configuration

Marme Resalution | Authentication | Phase 1| Phase2 | |4 »

Froposal Farameters

Transform Algorithm

HiAAC Algorithrn
FFS Exchange
Compress Algarithm
Fey Life Time limit

ke Life Data limit

Transform Key Length

|auto v|
~ | Bits

| auto v|

|disabled v|

|disabled v|
3600 Secs

0 Khytes




HBR10
#Policy B RHIH , AEALTRE :

- RREREE - BB
- MEEARMERERY  BiEH
- BEEEIAERNSBRIRE  EH

AR EFERV345P LELE T Split-Tunneling , Rt FEEELEETEE.
VPN Site Configuration ﬁ

Authentication | Fhase 1 | Fhase 2| Fobcy
IFSEC Falbcy Configuration

B-!am:um Parsistant Secunty Assocations
E‘.)hlm n Topolodgy Automatcally or Tunmel Al

FRemote Metwork Resource

e

ST & , #— T Save.
SBR11

RECEFFRRIER, £VPN Access Managerd , REBEREREBERER K Ak
— T~ ConnectiZ ift,

'3 VPN Access Manager

L View Help

Add  Medify Delete

onnection Name ¢ Host Mame Authenticat...
€192.168.75.113 192.168.75.113 mutual-psk..
SB;12

FHEHVPN ConnectREH , FHAERV345PLEEVHNERABRFHNERTA A
Username#Password ( £8813%114 ) . X% , & —T "Connect. -



#) VPN Connect - 102.168.75.113 i S

Connect | Metwark

config loaded for site "192 16875113

Credentials
Lsamame vpnUsar

Fazzword ssssssss

Connect Exat

]R3
BREBERACER. CEZXSEIEECHKA.
# VPN Connect - 192.168.75.113 =y X

Connect | Metwark

local id configurad -
remote id configured
pre-shared key configured
bringing up tunnel
netenrk dewdes configured
tunnel enabled
| -

Credentials

Usemame |vpnuser

Password

T LB B R BAShrew Soft& i, HShrew Soft F2EBRER , MREBEER L |

WE=5H,

H4vPNiZIH
BAEHEM—EAVPNGEIE, NESMERA  Br— TUTER

. {EHGreenBow VPNE FIRiERRV34x R 5% 0 88

- ERV34xF 53% HES Al W Teleworker VPN 5 i

- ERvV34xF FIl 3% (88 e [ 86 R BRIE 1fs 'E (PPTP) {7 AR 28

.- ERV34xZR FEE i 88 I B BB PR MR 1 & 2 (IPsec) L B &R
. ERV34xE 8 F EL WL 2TP WANERE

. ERV34x b i i vt BE FI v VPN



/content/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5748-use-thegreenbow-vpn-client-to-connect-with-rv34x-series-rout.html
/content/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5728-configure-a-teleworker-vpn-client-on-the-rv34x-series-router.html
/content/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5443-configure-a-point-to-point-tunneling-protocol-pptp-server-on.html
/content/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5518-configure-an-internet-protocol-security-ipsec-profile-on-an.html
/content/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5850-configure-l2tp-wan-settings-on-the-rv34x-router.html
/content/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/Configuring_Site-to-Site_VPN_on_the_RV34x.html

RV345PiE HHES M FE Il

BELEVLAN ( A )
B [E S A% (VLAN) AR BB B 5 S8 B EIAR (LAN) Bl 9 AT RN EHEE. £
BREP AR EEEBNIERT , T IVLAN |, BB EEEEZEEVLANKIE
BEZeM, VLANETTAR BB ERNEABELAI AP EENHNEERERIESN
BE, WU LAEIVLAN , EREEVLANFEISBREESRIEL —(AEREE  EF84
WMo BIFEBELERKBA —EHZEVLAN,
B e HFESRVIANEERBNZSRBRUEBESHMIEE,
MBERFAEEITVLAN , ATABKE T —H5,

S B
SEEZ AN > VLAN Settings.

Getting Started
Status and Statistics
Administration

System Configuration

Q@ WAN

@ e

Port Settings

(aN setings) @

Option 82 Settings

Static DHCP

802.1X Configuration

Router Advertisement
%) Routing

Firewall

VPN

Security

HB2

& — TaddERE M #HHVLAN,


/content/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/1778-tz-VLAN-Best-Practices-and-Security-Tips-for-Cisco-Business-Routers.html

VLAN Table

+|& W
HR3

BMAEEINVLAN IDMER, VLAN IDHEE 5154093,

VLAN Table
+ (& W
Inter-
VLAN Device
O VLANID $# Name Routing Management IPv4 Address/Mask
O 1 VLAN1 (3] 192.168.1.1/24
255.255.255.0
DHCP Server: 192.168.1.100-192.168.1.149
& 200 VLAN200 O O o IPv4 Address: 192.168.2.1 | 24
Subnet Mask: 255.255.255.0
DHCP Type: @ Disabled
O Server
O Relay
SB4

MREE | FEHUEIES Inter-VLAN RoutingMDevice Managementt Enabledi.
VLANFE 2§ B A A i§ & B2 1% — EVLANES B £ 5 —EVLAN,

— KRR FTEBRHIERREREESZ, RALSHERMIEEAE K RNAES
BVLANZ =M RIK, BRVIANTEZEEERIt EEHR, MREEESR , MEEE
BEZACLRRFINRV34xEHE EREVLANEH , LEEZLATFNVLANZ B ER

==

FEBEEE | 0 A RS ZIBEERVLANE A ZIRV345PHIWeb Ul EERV345P,
EBEZESEME EEA,

EARGIS , RPURIBRAVIANG S B £ EEERBRVLIANER £,


/content/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/1393-Inter-VLAN-Routing-with-Targeted-ACL-Restrictions.html

VLAN Table

+ (£ w

Inter-

VLAN Device
O VLANID $ Name Routing Management |IPv4 Address/Mask
O 1 VLANT1 (3] 192.168.1.1/24

255.255.255.0
DHCP Server: 192.168.1.100-192.168.1.149

& 200 VLAN200 o IPv4 Address: 192.168.2.1 | 24

Subnet Mask: 255.255.255.0
DHCP Type: @ Disabled
O Server

O Relay

$R5

FEIPvAL & B EBEFR BN IP AddressBB{LF, MREEE  ALUREE, EAXRRHASH
, F#875192.168.2.100-192.168.2.149° AADHCPHIP# ik, 192.168.2.1-
192.168.2.9951192.168.2.150-192.168.2.254 7] AR FEEIPH# 41t ,

VLAN Table
+ & w
Inter-
VLAN Device
O VLANID # Name Routing Management IPv4 Address/Mask
0 1 VLAN1 (1] 192.168.1.1/24
255.255.255.0
DHCP Server: 192.168.1.100-192.168.1.149
& 200 VLAN200 O 0 e |IPv4 Address:  192.168.2.1 /24 |
Subnet Mask: 255.255.255.0
DHCP Type: @ Disabled
O Server
O Relay
S BR6

Subnet Mask N FRBIBK B EER, MREHETER , K BEHREZBL

EAERTP , Bi& AR E £255.255.255.051/24,



VLAN Table

+ & 1y
Inter-
VLAN Device
O VLANID $ Name Routing Management |IPv4 Address/Mask
0O 1 VLAN1 (i} 192.168.1.1/24
255.255.255.0
DHCP Server: 192.168.1.100-192.168.1.149
& 200 VLAN200 O O e IPv4d Address: 192.168.2.1 | 24
ISubnetMask: 255.255.255.0 ]
DHCP Type: @ Disabled
O Server
O Relay
87

BERETHAE R EDHCP)ZEE, A TEHER :

Disabled — ZFVLAN L #YDHCP IPv4falfREs. BB REREPHITHIEE. FERE
BRT , EEFHEEMEIPtbH , Y EFRFERALARIEA,

Server — E—&E AWIEIHE,

- AARE — W ARRBESR43,2000 8, FERREA1440708E ( FR24 DK )
- Range Start#lRange End — ¥ A 1] LA B)RE 2 BL £ IP 3t 11k Y &5 [ A 7R A4 3R
- DNS Server — ZIZELAFEADNSHREIEANRE , LT HLEREMNISPHIREIE,
- WINS{afRas — B AWINS{EIRES & &,
. DHCP:®1H :
- IBIE66 — W ATFTPRIIREFHYIPHb 3L,
o IBIF150 — W ATFTPRARES A EM P,
- IBIEG7 — W ABRERER.
. P — 8 A IRIWDHCP{A ARESIPv4 b it LB EDHCPHENRIE, ER—EESMNEE

o

& 200 VL AN200 0 0 o IPv4 Address: 192.168.2.1 [ 24
Subnet Mask: 255.255.255.0

DHCP Type: O Disabled

O Relay
Lease Time: @ 1440 min.
Range Start: 192.168.2.100
Range End: 192.168.2.149
DNS Server: Use DNS Proxy v

WINS Server:



i 2 4

#—T TApplys A FHHEIVLAN,

Apply Cance

ABOBEVLAN ( T8 )

FERV345P LA LAEL E16fEIVLAN , HEfF —EVLANAREZEM(WAN), TEIEETER
BEFHVLANEER., EE8SRELE LN REEMARERERABEHIEEN
VLAN/VLAN, E#RAR—EREME.

BALURESBNERHEIE

AR — 9F T —EVLAN, REBNESHESB.
. iR ATLURE ZEVLAN, 802.1q. i AFABVLANERZE, BFEEN
VLANFEZHERR

—fEVLANZEL T BRI

M *E%ﬁliio
. DEBIENVLIANEER S "RERK, .
- BRAIE | FrEHMVLANER FERZE BEXxcluded.

ME R % EVLAN A — EIE 4RI

- BRADEE,

- B —@EVLANT L EZBE TREHK, .

- BRTrunkiE Y EVLANEZE ATagged.

- TEBRAFPEENVLANE AZIRZER BExXcluded.

EARHSH , REDHE,

R

B1E Z/FERVLAN ID,

EAXREH|IF | RFHEEZET VLAN 181 VLAN 200,



Assign VLANSs to ports

Z;

O VLANID LAN1 LAN2
[N I Untagged v Excluded
& J 200 Excluded v Untagged

% — TEditiVLAN D BLAGLANIR | YW AS BB EIEE A Tagged. Untaggedsk Excluded

o

EAREF S , FLANTLE | ZRFIBVLAN 138k BUntagged , #VLAN 2003 RAE
Excluded, ¥HLAN2 , R EAVLAN 19 B AExcluded , S A$VLAN 2002 & %5
Untagged.

Assign VLANSs to ports

Z

O VLANID LAN1 LAN2
& 1 Untagged v Excluded
& 200 Excluded v Untagged

&—T TApply. AREEFHERE,

Apply Cance

BE , BEZCRKRRINEY T —EFHVLANILEE & TVLANZIRV345P LR, EEX
BRELETHMVLAN, fli0 , VLAN3OOR B F#A192.168.3.xBMarketingZ2 I By
, VLAN40OR & F#84192.168.4.xH AccountingZ2 M 89,

REREIP ()
MBEFEE@EBOULUFREMVLAN |, AU AZRBIETE —EFEERIIPHHE W 7 55
BRBMEE AU, ERSERAVLANEKRAERER, £HABRT , FEEIPTAE
R, ERREFEIPHINHFEAES , SRAER T RS TR AE Pyt BY
ERE.
MBAFEEFEFTEIPHH , TUES AN T —.

SR
iEE F AN > Static DHCP., ZiZEN#iE R,

Static DHCP Table

- &

Port Settings O Name



/content/en/us/support/docs/smb/General/Best-practices-for-setting-a-static-IP-addresses-in-Cisco-Small-Business.html
/content/en/us/support/docs/smb/General/Best-practices-for-setting-a-static-IP-addresses-in-Cisco-Small-Business.html

B2

REEFHEStatic DHCPEM ., EARHIF , RERKRE,

Static DHCP Cance
Static DHCP Table ~

+Fw &L

O  Name MAC address Static IPv4 Address Enabled

¥ | Printer 00:11:22:33:44:55 192.168.2.10 Enabled

EEIR (W)

BUEEEBIEENEETERBALASRNAERE. EATRESRENHERR
ENLRHENMRETHNREERES. WARTUEKEHERES , DHRREES
BYNES, CETUUNRERBRBCARLPFRUSHRBENGER. LAHEER
BRE=FEARANGEESE.

HERBRBCARARESORE, TURIERENFE=ZLUHHNBERE. EREHL
MUHZENER AR, BEL  CARZEENRR , ARREBENEERBSEUR
RERESERE. REENFE  URERFEBRS. EZHCAKY , wfiREENE
AR, ENEERES, LRETUFEAERTHIENER L, AR, ETLLEAR
RYBXFARE ( VPNARARSR ) 3 EERIFHRE,

E4£CSR/BR

SR

EAZRBESENERWebHNERRESR , A% 1EEAdministration > Certificate.

Getting Started

e- Status and Statistics

File Management
Reboot

Diagnostic



S

#—T "Generate CSR/Certificate . &g "ELECSR/IZRE L HHo

Import Certificate... I Generate CSR/Certificate... l Show Built-in 3rd-Party CA Certificates...

SR3
EEFEBUTAR

REEENEER
- BEERE — ERHBCHNEIEREENRLERFTEB(SSLEE. EFET
ZEME, lﬂ%ﬁﬂ%ﬁl%%uiﬁﬁ‘tﬁ&iﬁﬂ\ﬁﬁ BIfEEBUELL RS
c REBRBER —ERLABREMREPK) , EXIBEHEBMBLREHRVE
HEE., ChEEEERSE, lilf%ﬂﬁﬁmﬁ'cﬂﬁ E’Jo
. & Certificate NameffZ P B AE BB BUERB R, ERMUTEAZ , BTETEERK
MEFHF TTo
. ( AIiE ) £Subject Alternative Name[BiZ[ T , & — T Bk, BEIHE .
o IPHh3E — B AMBBSABEE 1% (IP) e 31t
- FQDN — & A ST £ BRE 13 & (FQDN)
- EFHH — AT FE Gt

. TESubject Alternative Namet# {7 , & AFQDN,

. f€Country Name FHLEE FEEFEHEB S ZEFMNBEISR/ER R,

CETE (M) L TEBBST). MR ARBIIENN, B, HESHENSBIME
o

. T£Locality Namef iz i A MBS AT E Y it S T Y B 18,

- BALESEEMNER, NREZLVNEGESBECESHEM , FE TEREHE. ¥
UM ARESRFENER. TEERARKRET.

T THEBEBENER MUTRARRE  UESBEBRN BB,

ELRAERUTRARRE, LEBAXERCHHEFAIENRENTLRERE,

- BAFEERBENAENE FE 4,

. #€Key Encryption Length THIEEH | EESBRE. EEAS12. 1024712048, @K
EHX 6 FERERL,

- TERSERE. MU BARSEERN KR, FHRER360,

. ¥ —T "Generate. »



© rvassp-rvasse »

Certificate O -

Generate CSR/Certificate

/" ™
Type: Self-Signing Certificate v
Certificate Name: TestCACertificate
Subject Alternative Name: spprtfrms

O IPAddress ® FQDN O Email

Country Name(C): US - United States v
State or Province Name(ST):| | Wisconsin

Locality Mame(L): Oconomowoc o
Organization Name(Q): Cisco

Organization Unit Name(OU) Cisco Business

Common NMame{CN): cisco.com

Email Address(E): @cisco.com

Key Encryption Length: 2048 v

Valid Duration: \ 360 j:iay:i (Range: 1-10950, Default: 360)

MESREEXERE "BEXRL Fo

Certificate Table A
O Index = Certificate s UsedBy + Type s SignedBy = Duration = Details Action
O 1 Default WebServ... Local.. Self Signed From 2012-Jul-12, 00:00:00 GM E _‘!‘_

To 2042-Jul-05, 00:00:00 GMT

0 2 TestCACert... - CAC.. Self Signed From 2018-Apr-04, 00:00:00 G == e
To 2023-Apr-04, 00:00:00 GMT

O 3 Rauter - Local ... CiscoTest-... From 2020-Cct-01, 00:00:00 GN E _‘!‘_
To 2022-0ct-01, 00:00:00 GMT

0O 4 TestCACert... - Local ... Self Signed From 2020-Nov-19, 00:00:00 Gh = e

To 2021-Nov-14, 00:00:00 GMT

Generate CSR/Certificate... Show Built-in 3rd-Party CA Certificates...
Select as Primary Certificate...




B, SEXCEERVM4SPIRESR LERIEL TESE,

EHEE
e -y

£ THE . (Certificate)®igHh | BHFEEHNFBENRI SR , RAEEZEHETR.

Certificate Table ~
O Index $ Certificate + UsedBy = Type s Signed By + Duration % Details Action
O Default WebServ... Local.. Self Signed From 2012-Jul-12, 00:00:00 GM E _‘!‘_

To 2042-Jul-05, 00:00:00 GMT

o 2 TestCACert... - CAC.. Self Signed From 2018-Apr-04, 00:00:00 GN E _‘!‘_
To 2023-Apr-04, 00:00:00 GMT

o 3 Router - Local ... CiscoTest-... From 2020-0ct-01, 00:00:00 GN E _‘!‘_
To 2022-0ct-01, 00:00:00 GMT

M 4 TestCACert... - Local ... Self Signed From 2020-Nov-19, 00:00:00 G E .‘_f!

o To 20271-Nov-14, 00:00:00 GMT e

E-THRAUELEE, BEBETE
2 PKCS #12 — 4B IBERE(PKCS#122 M p1 2B BB ELBE, =2
RIBTREMBER , UEEEL. EANRBRERFHEETRE.
- PEM — BB @A EH(PEM)BEE ARAWebf@ReE , RACAUFERRELRSE
B YA RENRBRERBEER,
- MRIBIZEPEM , REZ — TExport.
T THARE, BUTFRARBUREEELNESR.
- ERERZRBEE AP EHRRARE,
. f£Select Destination[&13], , B&##PC , 2 B i 7] M —818,
. ¥#&—T TExport. o

Export Certificate

® Export as PKCS#12 format

Enter Password | seseeees

Confirm Password | sseeee

O Export as PEM format

Select Destination to Export:

@Pco



HM3

"Download ( T ) 4 AT HKER—FRERTHEHRNNER . BREEKBEIER
I:F-Fao E_-F rOKJ (EE)H:E ) o

Information

o Success

N
[ es ]

RiE , BEKCEERVI4SPRIIRER LA ELHES.

EAEE
e -y

#% — T Import Certificate....

Certificate Table ~
T
O Index = Certificate + UsedBy 5 Type s SignedBy = Duration = Details Action
O 1 Default WebServ... Local ... Self Signed From 2012-Jul-12, 00:00:00 GM E _t_

To 2042-Jul-05, 00:00:00 GMT

o 2 TestCACert... - CAC.. Self Signed From 2018-Apr-04, 00:00:00 GN E _!‘_
To 2023-Apr-04, 00:00:00 GMT

O 3 Router - Local ... CiscoTest-... From 2020-Oct-01, 00:00:00 Gl E _!;
To 2022-0ct-01, 00:00:00 GMT

O 4 TestCACert... - Local ... Self Signed From 2020-Nov-19, 00:00:00 Gh == X

To 2021-Nov-14, 00:00:00 GMT

( Import Certificate... J Generate CSR/Certificate... Show Built-in 3rd-Party CA Certificates...
Select as Primary Certificate...

SR2

CRTHEEPREZEANFSEE, BEIFE
o R EE — ASFLERNES
- CARE — HIZFENE=FHERRERRINRSE  ZE= S HEZRBCRT
FETTESHEARLEREN.
» PKCS #12 Encoded file — A MZBFRLEPKCSH 122 RAFRREFBENER

o

. £ Certificate Name{ T AR EN BT,



. WRE#12TPKCS , 557 Import Password iz R A ZERNHIE, B,

3o
RBR-TEERUEARS, RIESHE
» fEPCE A
- )EUSBEE A
- IR AR ARBABIUSBEEENZR | B TRRUSBEA L BEEEEZRBE TR,

- NRIEEEFE "HRUSBEA
. #—T "Upload. »

Certificate

Rk ELER

, 36 B B ER AR B BHUSB |, FE—T "RI#. .
BT TEEER) RBWEREENESR,

ol -
Import Certificate
Type: PKCS#12 encoded file  ~
Certificate Name:| cisco o
Import Password
Upload certificate file
® Import From PC
e TestCACertificate
Import From USB C
S 2. N = = = =
BIh%E B EEEAE TRE HH,. EERFERREEANES.
Certificate Table ~
)
O Index = Certificate ¥ UsedBy + Type s Signed By = Duration = Details Action
0O 1 Default WebServ... Local ... Self Signed From 2012-Jul-12, 00:00:00 GM == 2z
To 2042-Jul-05, 00:00:00 GMT
0 2 TestCACert... - CAC.. Self Signed From 2018-Apr-04, 00:00:00 GN == i
To 2023-Apr-04, 00:00:00 GMT
O 3 Raouter - Local ... CiscoTest-... From 2020-0ct-01, 00:00:00 GN E _‘!‘_
To 2022-0ct-01, 00:00:00 GMT
O 4 TestCACert... - Local ... Self Signed From 2020-Mov-19, 00:00:00 Gh E _‘!‘_
To 2021-Nov-14, 00:00:00 GMT

Import Certificate... Generate CSR/Certificate... Show Built-in 3rd-Party CA Certificates...

Select as Primary Certificate...

B SEXCEH D ERVI4SPEHGFLEATESE,

{EFIRMRABNIRVI45PR Bt AR G M 1T BbAREE ( 7138 )



BAREH EEAMBERNRVI4SPIHEHFEERDTIME. WREEERBR , LB
B TR GE A MR B MIRV34x R 3138 p 2R A M 1T B B

MBE  HERRTRVMSPERHENEE | LEESEBELNERNCERIERS,
BEdECBW140AC
CBW140ACBasEED A

BEAZKIBEZEHCBWI40AC EHIPoEE ARV345P L HIPoER, RV345P L HY&]
AEIR T AR EPoE |, (X it a] LAfE A H SR — (B8,

BREETENRE, XBEARBEEN100ENRBRE, LEDA S EE N BIBRER
B EBREAKEZE  EREXBENME, AeNiRHe, LEDNEeHRENE
AEEMNEARANNEL, ELEDETEZXEAKRE  FREANTT D,

FAP EMIPoEZ A LT IBE ReE AN IRMBLANGY L1T8ERE , MR ERIEMHE
X EFRERIEREREE,

MELBPBEABTEHN, BHENAN K SHRASHEEEALKRERRE , LECisco
Business-Setup SSIDERERMIWI-FiRIERF, MFEERHE , BHRHEHow to Reboot
and Reset to Factory Default Settings on RV345x Routers.

EWeb UILERE140ACEEBREAR

BRI LERABEEAREN R Web UIRREEAR, AXERAWeb UBETTERE , BRETE
SEHERE  BEME# L NREVET-HHEABRDEARK , FR—THH
BBRARIRA,
MREERSHREE , F2RAXNRELEIRETES

SR

EIEWPCL | #— TWIi-FiBl/R 1212 CiscoBusiness-SetupEiF B, E— TELH.


/content/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5471-configure-the-mobile-network-on-the-rv34x-series-router.html
/content/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5495-reboot-or-restore-the-factory-default-settings-of-the-rv34x.html
/content/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5495-reboot-or-restore-the-factory-default-settings-of-the-rv34x.html
/content/en/us/support/docs/smb/wireless/CB-Wireless-Mesh/kmgmt-2892-tz-total-Network-Configuration-RV345P-CBW-Mobile-App.html

WAPS571

CiscoBusiness-Setup
* Secured

v/ Connect automatically

Airplane mode

MREVBEABTZHN. BREAN , FRABHEEAHKTERRE , UECisco
Business-Setup SSIDEEREZHIWIi-FIEE,

HM2

A RS Ecisco123 , A% — TNext.

CiscoBusiness-Setup
Secured

Enter the network security key

SM3

CHREIUTEE. ARE—RAREE—ALE , HE—TNo.



ﬁ Elscn Business-Setup
Secured

Do you want to allow your PC to be
discoverable by other PCs and devices on this
network?

We recommend allowing this on your home
and work networks, but not public ones.

Yes No

REEAS — B2 BiE& R CiscoBusiness-Setup SSID, MREF—_ALBERER , ©F
BLER, NREBELERESSIDECHIZN , AT EMEEEYT 7T ER. BN
BEAPIEEH,

SR4
BRE , WebBIBRERBHEEMECBW APREEE, BRI, BFRBWebBIESR , 10

Internet Explorer, Firefox, Chrome= Safari, FTEf st % &F , £ A
http://ciscobusiness.cisco , A% ZEnter, 7£#E L& — T Start,

asco. Cisco Business

Cisco Business Wireless
Access Point

Welcome! Thank you for choosing Cisco Access Points. This setup wizard will help
you install your Access Point.

Cisco Systems, Inc. All rights reserved. Cisco, the Cisco logo, and Cisco Systems are
registered trademarks or trademarks of Cisco Systems, Inc. and/or its affiliates in the United
States and certain other countries. All third party trademarks are the property of their
respective owners.

MRERBEIZME  FEEHLPE  AEEFIARER. TRILBRER |, £




Fnttps://ciscobusiness.cisco® A, MREHWebBIBSZEA hitp./BEIER |, RIFEF S

A https.//SRIEEXEE B FT O &,

S5
BB@W AL TATEYEESIRF !
- EEEBFRAEER (RZ24EFT)
- EEERE
EEFVL: EIEE%-{E%

BRI LUBIBEF R Z RSN BN RRBERRER, BT Starty .

MM
CISCO

sco Business Wireless 140AC Access Foint

B Show Password 4

Crgdantials will ba usad 10 managn 1 ACCESS. Poing

Start 5

B S RAEBAI PR cscoR MBH. HRERE  CHUBD TR
=h)

Eﬁﬂl



,"

-

s Wireless 140AC Access Poin

This site says...

ciscn a5 Username Password i not allowed 1o configure far
SECLEIRY FEAAONE.

S ER6
BB A LT ABZREZEEAP:

- TAPER
- BZR/H[E
- BHIM B
- K&



atfien)n
CISCO

Cisco Business Wireless Access Point

1 Set Up Your PrimasyAP

Primary AP Name | Test

Country United States (US) - © 9
Date & Time  04/09/2021 i 91z 0
Timezone  Central Time (US and Canada) - © o

Mesh () © e

REAEFTEEZVHRMERE , TRBAMEE, ARBERT  REEEREARE,
EIE

( W ) B LA BCBWI40ACRIAFFREIPULAREER BN, &8 , N EHKHDHCPE
fRESEEUPHu, EREREIP, FBAUTAR :

. EE Pt
- THRRIES
. TEERFE

# "Nextsy (T—%),

élﬂwhhﬂﬂhm AR (Wlanapemaenn Menworh)

Managorsak 152.168.1.50
Surat 2252252250 B
Caleh O 152.168.1.1 |

ENEN ©
ARERT |, EEERERAMRE,

S8



BIBEA LT ABE B RAREE
. MR AR
BERZSM
. BIGERE
. RIS ERE
(T ) BEERSRAEREEEE.

& "Nexts (T—%),

2 Create Your Wireless Network
v

Network Name | CBWWian eo
Security | WPA2 - ee

Passphrase sescnene ee

Confirm Passphrase | esssesse 0

@Show Passphrase ) e
Back l Next ' e

Wi-Fi{R 2 55 B (WPA) B 2AR (WPA2) B Wi-Fige £ f & B %,

HR9

MR E IR — T Applyo

Cisco Business Wireless 140AC Access Point

CISCO

Please confirm the configurations and Apply

1 Primary AP Settings

Usermame Admin

Primary AP Name  Test
Country  United States (US)
Date & Time 04/09/2021 9:14:16
Timezone Central Time (US and Canada)
Mesh No

MManagement IP Address DHCP assigned IP Address

2 Wireless Network Settings

Metwork Name Test123
Security WPAZ2 Personal

Passphrase: *%*%*x
~—
Back ' Apply ’

FB10

B—T "OK, LAERAERE.



Primary AP will reboot after these configurations are applied. Click Ok to continue or click Cancel to return to the set up wizard.

.
( OK ) Cancel
N —

ﬁﬁgﬂﬁjﬁi%ﬁm@j%ﬁﬂ% , j@ﬂ%%EuLj\ngo EwﬁE%§10ﬁﬁo

Saving the configuration...

This may take a minuta.

EEHSIEHE , EAMPHWLEDEREZSERECER, ELEDERERAKRE  EBET
—%, MRLEDSZEBEBRIACHEENX A AXRTENPEPREDHCPHRIRSE. BR
APEFR|3 M = E 5 DHCP A RESHI BE 25,

SR
HIPCLIWERRE | WRIELGRENHMEE. H—T "Connecty »

CiscoBusiness-Setup SSIDAGTE EF BB & H K.

/r,:l

Secured

+/ Connect automatically

Comect

7 @
Mobile
Airplane mode hotspot

HR12



BIRXWeb RIS 88 3 88 A https:/[CBW APHIIP#4F], B4& | 45t 7 LUTE 31k 51 82 A
https://ciscobusiness.cisco , SRR IZEnteri,

» ) & https://ciscobusiness.cisco/

ull

EERELSERHRE A hitpsTi T = http,

SB13
#—T TLoginy

Al .
asco Cisco Business

Cisco Business Wireless

Access Point

Welcomel Please click the login button to enter your user name and password

® 2015 - 2020 Cisco Systems, Inc. All rights reserved. Cisco, the Cisco logo, and Cisco
Systems are registered trademarks or trademarks of Cisco Systems, Inc. and/or its affiliates in
the United States and certain other countries. All third party trademarks are the property of
their respective owners

R4

EFH EEEEE’JZ@%%AO E_-F rOKJ (EEE ) o



I

asco. CISco Business

Windows Security X

Microsoft Edge

The server ciscobusiness.cisco is asking for your user name

and password. The server reports that it is from Cisco
Controller.

admin o
\

® 2015 - 2020 Cisco Systems, Inc. All rights reserved. Cisco, the Cisco logo, and Cisco
Systems are registered frademarks or trademarks of Cisco Systems, Inc. and/or its affiliates in

the United States and certain other countries. All third party trademarks are the property of
their respective owners.
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B s Re$EH BAPHIWeb UIEH,

sl fuailis 1)
© U o buiness Wisiess oA Accsspomt b @ B =
ﬂ Monitonng
n
_ ?
Network Summaary o
ACCESS POINTS = CLEENTS

BT LPlabCHL
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SRR R BRI R
MBOEEARE , BRAL TR ;
. RIRRIE T ERN RS ERBAIGR(SSID), EELAEREBRINER.

. BB ERARERHE ENEAVPN, SEEAHESIGNBEREEHEEAN
. BEETRERAEMVPN, #l0 | Android(Pixel 3)F #4 F Google FitE & RIFIR RS

, CE—EAREVPN , BEEBAETBEER, EEHEAP , EEEHIEE,

. E Fhttps://<EAPH P> A T EAP,

ETUIRERER |, ERIERE Aciscobusiness.cisco , IZR1EWebZIE 25 # A Pt
, B TERE Ahttps:// iso RIBEWERE , BB TTREE BEIEFE T http:// since , ERE
BRBEABTANEE,

- EEBRRESCHAAPHIREEWeb VI BB BBEMEBHRERE , FEWebBIESS (K
f5lvh BFirefox ) H#%—T "Open ( BRL ) 4 Z#E , BE| "Help (BB ), > T
Troubleshooting Information ( BFEHEBRERR ) 1 , REIZR—T "Refresh Firefox ( I#T
Firefox ) 4 o

£ FWeb Ul BCBW142ACMBR IKE 28
BEARELMAENERRE K REMBBMRERESEDT !
S
KW ERREFIFEAZFIRVEN RS, L TESABRERBEAMACH I,
SE2
EEARN1098E | UERRBRESBRE.
SB]3

FEWeb BB F i A T EAR(AP)IPHst, 32— TLoginAZARIEAP,



Cisco Business

Cisco Business Wireless
Access Point

Welcome! Please click the login button to enter your user name and password

R4

WABNREAEEBNEREBIRUGBEEAP, E—T TOKy (H#E ),

Authentication Required X
https:// is requesting your username and password. The site says: "Cisco Business
Wireless"”
User Name:ﬁ h ‘
Password: ) ‘
o O
i -
E ¥ FWireless Settings > Mesh, #&RMeshE A, #—T "Applys o
e "cl|'s'él‘;‘ Cisco Business Wireless 140AC Access Point A @ z 'u'
*R Monitoring
? Q

i‘.‘k Wireless Settings
N WLANs —

% Access Points . m
& WLAN Users

& Guest WLANs

’

ﬁ' Management

-ts Advanced

To add Mesh Extenders to the system, click

Wireless Settings >> WLAN Users >> Local MAC Address

General Mesh Backhaul Slot Ethernet bridging

Backhaul Client Access [;IJ

Mesh Backhaul RRM




HBR6
WMRMeshid REEA , WAPTTREREE#H 518, RREE T —EELRE , ARERSI
8, . EXNTERI100E, TEFREBYE , LEDEUSBEXIRIEE , EHR
BhikeH  SREBRAEKE, MeNRAE, LEDNEALRENGCREEVZE
BIER=RN: OF -3 (8

BTH

BB EWireless Settings > WLAN Users > Local MAC Addresses. #— T "Add MAC

Address. -
e ]
o e 'c||slc|°' Cisco Business Wireless 140AC Access Point A ® = &
@@ Monitoring
¥ (Wireless Settings ?2 Q
N WLANSs 1 WLAN Users
% Access Points
0
)
% Guest WLANs (3
& DHCP Server WLAN Users (Local MAC Addresses) (2]
% Mesh
Search
M- Management (4] ©
Refresh Number of Blacklist:0 Number of Whitelist:2
< Advanced Ve
Action MAC Address Type Profile Name Description
 x 68:ca:e4:6e:15:58 AllowList Any WLAN/RLAN CBW142 Mesh Extender
@ % a4:53:0e:1f:e4:88 AllowList Any WLAN/RLAN CBW140AC-e488

SR8

BWAMMRIERSZNMACHE I FIEREA, BB Type as Allow;FE, #® T HLRE FiRIZ Profile
Name. #&—T "Applys o

Add MAC Address

MAC Address ( 68:ca:e4:6e:15:38 ) o

Description (CBW142 Mesh Extender) © ()

Type (O Block list ® Allow Iist_) e

Profile Name (Any WLAN/RLAN D o

o@=

SRR



REEA LB D Ksave icon , BRBEMEERE.

2 Q A oB)= =

HEEERRERF[ES LIRS R,

£ AWeb U EN EFH M
FERBE-—EESR | ENRBOSLEERS  ERBAEEAWeb UK SEENT
TEFIH 5.

ERBRNERTTAPHENREBRE , FHTUATESR,
S

E—TWebMEA LAWgearE R , A% — T Primary AP Information.

Primary AP Information

Frimary AP Name Cisco Buisness Wireless
Model CBW-145AC
1415DEF1

avs. 17 hours, 45 minutes

Frimary AP Time Sat Feb 27 10:05:15 2021
Timezone San jose
Country Multiple Countries - US
Management |IP Address 10.10.10.7
Memory Usage 63%
Max Access Points Supported 50

HBR2

HBRETHRAEZHTNERERE, MREANEREETEENHR , FHAREE,



AP Information

Primary AP Name

Model CBW140AC-B

Serial Number
(Software Version 10.0.251.24 )

Up Time 5 days, 1 hour, 57 minutes
Primary AP Time Sun Mar 29 16:50:26 2020
Timezone Central Time (US and Canada)
Country US - United States
Management IP Address 192.168.1.125

Memory Usage 55%

Max Access Points Supported 50

MRIGETHREFMARANERE |, ISR EE T WLANSER 7 o
HB3
feRE R SR ERN.

#HE T " Software Updatey {85 , HP E BB RS HIETELE,

Software Update

<10.0.251.24>0

ﬁ- Management) @

@ Access

% Admin Accounts

@ Time

v Transfer Mode  TFTP v

Advanced IP Address(IPv4)/Name *  172.16.1.35

BRI UEFHCBW AP , W HAEMBREAP LN ERIRE,

1 " Transfer Mode, THIBEA#EZF "Cisco.com. o

Transfer Mode Cisco.com v

\utomatically Check For Updates HTTP

TFTP
Last Software Check
SFTP
Latest Software Release @isco.com )

HBR4

ERFAPRERAEDRERREN , FEHHREEHN FALEEFEEEnabled, 3

Ka



BT,

Transfer Mode Cisco.com v

Automatically Check For Updates (Enabled v)

TRERBERER , MRCisco.com LR T EMNRMBHEBNERER , A

- Web UIf LA Software Update Alert B R A& Ak ( RRE ) . ER—TZERBEAN
BRENE@E,
- Software Update B HIE&BHY Update iz it E B -

Wl lal ]l 0
e CIISCIO Cisco Business Wireless 140AC Access Point ? Q o

Software update is
available for your
Cisco Business
Wireless AP/APs on
cisco.com

Software Update

10.0.251.24

Transfer Mode  Cisco.com v
Automatically Check For Updates  Enabled N
Last Software Check SEriVar2710:44:29 2020
Latest Software Release 10.0.1.0 (2]
Recommended Software Release 10.0.1.0 e (2]

SB5
#—T "Save, . EEREFEFHEAN B BHREFFTATREIRE NER.



Transfer Mode Cisco.com v

Automatically Check For Updates  Enabled v

Recommended Software Release _ 0

(_seve L updae

Last Software Checki@ VB~ EX BB FHHBRENFEE. BUERKR -—TH
SEE M RRE SRR BRI ARG,

Transfer Mode Cisco.com v

Automatically Check For Updates  Enabled o v

Latest Software Release 9 9
(?)

Recommended Software Release

6

BT LABERF R — T Check NowF BhETEERE,



Transfer Mode Cisco.com v |

Automatically Check For Updates  Enabled v

Recommended Software Release _ g

B7H
ERERREN , FE-TEM.

Transfer Mode Cisco.com 7

Automatically Check For Updates  Enabled

Recommended Software Release _ 9

3 " Software Update Wizardy . ZEBEESRIEFSIEEZTRAT=EES .

- Release ( lR#&< ) E& — IEEREEM I HEBHRBRAE R KN EBRA,

- Update E® — IEEREEAPHIE. BRLLREVRITR , Al LRBUR TR, B
FAPREAERGRATHTHEBBERKE , FHEPAuto RestartBRENUT o

- R ER — MENENIEE,

RIBEBERAERAERIE, EE—T Confirmzal , &7 LARERIRE B E[ B R,



Cisco.com Software Update Wizard

Release Update Confirm

Select software version for updating Cisco Business Wireless:

@ Recommended Software Release 10.0.1.0
O Latest Software Release 10.0.1.0

S8

#—T "Confirm. ,

Cisco.com Software Update Wizard

Release Update Confirm

You have selected:

Update Cisco Business Wireless APs to the recommended software
release

AP will be reset after all Access Points are updated

- =D

#EWeb UIEEIWLAN
D A FHAR Y SR E AR (WLAN),
S8

B 'E ZWireless Settings > WLANSA I WLAN, A% i#ZEAdd new WLAN/RLAN,

i
e 'c||slclo' Cisco Business Wireless 140AC Access Point

@B Monitoring

1
£ Wireless Settings

N 2 WLANSs




S

EGeneral&R5I1ZEBT , WMALUTENR :

. WLAN ID — BWLANZE —Eg=F
. BBl — #EZEWLAN
. Profile Name — 8 AZ /5 , SSIDEEBEXRMHRNETE, SBALEHE— , BTEEEIB

31{E=TTo

EURHIH , ATRAUREATRRE B HERE  UBEEUATEAREEEM.

- SSID — B EREEZ BB AAESSID, MREES , AILERE. BWLEE— , B8

1B3118 5 7T,

. Enable — FERIFRUAMEBAFEWLANE BB,
. Radio Policy ( iR EXE ) — BELEAUEERE BAI, LUE2.4GHzM5GHzE F i

A BAFs R A B o

. EIESSID — BELFHLERESSID , AEKHREZ BB,
. Local Profiing — B R H#EMALBERUBAE Fin LETWEERRIREERAEER

o

#—T "Applys o

Add new WLAN/RLAN

General WLAN Security VLAN & Firewall Traffic Shaping Scheduling

WLANID | 2

Type | WLAN - e

Profile Name * Engineering

SSID *

Engineering e

WLANs with same 551D can be configured, unless
layer-2 security settings are different.

Enable ()

Radio Policy

ALL v | ©

Broadcast SSID ()

Local Profiling 9

HB3

A HE AN WLAN SecurityB ..

EARRGIF , LTREREBTFER

AEMR, MEIEEEENMACERBKEM. ARRESEEBENFEEASET &



RER.
- WPA2 Personal - Wi-Fi Protected Access 2 with Pre-shared Key(PSK)Passphrase
Format - ASCIl, BERREAELASBPSK)HWI-FiREIHE2,

WPA2 Personal 2 £ FAPSK & 7 B 38 RIREMER N 575, PSKIEEAP, WLANZ £ KB
THEFiH ESBIERE, WPA2 Personal FMKEBAMER 1 B4 B8 [ IRSS,

- BB N- ASCIRE R ERE.
A FRF@MAT AT
- BRERER — E-TERIRARTRELE ANBRIHERE,
- BREE —WABRBEENEE (BH)
- FERERIBBE N A B RETHER

#—T TApplys . EFSBBRAAFABIWLAN,
General WLAN Security VLAN & Firewall Traffic Shaping Scheduling

Guest Network

Captive Network Assistant

MAC Filtering o
Security Type WPA2 Personal v
Passphrase Format ASCII v

Confirm Passphrase *  VerySecure

Passphrase *  VerySecure e

0 Show Passphrase

Password Expiry 9

oD
SR4

AT —TWeb U R A L AR LW save Bl RRFBFHEE-

2 Q A oB)= = @

ERBEBRIMWLAN , 5iZEWireless Settings > WLANs, £& & ZSEEWLANER
=mE2 , WERFHFTHWLAN,

1) Wireless Settings
Y 2 WLANS

& WLAN Users

& Guest WLANs

¥ Mesh Add new WLAN/RLAN

ﬁ- Management Action Active Type Name ssiD Securlty Pollcy Radio Policy

3 @z x Enabled WLAN = Ppersonal (WPAZ)
=n Advanced

)z x Enabled WLAN Engineering Engineering ~ Personal I(WPA2)



HEEBRYNHMWLANEEEL SR,

RMRARE R

BiE , CEREMAEAEE , YCERFETRDY. BF-LREF , RUETURE
B AT EAE S

- EAWeb UIE 55 FWLAN ( A2 )

- BRAEXS 4 (758 )

- EEWRSHT (AR )

- RS SR T 4 30 BB 46 (5F F TR A AR B |

£ AWeb UIZ M Z5EWLAN ( A& )

FEWLANAHFFESELEN ERCEEEMEEK,
SR 1
E AR EAPHIWeb Ul, BRAWebi2IE 253 &5 Awww.https://ciscobusiness.cisco, 7E#&

ERIEZE , THEREEE, BALKER, £0T508EH A TAPKIPE IS

To

2

BB ZWireless Settings > WLANs T 22 3 R [E 1A 5 (WLAN), R%ZiZZEAID new
WLAN/RLAN,.

el ]l
e Cllsclo Cisco Business Wireless 140AC Access Point

@R Monitoring

ﬂ Wireless Settings
N ® WLANSs
. -
¢ Access Points 1 1
& WLAN Users
& Guest WLANSs

s WV i A
N Add new WLAN/RLAN |

Action Active| Type Mame| SSID Security Policy| Radio Policy
*‘ Management [E Enabled WLAN EZ1K EZ1K Personal(WPA2)  ALL
& x Enabled RLAN DEFAULT_RLAN DEFAULT_RLAN Open NIA

-‘.'u Advanced

S BR3
EGeneralR5IZEBT , MIALLTER :

WLAN ID — BWLANZEZE — (@& =F



Type — EEWLAN
Profile Name — 8 AZ /5 , SSIDAA EHEXHEMNEZE, BBLAME— B
31E=F T,

EnRpls , ATRAURERTERE  ESFHMERE BB EEUATELXEEE M.

E_

SSID — BlERBBAESSID, NMBREEE  AUEXRE. BBSEAH— |
B31EFTT,.

Enable — ﬁﬁﬁﬁ&)ﬁﬂﬁﬁ‘u@WLANEﬁiﬁm

Radio Policy — B &8 I IRIBRE BANl , LIE2.4 GHzHI5 GHzE F i a L 55 R #8.2%

E%SSID—ET%"!@%“%EESSID , LEREREARA.
Local Profiling — R &ELERMANBEURERFH LETWEERRIRAFEHESS

o

T "Applya o

Add new WLAN/RLAN

General

WLAN Security VLAN & Firewall Traffic Shaping Scheduling

WLAN ID | 2 v o
Type | WLAN v 9

Profile Name * CBWGuest

S50

WLANs with same 551D can be configured, unless
layer-2 security settings are different.

CBWGuest

Enable ()

Radio Policy | ALL vy ©

Broadcast S31D ()

Local Profiling (2]

SR4

B E A WLAN SecurityB 8., ELRBIF | BEFETUTEE,



- B — R

. Captive Network Assistant — SR EFAMacsI0S , BRI EMAT. WIHEEBEER
B AR B B EDE WebFE SR R EDRIE IR I P 7 E. AR E M EiPhone B SRV
—EREMBF(URL) , R ZEME , BIRZARBERIBTA  BFELE-PHNESR, W
RERBREERE , AREESINEE T F AR |, X BER M REI BB F
(CNAEB R EIMRBIER B REZBEAEPBZEAFMF. EEOE S MRE5IZ(SE)E
TP FRE , CNATRER T, EAPPRIEZIRBIESREL,

- BEIMERME — EERMAGEREERER , MBI TR, EAREETRARSMEE
BIWebPI FHIEL B, ##EInternal Splash Pagefd i FEE%#ICisco WebFiF B2 FE . R
& E AR A EBRIWeb R IREFHE/T R BB F B8 , 5518 FExternal Splash
Page. Itk , £ TUHESURL, M8 ERAREFAIURL,

Add new WLAN/RLAN

General  WLAN Security VLAN & Firewall Traffic Shaping Scheduling

Guest Network () o
Captive Network Assistant () 9

MAC Filtering

Captive Portal Internal Splash Page v 9

Access Type  Social Login v
ACL Name(IPv4) None v 2]
ACL Name(IPvE)  MNone v 2]

EHEFP , BELCRALREAETHREBNWHEWLAN, FHAEERILGHE
WLANE , REEXEHENSnIENARBZAETET , BT UE LK FGoogleM
Facebook®I & A&eR, & 0 LA HGooglesFacebookik F & A LAFS M Internet,

S5

EUHEELE , RTALREFRIREZEAccess Type, EXRRHIF |, i##E T Social Login, ER
REFEHE A HEGooglesk Facebook R HE 1T & 17 5% 3% F 55 R 48 5% BV 1B 18,

AR B B 49 B fhEE B 4F

K EHAERE — FEFEIE, B F IR E T A &£ Wireless Settings > WLAN Users T
AHWLANWSEFEREEENFEAEEBIZRYEFTETSORE. UTEERAI
BEFEREEAYEH,

silvenfis
cisco Login



&) LA8 B E Wireless Settings > Guest WLANSRREEZNER, B EHEBWA T
HEZBEMERFAL. E—T "Applys « #E—T "Preview. .

Web Consent — RFFH B EEZBERNRRN GRS BEWLAN, SHEEAEEZEA
FREZBNZIFEN AT FZEWLAN,

EFEHMAN — SHEFERAEZSERALE 74 T REHRARAK.

RADIUS -#% b3 18 B2 /L 2R Ba 3% [ fR 2R EL & £ F -

WPA2EA — 1 FATE L A £88(PSK)BIWi-FifR ERH RS2

&—T TApplys o

Add new WLAN/RLAN

Genera WLAN Security VLAN & Firewall Traffic Shaping Scheduling

Guest Network ()
Captive Network Assistant ()

MAC Filtering
Captive Portal | Internal Splash Page v

Access Type | Social Login

Local User Accoun t
ACL Name(IP

Web Consen t M
Email Address o
ACL Name(IP v

RADIUS

S|o

ST —TWeb UIEEL L AR EHsave B R R FEFEE.
2 Q A © -~ % O

BHiE , BEECBWHRR EEI T ANSERE. BEASMREERERE,

fEAWeb UETARN 247 ( 78 )
PHDERERFEHABRKINENTE. EAFECERERNYREHELIER.
RERARENE REHETHZREZEHRE — 8. Cisco Business Mesh WirelessF
HEEEFRNERSIMIIgE. FREFEMBNITABRREFZEARSR  HPFEAR
RENER, RESEPEHREREBEERE , FEBELURRER, HaRBNREINES
E—AREA, SRBEFHEEFNQOS,

B

MRREINEARER , FEMINEFLANRE,

=

HBR2



EREBELT , ERAREER  FHA "EHR, BE, BFER—T "Wireless
Settings. o

an Monitoring

1]
[ ] |
Access Points
Clients
Guest Clients

Mesh Extender
© Applications

v} Rogues

Access Points

Clients

® Wireless Dashboard

AP Performance

Client Performance

£ Wireless Settings

I‘l'- Management
<

Advanced

TEEZE—T "Wireless Settings ( ERERE ) 1 ERRFFIWELL



N O
© it Gisco Business Wireless 140AC Access Point ? Q A ©

®R Monitoring

L Wwireless Settings
B WLANs

& Access Points >
N Active wLANs [
& WLAN Users

& Guest WLANs

¥ Mesh Add new WLANRLAN

3 Management Action Active Type Name ssip Security Policy Radio Policy

2 AchEme @z % Enabled WLAN EZ1K Ez1K Personal(WPA2

HEA3

B— T ERFAFERA Wireless Local Area NetworkZE il i editE 7 o

1NInr
e cllsclo Cisco Business Wireless 140AC Access Point

WLANSs

M Active WLANs B

Add new WLAN/RELAN

Action Active Type

N

' 4 'x Enabled WLAMN

HRERIEHIE TWLAN , FILEM Edit WLANEE e TEFTR :



Edit WLAN

General WLAN Security  VLAN & Firewall Traffic Shaping

Scheduling

WLANID

Type WLAN
Profile Name *  MAP

S5ID* | MAP

WLANs with same SSID can be configured, unless
layer-2 security settings are different.

Enable ()

Radio Policy | ALL r 9

Broadcast 551D ()
Local Profiling () (]

SB4

% — T B ZTraffic Shaping 2 &,

Edit WLAN

General WLAN Security  VLAN & Firewall Scheduling

WLAN ID

Type Lol
Profile Name * | MAP

S§SID* | wmAP

WLANs with same $8ID can be configured, unless
layer-2 security settings are different.

Enable ()

Radio Policy = ALL '3l )

Broadcast $51D ()
Local Profiling () ]

HBEUEEROT



General ~ WLAN Security ~ VLAN & Firewall  Traffic Shaping  Scheduling

Qos  Silver (Best Effort) v @

Switch to expert view to configure rate limit in Kbps

Per-client downstream bandwidth limit '
Per-B55ID downstream bandwidth limit '
Per-WLAN downstream bandwidth limit (]
Per-client upstream bandwidth limit [
Per-BSSID upstream bandwidth limit '

Per-WLAN upstream bandwidth limit '

Fastlane | Disabled v

Enabling Fastiane will update QoS value to platinum.

Application Visibility Control  Disabled v

AVC Profile ~ MAP

Add Rule

Action S.L No. Application Action

Maximum
500
Maximum
500
Maximum
0o
Maximum
500
Maximum
0o

5

Maximum
s00

Average Rate

Burst Rate

S5

HEEHEKS , B SURRIER T H M2, BERBEATEAEER, E—T TR

EXEEMA,

Per-WLAN upstream bandwidth limit '
N

o 1 2 = a 5 5 7
limit
Fastlane Disabled v

Enabling Fastlane will update Qo5 value to platinum.

Application Visibility Control ( Disabled -) o
AVC Profile (Enabled ) 9

Add Rule

Action S.L No. Application Action

Average Rate

SE6

‘.T'Zi - TAPP'y*Ziﬁ o



Application Visibility Control | Enabled

AVC Profile ~ MAP

Average Rate Burst Rate

|

LRRRALLERE , B RIh e HRET,
E Y7

BE—THURRMABEPAWLANFEE, RAERR—TEALEEMR LAMonitoringiEE, —B&
RE#EAR , & — T ApplicationsiZ2EIH,

@ Monitoring 1

=8 Network Summary

Access Points
Clients

Guest Clients

Mesh Extender

o

< Rogues

Access Points

Clients

® Wireless Dashboard

AP Performance

Client Performance

£ Wireless Settings

I‘l- Management
<

Advanced

MRELRZBIEARIFHRE , ENEEKA/ZA , WTFAT.
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e 'clls'clo' Cisco Business Wireless 140AC Access Point 2 Q A © = o

Applications ©

WERBRUTEN

- EARENX — 3EFZTRER

. Groups — IS REEARERNEMNEE , UEFERRMIEF
. Data Usage — lEIRIEEBFERANERE

. FHE - EARXFEANEER

BUANE-THEER , ZRUERIIWIEFETHSF  ERBRBEMBERNSZK
ERE.

teThae R R ER R L EEENWLANEFEREEA, THAR-—LERE RNANE
REXEL, ENFEARSEESAR , SFEUTENTA

- BB

o flan - BEEWASER , SSL
. EFBH

o {570 : Outlook, Secure-pop3
- BENE

o f5l#n : WebEx, Cisco Spark,
CEBNITHERERIE

o 140 : Microsoft Office 365,
. fEp M E 7

s 70 : Windows-Azure |,
- HEE — HBRRER%

> iCloud, Google Drive

- R

o N : HEEE, RE
- BREEERT

o 140 : Google-Play, 10S
.- BEFEE

o Blan : RiE, HE

tERBERHRIEZEEENEENE,



e ‘Iclrlsléloi‘ Cisco Business Wireless 145AC Access Point ? Q A C] —

Applications

S—
SEREESTLE— TRTHF  EYRERERNFLEFRAEER,

S B8
HEEEENRERBINT,
© i1 Cisco Business Wireless 145AC Access Point ? Q A @ B =

Applications

- L
B9

#— T Action TR ELLEZENMEEZRER A,



Add AVC Rule

Application icloud

DSCP | Silver (Best Effort) »
Select ANl ]

AVC Profile @ WLAN 551D

0O EzZ1kwireless EX1KWirelass
O cBWWirsless CBWWireless

[0 DEFAULT_RLAN none

TEARPIFR | FPIEEMarkP R E LERIE,

R BRI RE
BB — KBRERRNEREZSRBNRIER(DSCP)IB 2 —+ — ZFIXEAEBI AT ANEIR

BE
- Drop — BREZERENTHITEATIRE
ORERE — ARERETFERERR, REFEZE(Kbps)

SB’10

B —TDSCP# I THRAE A fE A B AP HEITIESE,



Add AVC Rule

Application  icloud

Action  Mark

Platinum (Vaice)
Gold {Video)

Bronze (Background) 5

LTREEHBREMNDSCPEE, ELEERELNEREEATRANEEERENR
BHRNEZEIR,

- (FER) —¥D
- R (BBRARED)

- B (FH)

-8B (BT )ES

- BER — EABERE

BRIEWebESl , RECMSSLAERE , ESH L EEER RGN BB TIWANEK

BRERNBAT. Bt , KBIFEBRRESEASSL, KSSLRABRESBIKE LIRF
TREEFECNEERR.

FR11

BE  AEELFENRETHEMSSIDE %R — T Select All,



Add AVC Rule

Application icloud

Action  Mark

DSCP | Silver (Best Effort) »

Select Al ]

AVC Profile (¥ WLAN SSID

EZ1KWireless EF1KWirsless
CBWWirsless CBWWIireless

DEFAULT_RLAN none

HBR12

BRI , B—TApplyBasa LR S

[0 DEFAULT_RLAN nong

A BB A M B =B

- AEIFEAERERAERE , HIEEKBREREBR, B LRSVoiceWEBEIERF
, B{ENetflix REN B EIEFUAXRERE R
. 'T:Eﬁﬁ/\lﬁlaﬁWTEQE’Jkﬂiﬂﬁ%ﬁ%ﬁﬂ&ﬁﬁﬁ@ﬁ'ﬁl“ﬁﬁﬁFE$U§$O

YT | EFARXS MR —EFRERANIE , S EBRATFiRD T RE—L
B, T —EiR,

fEAWeb UETE P4 ( W& )

ERIEHE  SERTREFHINAR. BRERT  FFHLMRREARE.
BEERALDE -



- FHE —EENEE
- ERR — KENROERE
- ERRBIRAN — EAREAY /N RA

AHELEFRNATEACEEANERENELE,

RiftE P ERERAEF G ERRESE, RETUEERERLMIIENER, f)
MfE AT EREHEBNRREIBENNERAREERR,

BA% , BHERNEFIRFMEFRTEWeb UIBY "Monitoring ( B5#2 ) 1 B2 E,
SR

#—T "Wireless Settings. o

&% Monitoring

1]

L1 ]
Access Points
Clients
Guest Clients

Mesh Extender
© Applications

vt Rogues

Access Points

Clients

® Wireless Dashboard

AP Performance

Client Performance

ﬁ Wireless Settings

I'l- Management
<

Advanced
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e "I:Ills"l:lcl,' Cisco Business Wireless 140AC Access Point ? Q A @ ! Q

®R Monitoring

L Wwireless Settings
B WLANs

& Access Points >

N Active wLANs [
& WLAN Users
& Guest WLANs

¥ Mesh Add new WLANRLAN

3 Management Action Active Type Name ssiD Security Policy Radio Policy

K2 AchEme @z % Enabled WLAN EZ1K Ez1K Personal(WPA2

HBR2

REZARBEWLANARZER , RAREZE-THEANeditER.

Inr
e C|ISCI0 Cisco Business Wireless 140AC Access Point

WLANSs

M Active WLANs |

Add new WLAN/ELAN

Action Active Type H

' 4 'x Enabled WLAN E.

HB3

EHBEMRENTERR,. EREEEENESERFELPRLEVERE. B—T
YesE i & &,



Edit WLAN

WLAM is in enable state. Editing the WLAN configuration will disrupt

the network momentarily. Do you want to continue.?

- e

SBRa

BB —T TA&#2# . (Local Profiling) YRR LN IR E S ik 247,

Edit WLAN

General WLAN Security VLAM & Firewall Traffie Shaping Scheduling

WLAN ID v
Type BIESN v
Profile Name * EZ1K

SS5ID *  EZ1K

WLANs with same 3510 can be configured, unless
layer-2 security settings are different.

Enable ()

Radio Policy ALL * @

Broadcast 551D ()
Local Plofilingl::

SB5

#—T "Applys o



Edit WLAN

General WLAN Security  WLAN & Firewall Traffic Shaping Scheduling

WLAN ID
Type DUEAHN
Profile Name * EZ1K

351D EZK

WLANs with same 551D can be configured, unless
layer-2 security settings are different.

Enable ()

Radio Policy = ALL v ©

Broadcast 551D ()
Local Profiling () (2]

6

& — T Zflf9Monitoring&B 1B E 18, &1 E 2% F inE Rl FH 18 R £ Monitoring H &Y
BRRF.

CLIENTS o e x
Client Identity . Device Type * Usage = “ Throughput

I & Anthonys-iPad Apple-iPad 1.0 GB 2E0.3 bps

2 @ Galexy-58 Android-Samsung-Galax 3.4 MB 1.2 kbps

fes o

BE , FETREZSRBENRTE, SEXHFNEZIW | BER—2EERN—TRELHR
THE!

EMHLERBRMANFFFREFNER  NLEHEIEREMAERNER  FOERM
BrEFBAZERNAATERK,

MRCEERELMXENE  FRACHERNXERT :
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/content/en/us/support/routers/rv345p-dual-gigabit-wan-poe-vpn-router/model.html
/content/en/us/support/wireless/business-140ac-access-point/model.html
/content/en/us/support/wireless/business-142acm-mesh-extender/model.html
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