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Network Devices may authenticate directly with your Cisco Umbrella account credentials, or they may authenticate using an API token. You can obtain your API token
below (all devices under your account use the same token). If you wish to revoke access for your current token, use the " Refresh Token™ link to obtain a new one.

Your Token: B!

Check out thedocumentationfor step by step instructions
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Do you want to select Expert View?
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Umbrella Global Status@

Umbrella API Token
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Umbrella
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Posted Successfully

Umbrella Global Status

Umbrella API Tokenq F'E A E N o

Apply
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E—T "Applys SARACisco Umbrella,

Umbrella

LY Enabled

Posted Successfully

Umbrella Global Status (:)

Umbrella API Token |F. EEE B =

Apply
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EBRVHEERER , 5% — TAdd Profile.

Umbrella

m Enabled

Umbrella Global Status ()
Umbrella APl Token F | H B i0

Apply

Action Profile Name Umbrella-ldentity

L YE o

£ "Add Profile Name1 & , & AProfile Name , A& % — T Apply. ZBIFEEER,

Add Profile Name

o Profile Name | Default X |

0 @D

S8

#52 Statef 7~ A Profile Registered,

Add Profile
Action | Profile Name Umbrella-ldentity ( State \
X ¢ Default Default \ Profile Registered }
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Core ldentities

Networks

Network Devices 2

Roaming Computers

Mabile

Chromebook Users

BULREENKERBERBETIH, EURFTEL I ERE.

Deployments / Core Identities

© ik Network Devices @

A Network Device is a physical piece of that DNS from client to Cisco . After the device with Cisco Umbrella, the device becomes an identity you can
manage and set policies for, with no need for any client device configuration at all. Device is done by i ion (either by entering your Cisco and directly
on your device or entering an API token), and having a serial number added automatically or manually. The API token can be generated under Admin > API keys in the navigation bar. To learn more about how to
integrate your devices with Cisco Umbrella, read here.

Q_ Search by device name or serial number.

3 Total

Device Name Serial Number Primary Policy Status
Default PS. P Default Policy © Offline
TestPolicy PS 5P TestPolicy © Offline

RV340W psll H Ex Default Policy © Active

#&Cisco UmbrellaB £ 1% 2 A BI]WLAN
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EEWireless Settings > WLANSs.
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£/ Wireless Settings
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% Access Points

% Access Points
Groups
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WLANs

N Active WLANs [V ;I Active RLANs ]

Add new WLAN/RLAN

Action Active Type Name SSID Security Policy Radio Policy
@z % Enabled WLAN EZ1KSSID2 EZ1KSSID2 Personal(WPA2) ALL
O‘ Enabled WLAN EZ1kWireless EZ1kWireless Personal(WPA2) ALL

EHRBRUTHRE, B—T "Yes, o

Edit WLAN

WLAN is in enable state. Editing the WLAN configuration will disrupt the
network momentarily. Do you want to continue.?

e 2 2]

£ TEdit WLAN, $2& % , #1F "Advanced) E&.

Edit WLAN
General  WLAN Security VLAN & Firewall Traffic Shaping Scheduling

Allow AAA Override ()

802.11r Adaptive(Default) v

Over The DS ()

Reassociation Timeout (secs) 20
DTIM Period 802.11a/n (beacon intervals) 1

DTIM Period 802.11b/g/n (beacon intervals) 1

Client Band Select ()
Client Load Balancing ()

Umbrella Profile None v

Umbrella Mode Ignore v

Umbrella DHCP Override ()
wons (I

mDNS Profile None v
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&£ "Umbrella Profiles THZBER | BEAWLANEILNRER,

Edit WLAN

General WLAN Security VLAN & Firewall Traffic Shaping  Advanced Scheduling

Allow AAA Override ( )

802.11r Adaptive(Default) "

Over The DS ()

Reassociation Timeout (secs) 20
DTIM Period 802.11a/n (beacon intervals) 1

DTIM Period 802.11b/g/n (beacon intervals) 1

Client Band Select ()
Client Load Balancing ()
|

Umbrella Profile | None v

Umbrella Mode Default

Umbrelia DHCP Override ' estPolicy
—

_—

mDNS (| )

mDNS Profile | None v

FEWLANATUETRINHEREE. FEIARKERE R Umbrellafil EERNFHEE
BCBW APEEIEM,

3
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Edit WLAN

General  WLAN Security VLAN & Firewall Traffic Shaping  Advanced Scheduling

Allow AAA Override .’:)

802.11r Adaptive(Default) v

Over The DS ()

Reassociation Timeout (secs) 20
DTIM Period 802.11a/n (beacon intervals) 1

DTIM Period 802.11b/g/n (beacon intervals) 1

Client Band Select ()
Client Load Balancing (:)

Umbrella Profile Default v

@brella Mode ‘ Forced D

Umbrella DHCP Override ‘)
wons (I

mDNS Profile None v

815

& , 1§ HUmbrella DHCP Overridet)# iz S Cisco Umbrella DHCPZ& £,

B FimEZREISSIDRFESADNS IPH# it fEDHCPRIRES BB, A T EUmbrelaEMERIEER &
Fig 4B Umbrella IP#E1E(208.67.222.222, 208.67.220.220)E3%DNS5E R, Umbrella DHCP
Override ZB&@IBDHCPELEKIDNS IP , WHE R Fin# & L& H| £ FAUmbrella DNS IP,



Edit WLAN

General WLAN Security VLAN & Firewall  Traffic Shaping Advanced Scheduling

Allow AAA Override ()

802.11r Adaptive(Default) v

Over The DS ()

Reassociation Timeout (secs) 20
DTIM Period 802.11a/n (beacon intervals) 1

DTIM Period 802.11b/g/n (beacon intervals) 1

Client Band Select D
Client Load Balancing ()

Umbrella Profile Default v

Umbrella Mode Forced v

@hrella DHCP Override ()
e

mDNS Profile None v

S8
#—T TApply, , RERFARE.



Edit WLAN

General  WLAN Security  VLAN & Firewall  Traffic Shaping Advanced Scheduling

Allow AAA Override |)

802.11r Adaptive(Default) v

Over The DS (:)

Reassociation Timeout (secs) 20
DTIM Period 802.11a/n (beacon intervals) 1

DTIM Period 802.11b/g/n (beacon intervals) 1

Client Band Select (:)
Client Load Balancing ()

Umbrella Profile Default v
Umbrella Mode Forced b
Umbrella DHCP Override ()
mDNS [ 1
mDNS Profile None v
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