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Jlealne Switch

CISCO PN\ Switch Management

Username:
Password:

Language:

SR2
EGUIA LA Display Modew , T hri#1H# 2 Advanced,
Display Mode:

Advanced

HBR3

B ¥ FSecurity > SSL Server > SSL Server Authentication.

¥ Security 1

2
SSL Server Authenticatio/ 3

SR

BIFH R —EEE AAuto Generated, &1 Certificate ID 1582 , A% & — TEditiZ#f,
SSL Server Authentication Settings

SSL Active Certificate Number: @ 1
O 2

m Certificate ID Organization Unit | Organization Name Valid From Valid To Certificate Source
L1 @

2 2 0000 2015-Dec-10  2016-Dec-09 Auto Generated

| Edit.. |)| Generate Certificate Request... | | Import Certificate.. | | Details.. |  Delete




BEERERBEE , FENWEHRE TR Regenerate RSA KeyIi 8 ALLT 5|

TRRE

nHE

HEBEN

5B

&

B 5%/4h [=

R A

#—T TGenerate, -

A Not secure| 192.168.1.254/csf94298e9/mts/ssl/ssl_serverauth_e_jg.htm

Certificate 1D: 1

® 2
(Regenerate RSA Key: M_I) o

Key Length: (@ 2048 bits h 9
() 3072 bits
% Common Name: ‘Gisco (5/64 characters used; Default: 0.0.0.0)

QOrganization Unit: ‘US (2/64 characters used)

Organization Name: ‘Cisco (5/64 characters used)

State: ‘California (10/64 characters used)

Country: Us 3072 bits

Days (Range: 30 - 3650, Default: 365)

|
|
|
Location: ‘San Jose | (8/64 characters used)
|
|
|

# Duration: ‘365
e \
= =

BB URE=ZSFCARLBE,

HBR6




WAL BT LAIESSL Server Key Table N & BlUser DefinedB &, BEHMBMNEE , REE-—T
Details,

SSL Active Certificate Number: @ 1
O 2

m Certificate ID Organization Unit = Organization Name M Valid From Valid To Certificate Source
[]

1 2 Cisco us Cisco San Jose California US 2019-Mar-13  2020-Mar-12 User Defined

g ) (oo oo Rees. ] [ imponGonsen. (| oot )

L YE

EEHIRE S |, B LUE Z Certificate, Public Key and Private Key(Encrypted)zE#i & . &7 5L
EEBNREAERPEREM. &—TDisplay Sensitive Data as Plaintext.

@ SSL Details - Google Chrome - ] X

® Not secure | 192.168.1.254/csf94298e9/mts/ssl/ss|_serverauth_d_jg.htm

Certificate ID: 2

Certificate: +—-—-BEGIN CERTIFICATE-— -
MIIDRzCCAi8CEES0bzMCJXp/nT+78tBROt8wWDQY JKoZIhveNAQELBQAWY]ELMAKG |
ATUEBhMCVVMXEZARBgNVBAgMCKNBTEIGT1JOSUEXETAPEgNVBACMCFNhbIBKb3NI
MQ4wDAYDVQQDDAVDaXNjbzEOMAWGA1UECgwWFQ2IzY28xCzAJBgNVBASMAIVTMB4X
DTESMDYxODA1NTc1NIoXDTIwMDYxNzA1NTc1NlowYjELMAKGA1UEBhMCVVMXEZAR e
BgNVBAgMCKNBTEIGT1JOSUEXETAPBgNVBACMCFNhbiBKb3NIMQ4wDAYDVQQDDAVD

Public Key: k—--—-BEGIN RSA PUBLIC KEY-—- -
MIIBCgKCAQEAuxUF71CPBJ6asoghDOEZbiFnXhflIPSFDIu0SGDtwQHJ7doPp6XVMh7ZZC1TuVWdV5jpeOJp
BCFuMH/Azj9JDR1fsVgBAFU2v0L+jhPS5VDN63iUHjeAhICMmAX1pegbLvb/A+ginie TgB/Z2EL3eT2xjJTOMyqFI
IMBPNuL4awjvit9E7IEXhBt1HLONr/cuWTLmMAOIDmImKN2CRHuz2cxjp0+uA2bY85bNefQoJbE3GEwWxACel2n4d
IMK4GFQvOxzS0A5PcsKUMEfaeF/afcBvRcpyv+y88P/DQ/Spg4xsBwjrZUDafqt2asSkir8L8yHSSD 1BWB09X5fjv1 ~

OQNAMQ+QIDAQAB 4
Fingerprint(Hex): 4F:49:F5:A0:36:C5:AC:C8:F5:A1:E1:62:4F:AD:05:B8:E7:CC:5A:D6
Private Key (Encrypted): [ —-BEGIN RSA ENCRYPTED PRIVATE KEY—- -~

lolAbmgdHV/WOCsWTno8EsO1FXk81mva9RGX2rBMhCDJjzeZjmj6aa8y4rDJmcrF98risCBJ+WVSKbjvH3UsR |l
Km1b7WO0jcoh7CYBkGlAxe5p24pgXf5QWPH2830A0qY0dAiinwlZkwPat9BUkVV813eY 1tHzHFN/1kvOpvKgguS
0085USFgFMFUpFD94YDgQ+Xpp+LDuiVPjgFh6DCXg2wBnFBzws7doSHMBU77LHOFNWybmzzmT63DNFN
igoUIpOnwskdPoigiHLjrESSJ5x/tlzkfJx2rGreHz2 AMwa1urtJv/+ysGu+R4T0++1RkiUJISCYZW7kmtwFdichMBv1 ~
[YJWPQZ0I9znTXOXgZQbtR1MGISNgrTb1V110sltb63dgRQKJ4XUdTIdQpRPgrhTrXUwXHgegCpBtqLg1DEHp 4

p = o

| (— -

S8
KERBR—ERLRE  RRLRERRAX , R&E—TOK,



@ Confirm Display Method Change - Google C... — O] X

® Notsecure | 192.168.1.254/csf94298e9/mts/kubrick/co...

Sensitive data for the current page will be displayed as
plaintext. Your HTTP web session is insecure. Do you want to
continue?

[ Don't show me this again

(o) cancs |

HBR9
B, SREAUAXEARRALE, SEXEHERIGEESER. E—T Close. -

@ Not secure | 192.168.1.254/csf94298e9/mts/ssl/ssl_serverauth_d_jg.htm

Certificate ID: 2

Certificate: --—--BEGIN CERTIFICATE-—- a
MIIDRzCCAIBCEES0bzMCJXp/nT+78tBROtBWDQY JKoZIhveNAQELBQAWYJELMAKG ||
IATUEBhMCVVMXEZARBgNVBAgMCKNBTEIGT 1JOSUEXETAPBgNVBACMCFNhbiBKb3NI
MQ4wDAYDVQQDDAVDaXNjbzEOMAWGA1UECgwFQ2IzY28xCzAJBgNVBASMAIVTMB4X
DTESMDYXODATNTCT1NIoXDTIWMDYXNzATNTc1NIowY]ELMAKGA1UEBhMCVVMXEZAR v
BgNVBAgMCKNBTEIGT1JOSUEXETAPBgNVBACMCFNhbIBKb3NIMQ4wDAYDVQQDDAVD A

BCFuMH/AZzj9JDR1fsVgBAFU2vOL+jhPS5VDN63iUHjeAhlCMmAx1pegbLvb/A+ginieTgB/Z2EL 3eT2xjJTOMyqFI
mBPNuL4awjvitSE7IEXhBt1HLONr/cuWTLmAOIDmImKN2CRHuz2cxjp0+uA2bY85bNefQoJbE3G6wxACel2n4d
ImMK4GFQvOxzS0A5PcsKUMEfaeF/afcBvRcpyv+y88P/DQ/Spg4xsBwjrZUDafqt2aSkIr8L8yHSSD1BWB09X5fjv1

Public Key: -—--BEGIN RSA PUBLIC KEY-—- o
MIIBCgKCAQEAuxUF71CPBJ6asoghDOEZbiFnXhfIPSFDIu0SGDtwQHJ7doPp6XVMh7ZZC1TuVWdV5jpe0Jp I
<
DQNAMQ+QIDAQAB /i

Fingerprint(Hex): 4F:49:F5:A0:36:C5:AC:C8:F5:A1:E1:62:4F:AD:05:B8:E7:CC:5A:D6
Private Key (Plaintext): | BEGIN RSA PRIVATE KEY-—— -
|
-
4

MIIEogIBAAKCAQEAuxUF71CPBJ6asoghDOEZbiFnXhflPSFDIu0SGDiwQHJ7doPp6XVMh7ZZC1TuVWdV5jp
e0Jp8CFuMH/Azj9JDR1fsVqBAFU2vOL+jhPS5VDN6G3iUHjeAhICMmAX1pegbLvb/A+ginieTgB/Z2EL3eT2xjJTO
MygFImBPNulL4awjvitOE7IEXhBt1HLON/cuWTLmMAOIDmImKN2CRHuz2cxjp0+uA2bY85bNefQoJbE3GEWXAC
el2n4dmK4GFQvOxzS0A5PcsKUMEfaeF/afcBvRcpyv+y88P/DQ/Spgd4xsBwjrZUDafqt2aSkIr8L8yHSSD1BWBO
9X5fjv10QNAMQ+QIDAQABA0IBAAIZHOLg 1V/145VC/5PkZmOczkr426J04DDhFcXdzMIBPzQ6EIKEXUHOYpV

( ) ey |

S0
BEFEM M User Defined®E , A% K — T Import Certificate.

SSL Active Certificate Number: @ 1

O 2

m Certificate ID Organization Unit = Organization Name w Valid From Valid To Certificate Source
[]

2 Cisco Cisco San Jose California US 2019-Mar-13  2020-Mar-12 User Defined




HEHEHRE T , BUAImport RSA Key-PainZ™8 , RBELBAMAEAR EFAR (ELROPER ) .

—T TApplyJ o
A Not secure | 192.168.1.254/csf94298e9/mts/ssl/ss|_serverauth_imp_jg.htm

Certificate 1D:

& Certificate:

Certificate Source:

When a Cerificate and/or a Key is entered, it should contain the "BEGIN" and "END" markers.

O 1
. 2

User Defined

-—---BEGIN CERTIFICATE----- -
MIIDRzZCCAISCEE30bzMCJXp/nT+T8IBROtBWDQYJKOZINVCNAQELBQAWY]ELMAKG
ATUEBRMCVVMXEZARBgNVBAgMCKNBTEIGT1JOSUEXETAPBgNVBACMCFNhbIBKb3NI

MQ4wDAYDVQQDDAVDaxXNjbzEOMAWGATUECgWFQ2IzY28xCzAJBgNVBASMAINVTIMBAX v
DTESMDYXODATNTCTINIOXDTIWMDY XxNZATNTCTNIowY]ELMAKGATUEBhMCVVMXEZAR
BaNVBAGMCKNBTEIGT1JOSUEXETAPBGNVBACMCFNNDIBKb3NIMQ4wDAYDVQQADDAVD S

Gmport RSA Key-Pair:

L4} Enabla

% Public Key:

“ Private Key: ()

Encrypted

- BEGIN RSA PUBLIC KEY—
MIIBCgKCAQEAUXUF71CPBJ6as0ghDOEZbiFnXhIPSFDIU0S GDwWRHJ7doPp6XVMh7ZZC 1 TuVWdVsijpe
0Jp8CFUMHIAZ]9JDR11sVgBAFU2vOL+hPS5VDNG3IUHjeANICMmAX 1 pegbLvb/A+ginie TgB/Z2EL3e T2xJT
OMygFImBPNuL4awjvit9E7IEXhBt HLONI/CUWTLMAOIDMIMKN2CRHuz2cxjp0+uA2bY85bNefQobESGEW v
XACeI2n4dmK4GFQVOXZS0ASP csKUMEfaeF/afcBVRCpyv+y 88P/DQ/Spg4xsBwjrZUDafqt2aSkIrsLayHSSD
1BWB09X5fjv10QNAMQ+QIDAQAB “

Plaintext

-—---BEGIN RSA PRIVATE KEY---—
MIIEogIBAAKCAQEAUXUFT1CPBJGasoghDOEZDIFNXniIPSFDIU0SGDWQHJI7doPpeXVMhTZZC1 TuvWdV
5jpe0Jp8CFuMH/AZI9JDR1fsVOBAFUZVOL +jnPSSVDNE3IUHeANICMmAX1pegbLvb/A+ginie TaB/Z2EL 3eT2
X TOMygFImBPNulL4awjvit9ETIEXhBIIHLONIcuWTLmADIDmMIMKN2CRHuz2cxjp0+uA2bY §5bNefQaJbES
GEWXACelZn4dmK4AGEQvOxzS0ASPcsKUMEfaer/afcBvRCcpyv+y88P/DQ/3pgdxsBwirZUDafqt2asSkirs LeyH
SSD1BWBOIXSIVI0QANAMO+QIDAQABACIBAAIZHOLg1V/45VC/SPKZmOCczkrd26J04DDhFCXdzMISPZ

@[ Close ] [ Display Sensitive Data as Plaintext ]

£ A Rl R
SBR12

NIRHYBEGINF ENDERE 2 & B# ¥ RSA.

EH CREREEA, &R AR AR E WS HE R 7 B3R £



A Not secure | 192.168.1.254/csf94298e9/mts/ssl/ssl_serverauth_imp_jg.htm

@ Success. To permanently save the configuration, go to the File Operations page or click the Save iCDD

When a Certificate and/or a Key is entered, it should contain the "BEGIN" and "END" markers.
Certificate 1D: 1
. 2
Certificate Source: User Defined
& Cerificate:. | BEGIN CERTIFICATE---—-
MIIDRzCCAISCEESObzMCJXp/nT+7EIBROWBWDQYJKoZIhveNAQELBQAWYJELMAKG
A1UEBhMCVVMxEZARBgNYVBAGMCKNBTEIGT1JOSUEXETAPBgNYBACMCFNNDIBKb3NI
MQ4wDAYDVQQDDAVDaXNjbzEOMAWGATUECgwWFQ2IzY28xCzAJBgNVBASMAINTMB4X -
DTESMDYXODATNTCINIoXDTIWMDY xNzATNTC1NIowY]ELMAKGAT1UEBhMCVYVMXEZAR
BgNVBAQMCKNBTEIGT1JOSUEXETAPBgNVBACMCFNhDIBKb3NIMQ4wDAY DVQQDDAVD S
Import RSA Key-Pair: Enable
w
S
b
s

| Apply|| Close || Display Sensitive Data as Plaintext

A RERVIRR

PRt AR AREN. EEEAMELRINARE -
1. RSAL ISR (PKCSHI)E REHERSAS .

© VR B R R -

----- BIARSAL R -
BASEG4#mIEE ¥l

2 NRIER(PKCSH) ER—BERABANEREN , ARGERLRHNER LIS HEBER,
CURBRBNER :

R &M MEREE R
RO ERE=HCALR T BE, ERIR F 2RI — TApply
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When a Certificate and/or a Key is entered, it should contain the "BEGIN" and "END" markers.

Certificate 1D: o1
. 2
Certificate Source: User Defined
% Certificate. |- BEGIN CERTIFICATE--—- -

MIIDRzCCAIBCEE90bzMCJXp/nT+78tBROBWDQY JKoZIhveNAQELBQAWY]ELMAKG
A1UEBhMCVVMxEzARBgNVBAgMCKNBTEIGT1JOSUEXETAPBgNVBACMCFNhbIBKb3NI
MQ4wDAYDVQQDDAVDaxNjbzEOMAWGATUECgwFQ2IzY28xCzAJBgNVBASMAINTMB4X
DTESMDYxODA1TNTcINIoXDTIwMDYxNzATNTc1NlowY|ELMAKGA1UEBhMCVVMXEZAR

BgNVBAgMCKNBTEIGT1JOSUEXETAPBgNVBACMCFENhbiBKb3NIMQ4wDAYDVQQDDAVD 4
Import RSA Key-Pair l# Enable
. Y
% Public Key: ( ----- BEGIN PUBLIC KEY-—- A
UX JBasoghDOEZbiFnXhfIPSFDIu0S GDtwQHJTdoPp&XVMhT7ZZC1TuVWdV5jpelJ

p8CFuUMH/AZ]9JDR1fsVaBAFU2vOL +hPS5VDNBE3IUHIeAhICMmAX 1 pegbLvb/A+glnie TgB/Z2EL 3e T2xJTOMY
gEImBPNuL dawjvit9E 7TIEXhBEIHLONI/cuWTLmAQIDMIMKN2CRHuz2cxip0+uA2bY85bNeiQoJbE3GEwxACe!
2n4dmKAGFQvOxzS0ASPcsKUMEfaeF /afcBvRcpyv+y88P/DQ/Spg4xsBwirZUDafgt2aSkir8L8yHSSD 1BWEBO
9X5fiv1 0QNAMQ+QIDAQAB #

£ Private Key. () Encrypted

® Plaintext | BEGIN RSA PRIVATE KEY-—-- a
MIIEogIBAAKCAQEAuUxUFT71CPBJ6asoghDOEZbiFnXhilPSFDIu0SGDIwQHJ7doPp6XVMh7ZZCA TuVWdV5j
pe0Jp8CFuMH/AZI9JDR1sVaBAFU2v0L +1hPSSVDNE31IUHIeANCMmAX1pegbLvb/A+ginieTaB/Z2EL 3 T2x)JT
OMygFImBPNul 4awjvit9E7IEXhBt1HLONH/cuWTLmAOIDmImKN2CRHuz2cxip0+uA2bY 85bNefQoJbE3GEwx

ACel2n4dmK4G FQVOXZSOASPCSKUMEfaeFfachchpywyBBPf___QfSQg4xs BwirZUDafgt2aSkir8L8yHSSD1B v
DhFcXdzMIBP EIKExU

f—
gl Close l [ Display Sensitive Data as Plaintext l

CWEE B Error:iR > £ #FER, BRARE. AL — LR ELBEEHE K,
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‘ Error: Key header is missina

When a Certificate and/or a Key is entered, it should contain the "BEGIN" and "END" markers.

Certificate |D: o1
- 2
Certificate Source: User Defined
& Certificate: -—-BEGIN CERTIFICATE----- -

MIIDRzZCCAIBCEE20bzMC JXp/nT+78IBROBWDQY JKoZIhveNAQELBQAWYJELMAKG
ATUEBhMCVWVMXEZARBgNVBAGMCKNBTEIGT1JOSUEXETAPBgNVBACMCFNhBIBKD3NI

MQ4wDAYDVQQDDAVDaXNjbzEOMAWGATUECgWFQ2IzY28XCzAJBONVBASMAINTIMBAX A4
DTESMDYxODATNTCINIOXDTIWMDYXNZATNTCINIowY]ELMAKGATUEBhMCVVIMXEZAR
BoNVBAGMCKNBTEIGT 1JOSUEXETAPBgNVBACMCFNhDIBKb3NIMQ4wDAYDYVQQDDAVD W
Import RSA Key-Pair: [l Enable
# Public Key: | BEGIN RSA PUBLIC KEY—-- -

MIIBCgKCAQEAuUxUF71CPBJ6asoghDOEZbiFnXhfIPSFDIU0SGDiwQHJ7doPp6XVMh7ZZC 1 TuvWwdV5jpe
0JpSCFUMH/AZ|9.JDR1TsVgBAFU2vOL+hPSSVDNGE3iUHjeARICMmAX 1 pegbLvb/A+gInie TgB/Z2EL3eT2xjJT
OMygFImBPNuL4awjvitSEFIEXhBHTHLONMcuWTLMAOIDmImKN2CRHuz2cxjp0+uAZbY85bNefQoJbE3GEW
xACel2nddmK4GFQvOxzS0ASPcsKUMETaeF/afcBvRcpyv+y38P/DQ/SpgdxsBwijrZUDafgi2aSkirLAyHSSD
1BWB09X5fv10QNAMQ+QIDAQAB Vi

# Private Key: @ Encrypted

Plaintext

fpplys| | Close || Display Sensitive Data as Plaintext

TSR T RSAFT BB N RHIBIER | FHRSALE

R T RSAF BRI NRHIKRE | ARRSALHE

REWMABPMEREI2MEFT. THE R REERE D R E32(EF T ~Hl,

- o, PUBLIC KEY-—--- -

MIIBC ok CAQEApAqowACDSESor Y wilhvin 'EI'_|'d-r'g,'F"3FQIDEDHIED5MS':CHTQ5IE;IND|1Iﬂ".-"EL[EﬂqE-DIIEHDlLJ

07 P 28mgdVFHX pIAKS 3CHUD S T2+ ARG GV IS PG EgKwSSHWREIM o Ovbig DL S10GKAa TEL

blJomil MM%*W&W&H@MH&&%M
o1 1QDOVIYVFAGIR10bIDdAYHed/sVXUCCUAF 192aDPeK 1ZCMACD sMaCdina X KmovgBnvaePl 1y aw

.-"'

EERARER , EXZBIERT F&EEKey header is missing error,

FOEMA LNWER

| 2B E—ERBBEERTEE , UKEEADS— B L, MBRIIS2EFTLZE—T
Apply# , ERIAE ET N8,
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Certificate |1D:

Certificate Source:

& Certificate:

Import RSA Key-Pair
£ Public Key

& Private Key: (' Encrypted

@ Plaintext

2]

When a Certificate and/or a Key is entered, it should contain the "BEGIN" and "END" markers

1
User Defined

————— BEGIN CERTIFICATE----- -
MIIDSTCCAJECEHV4M/bIKGoJFHMCvny TWUwWDQY JKoZIhveNAQELBQAWYZELMAKG
ATUEBhMCSU4XxEDACBgNVBAgMBOhhcnihbmEXEDAOBgNVBACMBOd1cmdhb24xEDAO
BgNVBAMMBzAUMC4wLjAxDjJAMBgNVBAOMBUNpc2NvMQ4wDAYDVQQLDAVDaXNjbzAe
FwOxOTA2ZMTkwM|QyMzRaFw0yMDAZMTgwMjQyMzRaMGMxCzAJBgNVBAYTAKIOMRAwW

DgYDVQQIDAIYXJ5YWShMRAWDgY DVQQHDAdHAXInYWIuMRAWDgYDVQQDDAcwLAU Y
| Enable

o N
F_-BEGIN RSA PUBLIC KEY--—- N

foy4ryP3fgi08QHTzQAsMSCCHrgbrepNDILIRVELIBFIg3QIIBHDILJ07Pj29mgdVEHX/p3ArKS3QuDS T21/+A0CGYN
J5ZPG8gKwISHWRIMcyvOvblgD.JI/ej0aYiGA10GX8eT8IxIvblJomiFd/MWOBC2/3nmbhKk/LsKI+koTucChquVf
shpwP2WdWWReDU9gb8WILFRANNQhGWR/NT794HgAuOHYyxpT7gDOVIYVAEAGIR 1pbIDdAY He8/sWXUCCUAFIl

92aDPeK1ZCMACDJaMaQ4trxgX/KmGvaBnvBePl1yaWiSQaaG0zgiir/ Y QIDAQAB
—-—-END RSA PUBLIC KEY--- y
- —

S

----- BEGIN RSA PRIVATE KEY--—- a
MIIEpQIBAAKCAQEAPAQavACDS8ScvYwWavzx/oydryP3fqi08QHzZQAsMSCCHrg5repNDILIRVELIBFIq3QiIBH
DiLJOT7Pj29mgdVFHX/p3ArKS3QjuDST2I+AQOCGVNISZPGEgKwaSHWRIMcyvOvblgDJl/ej0aYiGA10GX8ei TS
[xIMblJomiiE d/MWOBC2/3nmbhKk/LsKI+koTucChauVishpwP2WdWWReDU9gbBWLFRADNQhGWR/NT94H
AUOHYxpT7aDOVrYv4FAGIR1pblDdAY He8/sVXUCCUAFI92aDPeK1ZCMACDJaMaQ4trxgX/KméGvgBnvBeP|
1yaWiSOgaG0zgjjr7YQIDAQABAoCIBAQCTUvpS1Qvzi21FbNZmhBYkmMoxTpYKHguvoxwbZqlSOTKdPFSv 2

P—
@[ Close l [ Display Sensitive Data as Plaintext l

B85 B Failed to load public keys&s%,



A Not secure | 192.168.1.254/csf94298e9/mts/ssl/ss|_serverauth_imp_jq.htm

@ Failed to load public k%

Certificate 1D:

Certificate Source:

“ Certificate:

Import RSA Key-Pair:
# Public Key:

%t Private Key: @® Encrypted

Plaintext

When a Certificate and/or a Key is entered, it should contain the "BEGIN" and "END" markers.

User Defined

-—--BEGIN CERTIFICATE----

MIIDSTCCAJECEHV4jm/bIKGoJFHMCvny TWUwDQY JKoZIhveNAQELBQAWYZELMAKG
ATUEBhMCSU4XEDAOCBgNVBAGMBOhhcninbomEXEDAOBgNVBACMBOd1cmdnb24xEDAC
BaNVBAMMBZAUMCAWLJAXDJAMBONVBAOMBUNpPCZNVIMQ4wDAY DVQQLDAVDaxXNjbzAe v
FwOxOTAZMTkwMjQyMzRaFwOyMDAZMTgwMjQyMzRaMGMxCzAJBgNVBAY TAKIOMRAW

DgYDVQQIDAdIY XJSYWShMRAWDgYDVQQHDAJHIXJNYWIUMRAWDgYDVQQDDACWL]JAU Vs

[J Enable

----- BEGIN RSA PUBLIC KEY— N
MIIBCgKCAQEAPAGQVACD58ScvYwWsvzx/oy4ryP3fgiO8QHzQsMSCCHIgq5repNDILRVSLIBFIg3QiIBHDIL
J07Pj29mgdVFHX/p3ArKS3QjuUDST2I/+A0CGVNI5ZPGE gKw5SHWRIMCyvOvVblgDJI/ej0aYiGA10GX8eiT8Ix
IAviblJomiiFd/MWOTBC2/3nmbhKk/LsKI+koTucCbquVishpwP2WAWWReDUIgb8WLFRANNQhGWRINTI4H
gAUOHYXpT7qDOVIYv4FAGIR1pbIDdAYHe8/sVXUCCUAFiI92aDPekK1ZCMACDJaMaQ4trxgX/KmévgBnvBe
Pl1yaWiSOqaG0zgjji7YQIDAQAB /4

fewhpplys | Ciose || Display sensitive Data as Piaintext |

EfRIIER | FAEELER TRHRLWNEI32EF T,




A Not secure | 192.168.1.254/csf94298e9/mts/ss|/ssl_serverauth_imp_jq.htm

When a Certificate and/or a Key is entered it should contain the "BEGIN" and "END" markers

Certificate 1D 1
. 2
Certificate Source: User Defined
& Certificate: | BEGIN CERTIFICATE-—-

MIIDSTCCAJECEHV4)M/bIKGoJFHMCynyTWUwDQYJKoZIhveNAQELBQAWYZELMAKG
ATUEBhMCSU4xEDAOBgNVBAgMBOhhcnihbmExEDAOBgNVBACMBOd 1cmdhb24xEDAD
BgNVBAMMBzAUMC4wLjAxDJAMBgNVBAoMBUNpc2ZNvMQ4wDAYDVQQLDAVDaXNjbzAe
FwixOTA2ZMTkwMjQyMzRaFw0OyMDA2MTgwMjQyMzRaMGMxCzAJBgNVBAY TAKIOMRAwW

DgYDVQQIDAdIYXJSYWShMRAWDgYDVQQHDAIHAXJnYWIuMRAWDgYDVQQDDACWLjAU Vi
Import RSA Key-Pair: « Enable
% PublicKey: | BEGIN RSA PUBLIC KEY--—-

T e S T T e e A= oy Ary P 31qi08QHfzQsMS CC Hrq5repNDILARVBLB Flg3QilBHDLLY
07Pj29mgdVFHX/p3ArKS3QIUDS T2/ +AOCGVNJ5ZP G8aKw58HWRIMcyvOvblaDJl/ej0aYiGA10GX8eiTSIxIM
blJomiiFd/MWOFBC2/3nmbhKk/LsKi+koTucCbauVshpwP2WdW\WReDUSb3WLFRANNQNGWR/N794HaAU0 _
HyxpT7qDOVIYVv4FAGIR 1pbIDdAYHe8/sVXUCCuAFII92aDPeK1ZCMACDJaMaQ4trxagx/KmbévgBnvBeP | 1yaW
iS0gaG0zgjir/ YQIDAQAB Y

it

Private Key: Encrypted

S

® Plaintext roiJNnzjgteU9ggzGvAGre1+{9z4tgwGn+91eRg3J16w8vriA3wucPOImyRIUCaYEAVUIASKIf+pRGBO/NDMOWN &
IFkSmIG6azhiA4IYTRQPVISUEU /ne T 7edoNTX|XeB/zptOhQBHicyl 1xscogv2Kyvp Tx8k0usuBavinP1gGsEuePc
(G+ynDTRAYIMZLcOpDEtGWBKV362YnyX4rCZT6TRVXBRI3geAmN30DgpygcYLMCgYEAIghyEg9cWrkQSo3
e904IVACLgjVG05nkfE6Q1BFt8sTDDOGOoSKGZLY hRxIIKLOXRP990Z2Gugt3xKlvLighFmZHOYaSTLKEY 8hzr/
uTe]GQLoCYNoZAOzC1Ac+QneCbQ4GIDualamyetkAJIEUog7cx2skgozjQSIC3dw2FStw=
----- END RSA PRIVATE KEY——-- Vi

|Apply-| Close |

Display Sensitive Data as Plaintext J

{EFACLIEA

SR

EFEMACLIEARE , FRANUTHS,

swi tch(confi g) #crypto certificate [certificate number] import
7E bt &8 45l BB AR TE 2,

swi tch(confi g) #crypto certificate 2 import

T2
R EBAERAREBNT LI TH()

M | Evgl BADANBgkghki GOWOBAQEFAAASCBKGWGs k AgEAACI BAQT! r ZQ6f Or j 8neA
.24

h27zh+aWK7dxakaoF5Qok BTqWDHe MAVNI uwG Z/ OBBQYgSH | +SYr ZXAbUi Svf | R4
NC1WjkWe ML6j W+521 DY GoknlJ

----- END RSA PRI VATE KEY--- - -

M | BCgKCAQEAV62UN9K4/ J3gCAK7i 9nYL5z Ytk QUChCcAo7uGbl Epr xdVKF TOI
3
64j c5f zI f \nE2QogBX/ 9MAOE41BX5Z0B/ QI DAQAB



8S+39MDWPACZI pl 0JAL/ 01 eG7 ChLWOXKnc MeZW/TI UZaEwVFf OcUzgXwQlcs Tr W
JDPt nbKXGE6WOTr ecubUQ@Hs UBoDQNI sNGZBHE 1Vyj AP
----- END CERTI FI CATE- - - - -

C=xXST=xxxxxL=xx0O=xx CA Li m t edCN=xx RSACA

61400: 00: 00 2017 GV

91123:59: 59 2020 GvVIr

C=DE/ post al Code=xxxST=xxL=xx/ street =xxx 20=xxx0OU=l TCN=*. kowi . eu
SHAXXXXXX

e Al

B | BEEEFEHAGUIRICLIEESX350MSX550X R 5 FRINEAREN SR,



	如何在Sx350和Sx550X系列交換器上匯入憑證
	目標
	目錄
	簡介
	適用裝置和軟體版本
	必要條件
	使用GUI匯入
	步驟1
	步驟2
	步驟3
	步驟4
	步驟5
	步驟6
	第7步
	步驟8
	步驟9
	步驟10
	步驟11
	步驟12

	可能的錯誤
	缺少金鑰標頭錯誤
	無法載入公鑰錯誤

	使用CLI匯入
	步驟1
	步驟2

	結論


