EXHE I EEERMACH FHRE
B#&

802.IXRE—REEEIEL 6 AHIHEE K METHENERETREEENSE, A XERMAE
ABEFRERENEGU)VERRE FEEEAMACHENRE., EEEMBRUNMAEAGSYINE
(CLNEBEERMACH BHERE | BiR—TIE,

BEE . NEEREIHMMEPARRNREANREINERCKBESNRE. BYIY, BRIES
K, BREAXRNEEEBELHTHEDS R,

2 ERERUBEAEMEA.

RADIUS #{aiE4E ?

802 AXBBE=-FBEEH : BRH (FAER ). BEBRREE (HlRMES ) MEEARS
(RADIUS), EixFHREBEHBAEAERE(RADIUSR—EFAERHRE. ZEMNITIRAAAIGE

WEAFRAARES , T EBIEEMAKIE. RADIUSHERERE R — [AARESESSE | HHhERADIUSH R
BN —ERZERADIUSHEAERERRZLREFET. cREZFHENEALBENRBEE S

ImE B AR ELAN,

REREEFRIBRIEMARFEIE. 8L IEFHRBRINET. FREE K BRIEHLRE
HREARRcENET. &R, RO TFRERER, £4AXT , BREFERETERADIUSHE
RERNZMRET, PR RATRNBRIYKTRTRFTBEALGEEAP)AE , U EREERE AR
%EEO

ERMACKH 53 REE ?

EERMACH ERERES  ERFRATHENMERE S BERELIEBRIT S ERES , caFERE
BEMACH U ETT B M EREE . ERAMRADIUS ( FEHEAP ) HERMACHE R T ETEHRE.
RADIUSTAfRZE —EEATHERE K EF L EEARHFHIMACH L, FARSEFTEKERMACHE
ERIBERGAZRBIORFHEPAP) B MHRE , MR EIBB G [Service-Type] = 1058 Bl b 5855
Ko ©fM&iFCalling-Station-1d B 1% F FIMAC iz 11t B G 1212 =M E KL EE P FIMACHE 1 E 1T LB,

24EMTEREAERMACHEFIHEENFEAERBEANING , TUEREAPEMEBE S
HARADIUS, FURAF | BB A L AERMACH SupplicantZE F ik EFAERZRBER , UK
BETRAFEAEEBNISERE,
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AERFNWTREERBETIERNTHT. EESEXEXASHK , FEIELA , RRE "HFE
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ELIEGE English A\l Display Mode: Logout SNA About Help

I C

B &

1. RADIUSfA AR B8 £ Hi 14 58 IE
2. RADIUSAlfR 25 & 8

3. RADIUSal R 22 B¥4H

4. RADIUSTRRES A &
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7
8
9
1

802X B BB M

. 802 1X B P EREMAC B R ERFEERE
802 1XERTE T A S EEE

. 802 1 XER R E IR IR B FF

0. f&38

HRAKE

. Sx350X% %l
. SG350XG%%I
. Sx550X% 5l
. SG550XGZ %I



AR

- 2.4.0.94

RADIUS frl B 28 < 35 14 R E

FR1. BAKRERRADIUSHIRSEN R EBNMAEB R AARN , REEE ZSecurity > RADIUS
Server > RADIUS Server Global Settings.

ot — - % Save cisco RADIUS Language: Display Mode: Logout SNA About Help
cisco SG550X-24 24-Port Gigabit Stackable Managed Switch I <

Search -
———— RADIUS Server Global Settings
» Administration |
| RADIUS Server Status: Enable
» Port Management

» Smartport Authentication Port 1812

» VLAN Management Port: 1813
g Port:

» Spanning Tree
» MAC Address Tables
» Multicast RADIUS Accounting Traps: Enable

Trap Settings

> _IP Configuration RADIUS Authentication Failure Traps: Enable

a RADIUS Authentication Success Traps: Enable
TACACS+ Client

RADIUS Client |appy| [ cancel |
~ RADIUS Serven) ) =

RADIUS Server Keys

RADIUS Server Groups

RADIUS Server Users

RADIUS Server Accounting

RADIUS Server Rejected Users

RADIUS Server Unknown NAS |

RADIUS Server Statistics
Password Strength -

»

© 2011-2018 Cisco Systems, Inc. All Rights Reserved.

HR2. ERMARADIUSAIBRZRIBEAREE |, B8 RADIUS T AR & AA REMR 1L+ B9 BUA BRE 5 .o
RADIUS Server Global Settings

RADIUS Server Status: ¥ Enable

Authentication Port: 1812 sec (Range: 1 - 65535, Default: 1812)
Accounting Port: 1813 sec (Range: 1 - 65535, Defauli: 1813)
Trap Settings

RADIUS Accounting Traps: Enable

RADIUS Authentication Failure Traps: Enable

RADIUS Authentication Success Traps: Enable

’—Apply—{[ Cancel l

HER3. EARADIUSEEIREM, KM BASTRIIAE AN ERIER , 558 AT 89 BUH BREUS 5224
ERER. MR BBMEMKRERHESNMP)ERNRREMFHE ., BEERE , BESExH
RiFB|/AISNMPEER S, LA THEERE :

- RADIUSECHR A B — 12 7 7] SRADIUSEC RS 44 4 B FE B
- RADIUS S 1 B s K Fa B — R A KM B AL B
- RADIUS & 7 Ba & R Zh Fa B — R AR B A £ BB .




RADIUS Server Global Settings

RADIUS Server Status: « Enable
~ Authentication Port: 1812 sec (Range: 1 - 65535, Default: 1812)
“* Accounting Port: 1813 sec (Range: 1 - 65535, Default: 1813)
Trap Settings
RADIUS Accounting Traps: ¥ Enable
RADIUS Authentication Failure Traps: | ¥ Enable
RADIUS Authentication Success Traps:\ ¢/ Enable

'—hppby—” Cancel ]

S ER4 32— T Apply LARE1ZER E o

RADIUSfi RS &R

$E1, BB ZESecurity > RADIUS Server > RADIUS Server Keys, #BR "RADIUSfAfRES £ #%
i EEO

et = cisco RADIUS Language: Display Mode: Logout SNA About Help
cisco SG550X-24 24-Port Gigabit Stackable Managed Switch I

» MAC Address Tables - RADIUS Server Keys
» Multicast

» IP Configuration Default Key: e Keep existing default key
Encrypted

TACACS+ Client Plaintext
RADIUS Client

5 MDS5 Digest:
RADIUS Server Global St

= - HpH Cancel
RADIUS Server Groups

RADIUS Server Users SecietieVTano
RADIUS Server Accountil NAS Address = Secret Key's MD5
RADIUS Server Rejected ST
RADIUS Server Unknowr
RADIUS Server Statistics
Password Strength
» Key Management
» Mgmt Access Method
Management Access Authe
» Secure Sensitive Data Man
» SSL Server
» SSH Server
» SSH Client
TCP/UDP Services

Add... Edit Delete

©2011-2018 Cisco Systems, Inc. All Rights Reserved.

S ER2.7E "Secret Key Tables 7 , #H—TAdd... HB L],




RADIUS Server Keys

Default Key: @ Keep existing default key
Encrypted

Plaintext

MD5 Digest:

Apply H Cancel |

Secret Key Table
NAS Address @ Secret Key's MD5

0 results found.

Add...

HEB3.Add Secret KeytZ EE B, £ "NAS Address, #{u 7 , B A B ERADIUSHEAEIHRHI R
HEs i, EARGIF | RS FEAIPHEUE192.168.1.101/EBRADIUSE Fif.

NAS Address: (192.168.1.101 )
Secret Key: ® Use default key
Encrypted
Plaintext
}—Apply—{ | Close ‘

TRABEZ—FERIZMERT R, UTRER

- EAERER —HREENARS K KRESERCERARANARSRFHEHRADIUSE Finit
THORRE.

- ENNE — BEEAASHEREEE E5(MDS)MBBEF , FENERNEBAER,

- A — EAXERA TRAZRT S,

EARGIG | RIEZZEPlaintext , A& E Hexample—EA 258, HTapply® , BN EBERHA
ﬂu@ﬁzl )

BEE . BB T Eexample—FAEELiR. FEATERER., HZUMEH128F T, MRFHAE
HMELREE , FETCR—EFENER  EEENE , RUMEERGBER —EBEZA#SHERE

Z ENSARRERNEFZRERTEFT — "P@55wW0rds@reH@rdTORemembery » HHFAE

FRAFHRENEMER, RPREER W LEFRENERFANET, NEHABER , B2

Bt BRI E A


https://blogs.cisco.com/smallbusiness/how-to-create-secure-and-meaningful-passwords
https://blogs.cisco.com/smallbusiness/how-to-create-secure-and-meaningful-passwords

' NAS Address: 192.168.1.101 (IPv4 or IPv6 Address)

Secret Key: Use default key
Encrypted

OG) Plaintext [example ]g'128 characters used)
}—&pphf—l [ Close ]

S ER5.% — TApply ARFHEE, £BBEFEAMDSINE, MDSE—EMBEHMERR , ©EIMERL
BY T —EHRBENFAIEENME—+NEMHB L. MD5EMA 128U #EE,

RADIUS Server Keys

Default Key: e Keep existing default key
Encrypted

Plaintext | " (0/128 characters used)

MD5 Digest:

'—Apply—l [ Cancel

Secret Key Table
NAS Address @ Secret Key's MD5
192.168.1.101 (1a79a4d60de67 18e8e5b326e€338ae533 )

Add... Edit... Delete

RADIUS{al fR 8% 8¥#H

$EB1, BEZESecurity > RADIUS Server > RADIUS Server Groups.

il = o - x JSave cisco RADIUS Language: Display Mode: Logout SNA About Help
cisco SG550X-24 24-Port Gigabit Stackable Managed Switch I

» MAC Address Tables “| RADIUS Server Groups

RADIUS Server Group table
Group Name | Privilege Level | Time Range | VLANID | VLAN Name

TACACS+ Client Name = State
RADIUS Client | O resuits found.

(>_RADIUS Server )
~ RADIUS Server )@) Add.. | =
RADIUS Server Global St

Delete

RADIUS Server Groups
RADIUS Server Users
RADIUS Server Accountil
RADIUS Server Rejected
RADIUS Server Unknowr
RADIUS Server Statistics
Password Strength
» Key Management
» Mgmt Access Method
Management Access Authe
» Secure Sensitive Data Man
» SSL Server
» SSH Server
» SSH Client
TCP/UDP Services -
»

© 2011-2018 Cisco Systems, Inc. All Rights Reserved.

SEB2Z—T TAdd.... FEHARADIUSHIARERA




RADIUS Server Groups

RADIUS Server Group table
Group Name | Privilege Level | Time Range VLAN ID | VLAN Name

Name | State

0 results found.

[ Add.. Edit... Delete

HER3. Add RADIUS Server Group HEIFEEIFRR. BABNERE, EAHIH , RFIEEAMACS02
EREMBNESR.

% Group Name: (MACSOZ ] (6/32 characters used)
% Privilege Level: 1 (Range: 1 - 15, Default: 1)
Time Range: Enable

Time Range Name: | ¥ | Edit

VLAN: ® None
VLAN ID | (Range: 1 - 4094)
VLAN Name I (0/32 characters used)

|hpply | Close

HERAE TRTEIREAR AL WP AN ER A TR, BER1-15, HP15RIIHREFT
B, mERER. BEAROS , A RERFFTERBIS1,

MiEE . RAOITSEARHEE 7 #ES VLAN,

% Group Name: |IVIA0802 | (6/32 characters used)
% Privilege Level: (1 ) (Range: 1 - 15, Defauit: 1)
Time Range: Enable

Time Range Name: | ¥ | Edit

VLAN: @ None
VLAN ID | (Range: 1 - 4094)
VLAN Name I (0/32 characters used)

lApply| | Close

S ER5.32 — T Apply AR FRE Eo



RADIUSfRIBRBEE A&

S E¥1, BE ZESecurity > RADIUS Server > RADIUS Server Users , JLiX ERADIUSERA &

silisijr — x Save cisco RADIUS Language: [T NIRA Disoay Vode: [RTEISSIM Logout SNA About Help
cisco SG550X-24 24-Port Gigabit Stackable Managed Switch I <

» Spanning Tree. =
» MAC Address Tables RADIUS Server Users

» Multicast

RADIUS User Table

Filter: oup Name equals AC802 ¥ | | Go Clear Filter

TACACS+ Client User Name Group Name | Password's MD5
RADIUS Client | Oresults found.

~ RADIUS Server ) @) ’ Add

RADIUS Server Global St
RADIUS Server Keys

RADIUS Server Rejected
RADIUS Server Unknowr
RADIUS Server Statistics
Password Strength
» Key Management
» Mgmt Access Method
Management Access Authe
» Secure Sensitive Data Man
» SSL Server
» SSH Server
» SSH Client

TADNIND Caninnn

© 2011-2018 Cisco Systems, Inc. All Rights Reserved.

SEB21%—T TAdd..., FEHERE.
RADIUS Server Users

RADIUS User Table

Filter: Group Name equals to | MAC802 v Go Clear Filter

User Name Group Name Password's MD5

0 results found.

LoAdde) | Edit.. Delete

S ER3. Add RADIUS Server User EHEPBEEIFARR . 1EUser Namet@ L= |, & A FERAENMACH L,
EAXRGIH | BRPESESKE EERRMNZ KEMACHELE,

BIEE : ZRoOMACHbHE EAER,



User Name: (54:EE:75: ) (17/32 characters used

Group Name: | MAC802 ¥

Password: ® Encrypted
Plaintext
}—Apply—{ | Close

HER4 1EGroup Name TR BEHiRE —EE. MRADIUSHAR=RAHA — B L ER3FTIEA |, &M
1§ A e fE A E B EMACB02E B KMV B E B B,

User Name: |54:EE:75:

Group Name: { MAC802 ¥

Password: ® Encrypted
Plaintext
}—Apply—{ | Close

SR BREUTE SR —

- BNE — EAMDSIMZEAMEANER. EEANE , FUNBEABAEZR.
- AN — NMRERANMENSRFS (REEMEE ) , FEAXEIATRASRT SR, £RL
BTRIMETRF S,

BPSREHES L ERAENTE |, Y& AexampletE BRI EA L HE.
MR : EETEF HexampletF AN EG, BRFEAEEFE,



& User Name:

Group Name:

“ Password:

54:EE:75: (17/32 characters used)

MAC802 ¥

Encrypted I

o@ Plaintext (example

)9’32 characters used)

o Apply

Close ]

HER6.
BE,

R

AN

EREE
2K ERADIUSIRE. & T

% , % —TApply.

%, HMAREES - aXBEER S DRER,

RADIUS#E A & i

FR1IBEADKEE

5o

cisco SG550X-24 24- Port Gigabit Stackable Managed Switch

Getting Started
Dashboard
Configuration Wizards
Search

» Status and Statistics

» Administration

» Port Management

» Smartport

» VLAN Management

» Spanning Tree

» MAC Address Tables

» Multicast

» IP Configuration
-

TACACS+ Client
[>)
» RADIUS Server
Password Strength
» Key Management
» Mgmt Access Method
Management Access Authe

» Secure Sensitive Data Man

» Qal Qanar
»

AEEORBENTBENENRAWeNERARER  REERERSL> RADIUSES

cisco Authenticator Language: [[=3ls][Eh] Display Mode: [aGIEIC-WIRE Logout SNA About Help

RADIUS Client

RADIUS Accounting for Management Access can only be enabled when TACACS+ Accounting is disabled. TACACS+ Accounting is currently Disabled.

RADIUS Accounting: Port Based Access Control (802.1X, MAC Based, Web Authentication)

Management Access
Both Port Based Access Control and Management Access
® None

Use Default Parameters
“ Retries: 3 (Range: 1 - 15, Default: 3)

Timeout for Reply: 3 sec (Range: 1 - 30, Default: 3)

* Dead Time: 0 min (Range: 0 - 2000, Default: 0)

Key String: ® Encrypted

Plaintext 01128 characters Used
Source IPv4 Interface: | Auto v

Source IPv6 Interface:  Auto 3

e

© 2011-2018 Cisco Systems, Inc. All Rights Reserved.

HER2.[0 N IREEIRADIUS Tabledt 53

, RER—TAdd... $TIERADIUS{I RS,



Use Default Parameters

Retries: 3 (Range: 1 - 15, Default: 3)
Timeout for Reply: 3 sec (Range: 1 - 30, Default: 3)
Dead Time: 0 min (Range: 0 - 2000, Default: 0)
Key String: ® Encrypted

Plaintext

Source IPv4 Interface: = Auto %

Source IPv6 Interface: = Auto v

|mpply-f | Cancel

RADIUS Table

String (Encrypted) | for Reply Port Port

Server | Priority = Key Timeout = Authentication | Accounting | Retries

Dead
Time

Usage
Type

0 results found.

An ~ indicates that the parameter is using the default global value.

HER3. ( AIE ) 1 Server Definition ( AIREFER ) ML P BER SR IPH i & BIEERADIUSH

BR25. EAXFIH , HMASREBy IP addressHI FEEEIE,

Server Definition: ® By IP address, By name
IP Version: Version 6 @ Version 4

Server IP Address/Name:
Priority: Range: 0 - 65535)

Key String: ® Use Default
User Defined (Encrypted)

User Defined (Plaintext)

Timeout for Reply: ® Use Default
User Defined |

Authentication Port: 1812 Range: 0 - 65535, Default: 1812

Accounting Port: 1813 (Range: 0 Default: 1813

Retries: ® Use Default
User Defined Range: 1

Dead Time: ® Use Default
User Defined
Usage Type: Login
802.1x
e Al

}—Aﬁuy—{ ‘ Close ‘

SEBA. (IR ) 1EIP Versionfif 2 BRADIUS A IR SS 49 1P ik BTARZAS o

FAWTERRE,

EABIF , RIS RER

Server Definition: ® By IP address By name

IP Version: Version 6

Server IP Address/Name:
Priority: (Range: 0 - 65535)
Key String: ® Use Default
User Defined (Encrypted)
User Defined (Plaintext) I
Timeout for Reply: ® Use Default
User Defined se

Accounting Port: 1813 Range: 0 -6 Default: 1813

Retries: ® Use Default
User Defined |0 Range: 1

Dead Time: ® Use Default
User Defined R
Usage Type: Login
802.1x
e Al

Authentication Port: 1812 (Range: 0 - 65535, Default: 1812)

|~Apply-|| Close |

HER5. 1R P 31 5 & i ARADIUSfRIBRER.

192.168.1.100,

R FIA&1E Server IP Address/Namet@ i & A P 31k



Server Definition: ® By IP address By name

IP Version: Version 6 @ Version 4

Server IP Address/Name: (192 168.1.100 )
Priority: Range: 0 - 65535

Key String: ® Use Default

User Defined (Encrypted)
User Defined (Plaintext)

Timeout for Reply: ® Use Default
User Defined

Authentication Port: 1812 Range: 0 - 65535, Default: 1812
Accounting Port: 1813 - 65535, Default: 1813
Retries: ® Use Default

User Defined

Dead Time: ® Use Default
User Defined
Usage Type: Login
802.1x
e Al

|Apply—|| Close |

SER6. M ARRBENELIETF, BREFREREERABRARF[URIEEAENIETF. KEEL
B RIEF&SHRADIUSAREMRE. ERESEEIERF.

Server Definition: ® By IP address By name

IP Version: Version 6 (@ Version 4

Server IP Address/Name: 192.168.1.100

Key String: ® Use Default
User Defined (Encrypted)
User Defined (Plaintext)
Timeout for Reply: ® Use Default
User Defined

Authentication Port: 1812 Range: 0 - 65535, Default: 1812
Accounting Port: 1813 5, Defe 1
Retries: ® Use Default

User Defined

Dead Time: ® Use Default
User Defined

Usage Type: Login
802.1x
e Al
}—Appiy—{ ‘ Close ‘

SR RARARRININZEBHERADIUSARS BETNESEFH, et M\i,EEERADIUSﬂHE
BRLrEENSWITE, —IJ«XJ«XIJDE‘ZEHESC*%Tﬁ)\o R iEEUse Default , HKESERFHER
W T EERADIUSTIRETET S P 5E, KAIAEEMUser Deflned(PIalntext)jtﬁ“Il%ﬁﬁmﬁlo

fiEE : RMEREEENEKRS ARRE. MRFE , JUEEEMH.



Server Definition:
IP Version:

PV6 /

Link Local Interf:

Server IP Address/Name:

Priority:

Key String:

“* Timeout for Reply:

Authentication Port:

* Accounting Port:

* Retries:

* Dead Time:

Usage Type:

® By IP address By name
Version 6 @ Version 4

Link Lc

192.168.1.100
(Range: 0 - 65535)

Use Default

User Defined (Encrypted)
@ User Defined (Plaintext) (7/128 chal

® Use Default

User Defined |
1812 (Range: 0 - 65535, Default: 1812)
1813 (Range: 0 - 65535, Default: 1813)

® Use Default

User Defined

® Use Default
User Defined F au
Login

802.1x
e Al

racters used)

|Apply-—||  Close

S EB8.1% — T Apply A/ 74

i ﬂ:'
o8

o

802.1X & 13 BT M 1

BEEARSEMRARRESNRRE. EXSORBEFIHE  LAESEELLHENERRK
Rz S8R

SR EMIRE> 802. 1 XF N RE>RY.

cisco Authenticator Language: [EITeIEN [ Display Mode: [ETENSRA Logout SNA About Help

x Save

e SG550x-24

» IP Configuration

24-Port Gigabit Stackable Managed Switch

Properties

TACACS+ Client

RADIUS Client

RADIUS Server

Password Strength

Key Management

Mgmt Access Method

Management Access Authe

Secure Sensitive Data Man

SSL Server

SSH Server

SSH Client

TCP/UDP Services

» Storm Control
Port Security
(2}
3

Port Authentication
Host and Session Authen
Authenticated Hosts
Locked Clients
Web Authentication Custc
Supplicant Credentials

Port-Based Authentication: Enable

Authentication Method: RADIUS, None
RADIUS

None

Guest VLAN: Enable

Guest VLAN Timeout: Immediate
User Defined

Trap Settings
802.1x Authentication Failure Traps: Enable
802.1x Authentication Success Traps: Enable
MAC Authentication Failure Traps: Enable
MAC Authentication Success Traps: Enable
Supplicant Authentication Failure Traps: Enable
Supplicant Authentication Success Traps: | | Enable
Web Authentication Failure Traps: Enable
Web Authentication Success Traps: Enable

Enable

Web Authentication Quiet Traps:

MAC.Racad Anthenticatic
»

© 2011-2018 Cisco Systems, Inc. Al

| Rights Reserved.

sec (Range: 30 - 180)
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Properties

Port-Based Authentication: «| Enable

Authentication Method: RADIUS, None
e RADIUS
None
Guest VLAN: Enable
Guest VLAN Timeout: e Immediate

User Defined
Trap Settings

802.1x Authentication Failure Traps: Enable
802.1x Authentication Success Traps: Enable
MAC Authentication Failure Traps: Enable
MAC Authentication Success Traps: Enable
Supplicant Authentication Failure Traps: Enable
Supplicant Authentication Success Traps: Enable
Web Authentication Failure Traps: Enable
Web Authentication Success Traps: Enable
Web Authentication Quiet Traps: Enable

SEBERERAEFMREL L. BMKBERADIUSEARMNRE S E, UTEER

- RADIUS , None — B %&fEARADIUSHRESHITIE S B8R, MEREWZEIZRERADIUSHE
FE ( BImEARESEAR ) , AIFSHTREFE A AFIEXREE, MRAEARSITH , EEAERET
iERE , RIBHEIASIRIER |, 58K IE,

. RADIUS — ZZRADIUSTAfRSBZ LB FEAE S D, MERMITHHRE , AFTAHFZHE,

B THERERTIORE. AR

Properties
Port-Based Authentication: «#| Enable
Authentication Method: RADIUS, None
e RADIUS
None
Guest VLAN: Enable
Guest VLAN Timeout: e |Immediate

User Defined
Trap Settings

802.1x Authentication Failure Traps: Enable
802.1x Authentication Success Traps: Enable
MAC Authentication Failure Traps: Enable
MAC Authentication Success Traps: Enable
Supplicant Authentication Failure Traps: Enable
Supplicant Authentication Success Traps: Enable
Web Authentication Failure Traps: Enable
Web Authentication Success Traps: Enable
Web Authentication Quiet Traps: Enable

SE4. (W& ) iBAF MAC Authentication Failure Traps¥IMAC Authentication Success Trapsty



EnableEE S, MRMACEH BB AKX , EEXRMBM. EARF , RMABBAMACE
1750 7 K B B BERIMAC 5 17 5 78 B 2 63 o

Properties
Port-Based Authentication: ¢! Enable
Authentication Method: RADIUS, None
e RADIUS
None
Guest VLAN: Enable
Guest VLAN Timeout: ® |mmediate

User Defined
Trap Settings

802.1x Authentication Failure Traps: Enable
802.1x Authentication Success Traps: Enable
MAC Authentication Failure Traps: «#| Enable
MAC Authentication Success Traps:
Supplicant Authentication Failure Traps: Enable
Supplicant Authentication Success Traps: Enable
Web Authentication Failure Traps: Enable
Web Authentication Success Traps: Enable
Web Authentication Quiet Traps: Enable

S ER5.3% — T Apply.

802.1XBREMACEHRBRIBRTE

{5 A Lt B AT BABG B A R ERMACH & 0B R 1 SRR E .

S B21.8 8 Z Security > 802.1X Authentication > MAC-Based Authentication Settings.

il — cisco  Authenticator  Language: ST NMRA Doy Vode: [XTENSSRA Losout SNA About Help
SG550X-24 24-Port Gigabit Stackable Managed Switch I

MAC-Based Authentication Settings
TACACS+ Client

RADIUS Client
» RADIUS Server
Password Strength
» Key Management Username Format
» Mgmt Access Method
Management Access Authe
Secure Sensitive Data Man
» SSL Server
» SSH Server
SSH Client
TCP/UDP Services
» Storm Control
Port Security e ) Lowercase
@ B0z Ameniaion €) T
Properties
Port Authentication
Al S AE Password o/ Use default (Username)
Authenticated Hosts Encrypted
Locked Clients
‘Web Authentication Custc
Supplicant Credentials Password MD5 Digest:

AN (G SERCH Pm"‘“’"';" |apply-f | Cancel Display Sensitive Data as Plaintext

©2011-2018 Cisco Systems, Inc. All Rights Reserved.

S B2 £ MAC Authentication TypeiBIZLL T BE 2 — :

MAC Authentication Type: o EAP
RADIUS

Group Size:

MAC Authentication Password

Plaintext

. EAP — ¥ ( RADIUSE Fi ) MIRADIUSARES ( REBEEMRMACKHERA ) 2cEHRE
FEFARADIUSHIEAPf 8,
- RADIUS — #3228 ( RADIUSTE i &iw ) MIRADIUSTAIfRES ( EEBMBEMNMACHESRE
) 2B REFERATSEAPHEHRADIUS,



ARG, RPAHEZFERADIUSEA R PIHMACEE R 5,
MAC-Based Authentication Settings

MAC Authentication Type: EAP

e RADIUS
Username Format
Group Size: 1
2
4
e 12
Case: ® Lowercase
Uppercase

MAC Authentication Password

Password: ® Use default (Username)

Encrypted

Plaintext

Password MD5 Digest:

l—AppIy—‘ l Cancel l [ Display Sensitive Data as Plaintext ‘
SR ERLAEEBHEAT , REERACERESBEENMACHI S R 2 BHASCIF TE, £

APl | B EE2EAB KRN,
M5 : R EAE R BRI BB Radius Server UsersZp %y & AMACHb1E 9 75 S AHE
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MAC-Based Authentication Settings

MAC Authentication Type: EAP

e RADIUS
Username Format
Group Size: 1
e 2
4
12
Group Separator: e -
Case: Lowercase

MAC Authentication Password

Password: @ Use default (Username)

Encrypted

Plaintext

Password MD5 Digest:

'»—ﬁpply—' [ Cancel l [ Display Sensitive Data as Plaintext ]
SR BB ERTPEMMABEBRADIUSHRFET S ORE. BEUATERz—

. Use default(Username) — BER BB UFAERNERAEZBEARR.
- BNE — UINEERNERHE,
. A (Plaintext) — LIBA X R EEZRE.




MAC-Based Authentication Settings

MAC Authentication Type: EAP
e RADIUS

Username Format

Group Size: 1

Group Separator: ®

Case: Lowercase
® Uppercase

MAC Authentication Password

Password: Use default (Username)
Encrypted

@ Plaintext @Xample ) (7/32 characters used)

Password MD5 Digest:

}—Apply—{ [ Cancel ] [ Display Sensitive Data as Plaintext I

XX : Password Message-Digest Algorithm 5(MD5)# ZRRMD5 R E £ . MD52 — B &5 =
B, eEMERYEY T —EREN AT ESNE— /&M H@mE . MD5fEM 12811 ZEE.

HERT B — T Apply , W RERMFIBHITHERE S,

802. 1 X BT M HNeERN

Host and Session AuthenticationB FAR E&802.1XEE FETHWERURBAZERBEHTH
B’1E,

SB1, EEESecurity > 802.1X Authentication > Host and Session Authentication.

x Save cisco Authenticator Language: Display Mode: Logout SNA About Help
SG550X-24 24 Port Gigabit Stackable Managed Switch I <

Host and Session Authentication
TACACS+ Client

RADIUS Client Host and Session Authentication Table Showing 1-28 0f 28  All ¥ = per page
» RADIUS Server

Password Strength
» Key Management Entry No. | Port | Host Authentication Single Host
» Mgmt Access Method
Management Access Authe
» Secure Sensitive Data Man
» SSL Server GE2  Multiple Host (802.1X)

» SSH Server GE3  Multiple Host (802.1X)
» SSH Client GE4  Multiple Host (802.1X)
et e ones GE5  Multiple Host (802.1X)

» Storm Control
GE6  Multiple Host (802.1X)

Filter: Interface Type equalsto  Portof Unit1 v | Go |

Action on Violation | Traps | Trap Frequency = Number of Violations
GE1  Multiple Host (802.1X)

Port Security

~ 802.1X Authentication ) ) GE7  Multiple Host (802.1X)

Properties GE8  Multiple Host (802.1X)

Port Authentication GE9  Multiple Host (802.1X)

s GE10  Multiple Host (802.1X)
[ —— GE11  Multiple Host (802.1X)
Web Authentication Custc GE12  Multiple Host (802.1X)
Supplicant Credentials GE13  Multiple Host (802.1X)
B e ot GE14  Multple Host (802.1X)

» Denial of Service Preventio ~
| GE15  Multiple Host (802.1X)

©2011-2018 Cisco Systems, Inc. All Rights Reserved.
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Filter: Interface Type equalsto Port of Unit1 v ﬁ

Host Authentication Single Host ‘
Action on Violation | Traps | Trap Frequency = Number of Violations
GE1  Multiple Host (802.1X)

090900@«99999@0-

HER3 EREdit.. BLEE.

@
®
®
®
®
®
®
®
(J
®
(J
®
®
®
®
®
(J
®
®

55%4.T£HostAuthentication#ﬁ1;iﬂlﬂ : BELTEES —
B




- NMRBERRENEER , AEEREEN, —EELRERE—ATH

- BEFEAREBRSEVLANEALR , AEBNRESENHMEFEVLAN, BRIFEENR
EENSHEVLANSBRARKEFNVLAN , RRISKSHEHRSE, NREEFRELLRBANE
VLAN , IR 2B EZBRAERIBVLANHWEEZERE.,

- BEGEESRER  REREFRNAEZEENCEERESRIBFTREVLANKE 5 78R
BEERE., REEMEIBNTRESHEERE,

- FEREUTUEEREBREIMNAEBEREE S HRIBIBESEFHLH R BIRADIUSHIRES 2
FLEYVLAN, BRIEEBHREBMNRADIUSIERIVLANSR REERFBAVLAN , BRI HRE
E, EiFE FMRADIUS VLANSERFE " Port Authentication, BEFERE.

2. ZEHER

- MRELE—EREEFR , AIEREISREN,

- BEREBEAREBSEVLANEALR , REBNRESENHMEZFEVLAN, BRIEEEHR
EBRFEVLANS BRKREHIFNVLAN , FRISKERE, NREERE LRXBAGE
VLAN , IR 2B EZBRARERIFVLANHWEERRE.,

- BEGEESRER  2RBFEVLANRE B0 EREHERE  BiEREEGIESENFT
EXHMHNAERECEBNRE,

- BALEERBEREERENAEBRESERFTBEPENHMIRADIUS RSB IRH
VLAN, BIFEZERHREBMRRADIUSIEENVLANS AERFHWVLAN , FRIZHRESES
BEE, EiFE FHRADIUS VLANSBLTE " Port Authenticationy B HHERE.

3. ZEFEER

BRI ETRERNTRE , SEFEXATHELIESNRBME, REEREIRGERE
ERENSEERE R,

- ERTIMERESEE  HEREBRARKRIBNVLANHNEESRRE.

- REBIEBRARBREBVLANHNAREZTHNEEENAREBERENREEVLAN L ER I A

, IS EHHMBEFEFVLAN ; MRFFVIANKEE LA  ISEEZRE,

AL ERBEREERENAEBRESERFTBEPERHMERADIUS RSB IRH
VLAN, BIFEZERHREBMRRADIUSIEENVLANS REBRFHWVLAN | FRIZHRESES
¥, 7EPort AuthenticationE H P2 E 7 8 L FIRADIUS VLANZ .

Interface: Unit |1 v Port | GE1 ¥

Host Authentication: Single Host
Multiple Host (802.1X)

® Multiple Sessions

}*Apply—i | Close

$ B85 1% — T Apply A Z4E &8,

BHEE : FRAERRE...... KGE1MMEIER EEA T ZEE, SEREIRADIUSHREFNEREZAZ
T #(802.1X).



802. 1 XE T ER BT

Port Authentication E R BEERASI HE E, AREEREFTRERERRERN M EFIRE, ARE (W
THEMRE ) KT UREE  NERBEEER SR EFHERS TAatRE, . BETKE
AR 42 3R [2] B H e msik R

MIRE : RPIABEREERMACH S MERBFIENRE. HAREKRE ATERE,
S B1 ERIRL>802.1 XS RE-ASHRYE,

cisco Authenticator Language: Display Mode: Logout SNA About Help
-24 24 Port Glgablt Stackable Managed Switch I C

Port Authentication

» Multicast

» IP Configuration

Port Authentication Table
TACACS+ Client
RADIUS Client _
RADIUS Server Entry No. = Port Current Port  Administrative RADIUS Guest Open Access = 802.1x Based MAC Based Web Based Periodic Reauth
Password Strength Control Port Control VLAN Assignment | VLAN Reauthentication
Key Management
Mgmt Access Method
Management Access Authe
e Conitve Data PortDown  Force Authorized Disabled Disabled  Disabled  Enabled Disabled Disabled Disabled
SSL Server Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled
SSH Server
SSH Client
TCP/UDP Services
5 SEET] PortDown  Force Authorized  Disabled Disabled  Disabled  Enabled Disabled Disabled Disabled
Port Security PortDown  Force Authorized  Disabled Disabled ~ Disabled  Enabled Disabled Disabled Disabled
<802 X Authentication ) ) PortDown  Force Authorized  Disabled Disabled  Disabled  Enabled Disabled Disabled Disabled
iopotes Port Down  Force Authorized  Disabled Disabled  Disabled  Enabled Disabled Disabled Disabled
Hostiand'Session/Althen Port Down Force Authorized ~ Disabled Disabled Disabled Enabled Disabled Disabled Disabled
P T LD PortDown  Force Authorized Disabled Disabled  Disabled  Enabled Disabled Disabled Disabled
Locked Clients Port Down Force Authorized Disabled Disabled Disabled Enabled Disabled Disabled Disabled
Web Authentication Custc

Quinnlirant Cradantiale

Filter: Interface Type equalsto | Portof Unit1 v | | Go |

Authorized Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled
Port Down Force Authorized Disabled Disabled Disabled Enabled Disabled Disabled Disabled

Port Down Force Authorized Disabled Disabled Disabled Enabled Disabled Disabled Disabled
Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled

Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled

© 2011-2018 Cisco Systems, Inc. All Rights Reserved.

SRR REERERZENIER,
e FORERRR[ERNERE, JBPRZE

Port Authentication

LSRR RE R R

Port Authentication Table

Filter: Interface Type equals to | Port of Unit 1 ¥ I Go l

Entry No. | Port Current Port | Administrative RADIUS Guest Open Access | 802.1x Based MAC Based Web Based Periodic Reauth
Control Port Control VLAN Assignment VLAN Authentication | Authentication | Authentication = Reauthentication
‘ @ 2 GE2 Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled
[ 3 GE3 Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled
‘ 4 GE4 Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled
| 5 GE5  Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled
‘ 6 GE6 Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled
[ 7 GE7 Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled
‘ 8 GES8 Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled
[ 9 GE9 Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled
‘ 10 GE10 Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled
| 11 GE11  Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled
‘ 12 GE12 Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled
[ 13 GE13 Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled
‘ 14 GE14 Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled

SR A% E T REIIZ— TEdt.. BER,



11 GE11  Port Down Force Authorized  Disabled
12 GE12 Port Down Force Authorized Disabled
13 GE13 Port Down Force Authorized  Disabled
14 GE14 Port Down Force Authorized Disabled
15 GE15 Port Down Force Authorized Disabled
16 GE16 Port Down Force Authorized  Disabled
17 GE17 Port Down Force Authorized Disabled
18 GE18 Port Down Force Authorized  Disabled
19 GE19 Port Down Force Authorized  Disabled
20 GE20 Port Down Force Authorized Disabled
21 GE21 Port Down Force Authorized  Disabled
22 GE22 Port Down Force Authorized  Disabled
23 GE23 Port Down Force Authorized Disabled
24 GE24 Authorized Force Authorized  Disabled
25 XG1 Port Down Force Authorized  Disabled
26 XG2 Port Down Force Authorized Disabled
27 XG3 Port Down Force Authorized  Disabled
28 XG4 Port Down Force Authorized Disabled
I Copy Settings... | ( Edit... )

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled

Disabled Disabled
Disabled Disabled
Disabled Disabled
Disabled Disabled
Disabled Disabled
Disabled Disabled
Disabled Disabled
Disabled Disabled
Disabled Disabled
Disabled Disabled
Disabled Disabled
Disabled Disabled
Disabled Disabled
Disabled Disabled
Disabled Disabled
Disabled Disabled
Disabled Disabled
Disabled Disabled

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

£ Edit Port AuthenticationB & & , Current Port Controf@{LFE R ERIBIZEMRE, MBARER
Authorized , EJE%?EE@%ZEAdmm/strat/ve Port Control& Force Authorized, Rz , tNRiRREE
Unauthorized , BIiE#R18 R i8B1B B & 5 Administrative Port Control# Force Unauthorized, TRt
A LR TSupphcant%F‘Jﬁﬁ Bl 'E 51 AV 2812 &% 2 Supplicant® F i

SERARFERRRERE, BERES
SR RIRE — Bl

B IR

RENRERENREZBBE,

MR
=

Interface:
Current Port Control:

Administrative Port Control:
RADIUS VLAN Assignment:

Guest VLAN:

Open Access:

802.1x Based Authentication:
MAC Based Authentication:
Web Based Authentication:
Periodic Reauthentication:
Reauthentication Period
Reauthenticate Now:

Authenticator State:

Maximum WBA Login Attempts:

WBA Silence Period:

Unit |1 v | Port |GE1 ¥
Authorized

Force Unauthorized

Force Authorized

Disable
Reject
Static

Enable
Enable
« Enable
Enable
Enable
Enable

3600 sec (Range: 300 - 429496

Force Authorized

Edit

® Infinite
User Defined

® Infinite

T — KRB HMBEN T,
Forced Authorized R Fa 58 {H.,

]

ax &

HE — ERELRAENEN S HREMNRE,

»BH. TREEIE
NHBERRERERIEEN

EQHF?O =IE

T EREE

ENBEBNEOEFREHES D

BERE Fim e B 508 E K IRE

S ER5.7£802.1X Based Authenticationffi+ , BUEEFEnableBI 5 , RAERMTITEFEA
802 IXEAKMIN S EEE. SRAERRSG02. 1x/Y 5 1758 FH W TERE.



Interface:
Current Port Control:

Administrative Port Control:

RADIUS VLAN Assignment:

Guest VLAN:
Open Access:
802.1x Based Authentication:
MAC Based Authentication:
Web Based Authentication
Periodic Reauthentication:

“ Reauthentication Period:
Reauthenticate Now:

Authenticator State:

ame:

% Maximum WBA Login Attempts:

WBA Silence Period:

Unit |1 v | Port |GE1 v
Authorized

Force Unauthorized
e Auto
Force Authorized

e Disable
Reject
Static

| Enable
| Enable
| Enable
| Enable

Enable

3600 sec (Range: 300 - 4294967295, Default: 3600)

Force Authorized
Enable
¥ | Edit

® Infinite
User Defined (Range: 3 - 10)

® _Infinite

5%61& I MAC Based AuthenticationfJEnableZ&E 5 #1 , B A I ER1EFE R FMACH 1t B F 18
SRRE., BLREFHAEERAMACH B HERE.

Interface:
Current Port Control:

Administrative Port Control:

RADIUS VLAN Assignment:

Guest VLAN:
Open Access:
802.1x Based Authentication:
MAC Based Authentication:
Web Based Authentication:
Periodic Reauthentication:

“ Reauthentication Period
Reauthenticate Now:

Authenticator State:

% Maximum WBA Login Attempts:

% Maximum WBA Silence Period

Unit |1 v | Port | GE1 ¥
Authorized

Force Unauthorized
e Auto
Force Authorized

® Disable
Reject
Static

Enable
Enable
Enable
Enable
Enable

3600 sec (Range: 300 - 4294967295, Default: 3600)

Force Authorized
Enable
¥ | Edit

® Infinite
User Defined (Range: 3 - 10)

® Infinite

HER7 ¥ — T Apply AR FEE,
NMREFEFEE , FREFRBHSave kil

D cone clsco  Authenticator Language: [[EeIEN WETETEEEE Advanced v [

24 24-Port Gigabit Stackable Managed Switch

fi il

BE , CERIERBRB EREERMACHENER. EREFENVMACHERERBEETE
, BHATU TSR,

S B 1 BB ESecurity > 802.1X Authentication > Authenticated Hosts , AR BB C R EFE A E M
FHER.



cisco  Authenticator Language: Display Mode: Logout SNA About Help
X-24 24 Port Glgablt Stackable Managed Switch

Authenticated Hosts

jacacssolent Authenticated Host Table

RADIUS Client
‘ User Name Port Session Time (DD:HH:MM:SS) = Authentication Method ~ Authentication Server =~ MAC Address VLAN ID
» RADIUS Server

Password Strength ; 54:EE:75: L] GE1/1  00:00:06:56 MAC Remote 54:ee:75:l
Key Management
Mgmt Access Method
Management Access Authe
Secure Sensitive Data Mar
SSL Server
SSH Server
SSH Client
TCP/UDP Services
» Storm Control
Port Security
02 x e @
Properties
Port Authentication
Host and Session Auther

Locked Clients

Web Authentication Cust

Supplicant Credentials

MAC-Based Authenticatic ™
»

© 2011-2018 Cisco Systems, Inc. All Rights Reserved.

SER2, TEARE GG | B LLEBIEMH 2 KB MACH LT Authenticated Host Table B8 Ea 3%
LUTHUERS

FHEER — TEEELETEMRENBERFEBR,

. Port — EiFEHRIE

EEPEEX R (DD:HH:MM:SS) — R A EER B L BBREBENREFTINEEE,
- BREHE — ARBERE—EERFENSE L

BB @ RES — RADIUS{ABRES.

- MAC Address — B/Ri5R FMACH 3L,

VLAN ID — EHVLAN,

Authenticated Hosts

Authenticated Host Table
User Name Port Session Time (DD:HH:MM:SS) = Authentication Method | Authentication Server | MAC Address VLAN ID
(54EE759 GE1/1  00:00:06:56 MAG Remote 54:ee:75:0 L D)

S EE3. ( WiE ) EEZEStatus and Statistics > View Log > RAM Memory. RAM MemoryE H #§ 1%
BIEFBREFERAM (RE ) FHAEHEE. RBAFREEEPHNERE , HRERFERAMB
.

saltet cisco Authenticator Language: Display Mode: Logout SNA About Help
cisco SG550X-24 24 Por’( Glgablt Stackable Managed Switch I

Getting Started

Dashboard RAM Memory

Configuration Wizards Alert Icon Blinking: Enabled [ Disable Alert Icon Blinking

a Pop-Up Syslog Noti Enabled | Disable Pop-Up Syslog Notificati

System Summary Current Logging Threshold:  Informational Edit
CPU Utilization

Port Utilization
rerE | LogIndex | Log Time Severity Description

Etherlike 2147483573  2018-May-3104:33:00 Warning %AAAEAP-W-RADIUSREPLY: Invalid attribute 26 ignored - vendor id is not Microsoft
GVRP | 2147483574 2018-May-3104:33:00 Warning %STP-W-PORTSTATUS: gi1/0/1: STP status Forwarding

Z(:)ZL“ 23 2147483575 2018-May-3104:32:56 Informational ~ %LINK-I-Up: gi1/0/1

i ariware Recource Utiiza | 2147483576  2018-May-3104:32:53 Warning %LINK-W-Down: gi1/0/1

Health and Power 2147483577 2018-May-3104:31:56  Informational ~ %SEC-I-SUPPLICANTAUTHORIZED: MAC 54:ee:75: [ | is authorized on port gi1/0/1
SPAN & RSPAN | 2147483578 2018-May-3104:31:56 Warning %AAAEAP-W-RADIUSREPLY: Invalid attribute 26 ignored - vendor id is not Microsoft

RAM Memory Log Table Showing 1-500f 75 50 ¥ per page

Diagnostics 2147483579  2018-May-3104:31:56 Warning %STP-W-PORTSTATUS: gi1/0/1: STP status Forwarding

RMON
‘2147483580 2018-May-3104:31:51  Informational ~ %LINK-I-Up: gi1/0/1

2147483581 2018-May-3104:31:48  Warning %LINK-W-Down: gi1/0/1
| 2147483582 2018-May-3104:30:55 Notice %COPY-N-TRAP: The copy operation was completed successfully
Flash Memory 2147483583 2018-May-3104:30:53  Informational ~ %COPY-I-FILECPY: Files Copy - source URL running-config destination URL
SmAdminisitation | 2147483584  2018-May-3104:13:26  Informational ~ %SEC--SUPPLICANTAUTHORIZED: MAC 54:ee:75: is authorized on port gi1/0/1
e 2147483585 2018-May-3104:13:26 Waming %AAAEAP-W-RADIUSREPLY: Invalid attribute 26 ignored - vendor id is not Microsoft

© 2011-2018 Cisco Systems, Inc. All Rights Reserved.

SBRAERAMEIER HERT , CEXESEE —REAMAFEE , RP|ZHMACH U EFEER
gi1/0/1 LB ERE,

MIRE : TR MACHEHEEE R 55,




2147483584 2018-May-3104:13:26  Informational  %SEC-I-SUPPLICANTAUTHORIZED: MAC 54:ee:75: is authorized on port gi1/0/1

BEARXNERRE......

BT EmiA BRI i EE
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