EXHS ERES.IXESREBRE
&

|IEEE 802 1xZEFERE Fim MM ReE 2 BMEIEEG ., EERBMLANRRREF T RFERE
WMRMERE A, ERITBRBFERENEAE RS EEBHTERBRIBAFEAE RS
(RADIUS) #5458 7] IR 2R EE 1T BR 3% o

802. 1xF BB RHI AR KRENE FIRBIR A EMRERTILAN, 802 1xFHEREF
i — FRESEE, FHERD  EREEERFUTHEAS
EFmBBERS — BFRIBERAZFRFPELANNBEREE., FRHERDSORIES.

RER — RERERAEERBEASFREBERNBREE. XEUATEOBRELE

BER802.1x — FTE S MBRBEABLIE., EERB2IxNEMHREF , FHEFERNE802.1x8
E ZEAP over LAN(EAPoL) BRI REN AR R & 10 BR T 1 E(EAP)EE. , X EARADIUSH?E
B EEED & 0 BRERRS.

ERMAC — TR S HRBEABE, ERERHEEF(MAC) , BESRAFNARE KRB
B & iR THREBEAPE FimEl o .

ERWeb — EESERZEATIE, ERAERWebH F 0 ERE , BOREREZARISKRERK
FENEFIRSTRENEAPEF IR T

Bt REMRS — SORBARSUTEFENERSNRRE. RENSOREARSZEES
EAPIERHIRADIUS & 17 B 3 Al IR 85

PRt : EMEBETURE PR , A BLRFERE. BEA , RESEEHTLL,
TEERTRESEACEERENME. A RFIERSG350XTRH,

mn!wm -

SG350X - =
(Authenticator) _ .
RADIUS Server
E i i (Authentication Server)
Workstations

(Clients or Supplicants)



ERTE802.1xAYAER :

B EBREFIHEE(VLAN), EFARBREAERWebHNERABEREIVLAN , FR—THE,
BBEENRCLINGN , BE—TIHE.

EXHE FRERIVLANGEE. EFAERWebNERARRETERE , R —THE, Eff
FACLI , B —TUE.

ERM LR ES02.1xB i, METERIM E2EM R A802.1xABUA802. 1xERIEH & 115k 3
o ﬁgﬁﬁﬂﬂ , %EEEE_-FLJEO

(A2 ) EXBMIEERESEE, sERBFNAEEREH FNSEHERE , FiE—Tit
Eo

BES02. IXEH DB E, AMREMMER M FEES02. 1xEH P RERENRHA.

B Z R AL B R E N ERMACH 5B |, iR — T ILE.

HA KR

Sx300% %1
Sx350% %l
SG350XR %l
Sx500% %

Sx550X 3R %

AR A

1.4.7.06 — Sx300, Sx500

2.2.8.04 — Sx350, SG350X, Sx550X

XM A E802. 18 & (B R E
B ERADIUSE SR E


/content/en/us/support/docs/smb/switches/cisco-small-business-200-series-smart-switches/smb5097-configure-a-vlan-on-a-switch.html
/content/en/us/support/docs/smb/switches/cisco-small-business-300-series-managed-switches/smb4986-vlan-configuration-via-cli-on-300-500-series-managed-switche.html
/content/en/us/support/docs/smb/switches/cisco-350-series-managed-switches/smb5411-configure-port-to-virtual-local-area-network-vlan-settings-o.html
/content/en/us/support/docs/smb/switches/cisco-small-business-300-series-managed-switches/smb5653-configure-port-to-vlan-interface-settings-on-a-switch-throug.html
/content/en/us/support/docs/smb/switches/cisco-small-business-500-series-stackable-managed-switches/smb2652-configuration-of-802-1x-properties-on-sx500-series-stackable.html
/content/en/us/support/docs/smb/switches/cisco-small-business-300-series-managed-switches/smb5090-configure-time-range-settings-on-a-switch.html
/content/en/us/support/docs/smb/switches/cisco-small-business-300-series-managed-switches/smb5090-configure-time-range-settings-on-a-switch.html
/content/en/us/support/docs/smb/switches/cisco-350-series-managed-switches/smb5836-configuring-mac-based-authentication-switch.html

SR BARBRBENERELAREN , ARE "Display Mode, TH A BEFiEEAdvanced

o

PIEE . TRARERATREGRNKERRME, A0 EANRSC550X-24,
Display Mode: Logout
Basic |

S ER2 E B ESecurity > RADIUS Client.

¥ Security

RADIUS Client | 2

» Access Control

HER3.[0 T REVFIRADIUS Table#ds , A% — TAdd... .A¥ERADIUSH k=R,

# Retries: 3| (Range:1- 15, Default:3)

“ Timeoutfor Reply: 3 | sec (Range: 1- 30, Defaul: 3)

% Dead Time: 0 min (Range: 0 - 2000, Default: 0)
Key String: © Encypted| |

_ Plaintext | (01128 characters used)
Source IPv4 Interface: | Auto ¥
Source IP6 Interface:

O Priority | Key Timeout | Authentication = Accounting = Retries = Dead = Usage
String (Encrypted) | for Reply Port Port Time  Type

@| Edit.. | | Delete |
is using the default global value.

B84 .7E Server Definitiont8 il 1212 2% IPtb it & B #BIE ERADIUS RS, EIP Versiontd
L FIZZERADIUSA BREFHYIP L 31k BY KR AN o

BIEE : FEABI |, FAFI&6EFABy IP address#1Version 4.



@ Add RADIUS Server - Google Chrome - O X

A Not secure | https://192.168.1.125/cs30a6baef/mts/mgmtauthen/security_authen_radius_a_jq.htm

Server Definition: o ® By IP address By name
1P Version: Version 8 (2]
IPv6 Address Type Link Local Globa
_ink Local Interface VLAN1 ¥
# Server IP Address/Name:
% Priofity:
Key String: ® Use Default
User Defined (Encrypted)
User Defined (Plaintext) acters used)
£ Timeout for Reply: ® Use Default
User Defined |Default sec (Range: 1 - 3(
% Authentication Port 1812 (Range: 0-6 Default: 1812)
£ Accounting Port: 1813 (Range: 0 - 6 813)
 Retries: ® Use Default
User Defined |Default (Ra 5, Defau
% Dead Time ® Use Default
User Defined |Default mir Def:
Usage Type: Login
B802.1x
® Al
2 BR5. 12 |Pith ik 50 % R ARADIUS Al R 257
rt @ & AP A P
BtEE : AP HE Server IP Address/Namet i h ¥ A IPitb 11k 192.168.1.146,
@ Add RADIUS Server - Google Chrome — (m] b
A Not secure | htps://192.168.1.125/cs30abbaef/mts/mgmtauthen/security_authen_radius_a_jq.htm
Server Definition: ® By IP address By name
IP Version: Version6 ® Version 4
IPv6 Address Type Link Local Global
ink Local Interface VLAN 1 ¥
% Server IP Address/iName: [192.168.1.146 |
£ Priority: (Range: 0
Key String: ® Use Default
User Defined (Encrypted)
User Defined (Plaintext) 0 s used)
£ Timeout for Reply: ® Use Default
User Defined |Default sec (Range: 1 - 3
% Authentication Port 1812 (Range: 0-6 5, Default: 1812)
& Accounting Port: 1813 (Range: 0-6 Default: 1813)
# Retries: ® Use Default
User Defined |Default (Ra 5, Defau
% Dead Time: ® Use Default
User Defined |Default mir
Usage Type: Login
802.1x
® Al

SER6. M ARRBNELIRTF. BEEFEEREEHABISARB[URIEEAENIEF. KE
BB LIEF&SHRADIUSHARSEMG. OR&RSE LIEF,



@ Add RADIUS Server - Google Chrome - O X

A Not secure | https://192.168.1.125/cs30abbaef/mts/mgmtauthen/security_authen_radius_a_jgq.htm
Server Definition: ® By IP address By name
IP Version: Version 6 ® Version 4

Server IP Address/Name: 192.168.1.146

Key String: o Use Default )
User Defined (Encrypted) |

User Defined (Plaintext) |

Timeout for Reply: ® Use Default
User Defined |

Authentication Port: 1812
Accounting Port 1813
Retries: & Use Default

User Defined |

Dead Time ® Use Default
User Defined |

Usage Type: Login
B802.1x
® Al

SB7TWARRBRNNZREBERADIUSAMRS 2EEFN SR TR, BN AR
RADIUSﬂHE%ﬁszgEI’J%ﬁ“IEEﬂO —JJ«)\J«)\M@‘IREE)'C%TWAO R i#EUse Default , £E
EREAENRLISFTEMRADIUSAMRESETINERE.

BiEE : IS A User Defined(Plaintext) it & A <& i& R4,
22BN AE B iR FMRADIUSARRSRE , FiR— TIE.

@ Add RADIUS Server - Google Chrome — O X
A Not secure | https://192.168.1.125/cs30abbaef/mts/mgmtauthen/security_authen_radius_a_jg.htm
Server Definition: ® By IP address By hame
IP Version: Version 6 ® Version 4

Server IP Address/Name: 192.168.1.146
Priority: 0

Key String: Use Default
User Defined (Encrypted) |

Ol m—

Timeout for Reply: & Use Default
User Defined |

Authentication Port 1812
Accounting Port: 1813
Retries: ® Use Default

User Defined |

Dead Time ® Use Default
User Defined |

Usage Type: Login
802.1x
® Al

S EB8.1E Timeout for Reply# {7 , i#iZUse DefaultziUser Defined. #NRiEZE User
Defined, , B ALEEEREAZISFERERADIUSHARBINEZHNVE  WREHM
RRXE , BIYIRE T —ERARSS. WRiEZF T Use Default , BIZEE F A FEER B FE,

BHEE : FEARHIS | 182 7 Use Default,


/content/en/us/support/docs/smb/switches/cisco-350-series-managed-switches/smb5334-configure-remote-authentication-dial-in-user-service-radius.html

@ Add RADIUS Server - Google Chrome _ [m] x
A Not secure | https://192.168.1.125/cs30abbaef/mts/mgmtauthen/security_authen_radius_a_jgq.htm

IP Version: Version 6 ‘® Version 4 o

Server IP Address/Name: 192.168.1.146
Priofity: 0
Key String: Use Default
User Defined (Encrypted) |
® User Defined (Plaintext) example
Timeout for Reply: @ Use Default
User Defined |

Authentication Port: 1812
Accounting Port 1813
Retries: & Use Default

User Defined |

Dead Time ® Use Default
User Defined |

Usage Type: Login
B802.1x
® Al

| Apply|| Close |

% BR9.1E Authentication Porti@ {1\ & A R B 17 B ¥ 55 R FWRADIUS{a AR BFE HIUDPIESE
£ Accounting Portli i 7 A FE1REE R 8 ARADIUS ] AR 25 £ Y UDPESR

BEE - EARIF |, HAKE S 08B ENCIREMEAERE,

@ Add RADIUS Server - Google Chrome — O X
A Not secure | https://192.168.1.125/cs30abbaef/mts/mgmtauthen/security_authen_radius_a_jg.htm
IP Version: Version 6 ® Version 4 -

Server IP Address/Name: 192.168.1.146
Priority: 0

Key String: Use Default
User Defined (Encrypted) |

® User Defined (Plaintext)  example

Timeout for Reply: & Use Default
User Defined |

Authentication Port o 1812 Rar
Accounting Port: (@) 1813 Range

Retries: ® Use Default
User Defined |

Dead Time ® Use Default
User Defined |

Usage Type: Login
802.1x
® Al

| Apply-|| Close |

SB10. MR A EXHRLEEUser Defined , 758 ATE52 A 4 P& 2 511X BIRADIUSE AR 25
HEERE, MEREEUse Default, £EZSFEHER X BMFERE.

MR A Dead Timei#$Z 7 User Defined , SBI AL ERKIBN 0 ES , AR TS ARBEERHIB
HmEEANRADIUSIIRES. HRi1EIE T Use Default , BIEENSFEFAEREMNTERE. WR@AA
078 , BIIRBIL TR/,

B¥EE : AL |, HFIHEHEMEMZEFUse Default.



@ Add RADIUS Server - Google Chrome

A Not secure | https://192.168.1.125/cs30abbaef/mts/mgmtauthen/security_authen_radius_a_jgq.htm

IP Version: Version 6 '® Version 4

Interfac VLAN1 ¥
& Server IP Address/Name: 192.168.1.146

& Priority: 0 (Range: 0 - 65

Key String: Use Default

User Defined (Encrypted)

® User Defined (Plaintext) example

£ Timeout for Reply: ® Use Default

User Defined |Default sec (Range 30, D
% Authentication Port 1812
% Accounting Port: 1813

% Retries: © (©) use petaut
User Defined ’“— Range: 1

% Dead Time e @ Use Default
UserDefined [Deiaut  min(k:

Usage Type: Login
B802.1x
® Al

|-apply||  Close

S B 11.1E Usage Typel{u =+ , #1 ARADIUSR ARESE B E B, iRIBEDIE

B A -RADIUSAIRRANBREEREERENERE.

802.1x - RADIUSfal R#R A FA802.1x & 13 B & o

2B - RADIUSfARRE AR BRE ERE K BRI A & MB02.1xBa =+ -

@ Add RADIUS Server - Google Chrome

A Not secure | https://192.168.1.125/cs30a6baef/mts/mgmtauthen/security_authen_radius_a_jg.htm

1P Version: Version 6 '® Version 4

Interfac VLAN1 ¥

% Server IP Address/Name: 192.168.1.146

£ Priority: (1] (Range: 0 - 6
Key String: Use Default
User Defined (Encrypted)
® User Defined (Plaintext)  example (7/128 characters used)
£ Timeout for Reply: & Use Default
User Defined |Default sec (Range 30, Defaul
% Authentication Port 1812 (Range: 0 - 35, Default: 1812)
© Accounting Port: 1813 (Range: 0 - 65535, Default: 1813)
& Retries: ® Use Default
User Defined |Default Rang
% Dead Time: ® Use Default
User Defined |Default min (Range
Usage Type: Login
802.1x

@ an

fpply-f | Close

FER12.32— T Apply.



@ Add RADIUS Server - Google Chrome

A Not secure | htps://192.168.1.125/cs30a6baef/mts/mgmtauthen/security_authen_radius_a_jg.htm

IP Version: Version 6 ® Version 4 -
IPv6 Address Type: ® Link Local Global
Link Local Interface VLAN1 ¥
£ Server IP Address/Name: 192.168.1.146
£ Priority: 0 (Range: 0 - 65535)
Key String: Use Default
User Defined (Encrypted)
® User Defined (Plaintext) example (7/128& characters used)
£ Timeout for Reply: ® Use Default
User Defined |Default sec (Range: 1 - 30, Default: 3)
% Authentication Port: 1812 (Range: 0 - 65535, Default: 1812)
% Accounting Port: 1813 (Range: 0 - 65535, Default: 1813)
% Retries: ® Use Default
User Defined |Default (Range: 1 - 15, Default: 3)
% Dead Time: ® Use Default
User Defined |Default min (Range: 0 - 2000, Default: Q)
Usage Type: Login
B802.1x
e Al

sy cose |

B E802.1xE B ERERE
S BAXBREWABENARER , K% Display Modes T &5 shiZ2Advanced

o

BEE . TARERENAASREBHEME, EATRAF |, £H T SG350X-48MP,
Display Mode: Logout
Basic |

Advanced

BEE : NREHESx3005SX500R 55Xl | FERES B2,
S ER2 12 1F Security > 802.1X Authentication > Port Authentication,



Port Authentication

S ER3. % Interface Type T PLIRE FIRIZFENH,
ERE - NMREFEERBREEERE | B Interface Type N HIEE HiEEPort,

LAG — f&Interface Type THBRER  BEERENLAG, EEXELAGRERERIIEHE,

BEE : EARMIP | BETREINE,

"ﬂ

Filter: Interface Type equals i
| EnyNo. [Port |

- Port of Unit 1
Part of Unit 2

MIEE : RAFEMBEKX M ( HIINSKI00RFIHM ) | FRELES,
SBAE—TGoAE RN H LI EREBESLAGHEE,
Port Authentication

|‘ Filter: Interface Type equalsto | Portof Unit1 % g

SERS MR EMEMIE,




Part Authentication

Port Authentication Table
Fier: Intarface Type equals to | PotefUnit1 2 | Go |

Entry No. | Port Curnent Administrative RADIUS Guest  Open Access  B02.1x Based MAC Based Wb Based
1 GE1 Awthorzed  Forco Authorized  Disabled Dhsnbied [hanbied Enabipd Disablod Digabied
2 GE2 Augthorzed  Force Awthorized Disabled Drsadriod Disabied Enabled Disabled Disabled
3 GE3 Authorzed  Force Authorized Disabled Drisabled Disabied Enated Disabled Disabled
5 OE5  Pom Down Foron Aulhanized  Disabled Draabled Dinabied Enatied Dsabled Digablad
6 GES PomDown  Foron Authorized  Disabled Désaibod IDisabid Enablod Disabled Disabiod

BEE : EATRAIT , 2T GE4,
SR AT RBEE , RRRMEEit.

46 GE46 Port Down Force Authorized  Disabled Disabled
4T GE4T Port Down Force Authorized  Disabled Disabled
48 GE48 Port Down Force Authorized  Disabled Disabled
489 XG1  Authorized  Force Authorized  Disabled Disabled
50 XG2Z2  Port Down Force Authorized  Disabled Disabled
21 XG3  Port Down Force Authorized Disabled Disabled
52 XG4 Authorized  Force Authorized Disabled Disabled

Copy Setings... | | Edi.. |

SR (&) MREHFES —ENE , FRUnitand Port T HLRE HIEE,

Interface: Unit | 15 Port | GE4 3%

Current Port Control: Authorized

BYEE : FEAS Rl | BB T HEB1HIEGES,
B8 B Ed Administrative Port Control @15 R I FT B I8 6 ¥ FERY B8 iR 1% 80, RIETIE

RHARRE — BRSERBHIAREREREENEHE. EREZERRE,
HE — REBEFBRAINGHRE  BECREIRREREZBBE,

MHRE — RERERRER, ERESEXRE.

Administrative Port Control: Force Unauthorized
o
Force Authorized

BYEE : EARAIG , #E T Auto.
FBR9.#E—TRADIUS VLANZ BB %4l , EANRE LR EBEVIANS B, BEREIE

R — hEe kA,

B8 — MARRADIUSHIBRSFRE TFHERA , BRERMEAFRIVLAN , RIFFRGHIER,



R — MRRADIUSTIRREBRIRE THERS , BERBREFRIBVLAN |, RIEZFERT,

RADIUS VLAN Assignment: Disable
Reject
O Static
BHEE : L RHIS | 8 T Static,

$E210. 2P Guest VLANEREL A SR F B Enable , AR IBENIBERAFEZFVLAN, FEVLANGE
RAERENIEBFHIMATES02.1BHAEFEVLAN IDEFHZZEAVLAN,

Guest VLAN: @ Enable

FER11, ( AliE ) #EHEnable Open AccessZEN 5 38 AR B M a8, Open Access ] & Bf
FRERERIERNEHIEERE , ERTRBERNAFEELEESUER,

BEE - ENELIRARRFIE  RIRFEERERADIUSH R WEINATE XBRAKT , I
AFFERIINEA S FEEE , MAREBREGROM, FLHEAEHF  BREINIEEFR,

Guest VLAN: + Enable
Open Access: O Enable

$E212 72 B Enable 802.1x Based AuthenticationZxEX 7 3 LATE 38 BUH802.1X F 19 B %,

Guest VLAN: + Enable
Open Access: Enable
B0Z.1x Based Authentication: @ Enable

$EB%13.7# P Enable MAC Based AuthenticationZREX 5 3 A E A SE R A MACHH 31t B A 38 & 19 B
&, BEREFR\EERAMACHEHEE.

BiEE : EEMACEOEERTY , RADIUSIRSBFFER S EAEEBNEBEBLEARBERS
MACHhit, MACHiut X AR/ NEFEEWA , BFEEA. N — 2BRF (Hlm
0020aa00bcc ) »

802.1x Based Authentication: + Enable
MAC Based Authentication: OEnable

BEE : EARAIH , ERMACH H BB WER.

$BB14 32 P Enable Web Based AuthenticationZxEL 7 8 LA 7£ 33 #a ¢ E R A E A Webk) & 5 5
H, EATREIS | ERWebH B HBFEEH,

B02.1x Based Authentication: + Enable
MAC Based Authentication: Enable
Web Based Authentication: O Enable

BEE : EATRGIH , ERWebH S RBEHER,

$E815, ( A& ) ;EZPEnable Periodic Reauthentication BRER 5 $ LA B AR (R ERF B E EH
HITEPERF ., LEEBTE Reauthentication Periodt X F E %



Web Based Authentication: Enable

Periodic Reauthentication: @ Enable

PiiRE : EuLsESID  RABBEERRE

S ER16, ( A& ) £ Reauthentication Periodf L P AE, LERTNHEFEREEREZ
A B FHARER3600% , #EA300F14294967295%)

Periodic Reauthentication: +| Enable

“ Reauthentication Period: 6000 sSec

BHEE : EABIA |, BLE T 60008,

£8817, ( 7 ) ;& Enable Reauthenticate NowBREX /5 #8 LAs& 1 31 BN ¥HE B 11T B D8R
F. EHEHIP , FRARERRE,

Periodic Reauthentication: « Enable

Reauthentication Period: 6000 sec
Reauthenticate Now: O

Authenticator State: Force Authorized

Authenticator State [ 15 5 R 5 IS EAREE,
$E18, ( TiE ) 4&Enable Time Range BREV S $R LAY BB S R BEEE TR &,

Time Range: O Enable

Time Range Name: Dayshift % | Edit

MisE : ERAID | RAABEEE. NREFEHBILINEE | FRESE20,
$ER19, ( AE ) fTime Range Name T HIEEFIRIZEFANKFREEHE,

Time Range: + Enable

Time Range Name: + Dayshift fit
MightShift

Maximum WBA Login Attempts! ==

BYRE : FELLRBIH |, 1BIF T Dayshift,

S B220.7£Maximum WBA Login Attempts[E15H , & — FInfinite for no limitsk User Defined3%
ERE, MBRET "FHEERZ. K FAAERWeDHN ERREBEAFNREREAERXE,

* Maximum WBA Login Atte mpts:Olnﬁnile
User Defined

BHEE : EULRHBISF | 322 T Infinite,

# BR21. 7 Maximum WBA Silence Period ( & AWBAREE ) [EiFH , #— Tinfinite for no
limit ( PR ) S User Defined ( EAEER ) RERS, WREZEFERAEER , FOANE
ERFHERWebH F O RIFNBRANEARE.



Maximum WBA Silence Period: Olnﬁnile
User Defined

MIEE : ELRGIF | BB T Infinite,

HER22. 1 TRAETHMEBL BEH , BT TERS, N TEAEER) URERS, MRE
BHERAEER  FOANEHLAFNEAREZIHE.

* Max Hosts: OmﬁHite
User Defined
BHEE : U EREAITESSREN TERE T MENETERWebN B HRE, EL R
R, B2 T Infinite,
S ER23.1E Quiet Periodf@ I , AR BB ERBERIBRABMERBFLHRENTE, BRIAH

ERZBRER K EEREXEEIEEEREEFIKNTEMEBIHER, AREACOW
, B1E 51731655358,

Quiet Period: 120

et : EARAD  REFRERER1200,

SER2A EEHEREAPRNUY  ARBRBEENEEBRCNFFFRFERERNKRE
o HREA3Y , #EH1F/65535%,

Quiet Period: 120

Resending EAP: 60

MiaE : EARAIF | EFEEEAPERE A608,

S ER25.E Max EAP RequestsiB{L ™ , @ A o] BUEIA B REAPFRER# . EAPR7E802.1XH
FAN—ESORIFS L, CREURBENEFK BN NRBEARI R, FEEERLT

, EREAPEREZEEZFIRETINRE. RE , EFRNSEAEETIER S HRBRIFEN. W
REFIHARERE , AIRBENEAEAPERES —BEAPHER , YEHFRB S HRFIRRE, &
HEAR2, #HEA1210,

Quiet Period: 120
Resending EAP: G0
Max EAP Requests: 2

BiEE : EARGIHP , EARERE.

£ B826.7E Supplicant Timeoutl{uH , M AEAPSEREFBEEIFERAHNERE, BREAID
, EiE 515655358,



& Max EAP Reguesis: 2 (Rar

& Supplicant Timeout: 60 sec

BEE : UL RAIR | BRI ERRERCOY.

S BR27 1£ Server Timeoutl{I & | ¥ A X285 B IR MRADIUSA IRESEX ER 2 5l & B 1Y B
. TEEREAIY , EE A 13655358,

& Max EAP Requests: 2 (Ran
& Supplicant Timeout: 60 sec |
o Server Timeout: 60 sec |

BHEE - EULRBIS |, AREBFERREACOR,
$E828.3%— T Apply , A% % — T Close.



Interface: Unit | 1% Port | GE4

Current Part Control; Unauthorized
Administrative Port Contral: Force Unauthorized
D Auto
Force Authorized
RADIUS VLAN Assignment: Disable
Reject
D Static
Guest VLAN: # Enable
Open Access: Enable
802.1x Based Authentication: [ Enable
MALC Based Authentication: Enable
Web Based Authentication: Enable
Periodic Reauthentication: Enable
& Reauthentication Period: G000

Reauthenticate Mow:

Authenticator State: Connecting
Time Range: Enable
Time Range Name: | Dayshift 3| Edit

& Maximum WBA Login Attempts: €3 Infinite
User Defined

2 Maximum WBA Silence Period: ) Infinite

User Defined
o Max Hosts: © Infinite

User Defined
Z Quiet Period: 120
2 Resending EAP: B0
& Max EAP Requests: 2
& Supplicant Timeout: (7]
@ Server Timeout: &0

sec (Range: 300 - 4294967295, Default: 3600)

(Range: 3 - 10)

sec (Range: 60 - 65535)

sec (Range: 1 - 4294967295)
sec (Range: 10 - 65535, Default: 60)
sec (Range: 30 - 65535, Default: 30)
(Range: 1 - 10, Default: 2)
sec (Range: 1 - 65535, Default: 30)

sec (Range. 1 - 65535, Defaull: 30)

(T CC

HER29, ( AILE ) #H—TSave , MR EMFEIRBIEREF,



3-Port Gigabit PoE Stackable Managed Switch

Port Authentication
| Port Authentication Table
Fitter: Infaerface Type equalsto  Portof Unit1 4 | Go
I Entry No.  Port Current Administrative RADIUS Guest Open Access
Port Contral =~ Port Control VLAMN Assignment WLAN

| 1 GE1 Authorized Force Authorized Disabled Dizabled Disabled
2 GE2 Authorized Force Authorized Disabled Disabled Disabled

| 3 GE3  Authorized Force Authorized Disabled Dizabled Disabled

| 4 GE4 Authorized Auto Static Enabled Disabled
& GE5 Port Down Force Authorized  Disabled Disabled Disabled
6 GEG& Paort Down Force Authorized Disabled Disabled Disabled

B, SRRAEXRRE ERIEES02. 1R 5 1B RE

RN EERSEEAISENE
SR B-TEXFORIMERAIS AN AN AN EREER,

Port Authentication Table

Filter: Interface Type equalsto | PortofUnit1 4 | Go |

Entry No.  Port | Current Administrative RADIUS Guest  Open Access
Port Control | Port Control VLAN Assignment  VLAN

1 GE1 Authorized  Force Authorized Disabled Disabled Disabled

2 GE2 Authorized  Force Authorized Disabled Disabled Disabled

3 GE3 Authorized  Force Authorized Disabled Disabled Disabled

= \wihonzad Auto Stati = nabled Jisablec

5 GE5 PorDown  Force Authorized Disabled Disabled Disabled

BRE : EATGIH | iEE TGE4,
SRR BT IRE , A%KIEZ—T "Copy Settings. -

43 GE43 PortDown  Force Authorized Disabled Disabled
44 GE44 PortDown  Force Authorized Disabled Disabled
45 GE45 PortDown  Force Authorized Disabled Disabled
46 GE46 PortDown  Force Authorized Disabled Disabled
47 GE47 PortDown  Force Authorized Disabled Disabled
48 GE48 PortDown  Force Authorized Disabled Disabled
48 XG1  Authorized  Force Authorized Disabled Disabled
50 XG2 PortDown  Force Authorized Disabled Disabled
61 XG3 PortDown  Force Authorized Disabled Disabled

orce Authorized  Disabled Disabled

52 XG4 Authorized Fi
(_corseumes ]| Ear |
SRR3R TMAEERAMENEEEN T EHEE, ,.,\‘Iuﬁﬁﬁﬁﬁ%ﬁﬁﬁjiﬁﬁﬁﬁfﬁ%

WA, TUBEALUERESBNESENE (1, 3. 58GE1, GE3, GE5) , b LA AN
& ( t01-58GE1-GE5 ) ,




Copy configuration from entry 4 (GE4)

to: §47-48 (Example: 1,3,5-10 or: GE1,GE3-XG4)

BHEE : EXRROIF |, BLEREAMERARIERATE4S8,
S ER4 % — T Apply , A% — T Close.

Copy configuration from entry 4 (GE4)

to: 47-48 (Example: 1,3,5-10 or: GE1,GE3-XG4)

LAeply | | Ciose |

TERAREZERNEE,
Port Authentication Table

Filter: Interface Type equals to = Port of Unit 1 % . Go

Entry Mo. Port Current Administrative RADIUS Guest Cpen Access
Port Control = Port Control VLAN Assignment VLAM
1 GE1 Authorized Force Authorized Disabled Disabled Disabled
2 GE2 Authorized  Force Authorized Disabled Disabled Disabled
34 GE3  Authorized Force Authorized Disabled Disabled Disabled
4 GE4 Authorized  Auto Static Enabled Disabled
5 GES PortDown  Force Authorized Disabled Disabled Disabled
& GEB Port Down Force Authorized  Disabled Disabled Dizabled
45 GE45 PortDown  Force Authorized Disabled Disabled Disabled
46 GE46 Port Down Force Authorized Disabled Disabled Disabled
47 GE47 Authorized Auto Static Enabled Disabled
48 GE48 Authorized  Auto Static Enabled Disabled
49 XG1 Authorized Force Authorized Disabled Disabled Disabled
50 XG2 Port Down Force Authorized Disabled Disabled Disabled
51 XG3 PortDown  Force Authorized Disabled Disabled Disabled
52 XG4  Authorized  Force Authorized Disabled Disabled Disabled
| Copy Settings... | | Edit.. |

fﬁﬂg , BIERE R ER T —ERN802.1xFMBRERE , WiGH MBI E i H iR
IR,



	在交換機上配置802.1x埠身份驗證設定
	目標
	適用裝置
	軟體版本
	在交換機上配置802.1x埠身份驗證設定
	配置RADIUS客戶端設定
	配置802.1x埠身份驗證設定
	將介面配置設定應用到多個介面



